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Abstract. Proxy re-encryption (PRE) allows re-encryption of a cipher-
text for Alice (delegator) into a ciphertext for Bob (delegatee) via a semi-
trusted proxy, who should not obtain the underlying plaintext. Alice gen-
erates a re-encryption key (re-key) for the proxy using which, the proxy
transforms the ciphertexts. The basic notion of PRE provides security
against the proxy from learning anything about the encrypted message
given the re-encryption key. However, this is not sufficient in all situa-
tions as the proxy can collude with Bob and re-delegate Alice’s decryp-
tion rights. Hence, non-transferability is a desirable property in real-time
scenarios wherein an illegal attempt to transfer Alice’s decryption rights
exposes Bob’s private key as a penalty. In Pairing 2010, Wang et al.
presented a CPA secure non-transferable Identity Based PRE scheme in
the random oracle model. However, we show that the scheme violates
the non-transferable property. Also, we present the first construction of
a non-transferable unidirectional PRE scheme in the PKI setting using
bilinear maps which meets CCA security under a variant of the decisional
Diffie-Hellman hardness assumption in the random oracle model.

Keywords: Proxy re-encryption - Bilinear maps - Public key -
Unidirectional - Non-transferable

1 Introduction

Blaze et al. [2] in 1998 first proposed the concept of proxy re-encryption, which
allows a proxy with specific information (re-encryption key) to translate a cipher-
text for Alice into another ciphertext for Bob, without knowing the underlying
plaintext. PRE has many useful applications, such as ensuring security of shared
data in the cloud computing setting, enabling a data owner to encrypt shared
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data in the cloud in his public key and store them, which can be transformed by a
proxy-server into a ciphertext for a legitimate recipient. This consigns the costly
burden of secure data sharing to the resource-abundant semi-trusted proxy. PRE
offers promising solutions to encrypted email forwarding, digital rights manage-
ment, outsourced encrypted spam filtering among others [1,3,14].

PRE schemes are classified into bidirectional and unidirectional schemes based
on the direction of delegation. They are also classified into single-hop and multihop
schemes. In this paper, we focus on unidirectional single-hop PRE schemes.

The existing PRE schemes assume that the proxy is semi-trusted and does not
collude with Bob to acquire Alice’s private key or re-delegate Alice’s decryption
rights to a malicious user Carol, failing to provide the non-transferable property
which was first proposed by Ateniese et al. [1]. A PRE scheme is said to be
non-transferable when the colluding proxy and delegatees should not be able to
re-delegate decryption rights to other parties without compromising the private
keys of the delegatees or the privacy of the delegatees. Note that Bob can always
decrypt and forward the message to the malicious user Carol, but this would
require Bob to be online. The notion of non-transferability is to prevent the
colluding proxy and Bob to provide Carol with a secret value that can be used
to decrypt Alice’s ciphertexts when Bob is offline. Hence, the only way for Bob
to transfer decryption capabilities to Carol is to reveal his own private key.

1.1 Related Work

While several protocols achieving PRE in various models are available, only
a few provides the non-transferable property as well. In this section, we focus
on PRE schemes supporting non-transferability. Illegal delegation of decryption
rights would cause unauthorised sharing of data and financial losses which marks
non-transferability as an important property in practice, such as the cloud ser-
vice security scenario. Libert et al. [9] stated the difficulty in preventing such
collusions and proposed a CPA secure scheme to trace the malicious proxies
after a collusion. Even though penalising the colluders after an unauthorised
transferance is a possible strategy to attain non-transferability, it is more desir-
able to prevent collusion than discouraging it. In the ID-based PRE scheme
given by Wang et al. [13] in the random oracle model, a PKG generates the
re-encryption keys and this is undesirable as it requires the PKG to be online
for the re-encryption keys generation and introduces the key-escrow problem
and key-despotism problem. He et al. [7] proposes a non-transferable ID-based
PRE scheme in the random oracle model that addresses the previous problems
but involves multiple rounds of interactions for partial-key generations and key-
validations which makes their scheme less practical. Hayashi et al. [6] introduces
a partial solution to non-transferability as their schemes are shown to achieve
unforgeability of re-encryption keys against collusion attack (UFReKey-CA),
assuming the hardness of the variants of the Diffie-Hellman inversion problem in
the standard model, which was later shown vulnerable to forgeability attack on
the re-encryption keys by Isshiki et al. [8]. Guo et al. [5] uses indistinguishability
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obfuscation (:0), a highly complex primitive, to resolve the problem of non-
transferability in PRE.

1.2 Owur Contributions

In 2005, Ateniese et al. [1] stated that “achieving a proxy scheme that is non-
transferable, in the sense that the only way for Bob to transfer offline decryption
capabilities to Carol is to expose his own secret key, seems to be the main open
problem left for proxy re-encryption”. Guo et al. [5] achieves non-transferability
using indistinguishability obfuscation (¢Q), a highly complex and impractical
primitive. Our major contribution lies in providing a non-transferable unidirec-
tional single-hop PRE scheme in the random oracle model that uses bilinear
maps and group operations, and is much more practical. To the best of our
knowledge, there are no known PRE schemes satisfying non-transferability in
the PKI setting based on group theoretic operations. Wang et al. [13] proposed
an uni-directional non-transferable PRE scheme in the random oracle model
in the identity-based setting, in which the fully trusted PKG generates the re-
encryption keys. We present an attack on their scheme, by showing that the
colluders can indeed construct an illegal decryption function that can be used
by any malicious third party to decrypt the delegator’s second level ciphertexts,
without any compromise of the delegatees private keys.

2 Preliminaries

2.1 Bilinear Pairings

Our PRE scheme is based on bilinear pairings. Let G; and G2 be an additive
and multiplicative cyclic groups respectively of prime order q. G; is generated
by P. Gy has an admissible bilinear mapping into Go, é : G; X G; — Go, if the
following three conditions hold:

1. Bilinear: VP,Q, R € Gy, Ya,b € Z
(a) e(P+Q, R) = (P, R) - é(Q, )
(b) é(P,Q+ R) = é(P,Q) - é(P, R)
(c) &(aP,bQ) = &(P, Q)"
2. Non-degenerate: 3P, Q € G such that, é(P, Q) # 1g,-
3. Computable: VP, Q € Gq, there is an efficient algorithm to compute é(P, Q).

2.2 Hardness Assumptions

In this section, we state the computational hardness assumptions used to estab-
lish the security of the schemes.

Modified Decisional Bilinear Diffie-Hellman (m-DBDH) Assump-
tion [12]: The m-DBDH assumption is said to hold if, given the elements
{P,aP,bP,cP,a 1P} € Gy and T € Gy, there exists no probabilistic polynomial-
time adversary which can determine whether 7' = é(P, P)?*° or a random ele-
ment from Gy with a non-negligible advantage, where P is a generator of Gy
and a,b,c €g Zy.
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1-Weak Decisional Bilinear Diffie-Hellman Inversion (1-WDBDHI)
Assumption [10]: The 1-wDBDHI assumption is said to hold if, given the ele-
ments { P, %P, bP} € Gy and T € Go, there exists no probabilistic polynomial-time
adversary which can determine whether T' = é(P, P)? or a random element from
G2 with a non-negligible advantage, where P is a generator of G; and a,b €r Zj.

3 Definition and Security Model

3.1 Definition

We describe the syntactical definition of unidirectional proxy re-encryption [13]
and its security notion. A PRE scheme consists of the following seven algorithms:

— Global setup(\): returns a set of public parameters params, which is shared
by all the users in the system.

— KeyGen(params): returns the public key and private key pair (pk;, sk;) of a
user <.

— ReKeyGen(sk;, pk;, pkj, params): returns a re-encryption key RK;_,;.

— Encrypt(m, pk;, params): returns the ciphertext C; corresponding to m which
is allowed to be re-encrypted for another user. The ciphertext C; generated
is called as the second level ciphertext.

— Re-Encrypt(C;, RK;_.;, params): returns a ciphertext 05»7 re-encryption of
Cy, now encrypted under the public key pk;. The re-encrypted ciphertext C’;
is called as the first level ciphertext.

— Decrypt(C;, sk;, params): returns a plaintext m or the error symbol L if the
ciphertext is invalid.

- Re—Decrypt(C]’-7 skj, params): returns a plaintext m or the error symbol L if
the ciphertext is invalid.

The consistency of a PRE scheme for any given public parameters params and
a public-private key pair {(pk;, sk;), (pk;, sk;)} is defined as follows:

1. Consistency between encryption and decryption; i.e.,
Decrypt(Encrypt(m, pk;), sk;) = m,¥Ym € M
2. Consistency between encryption, proxy re-encryption and decryption; i.e.,

Re — Decrypt(Re — Encrypt(RK,_.;, Encrypt(m, pk;)), sk;) = m,¥Ym € M

3.2 Security Model

Since there exists two types of ciphertexts namely first level and second level
ciphertexts in PRE, it is necessary to prove the security of each of these two
levels as defined in [9]. As in [4], in our model, the adversary A can only obtain
the uncorrupted public keys pk;;cgy and corrupted public-private key pairs
{pki, sk;}i.iccu from the challenger C and cannot determine which parties will
be compromised adaptively. A is provided with re-encryption keys he is entitled
to know but can adaptively query the re-encryption and decryption oracles which
C answers as below and simulates an environment running PRE for A.
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— Re-encryption oracle Ogegne(C, pki, pk;): C runs C’J’- — ReEnc(C;, RK;_.;),
where RK;.; = ReKeyGen(sk;,pki,pk;) and returns C} to A.

— Second level decryption oracle Ope.(Ci, pk;): C runs Decrypt(C;, sk;) and
returns the result to A.

— First level decryption oracle Ogepec(Cj, pk;): C runs ReDecrypt(C?, sk;) and
returns the result to A.

Second Level Ciphertext Security. It models the scenario that the adver-
sary A is challenged with a second level ciphertext C*, where C* is the chal-
lenge ciphertext under the targeted public key pk;~ where we use the index #*
to denote the targeted user. C responds to the queries issued by A to the above
defined oracles considering that they do not allow A to decrypt the challenge
ciphertext trivially. For example, A is not allowed to obtain a re-encryption
key RK;~_.; where sk; was already compromised. In such a case, A can triv-
ially decrypt the challenge ciphertext by first re-encrypting it into a first level
ciphertext and then decrypting it with sk;. Also, for a first level ciphertext
C} = Re—Encrypt(C}, RK;«_;), querying on Ogepec(C},pk;) by A is not per-
mitted.

Below is given the formal definition for second level ciphertext’s semantic
security under chosen ciphertext attack (IND-PRE-CCA).

Definition 1. Given a single-hop unidirectional PRE scheme, the advantage of
any PPT adversary A denoted by Advy in the game shown below is defined by
the probability:

Prl{(pk;, sk;) — KeyGen(\) }iccuunu, Pk, sk) — KeyGen(\);
{RK;«_,; — ReKeyGen(sk;,pk;)}jcnu;

{RK;_.; « ReKeyGen(sks, pk;)}icHu jecuuHUU{i*}

(mOa my, St) — AOnepneOnenee (pk;‘, {pkj7 Skj }jeCU7

{pk; }jGHU7 {RK;-—; }jeHU5 {RKi—’j}iGHU,jGCUUHUU{i*});
bGR{O, 1}70* — EnCTypt(pk:,mb);bl — AOReEanReDec(C*’ St) . b/ —_ b]

Note that |mg| = |mq|. St is the state information maintained by A. A single hop
unidirectional PRE scheme is IND-PRE-CCA secure for second level ciphertext
if for any IND-PRE-CCA adversary A, |Adv s — %| is negligibly small.

First level ciphertext security. In the first-level ciphertext security, A is
allowed to obtain the re-encryption keys for any user, since the first level cipher-
text cannot be further re-encrypted in a given single hop PRE scheme. This
also justifies the fact that there is no need for any second-level decryption or
re-encryption oracle as all the re-encryption keys are available to A.

Definition 2. Given a single-hop unidirectional PRE scheme, the advantage of
any PPT adversary A denoted by Adv4 in the game shown below is defined by
the probability:
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Pri{(pki, sk;) — KeyGen(\) }iccuunu, (Pk!, sk}) — KeyGen(\);
{RK;_.; + ReKeyGen(sks, pk;)}; jecuunuugi},
(mOa my, St) — AOREDCC (pk:v {pkja Skj}jeCU7

Pk} e v A RKi—; }i,jGCUUHUU{i*});
ber{0,1}, C* < Re—Encrypt(Encrypt(my, pki), RK;—i~)ieHuucU;
V  ACReDec(C* St) 1 b = b]

Note that |mg| = |mi| and St is the state information maintained by A.
A single hop unidirectional PRE scheme is said to be IND-PRE-CCA secure
for first level ciphertext if for any IND-PRE-CCA adversary A, |Advg — %| s

negligibly small.

4 Non-transferability

In order to achieve non-transferability, Alice’s ciphertext must possess the prop-
erty that if a malicious user has the private key of Bob and the re-encryption
key, only then it can obtain the plaintext, else it shall obtain nothing useful.
Our security definition of non-transferability follows from the definition of non-
transferability proposed in [6].

In the following definition, we use the following subscripts i*,h € HU,¢; €
CU, j to denote a target honest delegator, an honest user, a corrupted delegatee
and a malicious user respectively, where ¢ € {1,---L} and L is polynomially
bounded.

Definition 3 [6]. Non-transferability: A single-hop unidirectional PRE scheme
is non-transferable if there exists a polynomial time algorithm J', such that

Pr((pk;, sk) «— Keygen(1*); (pkn, skn) < Keygen(1*);

{(pke,, ske, — Keygen(1*)}; (pk;, sk;) «— Keygen(1*);

{RK;»_.; — ReKeyGen(sk;,pke,)}; {RKn—c;, — ReKeyGen(skp,pke;)};
m — M;C* — Encrypt(m, pk!); {m; — M};{C; — Encrypt(m;, pke,)};
{m} — M};{C! «+— Re—Encrypt(RK},_..,, Encrypt(m}, pkp))};

X « C(Pk;"a {(kaivSkCi)}a {RKZ'*—wq:}); mg < j(Xv (pkja Skj), C*),

mgr < j/(Xv (pkjv Skj)? {Oi}v {C:})

cm#mgVmg € {m;}U{m.}]

s overwhelming for any polynomial time algorithm C, J and polynomial L.

In the above definition, C denote the set of colluders and 7,7’ denotes
the malicious users. The definition states that, if C tries to construct an illegal
decryption box X for the second level ciphertext of the target honest user i* to
re-delegate the decryption rights to 7, then J’ can exploit X to compromise
the decryption capabilities of C. Informally, the colluders should not be able to
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generate a decryption-box to decrypt the delegator’s ciphertext, without com-
promising the private keys of the delegatee. The main challenge for constructing
such a scheme lies in extracting the decryption capability of the delegatee from
this illegal decryption box.

5

Analysis of a CPA-Secure Non-transferable PRE
Scheme by Wang et al. [13]

5.1 Review of the Scheme

Setup()): Gy and Gy are multiplicative groups of order p. é : Gy X G; — Go
is a bilinear map. PKG computes g1 = g¢ € Gy where g is a generator
of G1 and o € Z;. Also, g2, € Gy are chosen at random. H : {0,1}! —
G is a cryptographic hash function. the system parameters are params =
{C1,Ga.p. 6,9, 91, 92,1, HY, and msk = g5.

Extract(id): Choose u € Z, set skiqg = (do,d1) = (93 H(id)", g*), where

p7
u = hpsk(id). Validation of key by user ¢d with sk sk;q is done by

R ? . R .
é(do, g) = é(g1,92)é(H (id), d1)
ReKeyGen(id,id'): PKG returns seed of re-key to delegator id:
H(id) \*
H(id")
Here, u' is selected by PKG to generate private key of id’. User id selects
€ Zj;, at random and computes rekey as:

H(id)\"
Kid—iar = (rk1, ko) = 5( ) 5
TRid—id (rky,mk2) (77 H(id') g
Encryption(m € Gg,id): Encryptor chooses r € Z; and computes
C= (017 CQ; C?n 04) = (mé(gla 92)T7 grv H(Zd)r7 UT)

Re-Encryption(m,id’): The proxy conducts a consistency check for the

rkid—ia = (

received 2"¢ level ciphertext: é(Co,n) z é(C4, g). If it holds, compute:

’ / _ é(C4a7ﬂk2)
C'=(C1,Cy,Cs) = (Cl'é((]g,rk;l)

Decryption(C, sk;q): m is obtained from the second level ciphertext by com-
puting:

7027 C3>

¢(Cs,d
m:Clif( 3 1)
6(02, do)
Re-Decryption(C’, sk;q'): m is obtained from the first level ciphertext by
computing:
é(037 dll)

_ 7
m = Cl.ié(Cg,dg)
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5.2 Attack on the Scheme

We show an attack on the non-transferable property of the ID-PRE scheme pro-
posed in [13]. As per the definition of non-transferability in Sect. 4, the adversary
is allowed to obtain one pair of keys (rkiq,, —id,, skia;) wherein the delegatee id,
is a corrupt user. So, consider the following attack where the adversary queries
for a re-encryption key (rkiq,—ia;) = (rk1,7k2) and a private key for id; to
obtain the corresponding private key skiq;, = (do,d1) = (g5 H (id;)", g*). Now,
given the second level ciphertext C = (C1, Cq, C3,Cy), the adversary does the
following computation:

1. Pick § € Z;.
9. Define &' 2 d; cgf = g th,
3. Compute the value of a partial decryption key psk;q, = (rky - do - H(id;)
H@GEd )\ o rr(: 7 \u; .
=’ (frtiay) - 98 Hidy)" - H(idy)”
=n. H(idi)ujJrﬁ - g% (Note that this gives the adversary a function of the
private key of user id; which can be used to compute a decryption box for

ciphertexts encrypted under id;)
4. Construct a decryption box for a second level ciphertext of id; as:

%)

Ch
m= - N 1 1
é(Cq, pskia,) - é(Cs,d")” " - é(Cy,rk2)

The malicious wusers can obtain the second level ciphertext C =
(C1,C4, C5,Cy) of user id; and obtain obtain the plaintext m as follows:
C1
&(Cy, pskig,) - €(Cs, d') ™" - (Cy, rky) ™"
C1
&(Coym® - H(id;)" P - g9) - e(Cs,d) - e(Cyyrky) ™"
m-é(g1,92)"
é(g1,92)" - €(Cy,rha) - (d', C3) - &(Cy, k) ™" - &(d!, C3) "

=m.

Note that the private key of the delegatee (dy,d;) is not compromised and
the second level encrypted message of user id; is exposed to the malicious users
violating the non-transferable property of Proxy Re-encryption.

6 A CCA-secure Non-transferable Scheme

6.1 Owur Scheme

— Setup(\): Let A be the security parameter, G1, Gy are two groups of prime
order ¢, e : G; XxG; — (G4 is a bilinear map. Let P be a generator of the group
G; and randomly choose @ € Gy. Set a = é(P, P). Choose five hash functions
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FI : Gl — ZZ’HI : Gl X (Gl X (Gl X Gl — ZZ,HQ : GQ — {0,1}l’“+l“’,H3 :
{0, 1}tmtle — Zi, Hy = Gy x Gy x {0, 1}m*le x Gy — Gy, where I, [,, denote
the message space M. The hash functions are modelled as random oracles in
the security proof. The global parameters are:

params = {leGQaq7P7Qag;H17H2>H3aH47a}

KeyGen(\,params): Pick x;,y;, z; < Z;, set the private key sk; = (v, yi, %),
public key pki = (Xi, i/z', ZZ‘, QIL) = (.Tip, yiP, Zip, yzQ) and set hz = Hl(pki).
ReKeyGen(sk;, pk;, pkj,params): Given as input the public key pk; =
(X5, Y:, Z;,Q;) and private key sk; = (x;,v;,2;) of user ¢ and the public key
pk; = (X;,Y;,7;,Q;) of user j, pick s,0,5 « Zq at random, and compute
the re-encryption key as follows:

zi + hi
Y
R=a,"'(0Y; + sP) + =, ' H(X;)Q
= mi_l(éyj +s)P+ wi_lfI(Xj)Q € Gy,
S =y N BY; - sP)+y'Q;
=4 '(By; — )P +y: 'Q; €Gy.

Return the re-encryption key RK;_.; = (R, S, T).
Encrypt(m, pk;): Given a message m € M and a public key pk; =
(X:,Y:, Z;,Q;) as input:

e Choose w €g Ly.
Set r = H3(m,w) € Z.
Compute Cy = rX; € Gy.
Compute Cy = 1Y; € Gy.
Compute C3 = (mllw) & H2(é(Z; +h;P,P)") = (m|jw) &
Hy(e(P, P)=+momy,

e Compute Cy =r - Hy(C1,C4,Cs5,C5) € Gy.

e Compute C5 =r-Q € Gy.
The second level ciphertext C= (C1,Csy ,C3 ,C4, Cs) is returned.
Re-Encrypt(C, RK,_;): On input of a second level ciphertext C= (C1,Cs ,Cj3
,C41,C5) and a re-key RK;_,; = (R, S,T), check the validity of C by testing
if condition (1) and (2) holds:

?

ez,

e(Cy, X;) = é(Hy(C1, Cy,C3,Cs), Ch) (1)

é(Xi +Y:,05) = é(Cr + C2,Q) (2)
If the above check fails, return invalid, else compute

_ [ ~é(C1,R) -¢(Cq, S) }T _e(p P)(Zi+h,:)Tyj € G, (3)
e(H(X,)P,Cs) - (Y;,C5) ’ ’

Set Dy = C5, D3 = Cs; return D = (Dq, Ds, D3) as the first level ciphertext.
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— Decrypt(C, sk;): Given as input the private key sk; and second level ciphertext
C = (C1,Cy ,C3 ,Cy,C5), first check if conditions (1) and (2) hold. If they do
not hold, return “invalid”, else compute

1 (zi+hi)
mp) ) ©Cs (4)

Remark 1. Conditions (1) and (2) allow for the public verifiability of the cipher-
text C. After conditions (1) and (2) are checked, recover (m||w) and it suffices
to verify any one of the conditions from (6) to (9) in Verify(pk;, (m||w), C).

(mllw) = Ha(e((C1 + Ca),

Remark 2. To avoid checking conditions (1) and (2) as it incurs heavy compu-
tation cost as indicated in Table 2 due to bilinear pairing, recover (m||w), ensure
if C is well-formed by checking if Verify(pk;, (m|lw),C) = valid and return
(m||w), else return invalid.

— Re-Decrypt(D, skj,): Given as input a private key sk; and first level ciphertext
D = (D1, Dy, D3), compute

—1

(m|lw) = Hz(Dy" ) @ Dy (5)

Return (m||w).

— Verify((pki, m||w, C)): Given as input a second level ciphertext C' = (Cy, Cy,
C3, C4,C5), a public key pk; and a message (m||w), compute r = Hz(m||w)
and check if the following conditions hold:

Ch =7 X; (6)
?

Co=r-Y (7)

Cy ;T'H4(C1,02,C37C5) (8)
?

Cs=r-Q (9)

If all the conditions (6)—(9) are satisfied, return valid else return invalid.

6.2 Security Proof
We prove the second level security under a variant of the m-DBDH assumption.

Lemma 1. The variant of the modified decisional bilinear diffie-hellman (m-
DBDH) assumption is said to hold if, given the elements (P,aP,a™'P,a 2P,
bP,cP) and T € Ga, there exists no probabilistic polynomial-time adversary
which can determine whether T = é(P, P)**¢ or a random element from Go with
a non-negligible advantage, where P is a generator of Gy and a,b,c €r Z.
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Table 1. Comparative analysis of the properties of uni-directional single-hop PRE
schemes studied in the literature and our scheme.

Property [13] [7] [6] [5] Our scheme
Model Random Oracle | Random Oracle | Standard | Standard | Random Oracle
Security CCA CCA RCCA CPA CCA
Non-interactive No No Yes Yes Yes

Proxy invisibility | Yes Yes Yes Yes Yes
Collusion-safe Yes Yes Yes Yes Yes
Non-transitive Yes Yes Yes Yes Yes
Non-transferable | No Yes No Yes Yes

Non-key escrow | Yes No Yes Yes Yes

Theorem 1. Our proposed scheme is CCA-secure for the second level ciphertext
under the variant of the m-DBDH assumption.

Theorem 2. Our proposed scheme is CCA-secure for the first level ciphertext
under the 1-wDBDHI assumption.

Remark 3. The proof of Lemma 1, Theorems 1 and 2 is shown in the full version
of this paper [11].

Remark 4. The proposed scheme is non-transferable as the proxy and a set of
colluding delegatees cannot re-delegate decryption rights to a third party. We can
observe this from the following. In order to re-delegate decryption rights to an
illegal user, the colluding delegatee will construct the decryption box (D] & Cs)

-1
by defining D} 2 DY = e(P, P)th)rviv; = o(p, P)+hr . Given C =
(C1,C4,C5,Cyq,C5), which is the second level ciphertext encrypted under the
public key of the delegator, any malicious user can decrypt C' by computing
Dj @ C5. However, this re-delegation will only succeed when the delegatee sends
his private key component y; explicitly to the malicious user as y- ! must be used
to exponentiate Dy to compute D} and extract (m||w). Since the value of Dy
changes in every delegation as a fresh random element w € Zj is used for every

encryption, the value of DY " cannot be computed offline and hence must be
explicitly provided by the delegatee to the malicious users. Hence, the delegatee
must expose his private key for the illegal transference of decryption rights to a
third party. Therefore, as per the definition in Sect. 4, non-transferable property
is achieved in our scheme.

7 Comparison

We give a comparison of our scheme with the existing single-hop PRE schemes
studied in the literature with respect to the non-transferable property. In Table 1,
we show the various properties of a PRE scheme which are satisfied by the
existing schemes alongside our scheme. In Table 2, we show the computational



46 S. Sharmila Deva Selvi et al.

Table 2. The Efficiency comparisons among unidirectional schemes in the literature
with our scheme. * O(n) = O(logN), where N is the maximum number of delegatees
for each delegator in [9]. ** denotes the computation complexity for decrypt algorithm
when conditions (1) and (2) are used for public verification along with any one of
conditions (6) to (9) of the Verify() algorithm.

Scheme Encrypt Decrypt Re-Encrypt Re-Decrypt
[5] Ste + Stet + 8tpp te + 6ter + 4tpp | te +tet + top | 2te + 2ter + 3lop
[9] ((n+2)te +ter)” te + top 2tpp tet
[6] ts +4te +tet + top + tme | tettet +9%pp+ty | te + Stop + ty | te + 2ter + 18y, + Lo
[13] Bte + ter + top 2ty Aty 24,
Our scheme | 5te + ter + typ 5te + tet + top OF | tey + 8typ tet
(2te + ter +
Stpp) ™"

efficiency of a few well-known PRE schemes. Note that we use t to denote the
time required for the various computations subscripted with bp, e, et, me, s, v to
denote the time taken for a bilinear pairing, exponentiation in G, exponentia-
tion in Gg, multi-exponentiation in group G, signing algorithm and verification
algorithm respectively. The comparisons show that our proposed design is the
first scheme that achieves non-transferability with minimal efficiency loss and
satisfies all the properties of an unidirectional single-hop PRE scheme.

8 Conclusion

Although there are several protocols achieving PRE in the literature, only two
schemes [7] (ID-based settings) and [5] have reported the non-transferable prop-
erty. To resolve the problem of non-transferability in PRE, [5] uses indistin-
guishability obfuscation (¢0), which involves very complex operations and is
highly impractical. In [7], the IB-PRE protocol involves multiple rounds of inter-
action for partial-key generations and key validations which incurs computa-
tional overhead as indicated in the comparison Table2. Our non-transferable
PRE scheme is practical, based on direct manipulation in groups. Our scheme
is shown to be CCA secure in the random oracle model for both the first and
second level ciphertext and meets the non-transferability definition wherein the
colluders (delegatee and proxy) cannot re-delegate the decryption rights of the
delegator. An attempt to construct an illegal decryption box to decrypt the sec-
ond level ciphertexts of the delegator reveals the private key components of the
colluding delegatee. We have proposed an efficient non-transferable PRE scheme
that affirmatively resolves the problem of illegal transference of decryption rights.
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