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Abstract Existing works on document image watermarking provide same level of
protection for information present in the source document image. However, in a
document image the distribution of the information contents influences on the level
of protection required. This necessitates application of multiple watermarking
techniques on the source document image. In this paper, novel intelligent multiple
watermarking techniques are proposed. The source document image is divided into
blocks of the same dimension. For each block, appropriate type of watermarking is
decided based on the type of block which is determined automatically using gra-
dient binarized technique. The blocks with regeneratable information are protected
using semi-fragile watermarking and blocks with non-regeneratable information are
protected using fragile watermarking. Experimental results reveal the accurate
identification of type of the block. The performance results reveal that multiple
watermarking schemes have reduced the capacity of embedding and consequently
improved perceptual quality of the watermarked image.
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1 Introduction

Most of the document images are used as proof of authentication and copyright
protection in the business transactions. “Digital watermarking technique has been
used as a primary means for copyright protection and integrity management of
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document images [1–3].” The document image consists of information content
which can be divided into regeneratable or non-regeneratable blocks. The regen-
eratable blocks contain minimal changing information content. The blocks having
dynamically changing information content are categorized as “non-regeneratable”
blocks. Further, there are many empty regions classified as “non-content blocks”.
Each type of block requires different types of protection. Therefore, there is a need
to use multiple watermarking techniques on the different areas of the same docu-
ment image.

The rest of the paper is organized as follows. Section 2 provides literature
review of the existing works. The proposed model is explored in Sect. 3.
Experimental results of the proposed scheme are presented in Sect. 4. The per-
formance analysis of the novel technique work is made in Sect. 5. Conclusions of
the proposed work are summarized in Sect. 6.

2 Literature Review

“Digital watermarking is classified as robust, fragile and semi-fragile based on the
robustness to incidental and intentional attacks [4]”. A detailed survey of the works
on robust, fragile, and semi-fragile watermarking techniques can be found in [5–10].
Houmansadr et al. [11] proposed a watermarking technique based on the entropy
masking feature of the Human Visual System (HVS). Kankanhalli et al. [12]
developed a watermarking technique by embedding just noticeable watermarks.
Radharani et al. [13] designed a content-based watermarking scheme in which
watermark is generated using Independent Component Analysis (ICA) for each
block of the input image. In [14–16], few works on the segmentation of the image
into objects using image statistics and subsequently applying the robust water-
marking schemes for each of the objects are described. Shieh et al. [17] used
genetics [18] to compute the optimal frequency bands for watermark embedding.
Lu et al. [19] developed an algorithm for embedding multiple watermarks into the
Vector Quantization (VQ) domain. Sheppard et al. [20] discussed different ways of
multiple watermarking like re-watermarking, segmented watermarking, and com-
posite watermarking [20] using different attack scenarios [21, 22].

The literature reviews on the content-based multiple watermarking techniques
reveal that most of the existing works lack intelligent application of appropriate
watermarking scheme. The previous works on multiple watermarking schemes
incur significant degradation in the perceptual quality of the watermarked image.
The existing schemes also incur tradeoff between robustness and fragility of the
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watermarking multiple times. In this paper, a novel intelligent multiple water-
marking model is proposed that automatically computes desired type of water-
marking for each block of the document image.

3 Proposed Model

In this work, a new multiple watermarking model is proposed. The novelty of this
approach lies in identifying automatically the type of watermark required for dif-
ferent regions of source document image based on the information content present
in that region. This in turn reduces the amount of watermarking to be done in
comparison to a single watermarking technique for the entire document image. The
proposed model consists of multiple watermarking embedding and extraction
process. The input document image is decomposed into blocks of uniform size. To
each block, either fragile or semi-fragile watermarking is applied, which is deter-
mined automatically. Semi-fragile watermarking is implemented using
curvelet-based embedding [23] and fragile watermarking is accomplished using
contourlet-based embedding [24]. Extraction process is carried on the blocks of the
watermarked image.

3.1 Embedding of Multiple Watermarks

The embedding process of multiple watermarks is shown in Fig. 1. Experiments
have been conducted exhaustively on all the document images in the corpus to
measure the impact of size of the block against accuracy in identifying type of the
block. The average number of blocks expected for each type of the block, the
number of blocks identified correctly, and processing time are recorded in Table 1.
“It can be observed from values in Table 1 that the blocks of lesser size exhibits
higher accuracy and consume more time than the blocks of higher dimensions.”
Considering these parameters size of the block is set to 128 � 128. For each block,
gradient binarized version of the information content in the block is computed. The
type of each block is classified based on the uniformity in distribution and amount
of information content present in the block.
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Fig. 1 Multiple watermark embedding process
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The gradient binarized version of the information content in the block is com-
puted using the following algorithm:

(1)

(2)

IA is computed using the equation below:

IA ¼
P

block type IBP
block type EB

: ð3Þ

Experiments are conducted on exhaustive doc-corpus to find the appropriate
values of weights w1 and w2. From experimental calculations, it was found setting
w1 = 0.4 and w2 = 0.6 leads to a higher degree of accuracy in identification of the

Table 1 Average accuracy in identification of the block type and processing time for identification

Block size Non-content Uniform content Nonuniform content Avg IA (in %) Processing
time (in s)EB IB EB IB EB IB

32 � 32 466 466 210 204 153 150 98.97 89.12

64 � 64 116 116 57 52 33 29 96.94 41.7

128 � 128 25 25 17 15 9 8 95.75 23.11

256 � 256 7 7 4 3 2 2 89.61 18.16

where, EB Expected number of blocks evaluated manually by an expert, IB Identified number of blocks from the
proposed approach, and IA Identification accuracy of a block
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type of the block with less amount of time. Hence, the values of weights w1 and w2

are set to 0.4 and 0.6, respectively. The gradient binarized block is classified into an
appropriate type using the following algorithm:
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The setting of thresholds (0.1 for information content and 0.4 for group density)
is based on the experimental evaluation of the identification accuracy. These
thresholds exhibit an accuracy of more than 95% in identification of the type of
block. Non-regeneratable blocks are protected using fragile watermarking tech-
nique. In this paper an effective fragile watermarking technique based on con-
tourlets [24] is used. Regeneratable blocks are protected using semi-fragile
watermarking technique. In this work, semi-fragile watermarking is implemented
using Discrete Curvelets Transform (DCLT) [23].

3.2 Extraction of Multiple Watermarks

Multiple watermark extraction has similar steps as in multiple watermark embed-
ding process discussed in Sect. 3.1 until the identification of the type of the gradient
binarized block. Subsequently, the type of the block/subblock extracted and gen-
erated is compared and if there is a mismatch, the corresponding block/subblock of
the document image is declared “inauthentic”. However, if there is a match, then
watermark extraction is carried out based on the type of the block. If the block
contains non-regeneratable content, then fragile watermark extraction is performed
using contourlets [24]. If the block contains regeneratable content, semi-fragile
watermark extraction is performed using DCLT coefficients [23].

4 Results

Document images are scanned and a sophisticated corpus is built with different
classes like Cheques, Bills, Identity Cards, Marks cards, and Certificates, and each
class consists of 30 images. We have tested the accuracy of the identification for all
the classes of document images in the corpus. The accuracy values in Table 1
suggest that average accuracy of identification of type of blocks for all classes of
document images is more than 95%. Hence, proposed multiple watermarking
system exhibits highly accurate identification of type of the block and thus supports
for application of intelligent multiple watermarking. Figure 2 depicts that water-
marked image is perceptually similar to source document image in the corpus. An
example of insertion attack on a regeneratable block and modification attack on a
non-regenerable block of the watermarked image is illustrated in Fig. 2.
Semi-fragile watermarking extraction results reveal that there is a great degree of
accuracy in tamper detection. Further, accurate tamper recovery of the nonuniform
content block is also observable in Fig. 2.
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5 Analysis

The proposed watermarking system is measured for performance in terms of the
following parameters: (i) Fidelity analysis using Peak Signal-to-Noise Ratio
(PSNR), (ii) Accuracy of Tamper detection, and (iii) Accuracy of Tamper recovery.

5.1 Fidelity Analysis

The fidelity of the proposed multiple watermarking scheme is evaluated in terms of
PSNR [25]. A plot of PSNR values is shown in Fig. 3 for different classes of the
document images. The graph shown in Fig. 3 reveals that PSNR values of the
multiple watermarking schemes are better than semi-fragile and fragile water-
marking schemes when applied separately. The amount of watermarking performed

(a) (b)

(c)  (d) (e) (f) (h)

Insertion 
attack

Deletion 
attack

Modifica-
tion attack 

(g)

Fig. 2 Results of proposed multiple watermarking system a source document image, b water-
marked image, c zoomed up uniform content block tampered with insertion attack, d zoomed up
nonuniform content block containing preprinted information content with modification attack,
e zoomed up nonuniform content block containing handwritten information content with deletion
attack, f tamper detection results of uniform content block, g and h tamper recovery results of
nonuniform content blocks
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depends on the type of the block. Hence, the noise induced due to watermarking is
reduced and this contributes for the better fidelity of the watermarked image.

5.2 Effectiveness Analysis of Detection and Correction
Operations

The effectiveness in detecting and correcting tamper of an attacked block of the
proposed multiple watermarking schemes is evaluated in terms of accuracy of
tamper detection and tamper recovery parameters. Accuracy of tamper detection
and recovery is evaluated as follows:

TDA ¼ 1�
Pn

i¼1 tai � tdið Þ
n

; TRA ¼ 1�
Pn

i¼1 tai � trið Þ
n

; ð7Þ

where n—total number of bits in the fragile watermarked blocks, ta—tampered bit,
and td—tamper detection bit. The average values of TDA and TRA are computed
for all document images in the corpus under different intentional attacks for pro-
posed multiple watermarking scheme and existing semi-fragile [23] and fragile

Fig. 3 PSNR values of
different classes of document
images in the corpus

Table 2 Average TDA and TRA values for different intentional attacks

Intentional
attacks

Existing semi-fragile
watermarking
scheme [23]

Existing fragile
watermarking
scheme [24]

Proposed multiple
watermarking
scheme

TDA TRA TDA TRA

Insertion 0.9 0.87 0.94 0.92

Deletion 0.92 0.91 0.95 0.94

Modification 0.87 0.87 0.94 0.92
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watermarking [24] schemes separately. These values are tabulated in Table 2. It can
be observed that proposed multiple watermarking scheme exhibits better perfor-
mance in both detection and correction operations on the tampered information
content of document image.

6 Conclusions

A novel watermarking technique for protection of document images using multiple
watermarking schemes on the same image is proposed in this paper. The blocks of a
document image have been automatically classified into various types with greater
accuracy. The performance analysis of the proposed approach reveals significant
improvement in the fidelity of the watermarked image. The proposed scheme also
outperforms the existing methods [23, 24] with better tamper detection and
recovery capabilities. Improvement on the accuracy of identification of the type of
block is the task of further enhancement.
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