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Abstract. This paper proposed a novel secure localization algorithm based on
confidence constraint for Underwater Wireless Sensor Networks (UWSNs). In
recent years, UWSNs have attracted a rapidly growing interest from ocean battle‐
field surveillance. As essential technology, secure localization is crucial to the
location-based applications. However, the localization process has been restricted
by the adverse battlefield environments, e.g. the confidence problem of reference
nodes and information due to disturbances or attacks, which lead to obvious
degradation of localization security and accuracy. To solve this issue, we trans‐
formed the secure localization into a confidence constraint satisfaction problem.
Zero-sum game method has been utilized to deal with the confidence problem of
reference information. Simulation results show that our algorithm is an effective
and efficient approach to localization for UWSNs.
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1 Introduction

During the last few years, there has been a rapidly growing interest in Underwater
Wireless Sensor Networks (UWSNs), which brought us a new way to sense and monitor
the adverse battlefield environments [1]. As an essential technology, the localization
performance significantly affects the location-based applications. In complex ocean
battlefield, several kinds of adverse factors would lead to obvious degradation of local‐
ization security and accuracy [2], e.g. the potential malicious attacks, the unreliable
reference nodes and reference information, etc. Extensive research has been conducted
in this interesting area [3–5]. Therein, Alfao et al. considered the security of localization
under limited trust anchor nodes [4]. It introduced three algorithms to enable the sensor
nodes to determine their positions. But it would fail when the malicious anchor nodes
are in colluding condition. Chen et al. proposed to make each locator build a conflicting-
set and then the sensor can use all conflicting sets of its neighboring locators to exclude
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incorrect distance measurements of its neighboring locators [5]. However, the limitation
of the scheme is that it only works properly when the system has no packet loss.

Actually, the substantial reason of the above problem is that the localization has been
restricted by confidence constraint of reference information. Therefore, a novel secure
localization algorithm based on confidence constraint has been proposed. We trans‐
formed the secure localization problem into a confidence constraint satisfaction problem
(CSP) [6]. A confidence CSP, i.e. the determination problem of secure localization, has
been defined by a constraint contractor C, with an interval domain [x]. Then, the local‐
ization issues will be tackled in a constraint CSP framework.

2 Confidence Constraint Based Secure Localization Algorithm

2.1 Confidence Constraint of Reference Nodes

In this phase, our primary objective is to find out which anchor nodes should be employed
as reference nodes so that the utilization in localization is secure. To deal with the
problem, zero-sum game method will be employed [7].

Formulate game domain. Firstly, the ordinary node Ni initiates an inviting request to its
neighbor or multi-hop anchor nodes, namely set X. If the anchors in X are overcom‐
mitted, they respond the abandoning ACK to Ni. Otherwise, the nodes respond the
joining ACK. Then the local game domain of node Ni is created, and the anchors with
joining ACK will become the game players. As a game player, there are two
actions <keep, reject> to enforce for Ni. Assume that the UWSN is composed by n nodes
and m game domains acting on it. Note that the m game domains could co-exist over the
network so that the game-plays could be calculated in the concurrent way.

Calculate cost functions. The node Ni announces the localization information to all the
players. Then, each player in the local game domain receiving the announcement calcu‐
lates its cost function [8]. The cost function of game domain k is given by
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where xi describes the running states of Ni, uk describe the control vectors of group k, Vk

is the node set and 𝛹 k is the terminal cost function. ci is control cost function of node

Ni. ai,je
−𝜃k

i,j are attack payoffs running functions and ai,je
−𝜔k

i,j are information loss running
functions of node Ni to Nj.
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Play game and make decision. At the first time of the play, all players make their action
based on their payoffs, i.e. if the payoff is positive, broadcasting a ‘keep’ message to all
players, or else broadcasting ‘reject’. All localization groups wish to maximize their
payoffs, i.e. minimize the respective cost functions. Let group k’s admissible control set
be uk. As the game repeats, the admissible control combination, i.e. the actions of game-
play, can be denoted as a Nash equilibrium solution if it satisfies:

Jk
(
0, x, uk

) ≤ Jk(0, x, ⟨û|k ⟩), 1 ≤ k ≤ m (3)

On this basis, the ordinary node can adopt the players with ‘keep’ as the reference
anchors, and then broadcasts a message to all players to dismiss the game domain.

2.2 Confidence Constraint Satisfaction Problem

Solving the confidence CSP in an interval analysis approach consists of finding the
intersection that contains all possible solutions. The set of the intervals regarding to
ordinary node Ni actually is the set of the constraints f1, f2,⋯ , fk. The location of node

Ni can be described by Xi = [xi, yi, zi]T. The distance from Xu to Xi can be denoted by
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. Regarding the coordinates of all sub-

boxes’ centers as samples of Xu, we can get a sample set Fu =
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the desired coordinates of ordinary node Xu can be obtained by
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3 Performance Evaluation

In our simulation experiments, 400 nodes with adjustable transmission range R are
randomly distributed in a 3000 × 3000 × 200 region. For comparison with classical
approaches relying on secure hypotheses, different effective reference anchor percen‐
tages are considered in our simulation by varying the malicious nodes percent. More‐
over, the DV-distance localization scheme has been simulated for comparison.

Figure 1 shows the accuracy comparisons with different anchors. When we varied
the effective anchor percentage from 4% to 12%, i.e. the number of effective anchor
nodes varying from 16 to 48, the localization error decreased by 50%. However, the DV-
distance scheme only decreased by 25%, when the network connectivity is 9 and the
malicious nodes percent is 5%. This suggests that our scheme can achieve higher local‐
ization accuracy and security in same malicious nodes percentage.
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Fig. 1. Average localization error vs. anchor number

Conclusion. Proposed is a novel confidence constraint based secure localization algo‐
rithm. The advantage of our framework is that both the malicious nodes and the reference
information can be treated as information uncertainty and casted into game process.
Simulation results show that it is an effective and efficient approach.
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