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Preface

It is a great honor for us to welcome you to Kuala Lumpur to participate in the
Second International Workshop on Vehicular Ad hoc Networks for Smart Cities.
Vehicular communication is a key technology in intelligent transportation systems.
For many years, the academic and industrial research communities have been
investigating these communications in order to improve efficiency and safety of
future transportation. Vehicular networking will offer a wide variety of applications,
including safety and infotainment. It is envisioned that communicating vehicles
of the future will evolve in intelligent environments, known as smart cities. In this
context, the interaction between vehicles and intelligent infrastructures will influ-
ence each other, to achieve their targets. Not only the car drivers would travel in an
efficient and safe manner but the smart cities would also offer the best living
conditions for citizens by reducing air and noise pollutions for the inhabitants, and
reducing traffic congestion with a better traffic information system for cars. Efficient
interaction between vehicles and smart cities' infrastructures is naturally needed to
reach these goals.

IWVSC’2016 aims at providing a forum to bring together people from both
academia and industry, to discuss recent developments in vehicular networking
technologies and their interaction with future smart cities, in order to promote
further research activities and challenges. We hope you will find the technical
program and the keynote talk very beneficial.

Producing a conference is always a team effort involving many volunteers and
we would like to thank the team that made IWVSC 2016 possible. In particular, we
are greatly indebted to our Technical Program Committee members who worked
hard to produce a comprehensive, high-quality program. In addition, IWVSC
features one keynote speech on one of the hot topics of the moment for the
VANETs namely vehicular ad hoc networks and the promising 5G.

v



Last but not least, we are also grateful to all authors for their submissions. We
hope that you will find this program interesting and that the workshop will provide
you valuable opportunities to share ideas with other researchers and practitioners
around the world.

Kuala Lumpur, Malaysia Anis Laouiti
August 2016 Amir Qayyum

Mohamad Naufal Mohamad Saad
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Hybrid MAC Protocols in VANET: A Survey

Ifa Fatihah Mohamed Zain, Azlan Awang and Anis Laouiti

Abstract Various ongoing research efforts in Vehicular Ad hoc Network (VANET)
related to safety and non-safety applications have been published in academia and
industry. One of the main areas in VANET that is still lacking of significant research
contributions is toward designing reliable Medium Access Control (MAC) proto-
cols. Existing surveys on MAC protocols in VANET mostly discuss general MAC
methods, that include contention-based and contention-freeMACprotocols.Ahybrid
MACprotocol that adopts both contention-based and contention-freeMAC,proposed
to enhance the network performance in VANET, is fruitful to be explored further.
Hence, a survey of hybrid MAC protocols for VANET is presented in this paper.
The benefits and limitations of the existing hybrid MAC protocols are discussed
based on their classification to provide some insights into the recent advancement
of high-performance MAC protocols for vehicular networks. Finally, some open
research issues are highlighted as part of future research directions that need further
investigations.

Keywords Hybrid MAC protocols ·Multichannel · Single channel · VANET
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1 Introduction

Vehicular Ad hoc Network (VANET) offers wireless communication between mov-
ing vehicles and has been used in Intelligent Transportation System (ITS) for driver
safety enhancement [1]. Information exchange in VANET supports a wide range of
safety and non-safety applications. Generally, VANET communications can be cate-
gorized into two types: vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I)
communications [2, 3]. Despite the types of communications used, medium access
control (MAC) layer is a fundamental key to access the shared wireless medium for
efficient sharing among multiple vehicles or nodes. The main concern at MAC layer
is the probability of packet loss due to packet collisions [4]. Obstructed propagation
or hidden terminal problem might contribute to the packet collisions. Nevertheless,
a MAC protocol is expected to satisfy the requirements of VANET that have specific
constraints such as high node movement, frequent link discontinuity, quick changing
network topology, and stringent time-bounded requirements during the transporta-
tion of safety messages. Hence, the performance of MAC protocol contributes to the
effectiveness of safety applications in VANET [5].

This paper presents an overview of hybrid MAC protocols in VANET. The rest of
this paper is organized as follows: Sect. 2 provides VANET characteristics, Sect. 3
highlights MAC protocols in VANET and Sect. 4 explains existing hybrid MAC
protocols in VANET. Then, Sect. 5 discusses future research directions, and finally,
Sect. 6 concludes this paper.

2 VANET Characteristics

There are two main protocols in VANET architecture, namely IEEE 802.11p [3]
and IEEE 1609.x, which are collectively called as Wireless Access in Vehicular
Environments (WAVE) [6] as shown in Fig. 1. The IEEE 802.11p standard is part
of an approved amendment to the IEEE 802.11 standard, which mainly focuses on
the PHY layer and MAC sublayer of the stack. The IEEE 802.11p standard provides
short-to-medium range connectivity to high-speed vehicles in a different environment
(up to 1km range) compared to the wireless transmission range at home or in the
office [7, 8].

There are two types of communication in VANET, namely V2V and V2I. V2V
focuses on communication between vehicles, and V2I deals with transmitting infor-
mation between a vehicle and a fixed infrastructure such as Road Side Unit (RSU)
[2, 4]. These two types of communication support non-safety applications (inter-
active user entertainment applications) and safety applications (emergency cases or
high priority). In VANET, the network topology is frequently changing due to large
speed of vehicles and it is often constrained by the road structure [9]. Hence, the
unique characteristics of vehicular networks should be considered to implement an
efficientMACprotocol for VANET. In the following, we highlight some unique char-
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Fig. 1 Illustration of IEEE 1609.x and IEEE 802.11p in WAVE protocol stack (adopted from [6])

acteristics related to vehicular networks. For further detailed discussion on VANET
characteristics, readers can refer to [2, 4, 5, 10, 11].

1. Predictable mobility
In VANET, vehicles’ movement is often constrained by road structure and layout;
hence, their mobility is predictable. In addition, they need to obey the road signs
and traffic lights, which also help in predicting their mobility.

2. Variable network density
The network density can be very high during a traffic jam or in congested areas,
and very low as in suburban areas. It depends on the areas and varies according
to the traffic density.

3. Large-scale network
The network scale in VANET is usually large, especially in dense urban areas
such as on highways or in the city center.

4. High computational ability
Vehicles can be equipped with a large amount of sensors, processors, Global
Positioning System (GPS), large memory capacity, and advance antenna system.
These resources can provide accurate information about the vehicles’ current
speed, direction, and position, which increase the computational ability of the
vehicle.

5. High power
The automotive rechargeable battery in vehicles can provide continuous power;
hence, the power is not a critical issue in VANET.
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3 Medium Access Control (MAC) in VANET

3.1 Overview of MAC Protocols in VANET

MAC layer protocol focuses on the mechanism to access the channel for efficient
sharing between nodes to avoid packet collision. It provides the Quality of Service
(QoS), for example, in terms of reliability and delay, and depends on the application
layer request [4]. Basically, MAC protocols in VANET play a significant role in
providing efficient message delivery, ensuring fair channel access and providing
multichannel operation [12].

3.2 Classification of MAC Protocols in VANET

MAC protocols in VANET can be classified as contention-based, contention-free,
and hybrid [13]. Figure2 summarizes the broad categories of MAC protocols in
VANET.

1. Contention-based MAC Protocols
Contention-based MAC protocols rely on carrier sensing, backoff, and retry
schemes. A node tries to access the channel with or without a little coordina-
tion. If a node wants to transmit, it must wait until the channel is idle; hence,
the node needs to contend to access the channel. In summary, CSMA-based and
random access protocols are categorized as the contention-based MAC proto-
cols. However, the random access mechanism does not guarantee interference-
free transmissions, especially when sender nodes are not within the transmission
range of each other. Thorough analysis to investigate the impact of interfering
links is needed. Hence, analysis of two-flow topologies is widely used in the lit-
erature to understand the complex interactions in multi-hop scenario for realistic
wireless network deployments [14]. For example, in [15], different transmission
and carrier sensing ranges are considered in two-flow topologies to mitigate the
interference, thus improving the throughput.

Fig. 2 Hybrid MAC
protocol in VANET adopts
both contention-based and
contention-free approach
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2. Contention-free MAC Protocols
Contention-free MAC protocols basically rely on synchronization schemes. Cer-
tain time slots are assigned to a certain node on certain frequency channels.
Hence, nodes do not need to contend to access the channel. The contention-
free approaches might combine the fundamental multiplexing methods to ensure
collision-free transmission, such as using frequency division multiple access
(FDMA), Time Division Multiple Access (TDMA), Code Division Multiple
Access (CDMA), and Space Division Multiple Access (SDMA) [10, 13]. Some
examples of theTDMA-based, contention-freeMACprotocols areADHOCMAC
[16], VeMAC [17], and VeSOMAC [18].

3. Hybrid MAC Protocols
Hybrid protocol is usually formed by merging both contention-based and
contention-free mechanisms. The combination is proposed to enhance the net-
work performance inVANET.A hybridMACprotocol can allocate part of its time
for contention-based operation and the remainder is allocated for contention-free
operation [10].

4 Hybrid MAC Protocols in VANET

4.1 Overview of Hybrid MAC Protocols in VANET

From our survey, the hybrid MAC protocols in VANET can be divided into
multichannel-based [8] and single channel-based as shown in Fig. 3. Multichannel-
based hybrid MAC protocols in VANET are further classified into with or without
infrastructure, i.e., using RSU coordination. The term hybrid in multichannel-based
is mostly referred to using one particular MAC protocol for one channel and another
MAC protocol for different channel. In contrast, single channel-based hybrid MAC
protocols are using both different MAC protocols in one channel, but usually divide
to use them into different periods. This paper does not survey all types of hybrid
MAC protocols in VANET. Our aim is to analyze current hybrid MAC protocols
based on non-clustering type only.

4.2 Multichannel-Based Hybrid MAC Protocols in VANET

In [19], a hybrid MAC protocol named as Vehicle-to-vehicle and Road-to-vehicle
Collaborative MAC Protocol (VRCP) has been proposed. The VRCP has two types
of operation for the channel access control. The first one is Mode-A (ad hoc mode),
whereas the second type isMode-I (infrastructure mode).When the RSU is out of the
communication range, Mode-A is activated and an ad hoc decentralized network is



8 I.F. Mohamed Zain et al.

Fig. 3 Classification of
hybrid MAC protocols in
VANET based on
multichannel and single
channel

constructed using non-persistent CSMA scheme. Mode-I is activated when the RSU
is within the communication range, whereby a centralized network is constructed
using TDMA scheme. InVRCP protocol, each RSU holds the informationmap of the
Message Data Slot (MDS) and shares this information map with surrounding RSUs.
Hence, each access to theMDS is synchronized among RSUs. However, the collision
might occur during the channel access inMode-I if theMDSnumber is not equivalent
to the vehicles’ number. For the simulation results, the average packet loss rate is
used as a performance metric in the VRCP protocol. The VRCP and non-persistent
CSMA schemes are compared through simulation. However, the performance of
VRCP decreases as communication traffic increases. Another comparison is made to
evaluate the performance of VRCP protocol by increasing the number of RSU. The
performance of VRCP improves when the number of RSU increases. Although the
VRCP performance is remarkable when the number of RSU is more than two, such
protocol can be implemented only within the range of RSU, which requires high
cost of infrastructure. Other than the high cost of infrastructure, the RSU-dependent
protocol is not an effective solution since the road topology is highly dynamic for
RSU implementation which requires complex installation in certain areas such as
tunnel, junctions, and bridge.
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ACoordinatedmultichannelMAC(C-MAC)protocol is proposed in [20].C-MAC
protocol uses RSU coordination to provide safety message broadcasting through
contention-free method. In C-MAC protocol, channel reservation requests will be
sent by vehicles during channel reservation slots in Service Channel Interval (SCHI)
through Dynamic Framed Slotted ALOHA (DFSA). After that, the RSU coordinates
and schedules the transmission of the safety messages from the reservation informa-
tionwithout the need to exchange additional information. All vehicles broadcast their
information during Control Channel Interval (CCHI) using contention-free method;
thus, probability to receive safety messages is increased. In addition, broadcasting
time consumed is lower; thus, more time is allocated to transmit the data during SCHI
duration. In the simulation analysis, delay and throughput performances of C-MAC
protocol are evaluated. As the number of nodes increases, the number of collisions
also increases, which contributes to higher delay and lower throughput. However, the
C-MAC protocol exhibits lower delay and higher throughput as compared to WAVE
and WAVE-based multichannel MAC protocols.

For a cost-effective solution,MACprotocolswithoutRSUcoordination are prefer-
able. In [21], a Hybrid Efficient and Reliable MAC (HER-MAC) is proposed for
VANET. HER-MAC protocol allows vehicles to send their safety messages with-
out collision on the CCH within the reserved time slots. In addition, the SCH
intervals are utilized during the CCHI for the non-safety message transmissions.
This protocol exploits both TDMA and CSMA mechanisms for channel access.
The CCH is categorized into reservation and contention periods. During contention
period, various types of control packets are broadcast such as HELLO, SWITCH,
and WSA/RES/ACK packets. This contributes to higher collision rate and control
overhead, which decreases throughput on the CCH. To overcome this issue in HER-
MAC, authors in [22] proposed a Hybrid TDMA and CSMA multichannel MAC
(HTC-MAC) protocol. In HTC-MAC protocol, every node is required to reserve
one time slot and transmit an announcement packet (ANC) during the reservation
period through TDMA mechanism. After successfully reserving a time slot, the
node constantly accesses the same slot to eliminate unnecessary control overhead
and increases the throughput on the CCH. However, when node density is high, a
larger ANC packet payload size is required in broadcasting neighbor’s information.
The comparison is made betweenHTC-MAC andHER-MACusingMATLAB based
on the average number of nodes acquiring a time slot. Number of available time slots
is fixed while number of contending nodes is varied.When the number of contending
nodes is smaller, the success rate of time slot acquisition is equal for both HTC-MAC
andHER-MACprotocols, while theHTC-MACprotocol exhibits better performance
than HER-MAC when the number of contending nodes is higher.

A Scalable CSMA and TDMA (CS-TDMA) MAC protocol for VANET is pro-
posed in [23]. The CS-TDMAprotocol considers channel access and channel switch-
ing at the same time to provide reliable one-hop broadcast service. It combines
SDMA, TDMA, and CSMA mechanism for channel access. The CS-TDMA proto-
col is more reliable and adaptive to reduce packet loss rate and transmission delay,
while increasing network throughput. Moreover, it differs from other existing multi-
channel protocols because the ratio of CCH to SCH intervals is adjusted dynamically
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according to vehicle density. In detail, the CCH interval is reduced in low-density
scenario to guarantee a high throughput for non-safety applications. For high-density
scenario, the CCH interval is fully utilized to ensure a bounded transmission delay
for real-time safety applications. By using MATLAB, the CS-TDMA protocol pro-
vides an improvement in channel utilization, but the performance evaluation of this
protocol has been limited only to a medium density of vehicles, i.e., 80 vehicles/km.

In [24], a Dedicated Multichannel MAC (DMMAC) protocol is proposed. The
DMMAC protocol uses both TDMA and CSMA/CA for a hybrid channel access
mechanism. The important mechanism of this protocol is known as Adaptive Broad-
casting (AB), which allows every vehicle to construct delay-bounded and collision-
free transmission for the safety applications. It also uses the Adaptive Broadcast
Frame (ABF) to regulate vehicles’ access behaviors, which include how to reserve
a slot, how to adjust the frame length, and how to add virtual slots after the end of
each frame. The DMMACprotocol has a dynamic TDMA length in CCHI and thus is
adaptable to different traffic conditions. The ABmechanism gives good performance
in delivery ratio of safety packets. However, its random slot assignment technique
does not perform a contiguous slot allocation.

As part of the extension of the DMMAC protocol, Medium Access with Memory
Bifurcation andAdministration (MAMBA)protocol has beenproposed in [25]. Every
node needs to listen to its one-hop neighbors to determine a slot allocation during
the ABF procedure in DMMAC protocol. TheMAMBA protocol addresses the issue
of the slot information propagating further than the one-hop neighbors in DMMAC
protocol, where an extra bit is added to the Slot Allocation Table (SAT). The proposed
idea in MAMBA protocol to use an extra bit is to determine whether the node
number is in the correct slot as informed by the occupying node itself, or whether
it was received from a different node. Transmitting node needs to inform that the
allocated slot has the same ID as receiving node, so both transmitting and receiving
nodes can determine their one-hop neighbors. However, due to hidden terminal issue,
the information received from a single node only might not be sufficient for the
receiving node to remove the allocated slot. The OMNeT++ network simulator is
used to evaluate the MAMBA protocol. The DMMAC and MAMBA protocols are
compared through simulation. The performance of these two protocols is comparable
in terms of throughput and message delivery ratio. This is due to the fact that the
number of packets generated and the vehicular parameters assigned to these protocols
are equivalent for the simulated scenario. Nevertheless, DMMAC protocol exhibits
high latency compared to the MAMBA during saturated SATs under high-density
scenarios.

4.3 Single Channel-Based Hybrid MAC Protocols in VANET

For single channel-based, a Hybrid MAC protocol (H-MAC) is proposed in [26].
H-MAC protocol is proposed to overcome the issue of sudden burst data flow in
VANET, where a frame cycle is further divided into reservation and competition
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periods. Each node has its own slot in the reservation period and in this slot, the
node is able to send a stable or periodic data such as beacon packets. While in the
competition period, all nodes need to compete for the channel using CSMA/CA
mechanism to send the burst data flow. Hence, beacon and burst data are separated,
and this reduces the collision between data frames, which also decreases the delay
due to collision of the burst data. However, the loss rate of beacon packets increases
as the node density increases. If the number of nodes is higher than the slot number
in dense scenario, the rate of packet loss will be increased. In addition, topology
changes quickly as node density increases and the slot is adjusted; hence, the packet
loss incremental is higher. Nevertheless, the packet loss rate of H-MAC protocol is
considerably lower as compared to IEEE 802.11p.

In [27], a Space-Orthogonal Frequency TimeMAC (SOFTMAC) protocol is pro-
posed. The road is divided into cells and every cell is assigned to each of the available
subcarriers. Then, vehicleswithin the cell share these subcarriers usingTDMAmech-
anism. Each vehicle uses its current position to know the set of subcarriers by using
the GPS system. The SOFTMAC protocol has two periods: the reservation slot (RS)
and the transmission slot (TS). The RS period is accessed via a contention-based
CSMA, while the TS period is accessed via a prior reservation. The RS period is
used to transmit short messages and to reserve the channel resource for the coming
TS period, which is used to transmit a large amount of data. The simulation analy-
sis of SOFT MAC protocol is obtained from the mathematical model only and no
mobility is considered in the performance evaluation. The SOFT MAC protocol is
evaluated and compared to the basic access method of the Distributed Coordination
Function (DCF). The performance of the SOFTMACprotocol in terms of throughput
increases if the payload size is bigger than 500 bytes. Even the throughput increases,
the possible number of TS decreases, resulting in low overhead. Although this pro-
tocol shows improvements in throughput and can support QoS requirements, the
fixed interval used for the RS period is not adaptable to the varying traffic load. In
addition, this protocol assumes that digital road maps are mounted on all vehicles
and to guarantee its operation in situations where vehicles without digital maps are
present is a challenging task.

5 Future Research Directions

1. Dynamic interval allocation
Due to high node mobility in VANET, varying node densities have an important
effect on the performance of the hybrid MAC protocols. Particularly in single
channel-based, the fixed interval or length used in the first period (random access
period) to reserve the time slot in the second period (TDMA period) needs further
investigation. In a high-density network, nodes may not be able to send reserva-
tion request or only a few reservations will be made if the length of this period is
too short. In contrast, if the length is too long, it might not be able to accommodate
all reservations in the second period. The length of this period needs to be tuned
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dynamically according to node density and also to number of the available time
slots in the reservation period.

2. Inter-RSU interference
Some of the hybrid protocols use RSU as a central point to coordinate channel
access for the vehicles. However, the interference in vehicles might exist in the
overlapping area between two neighboring RSUs if the RSUs are using the same
frequency band. Future research should include the mechanism on how to reduce
the inter-RSU interference effect, especially when the vehicles are entering or
leaving the RSU coverage area.

3. Mobility scenario
Most of the protocols have been designed to work on the highway scenario only.
Urban areas, where there are obstacles such as buildings and junctions, need to be
taken into account also. Hybrid MAC protocols that can operate in both highway
and urban areas are still an open research issue.

4. Alternative to GPS
Generally, vehicles are equipped with GPS system to determine their position,
direction, and heading. Future research should consider the issue related to GPS
technology, especially when vehicles encounter signal lost inside a tunnel or
bridge.

6 Conclusion

In this paper, an overview and some basic description of the existing hybridMACpro-
tocols in VANET are discussed. Those hybrid protocols are explained based on their
classification to provide some insights to the researchers in academia and industry on
the recent advancement of high-performanceMAC protocols for vehicular networks.
Basically, the hybrid MAC protocols in VANET have been proposed to obtain supe-
rior network performance in terms of throughput, delay, packet delivery ratio, etc.
The ongoing research efforts need to consider the current channel status and traffic
conditions to guarantee a reliable MAC protocol in VANET environment.
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A Receiver-Based Forwarding Scheme
to Minimize Multipath Formation in VANET

Khaleel Husain and Azlan Awang

Abstract Receiver-based data forwarding schemes are well suited for vehicular
environment due to their ability of making routing decision on the fly. However,
existing receiver-based schemes still face the challenges of unwanted multiple paths
formation especially when contending nodes are out of transmission range of each
other. In this paper, we propose an approach of the receiver-based forwarding scheme
where receiving nodes decide whether to participate in contention for forwarding
right based on signal-to-interference-plus-noise ratio (SINR) and forwarding zone.
Upon qualifying to contend for forwarding right, the contending nodes set their wait-
ing time based on geographical progress toward destination.We present the proposed
scheme and then highlight some possible issues that require further investigation.
The proposed scheme tends to minimize unnecessary formation of multiple paths
toward the destination while also favors the selection of a forwarding node closer to
destination.

Keywords VANET · Receiver-based forwarding · Forwarding zone ·Waiting time

1 Introduction

Vehicular Ad hoc Network (VANET) is one of the emerging networking technolo-
gies aims to provide reliable communication in the road traffic environment. VANET
enables Vehicle-to-Vehicle (V2V) and Vehicle-to-Infrastructure (V2I) communica-
tion to allow road traffic applications relating to safety, commercial use andpublic ser-
vices. Conventional networking technology like Mobile Ad hoc Network (MANET)
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does not perform well due to the challenges of road traffic environment such as high
mobility, constrained movement pattern and frequently changing traffic density [1,
2]. In order to meet stringent Quality of Service (QoS) requirements of VANET
applications, the routing must be able to deal with mobility and scalability issues
while also providing satisfactory network performance in terms of end-to-end delay,
packet delivery ratio and overhead. According to [3], data forwarding schemes can
be classified into three categories: route-based forwarding, sender-based forward-
ing and receiver-based forwarding. Conventional route-based forwarding involves
route establishment prior to data transmission. However, it does not work well due
to high mobility and this leads to frequent changes of network topology. Routing
approaches that decide the next best forwarding node toward the destination dur-
ing data transmission are more suitable in vehicular environment. In sender-based
forwarding approach, a sender selects the next forwarder based on the information
present in a routing table. However, this approach requires periodic sharing of infor-
mation among vehicles through beacon messages at the expense of high overhead.
Another routing approach is the receiver-based forwarding scheme where receiving
nodes are responsible for deciding whether to participate or not in the receiver-based
contention. This approach offers low overhead as it does not require any periodic
exchange of information for data forwarding [3, 4]. A general receiver-based data for-
warding scheme has two aspects: forwarding zone and waiting time. The forwarding
zone is a deciding criteria for receiving nodes to contend for a forwarding right. Once
the receiving nodes satisfy the forwarding zone criteria, they contend for forwarding
right by setting a waiting time determined by a certain criteria. The contending node
with timer expires first become the next-hop forwarder and then broadcasts the data
packet accordingly. Other contenders when overhearing the transmission cancel their
timers and discard the packet.

One of the issues in the current receiver-based schemes is the unwanted multiple
paths formation when two receiving nodes are out of communication range of each
other. Multiple paths toward destination result in redundant packets flowing through
the network which in turn lead to congestion and increasing the chances of packet
collision. Hence, there is a need to define a forwarding zone to ensure the formation
of only a single path toward destination. In this paper, we propose an approach
of the receiver-based forwarding scheme where the eligibility criteria is based on
signal-to-interference-plus-noise ratio (SINR) and forwarding zone. The forwarding
zone is calculated based on forwarding angle that is set to a constant value of 60◦
to ensure the prevention of multipath formation. Receiving nodes that satisfy the
eligibility criteria contend for forwarding right by setting a waiting time based on
geographic progress toward destination. The proposed scheme tends to minimize
unwanted multiple paths formation, while also reducing the number of hops by
selecting the nearest forwarding node toward destination.

The rest of this paper is organized as follows. In Sect. 2, the existing receiver-
based forwarding schemes in VANET are explained. Section3 discusses the issue of
unwantedmultiple paths formation in the current receiver-based forwarding schemes.
Section4 briefly explains the existing solution to the problem mentioned in Sect. 3.
Section5 presents a detailed explanation of the proposed scheme involving the
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proposed model, important technical terms and its work flow. Section6 offers a brief
discussion involving the theoretical comparison of the existing and proposed scheme,
while also highlighting some issues that need further investigation. Finally Sect. 7
concludes the paper with a summary of key points discussed and future perspective.

2 Related Work

There exist a few receiver-based data forwarding schemes in VANET. A reactive
receiver-based solution named VIRTUS [5] was proposed to allow video streaming
over VANET environment. VIRTUS enables high data rate communication among
vehicles without the need for any roadside infrastructure. Here, receiving nodes
participate in communication based on their current location and future location
estimation. The forwarding zone of VIRTUS is in the direction of the destination as
shown in Fig. 1.

The forwarding zone is set based on forwarding angle θ where maximum value is
90◦. The receiving nodes compute their waiting time based on geographic progress
and link stability. VIRTUS provides a satisfactory video streaming performance in
vehicular networks while also reducing the number of transmission. RPBL [6] is
another beaconless receiver-based routing protocol where receiving nodes set their
waiting time based on their closeness toward the road intersections that lie along the
path to destination. However, RPBL does not make use of forwarding zone which
leads to the possibility of unwanted multiple paths formation toward the destination.
LIATHON proposed in [4] is a multipath receiver-based data forwarding technique
developed to enable video streaming over VANET where two paths having mini-
mum route coupling effect are discovered by making use of location information.
The receiving nodes set their waiting time based on the degree of closeness, geo-
graphic progress and link stability. LIATHON fulfills the performance requirements

Fig. 1 Definition of the
forwarding zone based on
forwarding angle
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of video streamingbydistributing the loadover the twopaths. LIAITHONwas further
upgraded to LIAITHON+ [7] where the number of multiple paths were increased to
three. Also, the impact of added redundancy was analyzed in order to further enhance
the routing protocol. Finally, SLBF proposed in [3] aims to improve reliability during
data transmission. Here, the forwarding zone is set based on the direction and angle
size of the forwarder. The forwarding angle is determined based on the time inter-
val from previous forwarder to current forwarder and average time for single hop.
Furthermore, the receiving nodes within the forwarding zone compute their waiting
time based on link quality, traffic load and greedy strategy.

3 Problem Analysis

One of the major issues in receiver-based forwarding schemes as mentioned in [6]
is the unwanted multipath formation when receiving nodes are out of transmission
range of each other. Figure2, adopted from our previous work [8] depicts an instance
highlighting the unwanted multipath formation issue in the current receiver-based
schemes.

In Fig. 2a, the source and destination are represented by the nodes S and D,
respectively whereas nodes A, X, B, Y and Z represent the intermediate nodes along
the path from source to destination. As shown in Fig. 2a, S broadcasts the packets
in its communication range. Since nodes A and X are within the communication
range of S, they receive the packet. Let us assume both nodes A and X are within the
forwarding zone and hence they contend for forwarding right by setting their waiting
time. Let us assume the waiting time of node A expires first resulting in broadcasting
of packet. However, as shown in Fig. 2b, nodes A andX are not in the communication
range of each other and hence node X will not hear node A’s transmission and will
broadcast the packet once its timer expires. This will result in the formation of
two paths S-A-B-D and S-X-Y-Z-D as shown in Fig. 2c. Unwanted formation of
multiple paths leads to redundant packets flowing throughout the network causing
network congestion. Hence, there is a need to set a forwarding zone that can prevent
unwanted multipath formation in receiver-based schemes. This can be achieved if

Fig. 2 Illustration of unwanted multipath formation issue in the current receiver-based schemes



A Receiver-Based Forwarding Scheme to Minimize Multipath Formation in VANET 19

the forwarding zone is set in such away that the maximum distance between any two
nodes located in the forwarding zone is less than the communication range.

4 Existing Solution

Authors in [9] proposed a receiver-based scheme based on Ad hoc On-Demand
Distance Vector (AODV) routing protocol [10]. Here, prior to route establishment,
receiving nodes decide whether to forward or not the route request packets based on
their presence in the forwarding zone. The nodes then set their waiting time according
to a competing parameter which in turn depends on the hop length and link remaining
lifetime. The forwarding zone of the existing solution is shown in Fig. 3.

The yellow color area represents the forwarding zone of the source S or interme-
diate forwarding node Ni. r is the communication range of the node. The forwarding
zone is defined as the circular field with radius r/2 where the line connecting node S
or Ni and destination D as centerline. The zone effectively eliminates multiple paths
formation since the maximum distance between any two nodes in the forwarding
zone is less than the communication range of the node. As shown in Fig. 3, nodes A
and B are located within the forwarding zone and hence are entitled to forward the
route request packets toward D. Nodes C and E since are not located within the zone
discard the route request packets. However, it can be seen from this figure that node
C is closer to D when compared to A and B. Hence, it can be concluded that even
though the forwarding zone of the existing solution is able to solve the unwanted
multiple paths formation issue to some extent, but it is inefficient in terms of selecting
the closest forwarding node toward destination.

Fig. 3 Forwarding zone of
the existing solution
(adopted from [9])
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5 Proposed Mechanism

We propose a mechanism where receiving nodes determine whether to participate in
contention to be a forwarder based on its SINR and its presence in the forwarding
zone. If SINR of a receiving node is greater than a threshold and the forwarding angle
is less than the angle mentioned in the packet, only then it contends for its forwarding
right by setting a timer based on the geographical progress toward destination. In
any other case, receiving nodes discard the packet.

5.1 VANET Model

The vehicles are assumed to be moving in a single direction with different speed.
Communication model used here is the WAVE architecture [11] comprising of IEEE
802.11p standard to support both physical andMAC layer while IEEE 1609 standard
is used at the higher layers. V2V communication is used from source until the last hop
node while V2I communication is used between the last hop node and destination.
We assume that a single source vehicle transmits data to a static destination, a Road
Side Unit (RSU). The data traffic type considered here is Constant Bit Rate (CBR).
Each vehicle is assumed to be equipped with a Global Positioning System (GPS) and
is aware of the position of itself, the last hop node and destination. The position of
the last hop node is known from the received packet. For the angle computation of
the vehicles, the line connecting the vehicle and destination is considered as x-axis.

5.2 Forwarding Zone

The forwarding zone of the proposed scheme is shown in Fig. 4. The forwarding
zone is a fan-shaped area in the direction of destination with a constant forwarding
angle θ of 60◦. Here, for the angle computation, the current forwarder A is consid-
ered as the origin of a rectangular coordinate system and the line connecting the
current forwarder A and destination D is considered as x-axis. As before, r is the
communication range of the node. The reason for assigning θ value as 60◦ is to
make sure that all nodes in the forwarding zone are within communication range
of each other that holds true due to the nature of equilateral triangle. As shown
in Fig. 4, nodes X and Y are the farthest from each other and are separated by a
distance r .

The forwarding angle θ is computed in [3] as follows

θ = 2 ×
∣
∣
∣
∣
∣
arccos

xr − xlh
√

(xr − xlh)2 + (yr − ylh)2

∣
∣
∣
∣
∣

(1)
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Fig. 4 Forwarding zone of
the proposed scheme where θ
is set to a fixed value of 60◦

where (xr , yr ) and (xlh, ylh) are the position coordinates of the receiving node and
previous forwarding node, respectively.

5.3 Geographical Progress

The geographical progress γgeo of the receiving node toward the destination is com-
puted in [5] as follows

γgeo = 1 − d(nlh, nd) − d(nr , nd)

r
(2)

where d(nlh, nd) is the distance from previous forwarding node to destination, and
d(nr , nd) is the distance from receiving node to destination.

5.4 Waiting Time

Once the receiving nodes are eligible to participate in contention to be a forwarder,
they contend for forwarding right by setting the waiting time which is derived from
[5] as follows

λ = γgeo × Γ (3)

where Γ is the maximum waiting time scale is the maximum waiting time scale to
set the upper limit for a contending node can wait before broadcasting a packet.
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5.5 Algorithm

The work flow of the proposed receiver-based scheme will be explained in two parts.
Firstly,we explain the steps involved during data transmission as a source node before
moving on to explain the steps involved during data transmission as an intermediate
or destination node.

Source perspective Figure5 highlights the steps involved for the source node during
data transmission. Initially, source inserts its position coordinates and address in the
packet. Source then sets the forwarding angle as 60◦ in the packet. The packet is
then broadcasted and the timer is set. If the source receives the same packet or an
Acknowledgment (ACK) before timeout then it discards the packet and cancels the
timer. Otherwise, the source increases the forwarding angle to 180◦ and rebroadcasts
the packet before setting the timer. In case of more than one transmission timeout,
the forwarding angle is unchanged (180◦) and the packet is again rebroadcasted and

Fig. 5 Flowchart showing the steps involved for a source node during data transmission
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Fig. 6 Flowchart showing the steps involved for an intermediate node or destination during data
transmission

the timer is set. The first transmission timeout indicate the unavailability of nodes
within the forwarding zone. The intention for setting the next forwarding angle to
180◦ is to only select the nodes which are ahead and nearer to the destination.

Intermediate node, Destination perspective Figure6 highlights the steps involved
for an intermediate node or destination during data transmission. Once the node
receives the packet it checks whether it is the destination by comparing its address
with destination address present in the packet. If the receiving node is the destination
then it accepts the packet and sends an ACK to previous forwarding node. If it is
not the destination, it records the SINR and checks whether the recorded SINR is
greater than a threshold. This threshold is the minimum signal strength required
for a successful packet transmission. If the SINR is less than the threshold, that
means the link does not meet the minimum signal strength requirements and the
node is not eligible to participate in contention and the packet will be discarded.
If it is not the case, the receiving node computes the forwarding angle and checks
whether the computed forwarding angle is less than the angle retrieved from the
packet. A forwarding angle less than the angle obtained from the packet implies that
the receiving node is not located within the forwarding zone and similarly packet
will be discarded. Otherwise, the receiving node inserts the forwarding angle as
60◦ in the packet, computes the geographic progress and then sets the waiting time
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accordingly before broadcasting the packet. In the case when the same packet or
ACK is received before the timer expires, this implies that another forwarder has
already been selected. The receiving node then cancels the timer and discards the
packet accordingly. Otherwise, it increases the forwarding angle to 180◦ in the packet
before broadcasting the packet and then sets the timer. In cases when more than one
transmission timeout, the receiving node keeps forwarding angle unchanged before
rebroadcasting the packet and sets the timer accordingly.

6 Discussion and Future Work

In addition to forwarding zone, the use of SINR parameter in the eligibility criteria
for forwarding right assists in eliminating nodes that do not meet the minimum signal
strength requirement and hencemakes the zonemore effective.Moreover, thewaiting
time criteria based on geographic progress favors the proposed mechanism to select
a forwarding node closer to destination. Table1 highlights the forwarding zones of
the existing protocols and our proposed receiver-based forwarding scheme.

RPBL [6] does not make use of forwarding zone concept and thus have the highest
chances of multiple paths formation. LIATHON [4] and LIATHON+ [7] are multi-
path receiver-based schemes aim at controlling the number of multiple paths toward
the destination to two and three, respectively. The forwarding zone of VIRTUS [5]
is defined by the forwarding angle which is set to 90◦ that allows for the possibil-
ity of multiple paths formation. The forwarding angle of SLBF [3] varies between
60◦ to 180◦ based on the time interval from previous forwarder to current forwarder
and average time for single hop. Receiver-based scheme in [9] although defines a
forwarding zone and free from multiple paths formation but the zone is inefficient

Table 1 A summary of forwarding zones of the existing protocols and proposed scheme

Protocol Forwarding Zone

VIRTUS [5] Forwarding angle of 90◦ in the direction of
destination

RPBL [6] –

LIAITHON [4] and LIAITHON+ [7] Forwarding angle of 90◦

SLBF [3] Varying forwarding angle (from 60◦ to 180◦) in
the direction of destination along the road

Existing solution [9] Circular field with the radium of R/2 with the
line connecting source node/intermediate node
and destination as centerline

Proposed scheme Fixed forwarding angle of 60◦ in the direction
of destination and in case of retransmission,
forwarding angle of 180◦ in the direction of
destination
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in terms of routing as it neglects more suitable forwarders nearer to destination. The
receiver-based scheme proposed in our current work, in case of no transmission
timeouts, ensures single path to destination. It may also improve the routing perfor-
mance by favoring more forwarders nearer to destination to be selected. However,
in case of transmission timeouts, there is still chance of multiple paths formation
as the forwarding angle is increased to 180◦. Also, excessive retransmissions may
result in an increased end-to end delay. Hence, in the future work, we would like
to analyze the performance of the proposed receiver-based scheme under differ-
ent conditions through simulations in a realistic VANET environment. We will also
include more detailed analysis that incorporate important parameters such as com-
munication and traffic models. In addition, performance comparison with existing
receiver-based schemes will be carried out to show the improvements offered by the
proposed scheme. Finally, other metrics that could further improve the waiting time
criteria will be investigated.

7 Conclusion

In this paper, we propose an approach of the receiver-based forwarding scheme aims
to avoid unwanted multiple paths formation. In the proposed scheme, the eligibility
criteria for the receiver-based contention is based onSINRand forwarding zone.Only
those receiving nodes with SINR greater than a threshold and with forwarding angle
less than the angle mentioned in the packet are entitled to contend for forwarding
rights by setting their waiting time based on geographic progress. All other receiving
nodes discard the packet. In case of a transmission timeout, the forwarding angle is
increased to 180◦. In case of no transmission timeouts, the proposed scheme ensures
single path to the destination thereby reducing network congestion. Also, the scheme
selects a forwarding node closest to destination resulting in less number of hops and
thus making routing more efficient. However, chances of multiple paths formation
increase in case of transmission timeouts. In addition, excessive retransmission may
significantly increase the end-to-end delay. Hence, the performance of the proposed
scheme will be analyzed under different conditions through simulations which have
been in progress and planned as part of the future work.

Acknowledgements This research is supported by the Ministry of Education Malaysia under the
Higher Institution Center of Excellence (HICoE) Scheme (Cost Center: 0153CA-004).

References

1. Kumar, S., Verma, Ak: Position based routing protocols in VANET: a survey. Wirel. Pers.
Commun. 83(4), 2747–2772 (2015)

2. Karagiannis, G., Altintas, O., Ekici, E., Heijenk, G., Jarupan, B., Lin, K., Weil, T.: Vehicular
networking: a survey and tutorial on requirements, architectures, challenges, standards and
solutions. IEEE Commun. Surv. Tutor. 13(4), 584–616 (2011)



26 K. Husain and A. Awang

3. Li, C., Chen, Y., Han, X., Zhu, L.: A self-adaptive and link-aware beaconless forwarding
protocol for VANETs. Int. J. Distrib. Sens. Netw. Article ID 757269, 1–10 (2015)

4. Wang, R., Rezende, C., Ramos, HS., Pazzi, RW., Boukerche, A., Loureiro, AAF.: LIAITHON:
a location-aware multipath video streaming scheme for urban vehicular networks. IEEE Symp.
Comput. Commun. pp. 436–441 (2012)

5. Rezende, C., Ramos, HS., Pazzi, RW., Boukerche, A., Frery, AC., Loureiro, AAF.: VIRTUS: a
resilient location-aware videounicast scheme for vehicular networks. IEEE Int.Conf.Commun.
pp. 698–702 (2012)

6. Sasaki, Y., Lee, WC., Hara, T., Nishio, S.: On alleviating beacon overhead in routing protocols
for urban VANETs. IEEE 14th Int. Conf. Mobile Data Manag. pp. 66–76 (2013)

7. Wang, R., Almulla, M., Rezende, C., Boukerche, A.: Video streaming over vehicular networks
by amultiple path solutionwith error correction. IEEE Int. Conf. Commun. pp. 580–585 (2014)

8. Husain, K., Awang, A.: Receiver-based data forwarding in vehicular ad hoc networks. In: 6th
Int. Conf. on Intelligent and Advanced Systems (ICIAS), Kuala Lumpur (2016)

9. Wang, L., Wang, Y., Wu, C.: A receiver-based routing algorithm using competing parame-
ter for VANET in urban scenarios. Internet of Vehicles Technologies and Services. Springer
International Publishing. pp. 140–149 (2014)

10. Perkins, C., Royer, E.M.: Ad-hoc on-demand distance vector (AODV) routing. Second IEEE
Workshop on Mobile Comput. Syst. and Appl. pp. 90–100 (1999)

11. Uzcategui, R.A., Acosta-Marum, G.:WAVE: A Tutorial. IEEECommun.Mag. 47(5), 126–133
(2009)



A Novel Angle-Based Clustering Algorithm
for Vehicular Ad Hoc Networks
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and Leila Azzouz Saidane

Abstract A vehicular ad hoc network (VANET) is a mobile network in which
vehicles acting as moving nodes communicate with each other through an ad hoc
wireless network. VANETs have become the core component of Intelligent Trans-
portation Systems (ITS) which aim to improve the road safety and efficiency. Only
if the communication scheme used in a VANET is stable can these aims be achieved.
Frequent changes in network topology and breaks in communication raise challeng-
ing issues in the design of communication protocols for such networks. Currently,
clustering algorithms are being used as the control schemes to reduce changes in
VANET topologies. However, the design of a clustering algorithm becomes a diffi-
cult task in VANETs when there are many road segments and intersections. In this
work, we propose an Angle-based Clustering Algorithm (ACA), which exploits the
angular position and the direction of the vehicles to select the most stable vehicles
that can act as cluster heads for a long period of time. The simulation results reveal
that ACA significantly outperforms other clustering protocols in terms of cluster
stability.
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1 Introduction

Vehicle-to-vehicle technology provides communication between vehicles through an
ad hoc wireless network and eliminates the need for a central station to control the
network topology [1, 2]. These vehicular ad hoc networks (VANETs) are character-
ized by the self-organization of the nodes and rapid changes in network topology
due to the high speed of the vehicles. As breaks in communication links frequently
occur in VANETs, ensuring communication stability is more difficult in VANETs
than in standard MANETs. An effective and cheap solution to reduce the impact of
mobility and improve the VANET network connectivity consists in establishing a
hierarchical clustering structure within the network.

Designing of an efficient clustering protocol is not a simple task in VANETs due
to the rapid changes in network topology. Several VANET research studies in the
literature have focused on developing clustering protocols, most of which use the
mobility direction metric to form clusters. However, the mobility direction is not
always sufficient to insure clustering stability in VANETs as shown in Fig. 1 where
the three vehicles v1, v2, and v4 are considered to be moving in the same direction,
and thus, these vehicles can be grouped together to form a cluster. Since vehicle v4
and vehicles v1 and v2 are not moving on the same road, vehicle v4 will leave the
cluster after a short period and it will need to join a new cluster. In this paper, we
present an Angle-based Clustering Algorithm (ACA), which uses the angle between
velocity vectors of vehicles as a metric to form stable clusters. In ACA, two vehicles
can form a cluster if and only if the angle between their velocity vectors is acute.

The rest of this paper is organized as follows. In Sect. 2, we present related work.
Section3 gives a detailed description of ACA. Section4 shows the simulation results
and the performance evaluation. Conclusion and perspectives are presented in Sect. 5.

Fig. 1 Mobility direction-based clustering
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2 Related Work

Clustering is the best-known method in VANETs to enable efficient resource allo-
cation with low overhead and to reduce the relative mobility between neighboring
vehicles. Several VANET research studies in the literature have focused on develop-
ing clustering protocols, most of which are based on MANET clustering techniques.
Some of the most significant protocols are described below.

In [3], the authors proposed an Adaptive Weighted Clustering Protocol, called
AWCP, which is road map dependent and uses road IDs and movement direction in
order to make the clusters’ structure as stable as possible. However, AWCP is based
on the assumption that each vehicle is equipped with a digital mapping device; thus,
it cannot operate in environments where vehicles without maps are present. In this
work, we suppose that the vehicles are not equipped with digital road map devices,
and thus, they cannot obtain the road IDsonwhich they are traveling. In [4] the authors
have proposed a multi-metric algorithm for cluster head elections, called Threshold-
based Technique (TB), suitable for highway areas. In addition to the position and the
direction, this algorithm uses a speed differencemetric as a new parameter to increase
the cluster lifetime. The vehicles that are moving at high speed are regrouped into
one cluster, while the vehicles moving at low speed are grouped into another cluster.
An Adaptable Mobility-Aware Clustering Algorithm based on Destination positions
(AMACAD) is proposed and evaluated by Morales et al. [5]. The goal of this work
was to develop a clustering protocol with an efficient message exchange mechanism,
which improves cluster stability in VANETs. AMACAD performs clustering based
upon information such as current location, vehicle velocity, relative destination, and
final destination of vehicles. A Multi-Head Clustering Algorithm, called Center-
Position and Mobility (CPM), was proposed in [6]. This technique aims to create
stable clusters and reduce re-clustering overhead by supporting single and multiple
cluster heads. In the cluster head election phase, vehicles within communication
range are organized into clusters and one vehicle for each cluster is elected to act as
a Master Cluster Head (MCH). Then, some cluster members are selected to be Slave
Cluster Heads (SCHs). In order to form stable clusters, the authors imposed that all
the vehicles in a cluster are moving in the same direction.

Several other clustering algorithms designed for MANETs also work in VANETs
and are frequently used for comparison with other VANET clustering protocols. For
instance, the lowest-ID clustering algorithm (LID) [7] is based on electing a node
with the smallest ID as a cluster head. The highest-degree algorithm (HD) [8] selects a
node as a cluster head based on the nodes’ connectivity. The node with the maximum
number of neighbors becomes the cluster head. The Weighted Clustering Algorithm
(WCA) [9] elects a node to act as a cluster head based on a combined weight which
includes the number of its neighbors, their average distance and the node’s aver-
age speed, and battery life. MOBIC [10] is a mobility-based clustering algorithm
designed for MANETs which is also used in VANETs. MOBIC is a mobility-based
version of the lowest-ID algorithm and uses a signal power-level metric to elect clus-
ter heads. In this paper, we propose an Angle-based Clustering Algorithm in which
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only the vehicles that are located on the same road segment and moving in the same
direction can form a cluster by making an acute angle with the cluster heads and
their members.

3 Angle-Based Clustering Algorithm

3.1 Assumptions

A VANET in a highway scenario consists of a set of vehicles moving in opposite
directions and under varying traffic conditions (speed and density). ACA is based
on the assumption that each vehicle in a VANET is equipped with a GPS (Global
Positioning System) or a GALLILEO receiver that also allows it to obtain an accurate
real-time three-dimensional geographic position (latitude, longitude, and altitude),
speed, and exact time.

3.2 Description

ACA consists of three main phases: stable neighbor detection, cluster head election,
and cluster maintenance.

Stable neighbor detectionOn the highway, vehicles traveling in the opposite direc-
tion to a reference cluster head will soon lose contact with it, but those traveling in
the same direction will keep a relatively stable link state with the reference cluster
head. So we should group the vehicles based on their mobility directions. In fact, the
vehicles in n-road junctions are grouped into 2 × n different groups (g1, . . . , g2×n)

according to their directions (d1, . . . , d2×n). Figure2 shows an example of eight pos-
sible directions (d1, . . . , d8) of a 4-road junction. As shown in this figure, based on
direction information, the vehicles can be grouped into eight different groups; each
of which is characterized by one unit vector such as (1, 0) and (0, 1). Two vehicles
v and w with velocity vectors (vx, vy) and (wx, wy) can be grouped together, if the
angle between their velocity vectors is acute.

As in [11], we can find whether two vehicles are moving in the same direction
based on the angle θ between their velocity vectors. Let us suppose the positions of
two vehicles v1 and v2 at time t are (x1, y1) and (x2, y2), and at time t + Δt (where
Δt is a short time) are (x̂1, ŷ1), (x̂2, ŷ2), respectively, as shown in Fig. 3.

The angle θ between two given velocity vectors is given by the following expres-
sion [12]:

−→
OA.

−→
OB = ||−→OA|| × ||−→OB|| × cos θ (1)
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Fig. 2 Eight basic directions and their ranges at a 4-road junction

Fig. 3 Moving direction
angle calculation

θ = arccos

⎛

⎝
Δx1 ∗ Δx2 + Δy1 ∗ Δy2

√

Δx21 + Δy21 ∗
√

Δx22 + Δy22

⎞

⎠ (2)

{

Δx = x̂ − x
Δy = ŷ − y

After receiving of a HELLO message from all each of its one-hop neighbors,
vehicle i only considers neighbors that have an angular directions equal to θi ± δ,
where θi is the angular direction of vehicle i, and δ is an angular value that represents
the range of angles in which two vehicles are considered to be moving in the same
direction. The authors in [11] propose that two velocity vectors are non-parallel if the
smallest angle between the vectors is higher than 18◦. Moreover, vehicle i ignores
all HELLO messages broadcasted from neighbors that have non-parallel velocity
vectors.Therefore, the direction of the vehicles velocity vectors can help to build
a stable cluster structure by grouping only the vehicles that have parallel velocity
vectors in the same cluster, as shown in Fig. 4.
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Fig. 4 Angle-based clustering

We propose an angle-based neighbor detection by exploiting the linear feature of a
VANET network topology. Instead of discovering neighboring vehicles by exchang-
ing HELLO packets over the entire communication range, we have used an angular
technique that allows each vehicle to identify the stable neighbors that it can form a
cluster with and does not consider neighboring vehicles that are moving at an obtuse
angle. This angular methodology helps us to build stable clusters and to reduce the
overhead generated by the reclustering mechanism due to the false merges at road
intersections.

Cluster head election In this work, we present our cluster head election algorithm
based on the one defined in [13]. Initially, all vehicles are in the undecided state (US).
To divide the network into clusters, each active vehicle changes its state to Cluster
HeadCandidate (CHC) and it starts to broadcast a HELLOmessage periodically con-
taining all the necessary information 〈V ID, old_position, current_position,
speed〉 to its one-hop neighbors (OH). Each vehicle periodically updates its
old_position and current_position every 100ms. On receiving HELLO messages
from all its one-hop neighbors, each vehicle will calculate the angles between its
velocity vector and those of its one-hop neighbors by using the position information
received in the HELLO messages. Each pair of vehicles can find whether they are
moving in the same direction based on the angle value between their velocity vec-
tors. In order to form stable clusters, only HELLO messages received from vehicles
that are moving with an angle less than φ are considered, and the other messages
are rejected. After that, each vehicle i will update its one-hop neighbor list (OHi)

and it will calculate its current weight ω(i, t) using the following normalized weight
function (3). This function consists of three parts, i.e., the average distance to the
direct neighbors (i), the average speed (ii), and the number of neighbors (iii).
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ω(i, t) = w1 ∗ δ(i, t)

τ
+ w2 ∗ |ν(i, t) − ρ(i, t)|

ϑ
− w3 ∗ n(i, t)

ψ
(3)

where w1, w2 and w3 are the balancing factors such that
∑3

k=1 wk = 1, τ is the max-
imum radius of the vehicles, ϑ is the maximum allowed speed on the highway, and ψ
is the cluster size. We note that the three weight factors are in conflict. For simplicity,
we assume that all the factors should be minimized. In fact, the multiplication of the
third weight factor by (−1) allows us to transform a maximization to minimization.
Then, each node i broadcasts a beacon message containing all the necessary infor-
mation for the CH election algorithm 〈V ID,ω,CH − ID〉. Vehicle i announces itself
as a CH by assigning its own ID to the CH-ID field of the election beacon. When a
vehicle i receives beacons from its one-hop neighbors, it sorts its neighbor list OHi

according to the weights received in the beacons, and then it executes the cluster head
election algorithm to change its status from CH to Cluster Member (CM), Cluster
Gateway (CG), or remain CH.

ω(i, t) = {min ω(j, t) ∀ j ∈ OHi}, (4)

n(i, t) ≤ ψ (5)

The vehicle i that satisfies the two properties (4) and (5) at instant t is elected as the
CH. Then, all vehicles that are within transmission range of the CH become CMs or
CGs and are not allowed to participate in another cluster head election procedure.
The CH election algorithm terminates once all the vehicles become either a CH, a
CM, or a CG.

Cluster maintenance In VANETs, a vehicle can join or leave a cluster at any time.
These two operations will have only local effects on the topology of the cluster if the
vehicle is a CM.However, if the vehicle is theCH, itmust hand over the responsibility
to one of the very close cluster members before leaving the cluster. The first reason
for that is to maintain the cluster structure even if the current CH leaves. The second
reason is to avoid using the reclustering algorithm, and thus, no reclustering overhead
is generated when the CH leaves the cluster.

Joining a cluster: The cluster head periodically broadcasts an ITJ (Invite-To-
Join) message to its one-hop neighbors. Once a US or CHC vehicle receives an ITJ
message, and if it wishes to join the cluster, it will send an RTJ (Request-To-Join)
message including the vehicles ID, old_position, current_position, and speed. When
the CH receives the RTJ message, it will calculate the angle between its velocity
vector and that of the requesting vehicle, and if the angle is less than φ, the CH sends
an acknowledgment (ACK) including its ID number. After the reception of the ACK,
the corresponding vehicle becomes a CM of this cluster.

Leaving a cluster: A vehicle remains in the CM state as long as it receives an
ITJ and has an acute angle with its cluster head. As shown in Fig. 5, when a cluster
member CM1 leaves its cluster, it will create an obtuse angle with its cluster head
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Fig. 5 Highway exit scenario

CH1. At instant t + k, the cluster head removes a CM1 from its cluster members list
if the angle between their velocity vectors is greater than φ.

Clusters merging: When two or more CHs are moving in the same direction with
an acute angle, only one of them will keep its cluster head responsibility while the
others will switch to a cluster member status. The selection of a cluster head for
merging clusters is done based on the weight ω(i, t). In order to avoid false merges
(when two clusters are merged and then they are separated just after merging), we
restricted the merging to clusters having the same average speed.

4 Simulation Results and Performance Evaluation

This section presents ns-2 simulation results to evaluate the performance of our
proposed clustering algorithm ACA. The objectives of the evaluation are to: (1)
evaluate the performance of ACA under different traffic conditions, (2) evaluate and
compare the efficiency of ACA with other clustering protocols in the literature, and
(3) test the efficiency of ACA in reducing the number of states changed per vehicle.

4.1 Simulation Scenarios

We generated a realistic VANET environment by selecting a real highway area from
a digital map which took into account lane directions. Figure6 shows a metropol-
itan area from a map of San Jose (California) of size 3000m × 100m exported
from OpenStreetMap (OSM) and edited using Java OpenStreetMap Editor (JOSM).
Then MOVE and SUMO [14] were used, respectively, to generate vehicular traffic
scenarios and to simulate the area with vehicular traffic. To do that, we defined a
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Fig. 6 San Jose (California) urban area captured fromGoogleMaps (left) and exported to aVANET
network topology by using MOVE/SUMO (right)

Table 1 Simulation parameters in ns-2

Parameter Value/protocol

Simulation time 80 s

Vehicle speed 120–150km/h

Propagation model Two Ray Ground

Medium capacity 6Mbps

Transmission range 310m

Transport layer UDP

CBR packet size 512bytes

Vehicle density (σ) 20 40 80 120 160 200 240 280 300

vehicle flow which described a swarm of vehicles in each direction. The parameters
of each vehicle flow consist of themaximumnumber of vehicles, the starting road and
destination of the flow, and the time to start and end the flow. We assigned a random
speed to each vehicle between 120 and 150km/h. Then the traffic traces generated
by SUMO were used in the ns2.34 simulator. The simulation parameters used in our
experiments are summarized in Table1.

4.2 Performance Evaluations

In this section, we evaluate and compare the performance of ACAwith other cluster-
ing protocols proposed in the literature, namely AWCP [3], CPM [6] and HD [8]. We
use the set of parameters found using the NSGA-II approach, see [13]. We simulate
several scenarios by varying the vehicle density from 20 to 300 vehicles in the whole
network. Figure7 shows the cluster lifetime for the algorithms with different vehi-
cle densities (σ). This figure clearly shows that the cluster lifetime increases as the
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Fig. 7 Cluster lifetime under various traffic densities

number of vehicles increases. We can see that ACA achieves a considerably longer
cluster lifetime than CPM and HD. For instance, for a high density (when σ = 300),
the cluster lifetime is increased by 36.9 and 50.68%, respectively. These results can
be explained by the fact that, in ACA, only vehicles that are moving in the same
direction with an acute angle can form a cluster, and thus, the CMs will be associated
with their CHs for a longer period of time. We can also note that CPM outperforms
HD, because the CPM protocol forms clusters based on the mobility direction.

Figures8 and 9 show the number of state transitions for each vehicle during the
simulation for the scenarios where σ equals 120 and 200, respectively. We can note
from these two figures that ACA generates the lowest number of transitions. For
instance, the vehicle of ID 70 in Fig. 8 maintains its state throughout the simulation
time when ACA is used, whereas it changes more than once when CPM or HD is
used. These results are due to the fact that ACA avoids the problem of merging
multiple clusters into a single cluster at road junctions.

In order to highlight the efficiency of ACA algorithm, we evaluate and compare
it with the AWCP protocol in VANET scenarios where vehicles without maps are
present. Figure10 shows the Average Cluster Lifetime (ACL) for ACA and AWCP.
These protocols are evaluated when we vary the number of vehicles which are not
equipped with a digital map device between 20, 40, and 50%. As ACA is an angle-
based clustering algorithm, the presence of vehicles that do not have map does not
influence its performance. Moreover, when all the vehicles in the network have a
map, the ACA and AWCP protocols have almost the same average cluster lifetime.
However, we can note that the ACL metric decreases for AWCP as the number of
vehicles that have no map increases. These results can be explained by the fact that
each map-unequipped vehicle that is in the US1 state joins any cluster without taking
into account any road ID.

1Undecided State.
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Fig. 8 Number of vehicle state transitions for σ = 120

Fig. 9 Number of vehicle state transitions for σ = 200

Fig. 10 Average cluster lifetime under various traffic densities
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5 Conclusion

The design of a stable clustering algorithm becomes a difficult task in VANETs
when there are many road segments and intersections. In this paper, we propose an
Angle-based Clustering Algorithm, named ACA, in which the velocity vector angle
between the vehicles participating in the cluster head election process is used as
a metric to improve cluster stability in VANETs. The simulation results show that
ACA clearly improves the clustering performance in VANETs in terms of cluster
lifetime. As future work, we plan to design a cross-layer architecture combining a
MediumAccessControl (MAC) protocol and a clustering scheme to improve channel
access efficiency in VANETs where cluster head would be responsible for assigning
bandwidth to all the members of its cluster.
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Vehicular Ad Hoc Network (VANET):
A Survey, Challenges, and Applications

Asim Rasheed, Saira Gillani, Sana Ajmal and Amir Qayyum

Abstract An ad hoc network consisting of vehicles has emerged as an interesting
but challenging domain where a lot of new application may find their place. Though
research in this field is on since last two decades, large-scale practical implementa-
tion still require some time. In this paper, a survey of current challenges and poten-
tial applications, incorporating medium access control schemes, routing approaches,
hardware and spectrum issues, and security and privacy issues for VANETs, is pre-
sented.

Keywords VANETs · Challenges · Applications

1 Introduction

Vehicular ad hoc network (VANET) is a challenging network environment that pur-
sues the concept of ubiquitous computing for future. Vehicles equipped with wireless
communication technologies and acting like computers will be on our roads soon,
and this will revolutionize our concept of traveling. VANETs bring lot of possibilities
for new range of applications which will make our travel not only safer, but also fun.
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The concept of VANETs is quite simple: By incorporating the wireless communica-
tion and data sharing capabilities, the vehicles can be turned into a network providing
similar services to the ones we are used to in our office or at home networks.

VANET is considered an offshoot of mobile ad hoc networks (MANET). In many
ways, VANETs are similar to MANETs. For example, both networks are multi-hop
mobile networks having dynamic topology. There is no central entity, and nodes
themselves route data across the network. Both MANETs and VANETs are rapidly
deployable without the need of an infrastructure.

VANETs have some distinguishing characteristics in many ways [1]. Both
MANET and VANET are mobile networks; however, the mobility pattern of VANET
nodes follows geometrical patterns.MANETs are often characterized by limited stor-
age capacity, low battery, and processing power. VANETs, on the other hand, do not
have such limitations.

In VANETs, any node may move at high relative velocity. This makes the lifetime
of communication links between nodes quite short. Node density is also unpre-
dictable; during rush hours, the roads are crowded with vehicles. Similarly some
roads have more traffic than other roads.

Specialized and mixed node deployment patterns and versatile mobility have
made the problem more complicated. These network topologies which are highly
fluent in nature also involve large variations in node densities and relative node
velocities. Scalability considerations of futuristic networks may require support for
several thousands of nodes spanned in very large areas. Quality-of-service (QoS)
requirements for such multidimensional and complicated networks pose another
challenging dimension.

In addition to this, there are many new and unique applications emerging for
VANETs, such as traffic management, emergency response services, infotainment,
theft detection, law enforcement, military and commercial fleet, and convoy man-
agement [2].

Although many different solutions have been presented by research community
to answer the problems, consensus has developed on four major approaches, which
are given as:

• Software-defined hardware to adapt according to available resources.
• Provision of efficientMAC scheme formaximum utilization of physical resources.
• Selection of best possible route incorporating runtime changes.
• Designing of network efficient applications.

On the one hand, efficient MAC and hardware will provision maximum physical
layer resources for upper layer’s data, to provide bestQoS.On the other hand, efficient
applications and routing will try to use minimum network resources. These two
pronged and mutually complimentary strategies, known as cross-layer architecture,
have opened up new dimensions and possibilities for researchers. Several academic
and industrial projects have been initiated to address these challenges [3].

The rest of this paper is organized as follows: Sect. 2 presentsVANET applications
and their requirements; Sect. 3 discusses current challenges for VANET, and Sect. 3
concludes the paper.
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2 Challenges

Though, initially it was considered that VANET is a subclass of MANET, most
of the research and designs related to MANET were applied to VANET. However,
subsequent progress showed significant difference among both classes of networks.
VANETparadigmdesign for communication, privacy, and provisioning coupledwith
security cannot be compared directly with MANET.

To highlight the peculiarVANET issues, a lot of research has already been done [4,
5]. However, many challenges are still open to researchers for the optimum solution
due to non-implementation of VANET at large scale. In subsequent discussion, key
challenges of the VANET are highlighted.

2.1 VANET Architecture

Architecture definition was considered as a prime problem by many standardization
organizations, such as IEEE and ISO [3]. The work on formulation of four main
standards started in parallel, lacking major collaboration and coordination. These
standards include WAVE, C2C, CALM, and ARIB. Different regional agencies,
political forces, and car manufacturers backed different standards without focusing
a global harmony.

2.1.1 CALM

International Standard Organization (ISO) started its own standard named as CALM
(Communications, Air-interface, and Long and Medium range). This standard is
although quite complex focused on seamless inter-node and intra-node communica-
tion. The concept of CALM architecture is a heterogeneous cooperative communi-
cation framework. CALM was the first one to introduce any available interface at
MAC layer. However, seamless handshake of different MAC interfaces is still open
to researchers.

2.1.2 C2C

European automobile industry backed a VANET standard under the label of GEoNEt
through Car-2-Car Communication Consortium (C2C-CC). It is a comprehensive
architecture, mainly aiming at active safety applications. It is significantly different
from Internet architecture. However, it supports many available interfaces at MAC
and PHY layers.
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2.1.3 WAVE

IEEE started its work under the label of WAVE (Wireless Access in Vehicular Envi-
ronment). Though WAVE is a complete protocol stack labeled as 1609 protocol
family and is based on current Internet model, so far no major large-scale implemen-
tation is available other than test laboratories and small-scale projects [2]. Moreover,
WAVE only allows IEEE 802.11p MAC for all kinds of communication, which is
considered as a bottleneck by many researchers.

2.1.4 ARIB

Japanese Standardization Agency: The Association of Radio Industries and Busi-
nesses (ARIB) defined multiple VANET architectures. Although mainly relying on
WAVE, first ARIB standard named as ARIB-2001 uses only single MAC layer at
700MHzband. Later,ARIB-2004 introduced use of 5.8GHzband.ARIB-2008 intro-
duced use of infrared for toll payment. LikeWAVE,ARIBonly focuses on emergency
VANET messages. Currently, JAPAN is the most VANET compliant country in the
world.

2.2 Transmission Capacity Limits

According to researchers, fundamental communication limit for mobile networks
is extremely difficult [6, 7]. Researchers have defined transmission capacity as the
number of successful simultaneous transmissions within a unit region [8]. Shannon
in 1948 gave the formula for the capacity of the link-based networks [6]. Researchers
showed that in mobile ad hoc networks, where peer-to-peer communication, inter-
ference, and mobility play an important role, Shannon’s framework is not applicable
[8, 9]. Andrews et al. [8] showed that the researchers have yet not been able to find a
framework which can be used to find the fundamental capacity of an ad hoc network.

Interference, noise, and back-off delays are major concerns for any MAC proto-
col. Out of these, interference is the most limiting factor for VANETs. Interference
must be mitigated to meet minimum signal-to-interference-plus-noise ratio (SINR)
threshold. Current MAC protocols use techniques such as carrier sensing, random
back-offs, spread spectrum and guard zone-based inhibition, to mitigate interfer-
ence. Under a dense VANET environment, such as traffic jam and parking areas, the
number of nodes, hence the interference, will increase overwhelmingly. There are a
lot of researchers who have evaluated different MAC schemes. However, no signif-
icant work is done to check the transmission capacity under VANET architectures.
Presence of hundreds of nodes will cause severe MAC issues, which will increase
manifolds in case of an emergency.
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2.3 Routing Techniques

Routing techniques and protocols are one of the most researched topics in VANET
[1]. However, the main challenge to design a VANET routing protocols which is
suitable to all scenarios and conditions is still open. More or less, researchers have
consensus that static or single routing scheme cannot satisfy varyingVANETnetwork
conditions. Summary of a few surveys on routing in VANET [1] is given below:

• Before determining routes, varying real traffic state is generally not considered by
many protocols.

• All real-life traffic conditions cannot be met through current VANET routing pro-
tocols.

• Under rapidly changing VANET topologies, topology-based routing lacks effi-
ciency.

• Delay tolerant networks, such as disconnected nodes, cannot be covered using
vehicle-to-vehicle communication design.

• Use of non-delay tolerant routing protocols face degradation during disconnected
scenarios.

• Though periodic or proactive routing approaches provide low latency, network
resources are generally underutilized due to unused paths.

• Though on-demand or reactive routing protocols provide better resource utiliza-
tion, latency in route determination is major limitation.

• Though geographical information is considered very helpful for VANET, mapping
of geographical regions as per road layout is a big problem.

• Network partitioning and availability of accurate and updated location information
causes significant network resource wastage.

• Geographical routing can form routing loops or a packet can travel longer route
due to network partitioning.

• Under high-speed movement, inherent latency of GPS [10] may cause inaccurate
emergency alerts, e.g., accident alert.

Efficient routing focuses on three main goals, i.e., efficiently findingmost suitable
route from source to destination, updating the new route at run time on availability
of a better one, and lastly maintaining the route in the case of route failure. Most
of the current research covers the first and third goals, whereas the second goal is
generally considered as the logical outcome of the first one [1].

To find a route between two nodes, routing algorithms currently focus on three
basic questions.

• What information (metrics) should be shared for determination of route?
• How and when the selected information should be shared within the network?
• How route should be determined using the shared metric?

To answer the metric issue, many different metrics for route finding have been
identified by the researchers. Subsequently, hundreds of protocols have been pro-
posed using a single or a combination ofmetrics.Metrics can be grouped as localized,
end-to-end, and cross-layer [1].
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Second issue of how to disseminate the routing information is generally simpler,
and researchers have considered mainly three types:

• Through sharing of repeated/automated topology beacons regardless of situation
change.

• Through sharing of topology updates, either for new route determination or on
link breakage.

• Derivatives of above two approaches.

For dissemination of selected metric information from a single node perspective,
choices restrict to first two only. The decision for sharing the metric to next hop is
determined by the role of said node, i.e., source node or transit node.Decision for both
of the roles is generally preconfigured without any significant runtime intelligence.

In the absence of any deployed VANET architecture, early research on VANET
routing was based on the simulation scenarios. The main goal of this research was
to provide safety information to nearby vehicles. With the advancement in research,
the need emerged to incorporate roadside servers and Internet. Such requirement
demanded multi-hop communication and more robust routing schemes based on
realistic traffic and mobility and communication constraints.

Current routing research is primarily focusedon routing algorithmswith stationary
route update policy, using off-time configurations only.Adaptation in routing has also
been proposed by researchers through different approaches [1, 11]. The requirement
of route update in the lifetime of previous route requires updated information of
network conditions. Analysis of different situations shows that the route update
mechanism in the current routing approaches is more or less fixed and predefined in
the protocol, instead of being based on runtime network conditions.

To answer the routing challenges of dynamic networks, e.g., VANET, having range
of node densities with rapid topology changes due to high mobility and scalability,
there is a need of new,moreflexible and adaptive route update andmaintenance strate-
gies. These new route update strategies must work efficiently, supporting a variety
of realistic node deployment patterns, mobility scenarios, and QoS requirements.

2.4 Security and Privacy

Though most of the VANET security issues are same as MANETs, privacy issues
are more complicated in VANETs. Security concerns are more complex due to the
scalability, frequent topology changes, high mobility, and variety of applications. In
addition to this, there is a compromise among authentication and non-repudiation
against driver/vehicle privacy. Figure1 enlists some of the security concerns related
to the VANET.

After deployment of VANET, intelligent on-board applications may keep record
of large amount of vehicle movement data and personal information. Theft or misuse
of such information can lead to serious privacy and general security issues. There is
a dire need to overcome these concerns before large-scale deployment of VANET.
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Fig. 1 Categorization of VANET Attacks

Though researchers are already doing efforts to address the security problems in
VANETs, a comprehensive strategy to answer the issue is still open considering the
unique characteristics of heterogeneous vehicular networks. Some characteristics of
VANETs pose challenges to meet security requirements, such as low overhead, time
sensitivity, minimum hops, use of stored information, and optimized data dissemi-
nation solutions.

Another major issue is to prevent attackers from interfering with both the integrity
of the exchanged messages and the availability of the system. Tracking a target is
a fundamental functionality in VANETs for communication protocols and also for
applications and services. Tracking requires creating a mechanism to identify the
path a node follows in the network and predict the next positions if necessary.

2.5 Verification and Validation

Most of the research is validated through theoretical modeling against simulative
studies. Such methodology provides definition for upper and lower practical bounds
prior to implementation. However, most of the research for MAC and routing strate-
gies is based on routing scenarios defined in well-known and especially open-source
simulators [11]. A survey on network simulators [12] identifies many significant
limitations in scenarios, environments, and protocol patch implementations.

The fact of simulation limitations is also evident from different results even for
same scenario and using same simulator. The large variations among graphs for
different metrics, e.g., node density, velocity, delay, and throughput, under same
environment demand clear definition and usage of simulative scenarios as well as
metrics for final evaluation. Lack of such definitions leads to many questions on
viability of results. The major limitations can be identified as:-

• The term of ‘highly scalable’ has gone beyond the scope of few hundred nodes.
Traffic jams and parking areas may have thousands of nodes, heavily packed.
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• The term velocity or speed cannot be compared with relative mobility. Two nodes
moving in same direction even at the speed of fighter aircraft can be considered
static with respect to each other.

• The active node density can be compared neither with simple node density nor
with scalability, especially for networks such as VANETs. There can be scenarios
with very high node density, but with very limited number of nodes practically
participating in active communication.

• There can be different types of data behaviors experienced at MAC layers. Vari-
ations to single hop to multiple hop communication and versatile QoS support
cannot be guaranteed in all scenarios of same network.

Accordingly, there is a need to verify and validate any VANET protocol or
approach incorporating following conditions.

• Driver and vehicle model
• Traffic flow model
• Communication model
• Application model
• Driver behavior model

2.6 Software-Defined Hardware

A significant increase in VANET deployment will flood VANET applications. Such
increase will be more visible in urban regions. Resultantly, large number of nodes
will exhaust communication resources and may lead decrease in efficiency for safety
applications. At the same time, use of bandwidth hungry infotainment applications,
such as multimedia applications and information systems, can lead to spectrum
scarcity.

Under congested circumstances, use of cognitive or software-defined hardware
can provide efficiency in VANETs. This can enable efficient radio spectrum usage
and overall vehicular communication efficiency.

As in many countries, spectrum regulators are utilizing unused license bands
for unlicensed services over different space and time. Unused licensed spectrum
bands include television and broadcasting. Such allocation makes software-defined
hardware an attractive choice for VANET. Resultantly, cognitive radios and dynamic
spectrumallocation is an open research topic to enhance the spatiotemporal efficiency
of VANET PHY and MAC.

3 Applications

The most targeted and ultimate goal was to ensure safer travel by generating early
warnings and timely response to the situations. However, to increase the market
penetration, other classes of applications such as traffic control and provision of
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Fig. 2 Categorization of VANET Applications

infotainment are also being considered [2]. Different VANET architectures support
multi-channel operation for safety- and non-safety-related applications on a different
channel. Based on the primary purposes, VANET applications are typically classified
into two major categories [13–15] (Fig. 2):

• Safety-oriented applications
• Non-safety applications

3.1 Safety-Oriented Applications

The aim of safety applicationswas to ensure safer travel by generating earlywarnings
and timely response to the situations. These applications are used to avoid the risk
of road accidents by distributing information about hazards and obstacles. Safety
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applications can play an important role in avoiding accidents or minimizing the
impact of accidents. According to a study, if the driver gets a warning half a second
before the collision, more than half of the accidents can be avoided [16].

On the road, there are many considerations for a driver, such as attention toward
traffic lights, pedestrians, and other vehicles aswell as followingGPSdirections. This
is impossible for a driver to focus their full attention on all of these events at once. For
example, a driver getting ready tomake a right turnmight easily overlook a pedestrian
crossing on the left side of the street. Therefore, the number of accidents can also be
reduced with the help of early warning system. Some other kinds of warning systems
can also be deployed to avoid the accidents, e.g., work zone warning, stopped vehicle
warning, and low bridge warning for trucks.

Some safety applications can also be helpful after accident such as to send emer-
gency notifications to nearby emergency responders. Such applications also manage
traffic flows and identify alternative routes.

Besides warning messages, safety applications are also used to provide assistance
to a drive about lane change, navigation and to avoid collisions by applying automatic
emergency breaks. Safety applications also guide the driver about speed limit to avoid
collisions.

Safety applications demand strict time delay bounds. Even a fraction of a second
is important in decision making. Thus, the requirement of hard deadline posed by
the safety applications requires special handling at lower layers. As network layer
is concerned, not much routing is involved in safety applications, because the target
audiences for the messages are usually in the neighborhood. Therefore, the messages
need not to be sent to nodes more than one hop away.

3.2 Non-safety Applications

Although the main purpose of VANET is to provide safety, however, some non-
safety applications are also being considered to increase the market penetration such
as traffic efficiency, control management, and some infotainment applications [2].

3.2.1 Traffic Control and Management Applications

Themain purpose of traffic control andmanagement applications is to optimize traffic
flows and to minimize the travel time by avoiding traffic congestions or assist the
driver about best routewith updated road conditions. This can involve the use of some
roadside equipment, e.g., intelligent traffic signals and e-sign boards. Information
about the road congestions ahead can definitely help in reducing the congestion and
improving the capacity of roads.

Some other applications can also be envisioned such as automated call to emer-
gency services, enroute, and pre-trip traffic assistance. An interesting application is
eToll plaza, where vehicles do not need to stop to pay toll fee. Vehicles can commu-
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nicate with the roadside infrastructure, where it can be recognized and a fee can be
charged against its account.

Congestion at road intersections can be handled in an efficient manner using
intelligent traffic signals. These traffic signals can adjust themselves in response to the
traffic conditions at intersection and can even communicate the status to neighboring
intersections. Neighboring intersections can thus display this information on the
e-sign boards and adjust their traffic signals accordingly.

Trafficmanagement applications extensively use the roadside infrastructure. Some
infrastructure may be available to be used by any user while some will need sub-
scription. For example, eToll infrastructure will require a subscription to offer its
services. For these applications, the infrastructure needs to be managed and updated.
For these applications to work, the infrastructure with relevant information needs
to be managed and controlled. Comfort and Infotainment Applications be managed
and controlled.

3.2.2 Comfort and Infotainment Applications

Besides road safety applications, comfort and entertainment applications are also
envisioned for VANETs. These applications aim to provide comfort and entertain-
ment to travelers. Such applications can be further categorized into three types:
infotainment, mobile e-commerce, and city leisure information.

The passengers in a vehicle can enjoy the facility of Internet connectivity where
other traditional wireless Internet connectivity options (Wi-Fi, Wi-MAX, etc.) are
not available. Even in the presence of such options, a node connected to Internet
through these options can share its connectivity with other vehicles through VANET.
Peer-to-peer applications can also find their place in VANETs, e.g., gaming, chatting,
file sharing, and Web browsing.

Different companies use VANET for advertisements or announcements of
location-based sales information; for example, gas stations can announce updated
prices or different restaurant can highlight different deals to attract travelers. Beside
this, some VANET applications make it easy for travelers to see the nearest service
shops or restaurant, etc. The messages sent by such type of applications usually need
to be delivered over multiple hops; hence, routing will be involved.

Infotainment applications in VANET can be grouped as peer-2-peer and Internet-
based applications. These applications are very much useful to provide services such
as sharing multimedia files, movies, and songs among the vehicles in the network.
People can connect with the Internet all the time, thereby VANET provides the con-
stant connectivity of the Internet to the users. These applications provide comfort for
travelers such as advanced traveler information systems and general entertainment.



50 A. Rasheed et al.

4 Conclusion

This paper presents VANETs by highlighting current challenges and applications.
The applications envisioned are likely to find their place in inter-vehicular commu-
nication, hence making the widespread VANET deployment possible in near future.
Although significant research has already been done, many key factors for their
success are still open. There is lack of profound performance evaluation of differ-
ent schemes and versatile and comprehensive real-life scenarios in VANET context.
The few studies that are currently available are not only limited in scope, but also
restricted to a specific scenario. Hence, some upcoming challenges are still open to
researchers.
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Novel Routing Framework for VANET
Considering Challenges for Safety
Application in City Logistics

Kishwer Abdul Khaliq, Amir Qayyum and Jürgen Pannek

Abstract The Intelligent Transportation System (ITS) addresses issues regarding
traffic management and road safety in the domain of Vehicular Ad hoc Networks
(VANETs). With the evaluation of new applications, new goals regarding efficiency
and security are added for logistics and general user application, which demand time
bounded and reliable services. In this paper, we discuss VANET with regards to its
suitability in logistics scenarios, challenges to cope with high mobile vehicles and
their short contact duration to meet the goal of efficiency. Although VANET helps
to provide efficient solutions for logistics and transportation, there are still number
of issues to be solved to obtain an appropriate solution. In the context of increas-
ing number of vehicles, high bandwidth requirements for applications, and highly
dynamic topology, route optimization and efficient security mechanisms requires
special attention. To this regards, a number of routing protocols have been proposed,
yet each routing protocol focuses on traditional topological based routing proto-
cols. The selection of the routing methods depends upon the nature of the networks.
Number of researchers argued that the most of the routing protocols focus on the
particular scenario and consider particular factors for evaluation such as type of net-
work, mobility pattern, and Quality of Service (QoS) requirements for applications.
Thus, the performance of the routing protocols depends upon the particular scenario.
In this paper, we focus on designing a routing protocol framework, which can provide
a reliable and efficient solution for the path selection by considering different factors
from application scenarios like logistics and transportation using varying parameters
such as speed, number of wireless nodes, traffic loads and bit error rate. Furthermore,
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we consider channel parameters for the routing protocols to render the communica-
tion to be reliable. For proof of concept, we provide and discuss basic simulation
results of our proposed framework.

Keywords Routing · IEEE 802.11p · VANET · Safety application · ITS

1 Introduction

Vehicular AdhocNetworks (VANETs) [23] is the type of adhoc network, where vehi-
cles act as a wireless nodes and have the ability to communicate with other vehicles
and with the Road Side Units (RSU) wirelessly while in motion. In VANET, wire-
less nodes can communicate using three modes: Vehicle to vehicle (V2V), Vehicle
to Infrastructure (V2I) and Infrastructure to Infrastructure (I2I). Here, infrastructure
refers to road side units (RSUs), and higher order backends. It is a key technology
in Intelligent Transport Systems (ITS) for achieving new goals such as road safety
and efficiency [45]. It can be considered as spin-off of Mobile Ad hoc Networks
(MANETs), but it differs in terms of path predictability and speed of nodes.

VANET mainly deals with driver safety applications, traffic management and
non-safety applications such as commercial and infotainment applications. Safety
messages are usually small in size.While developed for the latter, the next generation
ITS adds the use of bandwidth hungry applications, which require less delay and
high bandwidth [3]. Considering higher rate of road accidents and traffic congestion
due to mismanagement of traffic, the safety applications requirement are of highest
priority for many transportation companies and specially for logistics. City logistics
efficiency and safety requirements are at high priority due to high demand of products
and home delivery services with secure communication [41]. The requirement of
these services are depicted in Fig. 1, where on time flow of goods is the key for
efficiency [27]. Furthermore, requiring highly optimized routes, infotainment and
lookup services are at user’s top list.

Adhoc network are not only attractive because of ease, low cost and fast deploy-
ment but also because of their design. The concept of noncentralized design make
it robust, self control and self organized. Though forming of network “on the fly” is
attractive, the challenges to design, optimize and analyze are formidable. Moreover,
with the deployment of infrastructure, mobility and flexibility, these networks have
transformed into hybrid architectures, which require resource utilization and intelli-
gence for efficiency. Never the less, the increased mobility in VANET, though it is
in organized fashion, has posed challenges to the existing MAC and routing mecha-
nisms. The involvement of highly mobile, static and mixed node deployment pattern
and requirement of Quality of services (QoS) [37] have made it more complex. In
addition to it, the emergence of a wide variety of new applications e.g. emergency
handling services, car parking, infotainment, theft detection, safety on road, navi-
gation, law enforcement, fleet management and health care assistance also requires
efficiency and flexibility of the deployed network.
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Fig. 1 Vehicular Adhoc Networks (VANET) in logistics scenario

To achieve the goal of an efficient, flexible and self organized network, the research
community targets three kind of approaches. First, efficientMACmechanisms ensure
themaximal utilization of physical resources, and provide information to upper layers
forQoSprovisioning. Second, the efficient routing strategies find abest route between
source and destination, and recover a route in case of link failure. Third, the design of
efficient applications to achieve respective goals. Performance of the third depends
upon the first two approaches. The MAC and routing mechanisms are not simple
to define for all scenarios. In city, highway and rural area, adhoc networks face
different types of challenges. In city environments, obstacles like buildings, trees,
etc. and greater number of nodes cause communication loss and congestion issues. In
highway scenarios, vehicles are moving with high speed, which cause link breakage
and formation of new links due to change of neighboring nodes. Consideringmultiple
scenarios reveals a broad variation in behavior of the wireless network. Therefore,
routing strategies differ for respective scenarios and parameters from the physical
layer can help for the best path selection. Hence, we consider properties of both
layers to gather real time traffic information for path selection and optimization.

2 Literature Review

To expolite the features of MAC protocols and extract parameters for designing
a new routing mechanism, the survey on MAC protocols is summarized in Table1,
which indicates the limitations of 802.11pMAC for some application scenarios, most
specifically for delay sensitive and bandwidth hungry applications. The authors in
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Table 1 IEEE 802.11p MAC protocols, addressed problems and limitations

Protocols Addressed problems Limitations

TDMA [10] Channel access delays; Real
time applications

No suitable for high mobility;
Complex algorithm; Lacks a
realistic mobility model;
Limited throughput

W-HCF [5] Guaranteed bandwidth and
access delay for infotainment
applications

Processing delays are involved
for QoS management;
Centralized approach; Not
suitable for bandwidth hungry
applications

ABS Scheme [40] Chance of contention;
Affecting throughput

Important CCH messages
(emergency messages) can be
missed; Not suitable for
bandwidth hungry applications

Extended SCH intervals [42] Improving channel utilization
through SCH

Only suitable if vehicles avoid
to listen CCH

CDS [43] Backoff window size Not realistic due to unknown
number of high speed vehicles
in a range

CBMAC [19] Hidden node problem; High
density of node

Lacks a realistic mobility
model; Edge nodes of clusters
cause confusions; Not suitable
for bandwidth hungry
applications

SDM [11] TDMA based scheme for
guaranteed channel access

Unused time slots issues

Distributed Scheme [46] Distributed TDMA with two
hop neighbors

Introduced latency when
joining two groups

802.11p MAC [31] High density scenarios for
throughput degradation and
increase delays

Ignored the speed of vehicles;
Not suitable for bandwidth
hungry applications

[25] evaluated Carrier SenseMultiple Access with CollisionAvoidance (CSMA/CA)
for real time applications through simulations. Their results show that under heavy
traffic loads the performance deteriorates, both for individual nodes and for the
whole network due to CSMA. To solve this issue, the authors proposed STDMA
(Self-organizing Time Division Multiple Access) and evaluated it for VANET. The
simulation showed that STDMA performs well in VANET for real time applications.
Unfortunately, the authors did not discuss the causes of packet drop in CSMA/CA,
which needs to be analyzed in detail. The designed algorithm is too complex and not
suitable for highly mobile nodes.

In [5], the authors targeted Infotainment applications and showed through sim-
ulations that performance of bandwidth hungry applications suffers due contention
based MAC scheme and delay generated due channel switching. To work on this
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issue, the proposed extension is called W-HCF (WAVE-based Hybrid Coordination
Function) and it provides controlled channel access on top of the contention base
channel access and achieved better results. The results did not mention the overheads
involved in W-HCF. However, the proposed method in [5] is centralized, introduces
processing delays for the handling of QoS managements and also it offers limited
bandwidth only. The authors in [40] addressed the chance of contention to increase
throughput, but the resulting bandwidth was not enough for multimedia applica-
tions. Due to channel switching and channel contention, the probability of loss of
emergency messages is also greater. The authors in [42] focused on SCH to improve
channel utilization, but scheme failed for the CCH messages. In [43], the authors
focused on the evaluation of 802.11p for V2I communication and showed via simu-
lations that backoff window sizes are not adaptive and cause throughput degradation,
particularly in dense scenarios. They proposed two solutions i.e. centralized and dis-
tributed to render the back-off window sizes adaptive. Simulations showed that both
approaches improve the throughput. To solve the hidden node problem, the authors
in [19] proposed a mechanism but the evaluation lacks a realistic mobility model and
is not suitable for interactive applications. To give opportunity of channel access for
each node in VANET, TDMA based protocols SDM [11] and Distributed Scheme
[46] were proposed. As there are limited time slots, these can accommodate limited
number of nodes, in some cases channel is not fully utilized. IEEE proposed 802.11p
MAC and the authors in [31] focused on the high density scenarios, but they ignored
speed of vehicles.

In [2], the authors proposed an enhancement in 802.11p for multimedia and delay
sensitive applications, which is calledVehicularMACProtocolDataUnit (V-MPDU)
to improve the channel access efficiency. In [4], the authors evaluate the Rician and
Rayleigh fading for vehicular environment and proposed suitable parameters that
can help to reduce fading effects. In [26], the authors discussed the evaluation of
IEEE 802.11p with IEEE 802.11n and IEEE 802.11ac and concluded that 802.11n
and 802.11ac perform comparatively well for delay sensitive and bandwidth hungry
applications in urban environment with limited speed. However, latest standards
include frame aggregation, reverse direction algorithm and MIMO techniques to
improve throughput, but can only support limited mobility and transmission range.

The performance of the adhoc networkmainly depends upon the successful packet
transmission to the destine node through intermediate nodes using best available path.
The research shows that VANET routing protocols focused on traditional topological
based routing protocols and depends upon the nature of the networks. A number of
factors affect on the routing strategies like type of networks, mobility patterns, QoS
requirements for different applications. Thus, a single routingmethod is not sufficient
tomeet all the different types of required scenarios. Different adhoc routing protocols
proposed for the different scenarios, and were analyzed to figure out which routing
metrics are considered to provide in time and scalable routing. Most researchers
focused on single environment ofVANET, i.e., either on highway or a city, to evaluate
the performance of different routing protocols. Due to aforementioned problems
there is continuous need to study various adhoc routing methods in order to select
appropriate method for different environments of VANET. Routing metrics are the
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basis of any routing protocol on which it selects a best path. Here, we summarize
different metrics against different types, approach used for path selection, and route
update mechanisms of routing protocol in Table2.

Link life is one of the important routing metrics, as longer link life shows good
link quality. Since link quality is measured on the demand of the path, this rout-
ing metrics is mostly used for reactive and flow-based scenarios [17, 30]. Node
hight is another routing metrics, which is useful in scenarios with low mobility.
Therefore, proactive protocols [33] and also flow-based protocols [17] use this
metric in similar context, but with some limited benefits. Reactive protocols like
Temporally-Ordered Routing Algorithm (TORA) [33] and Dynamic MANET On-
demand (DYMO) [13] and proactive protocols including Dynamic Source Routing
(DSR) [24], Better Approach to Mobile Ad hoc Networking (BATMAN) [1], Hier-
archical State Routing (HSR) [35], Intrazone Routing Protocol (IARP) [20], Mobile
Mesh Routing Protocol (MMRP) [18], Optimized Link State Routing (OLSR) [16],
Optimized Link State Routing Version 2 (OLSRv2) [32], Topology Dissemination
Based on Reverse-Path Forwarding (TBRPF) [8] and Link Quality Source Routing
(LQSR) [12], both types of routing protocols use Hop Count for the path selection,
and route update is only required when it is timed out. In some scenarios, the same
metric is also used where these two type of protocols are used as hybrid form, e.g.,
Hazy Sighted Link State Routing (HSLS) [39]. However, with the involvement of
high mobility using only this metric is not enough to find a good path and may also
introduce delays for larger networks. To resolve this problem, some protocols are
proposed which are cluster-based. Each cluster must have a cluster head and these
Cluster Heads take part in routing. ThenHop Count routing metric is used on cluster
heads for the route selection. These protocols [14, 29, 34] also apply for route update
on time-out. Expected Transmission count (Expected Tx Count) is a routing metric
which is used by proactive routing protocols [22] for route selection. This routing
metric count is good only for specific applications.

Proactive routing protocols build an priory table for routing path. Therefore, Link
Cost is also a routing metric, and protocols [6, 36] use this metric to calculate
the total cost of the path. The minimum cost count use for the best path selection.
However, with frequent link breakage, the calculation of link cost introduces delays.
Some Hybrid protocols also use Link Cost and Virtual Link Predecessor for route
calculation. Table2 summarized this analysis with the additional information of each
protocol and their corresponding approach used for metric calculation.

As VANET involves the wireless communication of vehicles in adhoc mode, it
consists of multiple participants including roads, Road Side Units (RSU) and On-
boardUnits (OBU),mobile nodes (Vehicles), and taffic signals. Networks constraints
exist when dealing with safety applications. As safety applications require small but
frequent data packets to circulate in the network, network constraints exist. Table3
includes some of these constraints for safety applications in VANET.
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Table 2 Routing protocols comparison on the basis of selected parameter

Metric Type Protocols Approach Route Update

Link life Reactive LBR [30] Signal strength Link break

Flow LMR [17] Directed acyclic
graph and link
reversal

Node height Reactive TORA [33, 44] Directed acyclic
graph

Link break

Flow GB [9] Directed acyclic
graph and link
reversal

Automated flow
and link break

Hop count Reactive AODV [38] Distance vector
(DV)

Timed

Reactive DYMO [13] Distance vector Timed

Proactive DSR [24] Distance vector Timed

Proactive BATMAN [1] DV and collective
intelligence

Timed

Proactive HSR [35] Hierarchical
routing &
cluster-head

Timed

Proactive IARP [20] Link state (LS)
and zone radius

Timed

Proactive MMRP [18] Link state and
sequence number

Timed

Proactive OLSR [16] LS and multi
point relay

Timed

Proactive OLSRv2 [32] LS and multi
point relay

Timed

Proactive TBRPF [8] Link state with
differential data

Timed

Proactive LQSR [12] Weighted
cumulative
expected Tx time

Timed

Hybrid HSLS [39] Link state timed
and link break

Timed

Cluster-head/ hop
count

Proactive Guesswork [34] Distance vector
and cluster head

Timed

DFR [29] GPS and cluster
head

CGSR [14] DV and cluster
head

Timed

Expected Tx
count

Proactive AWDS [22] Link state Timed

Babel [15] Distance vector

(continued)
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Table 2 (continued)

Metric Type Protocols Approach Route Update

Link cost Proactive DBF [6] Bellman ford Timed

DSDV [36] Bellman ford and
sequence number

Timed

WRP Bellman ford

Hybrid OORP [21] Hierarchical
routing and
cluster head

Timed and link
break

Virtual link
predecessor

Hybrid SSR [28] Source routing
and virtual ring
routing

Timed and link
break

Not specified Hybrid ZRP [7] Zoning Timed and link
break

Table 3 Network constraints for safety applications

Constraint Type Constraints Value

Aggregation bandwidth 6Mbps

Maximum received packets/sec 4000

Maximum allowable latency 100ms

Maximum packet size 200bytes

Transmission channel for safety CCH

Maximum tolerated delay (between two packets) 300ms

Minimum delay 50ms

Channel switching time (between CCH and SCH) 50ms

3 Proposed Framework

Considering the literature review and evaluation of VANET in different scenarios,
we selected some parameter to be considered for the path selection. The proposed
solution approach is discussed in Sect. 3.

In VANET, the channel condition information is varied in different scenarios
and can be very helpful for decision making for routing. If we consider quality
channel parameter as a routing metric, then the results will be very different than for
traditional routing protocols.We analyzedMAC and routing protocols, and identified
their suitable scenarios. From our literature review, we concluded that a number of
routing protocols are proposed which consider one or more routing metrics. These
protocols are proposed for specific scenarios and metrics were chosen with respect
to the selected scenario. Some information about channel quality can be helpful for
the path selection, e.g., channel fading or Signal to Noise Ratio (SNR). Therefore,
merging this information can help to improve the route selection.As routing protocols
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are at the network layer and we have channel information at MAC layer, we also
require a method for the flow of information from Physical Layer to Network Layer.
As we can get most recent information at the MAC layer easily, and if we introduce
routing mechanism at MAC layer, we can use the required information without any
delay. Path selection at MAC layer can help to simplify and improve path selection
on the basis of local available information. So there is need to make a link layer
routing protocol for VANET. The performance of this method depends heavily on
the value of the decision threshold. Yet, it is difficult to choose a value that results in
good performance across all scenarios. Node density, spatial distribution pattern, and
wireless channel quality all affect the optimal value. Broadcast protocols tailored to
vehicular networking must be adaptive to variations in these factors. In this work,
we address this design challenge by creating a decision threshold function that is
adaptive regarding the number of neighbors and their speed. The proposed protocol
is implemented on the Layer 2 (MAC Layer) considering SINR and rate of delivery.
Based on our literature survey, we decided to consider channel quality parameters to
get our initial result analysis.

We assume that the wireless channel and the medium access control protocol
deliver messages between nodes located within transmission range of each other
with perfect reliability. In practice, wireless signals in the system interfere with
themselves and with each other in unpredictable ways, leading to apparently non-
deterministic message reception. When two nodes transmit messages at the same
time, the wireless signals may interfere and cause one or both of the messages to
be lost at the destination node. Fading, the phenomenon where multiple parts of
the same signal traveling along different paths interfere with each other, degrades
communications even when only a single node is transmitting. Multihop wireless
broadcast protocols must be abled to operate effectively even when communication
reliability is poor. The threshold functionis designed to decide about the good and bad
path for routing on the basis of channel conditions. The paths with values lower than
the threshold is discarded. Threshold function also included channel level metrics
like SINR, packet retry rate, percentage availability of channel for measuring quality
of channel Fig. 2.

The proposed framework includes four type of circulating massage format for
path calculation i.e. path request (PREQ), path reply (PREP), Path Error (PERR)
and path reply acknowledgement (PREP-ACK). The participating node may include
three types of messages to take a decision. Figure3 shows three decision points of
the participating node. This routing protocol is working on theMAC layer, therefore,
for the first proof of concept we consider MAC parameters for the path selection as
discussed in the previous paragraph.

We divided protocol mechanism into two steps as it is shown in Fig. 2. In first step,
we used two algorithms to compute SINR value and delivery rate (if previous link
exists) of direct links and maintained table for each link. These values are computed
periodically. In second step, routing algorithm identify best path on the basis of values
available in the table. When a node initiates or receives a PREQ, it checks value in
the tables and selects best one on the basis of available information. If node has no
delivery history about a new link, it only considers SINR value to forward PREQ. If



62 K.A. Khaliq et al.

Fig. 2 Proposed routing framework

Fig. 3 Flow chart of proposed routing protocol

PREQ receiving node is a destination node, it inserts route and sends routing entry
to source node using PREP. In case of intermediate node, it only creates and updates
back route to the source and forwards PREQ, however, the latest copy is checked
using usual procedure, i.e. sequence number. If flag is set for the reply to previous
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node, then PREP-ACK is used to send reply back. PERR is used to send path error
to the source node.

4 Simulation Setup and Basic Results

To analyze our problem, we used simulation implemented in Omnet++. We used
Vehicles in Network Simulation (veins) framework, which includes a number of
simulation models for VANET and used SUMO for simulation mobility pattern.
This framework is open source and allows to write and test our own model and
provides rich support of VANET MAC layer options like IEEE 802.11p and it also
supports various routing protocols for ad-hoc networks like proactive, reactive and
geographical protocols. We implemented our proposed protocol and tested it for the
basic results, i.e. goodput and delay.

The proposed framework is designed considering challenges for the city, highway
and rural areas. However, this paper only includes scenario of city logistic to analyze
initial results for goodput and delay. For city logistic scenarios, Table4 includes the
parameter setting. The considered parameters include the environment size, total
number of nodes, type and speed, packet size and type and considered simulation
time. In such a scenario, where vehicles may responsible for transportingmaterial for
production unit to prepare product or delivering products from production unit to the
distributors, retailers and warehouse. Consider an application, which is responsible
for managing safety guideline and information flow for this particular scenario. A
vehicle is performing a specific task and on each movement information is sent back
to control room. Here, we are dealing only in city scenario where we considered
constraints of safety application listed in Table3 and changed speed of vehicles
while moving sparse to dense network. For the comparative analysis, we selected

Table 4 Parameter setting for city scenario

Parameter Setting

Environmental size 2000m

Total no. of nodes 60 (variation of 10, 20, 30, 40, 50, 60)

Node type Mobile nodes (vehicles)

Node speed Maximum 50Kmph and minimum 30Kmph

Packet size 200 bytes for safety applications

Packet type UDP

Simulation time 600s

Number of receiver 1

No. of lanes 3

RSU 10

Traffic signals 4 in each cross
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Fig. 4 a Effect of mobility on delay; b Effect of mobility on goodput

node density and speed of vehicle in urban areas and for the comparisonwe calculated
goodput and packet delay.

For evaluation, we examined the effect on the goodput and delay at low and
high mobility. Constant-bit Rate (CBR) traffic flows were used in the simulation
with packet size of 200KB, which was kept constant. We imposed two other CBR
flows of 500Kbps, which acted as background traffic. Total 60 nodes were used in
the scenario, which were moving at 50km/h maximum speed and 30km/h minimum
speed. Results are shown in Fig. 4a and b.We observe that the goodput increases with
the increase in number of vehicles in the network. A constant goodput is observed for
safety packets with increase in number of nodes, and when we increase the speed of
vehicles, the goodput remains same as it was observed at low speed due to link quality
consideration for path selection at run time. As we mentioned, we considered only
safety applications and the packet size in safety applications are small. Therefore, the
graph shows a constant line for small packets with increased number of vehicles. In
case of delay, with increase in number of vehicles, the increase in delay is negligible.

5 Conclusion and Future Work

The Intelligent Transportation Systems (ITS) address issues regarding traffic man-
agement and road safety in Vehicular environment. VANET is the one of the enabling
technology in ITS used for road safety, traffic management and logistics applica-
tions. It can also be deployed in the logistics and transportation to cope challenges
of information flow with mobility of materials. With increase in number of vehi-
cles, speed and the requirements of high bandwidth for new applications, VANET
requires special attention for route optimization and security provisioning. In our
work, we focused to improve routing mechanisms to tackle challenges in vehicu-
lar environment for reliable communication. Literature showed that VANET routing
protocols focused on traditional topological based routing. The selection of these
routing methods depends upon the nature of the networks and most focus on the
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particular scenario. Thus, a single routing method is not sufficient enough in meet-
ing all the different types of required scenarios. In this work, we rapted on designing
a routing protocol, which can provide a reliable and efficient solution for the path
selection. In our work, we analyzed different adhoc routing protocols proposed for
the different scenarios to figure out suitable routing metrics in each case. We also
designed a basic framework to cope new application requirements. However, we only
included basic results for city logistics scenario considering mobility. We are focus-
ing on designing a routing protocol considering MAC and network layer parameters
to cope with challenges in multiple scenarios. We will extend this model for other
scenarios with particular parameters to make it adaptive in different scenarios.

References

1. Aichele, C., Lindner, M., Neumann, S.W.A.: Better approach to mobile ad-hoc networking
(batman). In: IETF Work In Progress Internet-Draft (2008)

2. Akbar, M.S., Khaliq, K.A., Qayyum, A.: Vehicular mac protocol data unit (v-mpdu): Ieee
802.11p mac protocol extension to support bandwidth hungry applications. In: Springer Vehic-
ular Ad-hoc Networks for Smart Cities, pp. 31–39 (2015)

3. Akbar, M.S., Khan, M.S., Khaliq, K.A., Qayyum, A., Yousaf, M.: Evaluation of ieee 802.11n
for multimedia application in vanet. Proced. Comput. Sci. 32, 953–958 (2014). Elsevier

4. Akbar, M.S., Qayyum, A., Khaliq, K.A.: Information delivery improvement for safety applica-
tions in VANET by minimizing rayleigh and rician fading effect. Vehicular Ad-hoc Networks
for Smart Cities, pp. 85–92. Springer, New York (2015)

5. Amadeo, M., Campolo, C., Molinaro, A.: Enhancing IEEE 802.11p/WAVE to provide info-
tainment applications in VANETs. Ad Hoc Netw. 10(2), 253–269 (2012)

6. Awerbuch, B., Bar-Noy, A., Gopal, M.: Approximate distributed Bellman-ford algorithms.
IEEE Trans. Commun. 42(8), 2515–2517 (1994)

7. Beijar, N.: Networking laboratory. Zone Routing Protocol (ZRP). Helsinki University of Tech-
nology, Finland (2002)

8. Bellur, B., Ogier, R., Temlin, F.: Topology dissemination based on reverse-path forwarding
(TBRPF). Technical Report, IETF Internet Draft, manet-tbrpf-08 (2003)

9. Bertsekas, D., Gallager, R.: Data Networks. Prentice-Hall, New Jersey (1987)
10. Bilstrup, K., Uhlemann, E., Strom, E.G., Bilstrup, U.: Evaluation of the IEEE 802.11p MAC

method for vehicle-to-vehicle communication. In: IEEE 68th Vehicular Technology Confer-
ence, pp. 1–5 (2008)

11. Blum, J.J., Eskandarian, A.: A reliable link-layer protocol for robust and scalable intervehicle
communications. IEEE Trans. Intell. Transp. Syst. 8(1), 4–13 (2007)

12. Campista, M.E.M., Esposito, P.M., Moraes, I.M., Costa, L.H.M., Duarte, O.C., Passos, D.G.,
De Albuquerque, C.V.N., Saade, D.C.M., Rubinstein, M.G.: Routing metrics and protocols for
wireless mesh networks. IEEE Netw. 22(1), 6–12 (2008)

13. Chakeres, I.D., Perkins, C.E.: Dynamic MANET On-demand routing protocol. Technical
Report, IETF Internet Draft, MANET-dymo-12 (2008)

14. Chiang, C.C., Wu, H.K., Liu, W., Gerla, M.: Routing in clustered multihop, mobile wireless
networks with fading channel. In: Proceedings of IEEE SICON, vol. 97, pp. 197–211 (1997)

15. Chroboczek, J.: The babel routing protocol (00042011)
16. Clausen, T., Jacquet, P.: Optimized link state routing protocol (OLSR). Technical Report (2003)
17. Corson, M.S., Ephremides, A.: A distributed routing algorithm for mobile wireless networks.

Wireless Networks, vol. 1, pp. 61–81. Springer, New York (1995)



66 K.A. Khaliq et al.

18. Grace,K.:Mobilemesh routing protocol. In: IETFMANETWorkingGroup, draftgrace-manet-
mmrp-00 in Progress (2000)

19. Gunter, Y., Wiegel, B., Grossmann, H.P.: Cluster-based medium access scheme for VANETs.
In: IEEE Intelligent Transportation Systems Conference(ITSC 2007), pp. 343–348 (2007)

20. Haas, Z.J., Pearlman, M.R., Samar, P.: The interzone routing protocol (IERP) for adhoc net-
works. In: IETF MANET Working Group, manetzone-ierp-01 (2001)

21. He, G.: Destination-sequenced distance vector (DSDV) protocol. Networking Laboratory, pp.
1–9. Helsinki University of Technology, Finland (2002)

22. Herms, A., Lukas, G.: Awds (ad-hoc wireless distribution service)
23. IEEE Standards Association and others: 802.11 P-2010-IEEE Standard for Information Tech-

nologylocal and Metropolitan Area Networksspecific Requirementspart 11: Wireless LAN
Medium Access Control (MAC) and Physical Layer (PHY) Specifications Amendment 6:
Wireless Access in Vehicular Environments. http://standards.ieee.org/findstds/standard/802.
11p-2010.html

24. Johnson, D.B.: the dynamic source routing protocol for mobile adhoc networks. In: IETF
Internet-Draft, MANET-dsr-09 (2003)

25. Katrin, B., Uhlemann, E., Store, E., Bilstrup, U.: On the ability of the 802.11pMACmethod and
STDMA to support real-time vehicle-to-vehicle communication. EURASIP J.Wirel. Commun.
Netw. 2009(5) (2008)

26. Khaliq, K.A., Akbar, M.S., Qayyum, A., Pannek, J.: Suitability of IEEE 802.11ac/n/p for band-
width hungry and infotainment applications for cities. In: Proceeding of IEEE SAI Intelligent
Systems Conference 2016 (IntelliSys 2016), pp. 499–507 (2016)

27. Khaliq, K.A., Pannek, J., Qayyum, A.: Methodology for development of logistics information
and safety system using VANET. Lecture Notes on Logistics. In: Proceedings of the 5th Inter-
national Conference on Dynamics in Logistics (LDIC), pp. 173–182. Springer, Heidelberg
(2016)

28. Kutzner, K., Wallenta, C., Fuhrmann, T.: Securing the scalable source routing protocol. In:
Proceedings of the World Telecommunications Congress, vol. 13. Budapest, Hungary (2006)

29. Lee, Y.Z., Gerla, M., Chen, J., Caruso, B.: DFR (direction forward routing). Adhoc Sensor
Wireless Networks 2(2), 01–18 (2006)

30. Manoj, B., Ananthapadmanabha, R., Murthy, C.: Link life based routing protocol for adhoc
wireless networks. In: Proceedings of IEEETenth International Conference onComputer Com-
munications and Networks (2001), pp. 573–576 (2001)

31. Murray, T., Cojocari, M., Fu, H.: Measuring the performance of IEEE 802.11p using ns-2
simulator for vehicular networks. In: IEEE International Conference on Electro/Information
Technology, pp. 498–503 (2008)

32. Owada, Y., Maeno, T., Imai, H., Mase, K.: Olsrv2 implementation and performance evaluation
with link layer feedback. In: Proceedings of the 2007 International Conference on Wireless
Communications and Mobile Computing, pp. 67–72. ACM (2007)

33. Park, V., Corson, M.S.: Temporally-ordered routing algorithm (TORA) version 1 functional
specification. Technical Report, IETF Internet-Draft, MANET-TORA-Specification-00 (1997)

34. Parker, T., Langendoen, K.: Guesswork: Robust routing in an uncertain world. In: IEEE Inter-
national Conference on Mobile Adhoc and Sensor Systems Conference (2005), p. 9 (2005)

35. Pei, G., Gerla, M., Hong, X., Chiang, C.C.: A wireless hierarchical routing protocol with
groupmobility. In: IEEEWirelessCommunications andNetworkingConference (IEEEWCNC
1999), pp. 1538–1542 (1999)

36. Perkins, C.E., Bhagwat, P.: Highly dynamic destination-sequenced distance-vector routing
(DSDV) for mobile computers. ACMSIGCOMMComput. Commun. Rev. 24, 234–244 (1994)

37. Rizzo, G., Palattella, M.R., Braun, T., Engel, T.: Content and context aware strategies for
QoS support in VANETs. In: IEEE 30th International Conference on Advanced Information
Networking and Applications (AINA), pp. 717–723 (2016)

38. Royer, E.M., Perkins, C.E.: Multicast operation of the ad-hoc on-demand distance vector rout-
ing protocol. In: Proceedings of the 5thAnnualACM/IEEE International Conference onMobile
Computing and Networking, pp. 207–218 (1999)

http://standards.ieee.org/findstds/standard/802.11p-2010.html
http://standards.ieee.org/findstds/standard/802.11p-2010.html


Novel Routing Framework for VANET Considering Challenges … 67

39. Santivanez, C., Ramanathan, R.: Hazy Sighted Link State Routing Protocol (HSLS). Technical
Report, BBN Technical Memorandum (2001)

40. Sheu, S.T.,Cheng,Y.C.,Hsieh, P.J.,Wu, J.S.:Agent-based scheduling scheme for IEEE802.11p
wireless vehicular networks. In: IEEE 73rd Vehicular Technology Conference (VTC Spring),
pp. 1–5 (2011)

41. Siddiqui, N.R., Kishwer Abdul, K., Pannek, J.: VANET security analysis on the basis of attacks
in authentication. Lecture Notes on Logistics. In: Proceedings of the 5th International Confer-
ence on Dynamics in Logistics (LDIC) pp. 463–473. Springer, Heidelberg (2016)

42. Wang, C.Y., Wei, H.Y.: IEEE 802.11n MAC enhancement and performance evaluation. Mob.
Netw. Appl. 14(6), 760–771 (2009). Springer

43. Wang, Y., Ahmed, A., Krishnamachari, B., Psounis, K.: IEEE 802.11p performance evalua-
tion and protocol enhancement. In: ICVES 2008 IEEE International Conference on Vehicular
Electronics and Safety, pp. 317–322 (2008)

44. Yang, S.A., Baras, J.S.: TORA, verification, proofs andmodel checking. In:Adhoc andWireless
Networks Modeling and Optimization in Mobile (WiOpt 2003), p. 2 (2003)

45. Yin, J., ElBatt, T., Yeung, G., Ryu, B., Habermas, S., Krishnan, H., Talty, T.: Performance
evaluation of safety applications over DSRC vehicular adhoc networks. In: ACM Proceedings
of the 1st ACM International Workshop on Vehicular Adhoc Networks, pp. 1–9 (2004)

46. Yu, F., Biswas, S.: Self-configuring TDMA protocols for enhancing vehicle safety with DSRC
based vehicle-to-vehicle communications. IEEE J. Sel. Areas Commun. 25(8), 1526–1537
(2007)



Part II
Vanet Security Track



Security Risk Analysis of a Trust Model
for Secure Group Leader-Based
Communication in VANET

Hamssa Hasrouny, Carole Bassil, Abed Ellatif Samhat and Anis Laouiti

Abstract In this paper, we consider a Trust Model with Group Leader (GL)-based
communication in VANET. This model is used to classify vehicles based on their
trustworthiness and elect potential GLs. We propose a security risk assessment
methodology and we apply it to our Trust Model. This methodology is used for
identifying threats, assessing the risk involved, and defining approaches to mitigate
them. The risk assessment includes assessment of the impact and likelihood of occur-
rence of attacks relevant to the identified threats, evaluation of the TrustModel design
principles, validation of the built-in security, and the mitigation actions of attacks.
Based on this assessment, we demonstrated the resiliency of the Trust Model to resist
to many security attacks.

Keywords Risk assessment · VANET · Security · Trust · Risks

1 Introduction

VANET (vehicular ad hoc network) is a special class of mobile ad hoc networks
with predefined routes. It consists of vehicles and an infrastructure. The infrastruc-
ture includes fixedRSUs (road-side units) and specific authorities for registration and
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management. VehicleswithOBUs (online board units) are communicating viaDSRC
(dedicated short-range communication) [1] together or to the wired infrastructure.
Entities are communicating directly in a single hop or multihop to afford better coop-
erative driving information or alert dissemination. VANET presents great challenges
especially in its security due to its wireless communication mode, lack of central-
ization, and dynamic topology [2]. Although its main benefit is to enhance safety
in vehicles by exchanging warning messages between the nodes, VANET suffers
from different kinds of attacks [3], such as Sybil, DoS (Denial of Service), message
modification, or suppression, injection of erroneous message.

In VANET, existing trust security approaches did not provide yet security controls
to properly countermeasures the security attacks within their Trust Models. There-
fore, many considerations for protecting VANET against attacks are required using
trust metrics values. In newly designed architecture of Trust Models, the ability to
control, configure, and combine the security services and mechanisms is the key
feature for reducing the impact of security attacks.

Nodes participating in VANETmust be trusted and reliable. But due to the above-
mentioned challenges, it is difficult to identify malicious and misbehaving nodes.
Evaluating the trustworthiness of a vehicle in VANET is an open problem. Any
defection in the communication and/or messages in VANET endangered people’s
lives. So what are the criteria that would define the trustworthiness of a node? Is it
reliable to count on any node for disseminating critical messages? Then based on
these criteria can we detect the misbehavior in vehicle or in the backend?

Many approaches [4–6] follow different Trust Model techniques to establish trust
between the vehicles in VANET. Trust establishment approaches can be divided
into infrastructure based trust or self-organizing trust. The infrastructure models are
based on the certificates provided to vehicles. While the self-organizing models are
a combination between direct, indirect, and hybrid trust (cooperation between the
vehicles). Both models are based on the message correlation or vehicle verification
and provide appropriate trust metrics values to vehicles. Based on these trust metric
values, nodes can be classified and a secure and reliable communication is established
between them in VANET.

We propose a Trust Model based on NHTSA security architecture [7] with cluster
formation [1] and Group Leaders (GLs)-based communication that will be detailed
in Sect. 3. The proposed model calculates the trust metrics values of participating
nodes. It judges their trustworthiness and reports to misbehavior authority [7] in case
ofmalicious behavior to deactivate the specificmalignant node. Trustmetrics value is
a combination of direct and indirect calculation, centralized and decentralized author-
ities and in multicases (normal mode or in case of an alert). The node with highest
trust metric value is considered the trustiest and will be a potential Group Leader.
Using this model is crucial in VANET security, and it helps to classify vehicles, elect
GLs, or deactivate others. GLs had crucial roles as they are communicating directly
with specificmanagement authorities. In this paper, we investigate the security analy-
sis of this Trust Model and we adopt a methodology of risk assessment based on the
SecRAM [8] and the ETSI TVRA (Threat, Vulnerability and Risk Analysis) [9].
This methodology includes assessment of the impact and likelihood of occurrence
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of attacks relevant to the identified threats, evaluation of the Trust Model design
principles, validation of the built-in security, and the mitigation actions of attacks.

The remainder of the paper is structured as follows: Sect. 2 lists the risk assessment
methodologies inspiring for this security analysis. Section3 briefly explains the Trust
Model which is the context for this security analysis. Section4 specifies the threats.
The security risk assessment is described in Sect. 5 in terms of impact, likelihood,
and risk level of each threat. Section6 expands the countermeasures adopted by the
Trust Model to mitigate the threats. Finally, the paper concluded in Sect. 7.

2 Risk Assessment Method

The evaluation of the threats adopted in our work is based on SecRAMmethodology
[8] and ETSI TVRA (threat, vulnerability, and risk analysis) [9]. SecRAM [8] is the
ISO27005-based risk assessmentmanagementmethodology. It was developed by the
SESAR program and was intended first for air traffic management. The assessment
covers the following: establish the context and scope and identify the assets related to
objectives; find threats, threat scenarios, and their likelihood; evaluate their impact of
the loss of security requirements; assess the risk of each threat by combining impact
and likelihood; and formulate security control implementation.

ETSI TVRA [9] is analyzing the risk of each threat attacking the ETSI architecture
for VANETs. It is used to identify risks to a system by isolating its vulnerabilities,
assessing the likelihood of a malicious attack on that vulnerability, and determining
the impact that such an attack will have on the system. The TVRA method involves
seven steps that are summarized by identify security objectives and security require-
ments; produce an inventory of system assets; classify system vulnerabilities and
threats; quantify the likelihood and impact of attack; determine the risks involved;
and specify detailed security requirements (countermeasures).

We therefore tailor both methods to apply specifically to our Trust Model. The
evaluation process adheres to the following steps:

• Highlight the system (i.e., Trust Model) assets by identifying the security objec-
tives.

• Expose the system vulnerabilities and threats.
• Security risk assessment: quantify the likelihood and impact of the attacks.
• Countermeasures or security control implementation.

We exposed the steps for the Trust Model security analysis. Now in the next
section, we will start presenting the system assets related to this model.
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3 Trust Model Assets

In this paper, we provide the security analysis focusing on the Trust Model and its
components. We adopted the modular architecture defined by NHTSA (National
Highway Traffic Safety Administration) [7] and the group (cluster) formation [1].
The NHTSA architecture is shown in Fig. 1. NHTSA security architecture is based
on the PKI (public key infrastructure) and contains functional entities responsible
for:

• Management and policies: SCMS (Security Certificate Management System).
• Long-term certificate enrollment for OBUs: Enrollment CA (certificate authority),
device configuration manager (DCM), and certification services.

• Short-term digital certificates (pseudonyms) for OBUs: Root CA, Intermediate
CA, Linkage authority 1 and 2, Pseudonym CA, registration authority (RA), and
request coordinator.

• Misbehavior detection and certificate revocation: Misbehavior authority (MA),
Location Obscurer Proxy, CRL (certificate revocation list) store.

This architecture assures privacy against insiders and outsiders: a single SCMS
component cannot link any two certificates to the same device (no tracking) and no
stored information within SCMS can link certificates to a particular vehicle or owner.
MA assures the continuation of the trusted nodes only, by producing/publishing CRL
and misbehavior reports in VANET. LOP acts as anonymizer proxy and shuffles

Fig. 1 NHTSA security system design
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misbehavior report sent by OBUs to MA. Efficient privacy-preserving revocation
exists.

In VANET and especially in V2V communications, the self-organization into
groups alleviates the forth and back over the network. It affords a decentralized
solution via GLs and minimizes the delays and RSU resources usage due to user
verification in case of any message dissemination [1]. Furthermore, the group for-
mation strengthens the security objectives: the anonymity using the public Pugr and
private Prgr keys of the group for signature; the pseudonym and privacy ensured by
those group keys changing frequently offline by the GLs; the confidentiality using
the encryption, the integrity, authentication and non-repudiation using the signature.

In the group formation, the Group Leader is the center server for all nodes joining
this group: It manages the group formation and generates/distributes the group keys.
Thus, the GL should be a trusted node. And if this GL decides to leave the group,
the newly elected GL should also be a trusted node. Hence, the need of a robust
Trust Model identifies these nodes via trust metrics values. These metrics are based
on parameters and cooperation between the vehicles, GLs, RSUs, and misbehavior
authority.

The referencemodel of the TrustModel architecture and its components is briefed
in Fig. 2. We built our Trust Model based on the security advantages of the NHTSA
architecture and the clustering formation. The proposed Trust Model is composed
mainly of two parts: A (Infrastructure) and B (Clustered vehicles). Part ‘A’ corre-
sponds to NHTSA architecture mentioned in Fig. 1. Its main entities are classified
based on their functionalities into four groups. These groups are policing (SCMS
Manager), certificate processing, communication with vehicles, and misbehavior
detection/revocation. Part B is composed of vehicles communicating with each other,
with GLs and infrastructure. Many attackers can compromise the security of the
infrastructure, the vehicles, the data exchanged between the vehicles and infrastruc-
ture, and the communication between the parties in VANET. In Sects. 4, 5, and 6, the
risk analysis of the proposed Trust Model will detail how to resist and mitigate these
attacks via the proposed Trust Model.

We propose a hybrid (vehicles’ infrastructure) TrustModel which is used to deter-
mine the trust metric values of vehicles. It involves a monitoring system processing
based on the cooperation of vehicles and the validity of the broadcasted data. We
propose a fuzzy system to decide about the honesty of vehicles.

Each vehicle vmust monitor all its 1-hop neighbors and calculates their Tmwhich
is called direct trust of v over their neighbors. In VANET, the vehicles broadcast
periodically beacons or warningmessages to neighbors. So each vehicle v broadcasts
its list of calculated direct trust (Tm) to all its neighbors. Then, each vehicle v
possesses over a certain neighboring vehicle i, the direct trust v(i) and the direct trust
of v’s neighbors over i which are called indirect trusts. Note that:

• Tmv(i): « direct trust » judgment of v on i.
• Trv(i): « indirect trust » judgment of v on i based on v neighborhood opinions.
• Ttotv(i): « total trust » of vehicle i calculated per v (combination of direct and
indirect trust).
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Fig. 2 Trust Model components

• Tglob0 (i): initial « global trust » of vehicle i given by RSU for newly cars entering
VANET.

• Tglob(i): « global trust » of vehicle i stored in RSU.

The trust metric in each node includes direct and indirect calculation. Then, a
total result is sent to the GL. Finally, passing by the RSU, the GLs will overload
all the trust metrics related to nodes. RSU as big data center will merge and update
these trust metrics values and result a global trust metric for each node. The trust
metric in its different stages at vehicle, GL, or RSU level has a certain threshold:
when exceeded, the vehicle is considered trusted; otherwise, a fuzzy-based approach
is used to filter out the malicious ones.

A new vehicle i entering the scenario will authenticate to an RSU. It will get its
initial global trust from RSU, Tglob0(i) that will be modified following its behavior
on the road, in addition to the certificate obtained from the CA (certificate authority).
So it has Pui, Pri, Cert, Tglob0(i) where Pui is the public key of vehicle i, Pri is
its private key, Cert is the certificate of vehicle i. The new vehicle will then join an
existing group. It will get the public and private keys of this group. The car entering a
certain area will broadcast beacons for its neighborhood. Certain parameters related
to the communication, transmission, and reception of a vehicle, given by the GPS,
sensors or by calculation of the variables are categorized into critical, intermediate,
and optional. All these parameters will contribute in the calculation of the trust
metrics value.

Each vehicle (including GL—vehicle with the highest confidence score) controls
and sends its report directly to the misbehavior authority. We admit this because
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sometimes there are some attacks or attackers detected by a certain vehicle and not
immediately by the GL. Hence, we proceed by classifying vehicles between honest,
intermediate, and malignant ones based on these calculated trust metrics values.
Using this Trust Model, privacy is assured by the third party registration within the
architecture and the mutual authentication with the RSU, trust is enforced within
participants.

We exposed above the Trust Model and its assets; in the next section, we will
identify the potential threats that may attack this Trust Model.

4 Vulnerabilities and Threats

The vehicular ad hoc network is exposed tomany attacks [3] thatmitigate the security
objectives. We picked potential attacks that might affect specially the Trust Model
and list them in Table1 with their descriptions and impacts on the Trust Model.

After citing the potential attacks to the Trust Model, the next section will study
their impact on the security services and outcome their security risk assessment.

5 Security Risk Assessment

For each identified threat, the impact on the security services such as authentication,
availability, confidentiality, integrity, and non-repudiation within the Trust Model is
assessed according to the following scale [8]:

• Scale 1: No impact/not applicable;
• Scale 2: Minor - limited impact;
• Scale 3: Sever - performance of Trust Model components is compromised; and
• Scale 4: Critical - performance of the system is compromised.

The impact is valued and assessed according to the degradation or loss of availability
(Av), authentication (Au), confidentiality (C), integrity (I), and non-repudiation (Nr)
for every threat related to the TrustModel assets. The overall impact is then calculated
as the highest of these impacts values of Av, Au, C, I, and Nr.

Then, we estimate the likelihood of each threat to be practically realized and
attacking completely the Trust Model according the following scale:

• Scale 1: Very unlikely - practically impossible;
• Scale 2: Unlikely - conceivable but unlikely;
• Scale 3: Likely - only somewhat possible;
• Scale 4: Very Likely - quite possible; and
• Scale 5: Certain - might be well expected.

Table2 presents the assessed impact and likelihood of each threat. The scoring in this
table is subjective, based on a logical analysis and the predefined scales definition
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Table 1 Potential attacks on the Trust Model

Threat ID Threat type Description

1 Sybil Create multiple vehicles on the road with
same identity. This may affect the
reliability of the calculation of the trust
metrics values. An unreliable node could
be elected as GL. A countermeasure is
required

2 DOS Make the resources and the services
unavailable by either jamming the
physical channel or ‘sleep deprivation.’
This threat could disturb the exchange of
the trust metrics between the nodes and
stop the trust service completely

3 DDOS DOS from different locations. This threat
could disturb the exchange of the trust
metrics between the nodes and stop the
trust service completely

4 Spamming Injection of high volume of messages to
increase transmission, latency, and
bandwidth consumption. This also may
disturb and delay the exchange of the trust
metrics between the nodes. This leads to
an inaccurate calculation of the trust
metrics values within the Trust Model

5 Man in the middle (MitM) Malicious vehicle listens to the
communications between two vehicles
and pretends to be each of them to reply
the other and inject false information
between the vehicles. This may impact
the decision of the direct and indirect
calculations within the Trust Model

6 Message suppression or alteration Drops packet from the network or
changes message content. This also may
impact the decision of the direct and
indirect trust calculation within the Trust
Model. This may leads to confusion
within the system

7 Message fabrication New message is generated due to OBU
malfunctioning. This may impact the
decision of the direct and indirect trust
calculation within the Trust Model. This
may leads to confusion within the system

8 Injection of erroneous messages (bogus
info)

Cause accidents or traffic redirection This
may impact the decision of the direct and
indirect trust calculation within the Trust
Model. This leads to confusion within the
system

(continued)
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Table 1 (continued)

Threat ID Threat type Description

9 Unauthorized access Malicious entities access the network
services without having the rights and
privileges. The trust metrics calculation
becomes unreliable due to unauthorized
nodes having access to the system for
intentional selfish purpose

10 Session hijacking Try to get cookies from other OBUs.
Take control of session between the
nodes. This may impact the decision of
the direct and indirect trust calculations
within the Trust Model. This leads to
confusion within the system

11 Cheating with position info (GPS
spoofing)

Hidden vehicles generate false positions
that cause accidents. This may affect the
result of the trust metric values within the
Trust Model. The level of trust is
compromised

12 Illusion attack Adversary deceives purposefully the
sensors on his car to produce wrong
sensor readings. Therefore, incorrect
traffic warning messages that include
trust metrics are broadcasted to
neighbors. Erroneous trust metric values
are generated within the Trust Model.
Thus, the confidence is compromised

13 Jamming Interferes with the radio frequencies used
by VANET nodes

14 Replay Replaying old messages. It compromises
the direct and indirect trust calculation
within the Trust Model

15 Brute force Attacks to get encrypted data from
OBUs. Abuse of indirect trust metrics
values transmitted to neighbors

16 Timing Increasing message processing delay
before forwarding. This yields in delayed
messages reception by neighboring
vehicles. It may delay the exchange of the
trust metrics between the nodes. This
leads to an inaccurate calculation of the
trust metrics values within the Trust
Model

above in SecRAM method [8]. For example, if we consider the Sybil attack (Threat
ID 1) first row in Table2, this attack affects only the following security services:
availability (Av) and authentication (Au). No impact on confidentiality (C), integrity
(I) and non-repudiation (Nr) so the impact scoring for C, I, and Nr is 1 which means
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Table 2 Assessed impact and likelihood of each threat

Threat ID Av Au C I Nr Overall
impact

Likelihood

1 4 3 1 1 1 4 5

2 4 3 1 1 1 4 5

3 4 3 1 1 1 4 5

4 4 1 1 1 1 4 4

5 3 1 3 3 2 3 3

6 3 2 1 3 2 3 5

7 3 1 1 3 3 3 5

8 3 1 1 2 3 3 5

9 4 3 4 3 3 4 4

10 2 3 3 1 2 3 3

11 3 1 1 1 1 3 3

12 3 1 1 1 1 3 3

13 4 1 1 1 1 4 4

14 1 1 1 3 2 3 4

15 1 1 3 1 3 3 3

16 4 1 1 1 1 4 5

based on SecRAM impact scale above, ‘no impact/not applicable.’ The effect of
this attack on the Trust Model availability is critical and affects the trust metric
calculation, so its scoring is 4 which mean ‘critical - performance of the system is
compromised.’ For the authentication, it affects the performance of the authentication
authorities within the Trust Model, its scoring is 3 which means ‘sever - performance
of Trust Model components is compromised.’ The overall impact is then calculated
as the highest of these impacts values of Av, Au, C, I, and Nr which is 4. For
the likelihood of occurrence of Sybil attack is 5 which means based on SecRAM
likelihood scale above ‘certain - might be well expected.’

Once the overall impact and the likelihood of each threat of the Trust Model have
been assessed, the risk level can be high, medium, or low for each of the identified
threats. As an example, a ‘high’ risk level is defined for impact 3 and above and
likelihood 4 and above. A ‘medium’ risk level is defined for impact 2 or 3 with
likelihood 3 and above. A ‘low’ risk level is defined for impact 1 or 2 and likelihood
below than 3. In Table3, we calculated the risk level of each threat within the Trust
Model. For example, the risk level of the Sybil attack (Threat ID 1) is high because
its overall impact is 4 and likelihood is 5.

The risk levels of the threats attacking theTrustModel are defined above inTable3.
Wemove in Sect. 6 to highlight their countermeasures covered by the proposed Trust
Model approach.
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Table 3 Calculated risk level of each threat

Threat ID Overall impact Likelihood Risk level

1 4 5 High

2 4 5 High

3 4 5 High

4 4 4 High

5 3 3 Medium

6 3 5 High

7 3 5 High

8 3 5 High

9 4 4 High

10 3 3 Medium

11 3 3 Medium

12 3 3 High

13 4 4 High

14 3 4 High

15 3 3 Medium

16 4 5 High

6 Countermeasures—Detailed Security Requirements

Majority of these identified threats are mitigated using security controls. To summa-
rize, Table4 lists the security controls or countermeasures taken into consideration
within the proposed Trust Model.

Table 4 Potential countermeasures to threats in the proposed Trust Model

Threat ID Threat - description Risk Countermeasure

1 Sybil - creates multiple
vehicles on road with same
identity

High Using pseudonyms for vehicle
authentication within Trust Model. An
association between the pseudonyms and
license plate is obligatory [10]

2 DOS - make resources and
services unavailable

High Limited number of accepted received
messages from neighbor in the proposed
Trust Model

3 DDOS - DOS from
different locations

High Using pseudonyms and the limitation of
active frequency of sending messages from
neighbors

4 Spamming - injection of
high volume of messages

High Control the frequency of sending messages
which is a critical factor in the proposed
Trust Model

5 MitM - malicious vehicle
injects false information
between the vehicles

Medium Detected by MA, using the fuzzy model
and based on indirect calculation of
neighboring vehicles within the proposed
Trust Model

(continued)
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Table 4 (continued)

Threat ID Threat - description Risk Countermeasure

6 Message suppression or
alteration - Drops packet
from the network or
changes message content

High Detected by MA, using the fuzzy model
and based on indirect calculation of
neighboring vehicles within the proposed
Trust Model

7 Message fabrication - new
message is generated

High Detected by MA, using the fuzzy model
and based on indirect calculation of
neighboring vehicles within the proposed
Trust Model

8 Bogus information - cause
accidents or traffic
redirection

High Detected by indirect trust calculation with
the fuzzy model report to MA

9 Unauthorized access -
malicious entities access
network services without
having rights and privileges

High Based on the structure of the proposed
Trust Model, it can be detected via GL and
MA

10 Session hijacking - try to
get cookies from other
OBUs. Take control of
session between the nodes

Medium Using the digital signature and encryption
within the architecture and the clustering,
the Trust Model indirectly via the
specialized parties will detect the session
hijacking compromising the authentication
and integrity of the data

11 GPS Spoofing - Hidden
vehicles generate false
positions that cause
accidents

Medium Malicious are detected by MA via trust
score calculation. Transmission power
compared to vehicle position is one of the
critical factors that participate in trust
metric calculation within the proposed
Trust Model

12 Illusion attack - deceives
purposefully the sensors on
his car to produce wrong
sensor readings. Incorrect
traffic warning messages are
broadcasted to neighbors

High Malicious nodes are detected by MA via
trust score calculation. Transmission power
compared to vehicle position is one of the
critical factors that participate in trust
metric calculation within the Trust Model

13 Jamming - interferes with
the radio frequencies used
by VANET nodes

High It is based on a hardware solution
independent of the proposed Trust Model.
It is based on channel switching or either
switching between the different wireless
technologies

14 Replay - Replaying old
messages

High Use Timestamp within the proposed Trust
Model architecture

15 Brute Force attack - attack
to get encrypted data or
keys from OBU

Medium In the OBU, keys are finished if hacked as
it includes TPD (Tamper Proof Device)

16 Timing attack - adding time
slots to packets to create
delay

High Detected from forwarding index which is a
critical factor in the proposed Trust Model.
This factor that measures the
cooperativeness of each node within
VANET
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7 Conclusion

In this paper, we focused on security risk analysis for the Trust Model. Based on
predefined security risk analysis methods, we identified possible threats of the Trust
Model components, the risk level, and their countermeasures. Through evaluation of
the risks related to the potential identified attacks, we conclude that the Trust Model
built on the NHTSA architecture and GL-based communication provides an inherent
secure environment that can mitigate the potential attacks or minimize the duration
of attacks on the vehicular ad hoc network.
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Trust-BZB: Towards a Trust-Driven Routing
in Vehicular Networks

Fatma Hrizi, Khalifa Toumi and Anis Laouiti

Abstract Vehicular networks are the building blocks of the intelligent transportation
systems (ITS). Several applications are built to provide more safety and efficiency to
users of the roads. Particularly, safety applications are themost critical and vital. This
kind of application is very challenging as it is highly demanding in terms of reliability
and latency. On the other hand, safety-related data should be delivered intact and in a
secure manner. Vehicular technologies should therefore provide these requirements
for an effective operation of these applications. In this paper, we propose an efficient
receiver-based routing protocol that considers on the one hand the dynamicity and the
characteristics of the vehicular environment and on the other hand the trustworthiness
of the potential relays of safety data in order to secure the dissemination process.
Simulations results showed that our trust-BZB reduces the delay of delivery of the
information in a non-secure environment.

Keywords Intelligent transportation systems · Vehicular networks · Trust ·
Routing · Distance-based · Broadcast · Simulation

1 Introduction

Intelligent transportation systems (ITS) have emerged in the last years as they pro-
vide new services for users on the roads mainly to enhance safety and promote
traffic efficiency. These services could be categorized into three classes, i.e. safety,
efficiency and infotainment applications. The most critical application is related to
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safety and security of drivers; ITS defines several safety-related applications, e.g.
collision avoidance, weather and hazardous warning applications.

Vehicular technologies are specifically designed to support ITS applications. In
particular, safety applications are very challenging as they are very sensitive to delay
and very demanding in terms of reliability in reception. Accordingly, short-range,
multi-hop communication and periodic broadcast must be used in order to transmit
the safety information reliably and in brief delays. On the other hand, safety applica-
tions make use of specific types of messages for an efficient operation. In particular,
periodic and event-driven messages are the mostly used ones. Following the Euro-
pean Telecommunications Standards Institute (ETSI) [1], periodic messages convey-
ing location data are called CAMs (Cooperative Awareness Messages). Event-driven
information is transmitted by DENMs (Decentralized Environmental Messages).

The challenge here is to efficiently convey the safety-related data taking into
account on the one hand the characteristics of vehicular environment and on the
other hand the existing threats in this kind of networks.

In this paper, we develop an hybrid receiver-based routing protocol for safety
applications. Our routing protocol, namely trust-BZB, is an extension of our previous
work in [2]. Trust-BZB is a receiver-based routing scheme that takes into account the
dynamic behaviour in the vehicular environment, mostly due to the highmobility and
the changing topology.Moreover, trust-BZB considers the trust degree of neighbours
in the process of relay selection in order to ensure a secure dissemination of the safety-
related information. Simulation studies have been conducted using iTETRIS [3]
simulator. The simulation results show that our trust-BZB outperforms BZB when
the vehicular environment is not secure, considering a malicious isolation attack.
Accordingly, trust-BZB reduces the delay of safety information delivery.

The paper is organized as follows. In Sect. 2, we give an overview of the works
done in the field of broadcasting in vehicular networks. Also, we discuss related
works in trust-based routing protocols. Section3 introduces our new routing approach
trust-BZB. In Sect. 4, we present simulation results. Finally, in Sect. 5, we provide
conclusions and give insights about future works.

2 Related Works

Three main research areas will be discussed in this section: the two main schemes of
the multi-hop broadcast approaches (1) sender-based [4, 5] and (2) receiver-based
approaches [6–10] and (3) the trust mechanism integration in the routing protocols.

In [4], authors design an adaptive and reliable broadcast scheme. The solution is
based on the CSMA/CA channel access mechanism. Each sender defines a receive
ACK window that is divided into many adaptive slots proportional to the number
of neighbours. The retransmission will be started if any ACK from a neighbour
is missing upon expiration of the ACK window. Another sender-based solution is
presented in [5]. This approach defines a fully distributed adaptive algorithm. It
uses the local position information to decide if it can belong or not to a connected
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dominating set (CDS). Cars in a CDS will wait shorter before the retransmission of
the message. This first class requires an accurate and up-to-date knowledge of the
topology to build the system architecture and to maintain it. This aspect turns out to
be not compatible with the highly dynamic vehicular environment and cannot cope
with the requirements of traffic safety applications.

Regarding the receiver-based solutions, the broadcast relays autonomously decide
whether theymust transmit a message or not. Each receiver contends to be a potential
relay, the node winning the contention relaying and all other nodes overhearing the
relay stopping their contention. This approach, also known as Contention-based
Forwarding (CBF) [9], was used with different solutions.

In [7] an analytical model of a receiver-based reliable broadcast approach was
proposed. It permits to predict the performance of a packet distribution. Moreover,
they propose a generic model that encourages its extension. BPAB (Binary Partition
Assisted Broadcasting) [6] is another receiver-based protocol. It aims to reduce the
delay of the emergency messages by using a binary partition mechanism to itera-
tively compose the transmission range into small segments and choose the furthest
relay vehicle. Reference [8] presents a routing algorithm, called REAR, based on
receipt probability of alarm messages. Each node calculates an estimate reception
probability for each of its neighbours based on their position and their environment
exchanged via beaconing. This solution is probabilistic-based dissemination, which
means the decision of transmission depends on a given distribution that could be built
on global and/or local knowledge. In [10], Blaszczyszyn et al. propose a receiver-
based broadcast scheme. Active signalling is used as an acknowledgement technique
and to select the relay offering the best progression.

The last part of this section discusses the integration of a trust level into the
routing protocol. Indeed, the presence of attackers andmalicious nodes in distributed
networksmayhave a critical influence on the routing process. They can delete, change
and drop messages. As a protection from these problems, we find several solutions
proposing the integration of a trust framework into the routing protocols [7, 11].

In [7], aTrustAwareWirelessRoutingProtocol (TAWRP) is proposed forwireless
sensor network. It was designed in order to improve the performance of the network
regarding the variety of the attacks in this heterogeneous system. The solution seeks
to provide an optimal route with only trusted nodes and forward the packets from
source to destination with minimum packet loss.

In mobile ad hoc networks, we can find this approach [11] that aims to propose
a secure trusted routing protocol for mobile ad hoc network. The approach designs
an evaluation mechanism that permits to define the trust level of a node based on
the software configuration, the hardware configuration, battery power, credit his-
tory, exposure and organizational hierarchy. This trust level will be used in order to
compute the next node hop.

The results presented in these works and the presence of several attacks in the
vehicular environment encourage us to study this problem and to propose a new trust-
driven and receiver-based routing protocol for ITS. To the best of our knowledge,
there is no previous work studying this challenge in vehicular networks.
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3 Trust-Driven Geographic Routing

One of the major goals considered in this paper is to design a new dissemination sys-
tem that supports and improves traffic safety. It should aim to optimize the network
resources usage and fit safety applications requirements in terms of delay and recep-
tion reliability. Moreover, it has to face the security issues that could be experienced
in vehicular networks and accordingly detect and avoid malicious nodes that could
affect the performance of data routing in the network.

The work in this paper is an extension of our previous work in [2] to consider
trust as a metric in the relay selection procedure. In this section, we first give an
insight about our geo-broadcast protocol proposed in [2], namely BZB (Bi-Zone
Broadcast protocol) (please refer to the original publication for further details). Then,
we consider the integration of trust in the routing protocol in order to secure the
dissemination of data in vehicular networks.

3.1 BZB: Bi-Zone Broadcast Protocol for Vehicular Safety
Applications

Bi-zone Broadcast protocol is based on a flexible and hybrid Contention-based For-
warding (CBF) scheme that mixes together, on the one hand the randomness of the
standard CBF [9] and on the other hand the main concept of distance-based CBF, i.e.
taking into account the progressed distance in the contention scheme. The distance-
based CBF showed to be sub-optimal at close range, especially in case where no
potential relay at the transmission range exists. We consider to rely on a random
timer that can increase the chance of close cars to forward faster and avoid to wait
wastefully for a non-existing farther relay. At the same time, the concept of distance-
based CBF is preserved after a specific distance threshold (Dth). In other words, it is
ensured that farthest nodes (after the threshold Dth), if they exist, will wait shorter
time before transmitting. Furthermore, our approach permits to consider unknown
topology and to avoid that nodes in a similar distance get the same contention timer.
Themain idea is to divide the potential forwarders (located in the transmission range)
into two distinct groups, i.e. close and far vehicles according to their positions and
given a particular distance threshold Dth.

In both cases, the waiting time is selected randomly between two bounds. For
closer vehicles where the distance is lower than the Dth, the interval of contention
time selection is fixed to [T2, Tmax], T2 is given in Eq.2 and Tmax is the maximum
waiting time. The contention interval of nodes with distance beyond Dth is [0, T1]
where T1 is detailed in Eq.1. Having a lower bound of 0, farthest nodes are granted
the possibility to forward immediately the message upon reception without waiting
a specific time. In worst cases, distance-based forwarding scheme is applied.
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T1 = Tmax ×
(

1 − d

r

)

(1)

T2 = Tmax ×
(

1 − Dth

r

)

(2)

In the following, we give detailed equations of our contention approach. A node
receiving the safety message computes its distance from the originator. It schedules a
broadcast timer. Thewaiting time, as shown by Eq.5, is randomly calculated between
two bounds. The upper bound of waiting time Tupper and the lower bound of waiting
time Tlower defined as expressed in Eqs. 3 and 4, respectively.

Tupper =
{

T1 where d > Dth

Tmax where d ≤ Dth
(3)

Tlower =
{

0 where d > Dth

T2 where d ≤ Dth
(4)

WaitingTime = random(Tlower, Tupper) (5)

where r indicates the transmission range, Dth is the distance threshold, Tmax is the
maximum waiting time and d is the distance from the last sender.

3.2 Trust-Driven BZB

In this section, we give details about our proposal, trust-driven BZB. Basically, it is
an enhancement of our previously cited workBZB. Themain purpose of this protocol
is to take into account the trust aspect in the forwarding process in order to support
secure forwarding in vehicular networks. We suppose here that each vehicle in the
network is assigned a trust value which is evaluated beforehand. This is done by
the means of a trust evaluation framework that takes into account many parameters
related to the behaviour of the corresponding vehicle. The detailed operation of this
trust framework is out of scope of this paper.

Themain algorithm of our proposed dissemination approach is illustrated inAlgo-
rithm 1, a Decentralized Environmental Notification Message (DENM) [1] is gener-
ated when a vehicle detects an emergency event (Lines 2–4). The original message
should contain all the required data such as the location data of the source and the
perimeter of the dissemination area. After a successful reception of a DENM, the



90 F. Hrizi et al.

vehicle checks whether the message has been received before (Line 6), whether the
transmitter follows the receiver along themessage propagation direction (Line 7) and
if its position is located in the dissemination area (Line 8). Then, it should compare
the geographic coordinates of the transmitter node with its own and determine the
area it belongs (whether it is located before the distance threshold Dth or beyond).
Accordingly, it enters the rebroadcast phase by executing the contention scheme rep-
resented by the procedure ContentionPhase(). The time that each node should wait
before transmitting the received message depends basically on two parameters; the
distance and the evaluated trust value. Following the same logic as BZB protocol,
it is on the one hand inversely proportional to the distance from the last forwarder
(Line 20). On the other hand, it is inversely proportional to the trust value. The total
waiting time is described in Algorithm 1 (Lines 20, 21). Farthest nodes with highest
trust value are given more priority to forward the DENM safety message. In addition,
we define a weight w (Line 21) to adaptively evaluate the impact of considering the
trust value in the calculation of the waiting time.

It is worth mentioning that we define two levels of trust:

• Attacker: defines the nodes with trust value equal to 0. These kinds of nodes are
considered as attackers as they could conduct malicious isolation attacks.

• Trustee: designates the nodes with trust value equal to 1. Trustee nodes are the
nodes behaving in a manner that is acceptable and in accordance with the expec-
tations of the trustor, i.e. the surrounding nodes in the vehicular networks.

At each time step, the waiting time is decremented (Line 26). Forwarders that
countdown until zero, rebroadcast the message by writing their own location infor-
mation in the packet header in addition to the originator’s information. Any time,
while contending a node receives a valid copy of the DENM, it checks whether
the message has been received before (Line 27). In this case, the vehicle aborts the
rebroadcast procedure.

4 Experimentation and Evaluations

In this section, we evaluate the performance of our trust aware routing approach. We
perform a comparison of trust-driven BZB against the original BZB. We consider
the average information reception delay as a performance metric. It is defined as the
interval from the time an application issues a DENM message and hand it over to
the network layer to the time this message is firstly received by the corresponding
network layer at another vehicle located at a particular distance from the source.

In the following, we introduce the simulation set-up and the configuration of
mobility and network scenarios. We present then the set of performance metrics we
have measured and finally the results of our experiments.
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4.1 Simulation Scenario

Simulations have been performed using the simulation platform iTETRIS, where
ns3 [12] and SUMO [13] are coupled together to form an integrated simulator for
large-scale ITS evaluation studies. In our evaluation study, SUMO is used to cre-
ate mobility scenarios which are fed then to ns-3. 40% of nodes are considered as
attackers and perform a malicious isolation attack; that is, each node receiving the
message does not forward it. Attackers are assigned 0 as trust value. Trustee nodes
are assigned 1.

Mobility scenarioWe consider two different mobility scenarios for our simulations.
First, to study the impact of trust in the routing process, we define a small scale
static scenario where 30 vehicles are placed in two lanes road. Second, in order to
model the dynamicity and the non-homogeneity of the topology and connectivity
of vehicular environment, we specify an urban scenario illustrated in Fig. 1. It is a
calibrated and realistic urban scenario from the iTETRIS project [3] called Acosta

Algorithm 1 pseudo-code of trust-driven BZB
1: Procedure: DENMMsgTx ()
2: if (detectEmergency) then
3: TransmitDENMMessage ()
4: end if
5: Procedure: DENMMsgRx ()
6: if (notReceivedBefore) then
7: if (inPropagationDirection (myPostion, senderPosition)) then
8: if (myPosition in senderForwardArea) then
9: ContentionPhase (Dth)
10: else
11: abort
12: end if
13: else
14: abort
15: end if
16: else
17: abort
18: end if
19: Procedure: ContentionPhase (Dth)
20: Time ← Random (Tupper , Tlower)
21: ContentionT ime ← Time ∗ (1 − (w ∗ ( tust

Trustmax
)))

22: Contending ← true
23: Contend (Time)
24: Procedure: Contend (Time)
25: while (Time > 0) do
26: Time← Time - slotTime
27: if (Time = 0 AND notReceivMessage) then
28: TransmitMessage()
29: end if
30: end while
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Fig. 1 Acosta mobility scenario

Table 1 Configuration parameters of the mobility scenarios

SUMO scenario Static scenario Urban scenario

Scenario size 3000m × 60m 2126m × 2117m

Average number of vehicles
generated

30 1500–2000

Equipped vehicles rate 100% 100%

Attackers rate 40% 4%

Pasubio joined. This scenario models an urban environment and is composed of
multiple intersections with different lengths of road sections connecting each other.
The size of the road network is 2126m × 2117m. A summary of the configuration
parameters of our simulations can be found in Table1.

Network scenario In our network scenario, nodes communicate through periodic
beacons and event-driven safety messages (DENM). Beacons are sent at 1Hz fre-
quency by all the nodes in the vehicular network. ADENMapplication, implemented
in iTETRIS, has been used for the experiments. At the detection of an emergency
event, the DENM application triggers the transmission of periodic safety messages,
at the maximum allowed transmission power.

To vary the network and topology configuration, simulations have been performed
multiple times (between five and ten different values of random number seed are
used). Each simulation run is conducted for 100s. At the beginning of each simula-
tion, the dissemination area is selected randomly with a radius of 1000m. The closest
node to this area simulates an emergency event and initiates the DENM transmission.
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Table 2 Configuration parameters of the network scenario

Parameter Value

Dissemination area size 1000m

Network beacon frequency 1Hz

Packet size 500, 1500, 2000, 2200 Bytes

Propagation model WINNER II LOS/NLOS

Shadowing Correlated lognormal

Fast Fading Rician (LOS)/Rayleigh (NLOS)

Transmission power 20dBm

V2V maximum transmission range 400m

V2I maximum transmission range 900m

Simulation Time 100s for each run

Number of simulation runs 20–40

To study the impact of the overhead on the performance of the protocols, we vary
the packet size. Four packet sizes have been used: 500, 1500, 2000 and 2200Bytes.
We use the WINNER B1 model for urban environment as a propagation model,
which considers correlated lognormal shadowing and LOS/NLOS visibility between
stations. Table2 gives an overview of the configuration parameters for the commu-
nication scenario.

4.2 Simulation Results

In this section, we analyse the simulation results obtained from the comparison
of trust-driven BZB against BZB. Information reception delay is the performance
evaluation metric examined.

Figure2a illustrates the results in case of the small scale and static scenario.
Varying the weight w of the waiting time equation in Algorithm 1, we plot the
delay with regards to the distance from the source. For nodes located up to 200m
from the originator the delay does not exceed 1.7ms for both protocols. The nodes
that are covered by one hop transmission receive reliably and in short delays the
DENM messages. Starting from 200m the difference between the protocols can
be distinguished. We can see that when we completely consider the trust in the
calculation of the waiting time (i.e. when w = 1), trust-BZB achieves the lowest
latencies as the average information delay does not surpass 17ms. However, in case
of BZB, the delay goes up to 21ms. We plot the delay for different values of w. We
can notice that w = 1 gives the best results. Indeed, our main concern is to further
improve the propagation delay of the safety data as it is very critical information.

These results are explained by the fact that giving trustee nodes more priority to
forward the safety messages helps to avoid waiting useless time. With trust-BZB,
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(a) End to end delay with regards to the dis-
tance from the source. A static Scenario.

(b) End to end delay with regards to the dis-
tance from the source. An urban realistic sce-
nario with mobility.

Fig. 2 End to end delay with regards to the distance from the source

(a) (b)

(c) (d)

Fig. 3 Average Information reception delay with regard to the distance from the source. a Static
scenario with w = 0 (BZB). b Static scenario with w = 1 (trust-BZB). c Urban scenario with
mobility with w = 0 (BZB). d Urban scenario with mobility with w = 1 (trust-BZB)
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trustee and farther nodes could have less waiting time than closer and attacker nodes.
The forwarding scheme of trust-BZB ensures accurate relay selection in order to
increase the reliability of safety data reception.

An aspect to investigate is the impact of mobility on the performance of the rout-
ing schemes. Figure2b depicts the delay results in case of a realistic urban mobility
scenario. We observe that trust-BZB outperforms BZB even in highly dynamic envi-
ronments and proves again that with its design principle it enhances the dissemination
delay of safety information.

Figure3 illustrates the safety information delay with regards to the distance for
several packet sizes, i.e. 50, 500, 1000 and 1200Bytes in both mobility scenarios.
Obviously, when increasing the packet size, the average information delay to reach
the dissemination area increases. For example, in case of the static scenario, for a
payload of 500Bytes, nodes at 900m from the source can receive the message after
16ms; however, they can receive it only after 21ms in case of 1200Bytes of packet
size. The results show that trust-drivenBZBoutperformsBZB for the different packet
sizes. Moreover, when introducing mobility, the safety information delay increases
for all the payload sizes. For instance, for packet size 1200Bytes for static scenario
the average delay at farthest distance goes up to 21ms. However, for urban realistic
scenario, it exceeds 31ms.

5 Conclusions

In this paper, we proposed trust-driven Bi-Zone Broadcast (trust-BZB) which is a
receiver-based routingprotocol for safety-related data. Trust-BZBconsiders applying
the degree of trust in the process of relay selection in order to secure the dissemina-
tion of safetymessages enclosing highly critical data. The obtained simulation results
showed that our trust-BZB achieves its design goal by delivering traffic safety infor-
mation in a geographic area in a fast and efficient way compared to the original BZB.
In future works, we plan to design a framework for trust evaluation. Moreover, we
plan to further study the performance of our trust-BZB under different circumstances
and considering other performance evaluation metrics.
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