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Abstract. Most of many communication technologies employed address
identification method but many of them have not presented appropriate solution
in which communication nodes would be widely and densely deployed. In this
case, manually assigned ID generation method can be aggravately inefficient
where there can have heterogeneously manufactured devices. In swarm flight of
drone environmet, it can be high probability that multiple drones which were
individually manufactured by different manufactural companies can configured
with the same ID values, however, there is nothing solution in the current
standard specifications of ad hoc communications, representatively as IEEE
802.15.4 or Zigbee standard. In order to find practical solution on the real world,
we present an appropriate solution for dynamic ID generation with low conflict
probability and for detection and avoidance method of ID conflict.

Keywords: Inter-drone communications - Ad hoc - Swarm flight - Address
conflict + Dynamic ID generation

1 Introduction

Recently, the theme of Drone has been increasingly spotlighted under the unmanned
system such as field discovery, measuring environmental parameters, disaster surveil-
lance, and unmanned delivery service with another emerging theme of IoT(Internet of
Things). Furthermore, swarm flight drone systems have been appearing as state of the art
technology and this have been extremely promoting inter-drone communications.

In the actual environment, most of drones launched into the world market have just
employed Wi-Fi as a role of video stream transmissions and FM analog radio for
remote controlling drone attitude and position. However, for swarm flight of drone,
communicational function between clustered drones should provide long range to cover
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wide area and ad hoc delivery method with high energy efficiency. Hence, the realistic
solution for above requirement can be in Zigbee technology which was designed for
low-powered ad hoc communications based on MAC and PHY specifications defined
from IEEE 802.15.4e and IEEE 802.15.4 g respectively.

On the other hand, many Zigbee devices recently launched on the real market pro-
vided only manual ID configuration method because the specifications of this technology
cannot present dynamic or adaptive ID generation method, so every communication
device has been just following with manufacture-compliant approach; most of all
manufacturer employed 48bit IEEE address structure but didn’t provide ID assignment
method. If any operator employed heterogeneously manufactured drone products on the
same application field, there is high probability of ID conflict on the same field.

For addressing this problem with the practical scenario, we designed a new solution
composed of dynamic ID generation, based on Hash mechanism for reducing the
probability of ID conflict, and effective detection and avoidance method for incurred ID
conflict.

2 Dynamic PANID Generation and Conflict Avoidance

2.1 Hash Based Dynamic PANID

In Zigbee technology, the structure of all communication nodes was composed of
PANID, for routing mechanism on each PC(Personal Coordinator) on widely deployed
Ad hoc environment, and Node_ID, for local routing mechanism belonging to a PC; as
a result, every PC just finds PANID for inter-PC routing. In other word, overall ad hoc
routing function can be possibly miss-operated if any PC was configured with con-
flicted or duplicated ID value to any other PC on the whole networks. In general, IEEE
address policy clearly gives unique ID function but it is difficult to be employed on
MAC and routing layers due to the high length, so this cannot resolve the above
problem because the specifications of IEEE 802.15.4e and IEEE 802.15.4 g employed
only PANID which defined as 16bit length but not 48bit IEEE address.

This subsection presents dynamic PANID generation method based on Hash
algorithm, as shown in Fig. 1. On this mechanism, every PC generates its PANID
based on Hash algorithm which uses 48bit IEEE address of given PC as a seed value.
So every PC has lowest probability of PANID duplication.

PANID = H(ADDR,, 16)

PANID (16bit)

Start

PC Addr
[ (48bit IEEE Addr) ] [HashTable]

Fig. 1. Hash-based PANID generation method.
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After a PC generated PANID with Hash, it should disseminate its PANID for
reducing the probability of PANID confliction, because dynamic PANID generation
scheme can make less conflict probability by considering neighbor’s PANID if it can
be aware. So this scheme makes initial flooding mechanism which let every PC sends
dynamically generated PANID to its neighbor PC with broadcast transmission, as
shown in Fig. 2.

eighbol Broadcasting Neighbo

eighbo
PC

Fig. 2. PANID broadcast mechanism from the PC which just makes dynamic PANID.

If a PC detects confliction between own PANID and received PANID broadcasted
from neighbor area, it can discard own PANID and generate PANID again with the
different seed value.

2.2  PANID Conflict Detection and Avoidance Method

Even though the previous subsection illustrated how it provides lowest PANID
confliction probability with Hash algorithm and unique 48bit IEEE address, there is
still probability of PANID confliction when the network size grows up to large scaled
swarm flight environment of drone. Hence, we additionally designed PANID conflict
detection method and avoidance method, as shown in Figs. 3 and 4 respectively. In
Fig. 3, the PC located on the middle of the figure can overhear every packet which
would be delivered via the PC, so it can be aware of PANID confliction derived from
far-located PC. In ad hoc environment, every packet would be delivered in hop by hop,
so every intermediate PC can check the PANID included on the packet and check
whether it is conflicted with its PANID or not.

Moreover, if a PC detects PANID confliction with long-distanced PC, the PC
detecting the conflict would notify this event to the originated source PC by flooding
the packet including the event of PANID confliction. The reason of using flooding
method is that all PCs have to know the conflicted PANID on the whole ad hoc
environment because they should change their PANID if any PC has the same PANID
with the event packet.



114 J. Lee and B.-K. Son

A Overhearing
PANID

D

PANID
Generation

LooP

Rx Data

Flooding
PANID

) o o ) | (o] ] ] ] e o |, e

Fig. 3. PANID conflict detection method.
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Fig. 4. Notification for PANID conflict.
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3 Evaluation

Depending on the proposed scheme illustrated on the previous section, we performed
simulation-based experiments to verify the performance of our scheme for the evalu-
ations. Figure 5 shows the results of PANID confliction event number and the PDR
(Packet Delivery Ratio) according to the traffic increment on the whole ad hoc envi-
ronment. For the objective perspective, we employed DSDV as a representative
proactive routing algorithm and AODV as a representative reactive routing algorithm.
In these results, we found that proactive routing algorithm can present lower PANID
conflict event comparing with reactive routing, and also found that PANID confliction
could be overcome according to increment of the packet delivery frequency. Moreover,
regardless of PANID confliction increment, we can found that PDR would be main-
tained up to 82 % on the whole traffic environment. With these results, we can verify
the proposed scheme can basically prevent the confliction event of PANID and can also
address from PANID confliction with the avoidance scheme we proposed.
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Fig. 5. Number of PANID confliction and PDR according to the traffic amount.

4 Conclusion

We presented dynamic PANID generation method based on Hash algorithm with the
seed of 48bit unique IEEE address, and illustrated conflict detection and avoidance
method, and prove the performance of the proposed scheme with the results of
simulation-based experiments, for verifying that the proposed scheme will be useful on
the environment of drone swarm flight which has the characteristics of high PANID
conflict probability due to the heterogeneously manufactured multiple drones. For
further research, we will design MAC protocol for meeting the fundamental require-
ment of massively deployed drone environment, with continuing this proposed scheme.
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