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Abstract. Data Warehouse (DW) security has emerged as a crucial aspect since
for the sake of high availability data warehouses started connected to internet. In
order to comply with the security requirements, the authentication of legitimate
users by verification of user credentials like username, password, etc. has become
a standard. On successful verification, different variations of Role Based Access
Control (RBAC) techniques are being used restricting user access to the facts and
dimensions. But these RBAC’s can only restrict the user access as per their
respective roles and there is no check on the behavior pattern of the user access.
In this paper, a two level signature based behavior analysis model has been intro‐
duced to keep a check on the user’s access pattern. At the first level, the user
provides its authentication credentials. On successful verification of these creden‐
tials, the user has been allowed to access elements as per its role. Once the user
tries to access the DW elements his access pattern will be recorded to form usage
access signature. Over the period of time user access profile is created which is
used to match the signature of the user. If in case, the user’s signature does not
fit in the user access profile created over the period of time, the second level of
verification will be performed in a form of secret question etc. The user query
will be processed only on successful clearing of the second authentication level;
else the current query will be suspended with regret message from the system.
This further strengthens the security of the DW even on the compromise of the
user’s initial entry credentials.

Keywords: Data warehouse security · Signature based authorization · Two level
authorization

1 Introduction

Data Warehouse is a collection of subject-oriented, time variant, integrated, non-volatile
data which facilitates the management for making a knowledgeable decision (Inmon
1991). It needs special task of extracting, transforming and load procedures on historical
data to help decision makers to improve their business process (Becker et al. 2008). Its
global reach and web accessibility has made confidentiality as one of the major issue
(Dhillon 2000). To deal with confidentiality and authentication, user credentials such as
username, password, etc. are being used over the time. Once the users authenticate
themselves by providing essential security information Audit Rules (AR) (Belén et al.
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2012) are used to provide enhanced security features. It prevents misuse of authorization
by logging the frustrated attempts over several multidimensional elements. But these
audit logs are only used to identify the attacker who has tried to exploit the system by
attempting to access the elements for which the user in not authorized. Here our intention
is to develop extra security level for those cases, where the user is accessing its author‐
ized areas but it is deviating from the user access pattern which has been developed over
the period of time. It prevents the unauthorized access for most of the DW elements,
even though the security parameters such as username, password for accessing the
system stands compromised.

2 Background and Related Work

In this section the background and related work is organized into the following subsec‐
tions: (1) DW Security Review, (2) Access Control in Data Warehouse.

2.1 DW Security Review

In an attempt to make data warehouse more secure, an adapted mandatory access control
for OLAP-cubes based security approach is presented (Kirkgoze et al. 1997). The
primary advantage of using this approach is its flexibility of assigning roles to different
virtual sub-cubes. Metadata, which describes the contents of the data warehouse (Berson
and Smith 1997) can also be used to data warehouse environment’s security mechanism.
Here, metadata is composed of access rules along with corresponding information about
security subjects & objects. Over the period of time, steady growth in the number of
OLAP necessitates the requirement of proper access control mechanisms, which ensures
the confidentiality of the sensitive data (Santos et al. 2011). Some commercial systems
(Cognos 1998; Oracle 1998; Chase et al. 1999; Microsoft 1999; MicroStrategy 2000)
do provide mechanisms to cope with these requirements; but these approaches are highly
proprietary. The solutions for confidentiality problems regarding DW’s are also being
discussed and an extension of UML for the secure DW is provided (Fernández-Medina
2004). It allows designers to specify main security aspects in the conceptual MD
modeling, thus resulting in the design of a secure DW system. Various other approaches
which uses UML extension for the DW Security (Fernandez-Medina et al. 2005; Villar‐
roel et al. 2006; Eduardo et al. 2006; Eduardo et al. 2007; Emilio et al. 2009; Salem et al.
2012) have also been proposed. One of the solutions on DW security (Lopes et al.
2014) investigates the method for encrypting and querying a DW hosted in a cloud, but
it leads to high amount of computation overhead at the server side.

2.2 Access Control in Data Warehouse

The Role Based Access Control (RBAC) (Sandhu et al. 1996) is one of the best ways
to control the access of DW entities among the variety of users and the privileges asso‐
ciated with them. Once all the user-roles are populated into the database, the formulation
of role-based rules are performed, followed by implementation of workflow engine
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modules. Then through these elements, role-based privileges can be quickly entered and
updated across multiple systems, platforms, applications and geographic locations. Here
RBAC provides companywide control process for managing data and resources (Iyer
et al. 2007). Although RBAC is widely used and is capable of handling the entire system,
there are some issues like the unclear definition of groups and user, and no mention of
duties along with roles. As a solution an Extended RBAC for secure data warehousing
has been proposed (Iyer et al. 2007). Another extension to the RBAC has been proposed
as Temporal RBAC (TRBAC) which allows temporal restrictions on roles themselves,
user-permission assignments (UA), permission-role assignments (PA) and role hierar‐
chies (RH) (Uzun et al. 2014). In recent work another Role Based Access Technique is
introduced which is applied to summarize data (Ali et al. 2014). The restrictions on the
basis of summarized data classify the user access on the basis of a level of summarization
they are authorized to. In all the above research studies RBAC is in place to make sure
that user is accessing only those sections of the DW for which it has been authorized.
But there is no check on its behavior once the initial verification has been performed
and the user accesses DW elements as per its role. So, if any intruder enters the system
with an authorized user credentials, RBAC will not be able to restrict the user access.
In order to overcome this issue, we propose a two-level authorization system where the
user access pattern will be tracked and monitored over a period of time once the initial
verification of authentication has been done. When the user deviates from its normal
access behavior, then the second level of authorization will be activated to verify its
authentication by some different method like secret question etc. In a recent proposal,
an intrusion detection mechanism for data warehouse has been proposed (dos Santos
2014). In this research work DW-DIDS (Data Warehouse Database Intrusion Detection
system based on the analysis of user actions at the SQL command level etc., but in this
article also there is no double check of the authenticity of the user if it’s actions deviates
from role profile.

3 Motivating Example

To illustrate our work let us consider an example, where the authentication details of
the Managing Director of a banking DW which is authorized to access most of the facts
and dimension at all the summarization levels has been compromised. Now this intruder
who enters the system through compromised details will be able to access the entire
banking DW elements including all financial transactions throughout the time span.
Here, the RBAC can have very little impact as the user’s privilege enjoys the maximum
access. So the intruder can access most of the financial secrets of the bank irrespective
of the existing RBAC protection. This creates a different kind of threat to the entire DW;
it becomes more crucial when the cost of leakage of information is too high. Thus, if
the user access signature has been maintained over a time interval and analyzed, any
suspicious behavior can be detected and the user can be asked to provide the second
level of authentication in the form of a secret question. So the user credentials which
stand compromised would not be a threat to entire DW information for which the user
is authorized and damage will only be limited to the DW elements which matches the
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user’s accessed signature profile. The proposed system prevents most of the role wise
accessible information, even if some user credential has been compromised. The second
level of authorization also helps in reducing the false positive thus providing more
robustness to the role profile created over the time (Fig. 1).

Fig. 1. Two Level Authorization Model for Accessing Data Warehouse

4 Authorization Model

Here two-level authorization model has been proposed which allows system to ask for
second level authorization whenever a suspicious activity is detected. The working of
the model is explained below:

1. At the first instance, user initiates a DW query to the DBMS after verification of
its initial authentication details.

2. Once the DBMS has authorized the initial entry into the system, DBMS passes
query to the command parser for converting it into the query tokens.

3. The details of the query and the details like username, CPU time, response size,
processed rows, processed columns, etc. forms a signature in UAPR (User Access
Pattern Recorder).
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4. The UAPR updates the signature in the BAR (Behavioral Analysis Repository) to
form a user access behavior profile which gets refreshed by completion of every
request and response.

5. Then UAPR passes the control to threat analyzer to analyze the current request on
the basis of updated signature available in BAR DW and some external inputs if
any from security manager via security manager interface. The calculated similarity
between the current and user access profile classifies query as authorized or unau‐
thorized.

6. The threat analyzer sends its output to the authorizer for the decision whether to
initiate the 2nd level authorization or not, which is decided on the basis of threshold
on similarity set by the security administrator.

7. On the basis of input from threat analyzer, Authorizer decides whether to initiate
the 2nd level authorization or allow the same command to continue. This decision
has also been logged in BAR with the help of UAPR. This decision has been taken
on the basis of input from threat analyzer and also the policy rules formulated by
security administrator via security manager interface.

8. The DBMS asks for another authorization in the form of some secret question on
the basis of the input from the authorizer before moving further for results, if the
same has been initiated by the authorizer. Otherwise, the control has been passed
to the DBMS without it.
a. If 2nd level authorization has been initiated, then the user would be asked to

prove its identity by answering the additional secret question. If user unable to
answer it correctly then the current request would be suspended and the result
would be sent to response parser for updating the user profile through UAPR,
else the appropriate result sets would be sent to response parser.

b. Once the previous stage has been passed the DBMS communicates Enterprise
DW to provide the response to the DBMS accordingly.

9. The Enterprise DW processes the request from DBMS and provides the result back
to the DBMS.
a. The response containing the result set passes to the DBMS for further

processing.
b. Response from the user passes to the response parser for conversion of response

data into the response tokens.
10. The response parser passes its tokens to UAPR which updates the user signature

on the basis of response tokens to update the user profile in BAR. The response
details like number of processed rows, processed columns, etc. further strengthens
the user signature in UAPR (User Access Pattern Recorder). The response details
also contain the details of the response of user on the basis of answer of 2nd level
authorization, if the same has been initiated by the authorizer.

11. Then the same cycle will follow similar to the input query from steps 11 to 15 in
order to finally take a decision to show the results to the user.

Here, 2nd level of authorization further strengthens the authorization process. Whenever
the user access deviates from its long historical signatures maintained over the time, this
mechanism provides a 2nd layer of security to ensure the authenticity of the user by
some security question etc. This mechanism allows another chance to user to prove its
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authenticity in case of deviation. It also helps in the creation of more robust signature
base over a period of time which in turn creates better user profiles.

5 Conclusion and Future Work

The mechanism of two level authorizations strengthens the security of the system in the
following two ways:

1. The 2nd level of authorization itself bring robustness in the signature and user profile
as some of the odd signatures which don’t come in the acceptance ambit can be
included in the accepted signature list by the verification of 2nd level of authorization.

2. It also act as a 2nd level challenge to the user, if the user’s action doesn’t match the
user historical profile created over a period of time. So it also acts as an additional
security level even if the initial security credentials stand compromised.

In future, a comparative study would be performed to support the model on the basis of
various parameters such as no. of false positive, no. of true negative etc.
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