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Abstract Gathering personal information of individuals’, in return to provide
different personalized services, continues to grow. The adaptability and flexibility
of cloud that allows mobility of data access and multiple ownerships provide a
favorable platform for users and service providers to adapt Cloud services for
storing and accessing personal data. However data flow from one level to another
service level of cloud may cause data loss or leakage and put the privacy of
individuals at risk without them being aware of it. Ensuring privacy of information
on Cloud, presents a major challenge to be tackled by future researchers. This paper
aims at providing an overall picture of cloud privacy and security at its different
level of architecture and discusses the proposed solutions. It will further provide
detailed analyses of the various adopted techniques. We will also discuss
Security-SLA as a security protection mechanism for cloud users. Further we will
try to highlight the areas which can be further researched and make cloud a more
secure place to store data.
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1 Introduction

Cloud has become an important and growing technology which generates revenue
options in both industries as well as in academics, but it is still in the process of
evolving and considered an enigma when security and privacy comes into per-
spective. The term “Cloud” was coined by the telecommunication industry when
the providers started to use Virtual Private Network or VPN service data com-
munication [1]. At present cloud services promotes itself as an encouraging tech-
nology to deliver infrastructure and resource to its users as pay-as-you-go style and
by reducing the cost of IT infrastructure for new and small business [2]. Users in
general are provided access to a web based interface for connecting and storing
their personal data without being aware of the storage location or resources they are
using during the operation of a certain application. Storing their personal data in an
unknown location with other consumers can possess several threat especially when
unknowingly data could rest on the same resources of a competitor’s private
information application [3], thus a constant drawback of getting data manhandled
and misused becomes a nightmare for many organizations and users concerned
about their privacy. Apart from improper access and deletion of data from cloud
storage there is a significant privacy issue that makes users rethink about the
adaptation of cloud [4] which is losing complete ownership. In spite being clearly
predefined in various agreements there is no surety that redundant data have been
completely discarded once the partnership or employability of a certain vendor is
terminated. Various attempts have been made in past to safeguard privacy of
individuals and agencies by utilizing different access control mechanisms and
security agreements within cloud, but still it is not clear how provider deals with
data and if at all the provider maintains integrity and authentication.

With this paper we try to highlight the major challenges faced by users and
organizations acquiring Cloud services in general. Introduction gives an overview
of the various topics being covered by the paper. Section 2 provides an in depth
discussion of the Cloud architecture being currently implemented by the service
providers. Section 3 delves deeper into the limitations and security threats specif-
ically presented by Cloud infrastructures in its different layers. Section 4 will dis-
cuss a detailed analysis of the protection methods currently used. Section 5 deals
with the Service Level agreement and explains the necessity and utility of SLA with
respect to safeguarding users from being victimized. Section 6 introduces the
concept of security SLA. Finally the last section provides future direction and
concludes the paper.
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2 Cloud Architecture

The vital characteristic of cloud that makes it a success are noted as on-demand,
pay-as you-go, self-service, ubiquitous network access, which allows geographic
area independence, resource pooling and rapid elasticity [5] making it adoptable to
small businesses. Privacy and security issues of cloud are inbuilt issues, and in
order to completely understand the subatomic reasons for these issues it becomes
mandatory to revise the architecture of Cloud. Cloud is divided into four layers in a
top down order i.e. application, platform, infrastructure and hardware. These are
again grouped together into three layers in accordance to the service oriented
business model i.e. Software as a Service (SaaS), Platform as a Service (Paas) and
Infrastructure as a Service (laas) [6]. Figure 1 illustrates structure of cloud with all
layers and an overall utility of each layer. Application layer is the topmost layer of
cloud architecture which delivers software that a user need. In business model it is
called Software-as-a-Service. It provides networked based access and management
of commercially available software from a centralized location to the users [1].
Google App is an example of mostly used SaaS.

Second layer is on the top of infrastructure layer and is mainly responsible for
providing all computational resources like programming framework and operating
systems. This is called Platform-as-a-Service. Main aim of this level is to reduce the
load of direct deployment of application in VMs. Google App engine is an example
of PaaS as it provides API support to users for executing storage, database for an
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application. Infrastructure and Hardware layers are the layers that are responsible
managing physical and virtual resources of the cloud. Hardware layer is consists of
servers, switches, router and storage units. Data centers are example of hardware
layer of cloud. Infrastructure layer is also called virtualization layer as it creates
virtual pool of resources. In this level VM technologies, such as Xen, KVM, and
VMware etc., are used to partition the physical resources [6].

3 Cloud Security Issues in Different Layers

Cloud is a combination of numerous well established technologies which include
grid and distributed computing. Internet is used as a delivery medium to provide
services to its users [7]. When the user progress from laaS to PaaS to SaaS more
abstraction of technology is introduced and because of this stored data in cloud are
not in direct control of the user and these data are transmitted using Internet makes
the user’s privacy and security at of higher risk. Whenever a user starts to avail a
service, different service level of cloud infrastructure take part in the process and the
corresponding privacy mechanisms play a crucial role in the process [2].

3.1 Identity Management

In order to provide location independent data the cloud providers rely on redundant
data storage and uses personal information of individual user in the storage to
authenticate, and because of this it has to assure the protection of their data inside
cloud servers [8]. User privacy can also be compromised while using the com-
munication channel to query the cloud for some information. For example if a user
send a query to the cloud regarding a cancer medicine, then an observer of the
communication channel can infer that the user or someone related to the user might
have cancer disease. There must be some privacy protection mechanism to protect
user form this type of risk [9] (Table 1).

Table 1 Security challenges

an Layers Issues on that layer
in different layers of cloud

SaaS Identity management

Virtualization vulnerability

Authentication and authorisation

Data integrity

Availability
PaaS Application security
IaaS Hypervisor attack

DDoS attack
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3.2 Multi Tenancy and VM

Multi tenancy is an essential property of cloud. It helps Cloud Service Providers
(CSP) to share resources to different user and make computation very efficient and
highly scalable. The main security concern of user is that their personal data might
be exposed to the third party as they all are using the same computational space in
the cloud. In the virtualized environment where one physical machine hosts mul-
tiple users; there is always an associated risk that the other user can monitor its
neighbor’s activity and lead the other users of the VM accessible to it.

3.3 Attack on Hypervisor

Hypervisor is an application or a computer that creates and run virtual machines to
provide the resources to its users. Most common types of attacks are Virtual library
checker, encryption attack and migration attack [10]. In migration attack and
encryption attack the attacker use the network and virtual machine software vul-
nerabilities to gain access to the data.

3.4 Availability

Availability means cloud providers must ensure that the service is always available
to the authorized user even if a security breach is detected [11]. DDoS attacks
makes the services and data unavailable to the user and this makes a real threat for
cloud users.

3.5 Lower Layer Issues

The lowest layer of the cloud is hardware layer which is mainly consists of physical
machines. A large number of attacks are done in this layer and causes data loss.
Most common attack on this layer is Distributed Denial of Service (DDoS) or
Denial of Service (DoS) attack. The attacker sends multiple requests to the server in
a very short period of time. This technique is called “flooding”. With this the server
become busy to process unwanted request and thus occupy the bandwidth of the
network. Which in due course disrupt service of an authenticate user and prevent
access to a service [12]. Cookies poisoning is another type of attack in this physical
layer where the attacker modified the cookies into gain access to the cloud.
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4 Protection Methods

There are ample amount of work has been done to protect user data from the above
attacks, but traditional security issues are still present in cloud environment. In this
section we will describe some of solutions of privacy and security issues proposed
by researchers. Roy et al. [13] introduced Ariavat, a privacy protection on Map
Reduce Systems. This system was built using a combination of mandatory access
control and differential privacy technique. The main functionality of the proposed
system was to provide end-to-end confidentiality along with integrity and privacy in
cloud infrastructure.

IBM, in 2009, introduced a homomorphic encryption scheme to protect data
privacy [14]. In this method a user stores it data in an encrypted format in some
unknown server, and when user query information from that data set the server then
homomorphically computes an encryption of query and send back the cipher text
back to the user. In this technique the data and query is fully encrypted and privacy
of user is maintained throughout the process.

DDoS attack on cloud is a very common security issues which is described in the
last section. To protect cloud form this attack Intrusion Detection Systems (IDS) are
developed. Author of [15, 16] explain that intrusion detection is basically a process
of monitoring the network flow and analyze every packets to check any attempt of
intrusion which violate the integrity, availability or confidentiality of the system.
Mohamed et al. proposed collaborative IDS which will work on the IaaS layer of
cloud and at the same time prevents the cloud from attack. Modi et al. in [17]
proposed another IDS using the Snort and signature algorithm. The proposed
framework captured packets from network and compares it with a known attack
pattern and if packet give negative result then it allows the packets or else it follows
the rules [17].

Authentication of users is done using digital signatures in a combination of SSO
(Single Sign-On) and Ldap [11] Shibboleth is now used for web SSO to identify
and grant access to the users across or within the organizational boundary. Access
control mechanism is largely used in a fully shared system to give permission to the
users’ to access resources. Data dispersal storage and secure retrieval scheme [18] is
one of well discussed approach. The suggested algorithm efficiently reduces some
of privacy risk such as server colluding and unauthorized data modification. In the
working scenario the system assigns users’ data to various domains using some
flexible distributed algorithms to maintain the integrity of the data.

5 Service Level Agreement in Cloud

Privacy is still a long-standing topic in Cloud. In cloud privacy, Service level
Agreement (SLA) represents an important document which serves as contract
between a user and a provider to deliver services. SLAs should cover performance,
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reliability, and security and privacy of data and on this pre-defined contract the
provider is bound to provide the service [19]. Any violation of SLAs will lead to a
penalty that can be either monitory or anything other. Various issues that are
included in SLA, introduces the following challenge in maintaining privacy:

e Storage—The main concerns are if the stored data is getting mixed with other
data from other organization. Another important concern which makes user to
think twice before storing confidential data in cloud is that if providers have the
right to see the data without notifying the organization.

e Retention—One of the key question that organization needs to know is how
long a service provider keeps the data in there server and how the ownership of
the data is evaluated.

e Deletion of Data—To provide availability of data all the time cloud providers
need to replicate the data. The main concern is, once the data retention period is
over, how the user will make sure that all the replicated copies of the data are
destroyed.

e Privacy breaches—If a breach occurs how the providers will notify the user and
locate who is actually responsible for the breach?

SLA metric is constructed from a few common elements such as name of metric,
metric source, duration of sampling, frequency of sampling, scope of testing, target
range, weight, reporting process, and penalty/incentive calculation. These elements
should be found with every SLA metric used to demonstrate services have been
sustained to mutually agreed obligations [20]. Some general metrics are throughput,
QoS, bandwidth etc. But SLA can also include some other metrics on the security
perspective as it is a contract between user and provider and the users’ concern on
the data privacy can also be a point which includes security mechanism, security
effectiveness as a metrics. The main concern for the user is to know how exactly the
CSP deals with their private data. It is quite uncommon for a CSP to specify the
security levels for user data associated with their services, hence impeding users
from making data security relevant informed decisions. This is known as Quality of
Protection (QoP), which includes the capability of a service provider to deliver
service according to the security requirement of the user and how well the provider
meets the requirements [21, 22].

6 Security SLA

Like SLA there is Sec-SLA (Security Service level agreement), which defines
matrices related to security. A Sec-SLA should include [23]:

e Some description of the user required services that the provider is going to
provide.

e All the security requirements, along with the monitoring process, which the user
and provider are agreed upon before committing
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e A detail process of reporting problems, threats or security breach incidents that
may arise during the contract period

o Lists of penalties in case any of the party breaks the agreed SLA. This penalty
can be either service credit or financial compensation. CSPs may also include
restrictions on customer activities and also state some specific moments when
the agreement do not apply.

e All the legal and regulatory matters that might happen during the time span
which include references to existing legislations and directives that may affect
the service as well as the terms under which the SLA will not be valid (Table 2).

In [22] authors had described a life cycle of Sec-SLA which consists of six steps.
As security is a very vast portion and it depends upon different user specification so
the negotiation between the user and provider is an important part. To create a
Sec-SLA there are three steps to follow [18]

e Policy analysis
e Architecture analysis
e Interviews

With the above procedures the provider will evaluate the customer’s require-
ments of web servers, systems and security policy that he will need during the
contract period. The authors of [24] introduce the matric on which the negotiation
can be done. Services delivered in an “On Demand” condition, require extensive
effort in defining security matrices. In traditional SLAs, matrices are mainly QoS,
Bandwidth and some portion of security as well. But in Security-SLA the matrices
are for example Backup policies, Password management, Secure Network Protocols
and Data Transport, data deletion effect etc. [24], which will ensure that the data are
stored and also in control of the user. Even after negotiation the users are always
worried about the implementation of the agreed security mechanism. To provide
user with a privacy management tool the SLA must have been written in a machine
readable language. WS-Agreement is a protocol for defining SLAs between

Table 2 User requirement for security in cloud

Level Layer Security requirements

Application level SaaS « Privacy in multitenant environment
 Access control

« Software security

« Service availability

Virtual level PaaS and IaaS  Application security

« Virtual cloud protection

» Communication security

« Management control security
« Data security

Physical level Datacenters » Hardware security
» Network protection
» Network resource protection
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providers and users [23]. Using this protocol the privacy management tool will help
the user to control the storage of data and also modify the security on a move. This
tool will help the user to negotiate the security without meeting the provider
personally.

7 Future Work and Conclusion

Prospect and existing customers of service providers are demanding confidentiality,
integrity, and availability when contracting with vendors for cloud computing [20].
As we are using more and more cloud based services in our daily life, we are giving
and storing our information to the vendor side which can be accessed through
internet. This paper mainly focuses on the vulnerabilities in cloud with some detail
discussion on attacks and challenges faced by cloud technology in the recent times.
We have also introduced Sec-SLA and matrices as an approach to help user to
secure their personal data in cloud. Security SLA matrices are a medium to gain
trust over the user and reduce risk. These matrices must be meaningful and eco-
nomic cause creating a metrics includes computational cost. Irrelevant metrics can
cause and impact on the quality of service by using excessive computational
resources [20]. From the above discussion we can see that both the parties are liable
to protect their personal information. But CSPs do not include anything in SLA
about the security mechanism they are going to provide to their tenants. Apart from
this there are few monitoring tools which can be used by the end user to monitor the
security measures and at the same time this tool will help them to enforce new
security features on their data [25]. Several outstanding issues exist related to cloud
security and privacy. Security SLA is still in its early stage. Future research should
focus on providing a full view of security that will offer to user and details about the
data they stored in the cloud. Along with this there must be a web based framework
that will negotiate SLA metrics dynamically and incorporate security according to
the user instruction and at the same time give an overview to the vendor as well as
user about the performance achieved by the provider. Apart from this there should
be another part for further development that can be an extension of the framework
which provides an opportunity to view the location of the data stored in the cloud
by using meta-data information of the user data. There need to be more specific and
detailed research work carried out to make security as a user centric approach, and
provide a monitoring and modification tool to help user to choose their security
requirement without any human intervention.
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