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Abstract This research paper is a brief study on social engineering that explores
the internet awareness among males and females of different age groups. In our
study, we have researched on how an individual shares his/her identity and sensitive
information which directly or indirectly affects them on social networking sites.
This information can be user’s personal identification traits, their photos, visited
places, etc. The parameters chosen for influence of social engineering in social
networking sites are passwords, share ability, and awareness. This research briefly
explains how people between age group of 13–40 years share their information over
the web and their awareness of netiquettes. This information is then conclusively
used to calculate average amount of sensitive information which can be extracted
through social engineering for different age groups of males and females.
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1 Introduction

In today’s world where technology is the necessity in everybody’s life, social engi-
neering is emerging as vital vicinity in social networking sites. Different services are
available for individuals, enterprises, and organizations that have implemented
variety offeatures in social networking sites. These sites provide a perfect platform for
hackers and attackers. Information posted and shared by users are always under threat.
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Social Engineering, in information security refers to as psychological manipu-
lation of human mind to extract sensitive information [1]. It is an art of deceiving
the victim fetching sensitive information that can benefit the hacker or cracker
[2, 3]. Social engineering is a widely used technique for extracting information
from people to process, counter and plot a structured cyber attack. It is an approach
that helps to crack the personal data of unknown users, to find their weaknesses or
strengths for an organized crime. In 2011, a survey was conducted by Dimension
Research in U.S, Canada, Australia, U.K, Germany, and New Zealand on IT pro-
fessionals and concluded that 48 % are victims of social engineering attacks in
social networking sites [4].

It has been found that the most significant security risks are associated with
social engineering [5]. With the changing threat scenario in cyber space [6],
hacking skills of hackers are becoming sophisticated and difficult to track. Social
networking sites are progressively accessed by users of different age groups from
teenagers to old people and the irony is users by pass their concern toward infor-
mation security [7, 8]. Furthermore, information on social networking sites is
accessed automatically by social engineering bots by providing data in machine
readable form. The most common ways of social engineering includes distribution
of adware’s, uploading explicit content as advertisement, distribution of malware
through ads, prank calls, surfing through web, fake emails, uploading of false
information, etc.

Our paper explores the implications of age and gender in social engineering to
fetch the password and know about the awareness of respondents, while sharing
information in social networking sites. In our evaluation, we test our approach on
gender and age of users on social networking sites using three basic measures, i.e.,
passwords, share ability, and awareness. As maturity comes with age and experi-
ences in both the genders, our primary dataset is categorized into high, medium, and
low level. It presents the variations in password of males and females of different
age groups and awareness of sharing information over the internet [9, 10]. Social
engineering is the biggest threat both at internal as well as external level for any
company or an individual [11]. Thus, social engineering can be made easy by
making them vulnerable to cyber crimes.

The rest of the paper is organized as follows: Sect. 2 summarizes research related
to social engineering in social networking sites, Sect. 3 describes the methodology
and result of concept implementation is outlined in Sect. 4. In Sect. 5, we draw
conclusions from our findings and propose future research.

2 Related Work

Social engineering attacks are not only well known in practice but also in literature
[12, 13]. Instead of pointing toward vulnerabilities in technical systems, the social
engineering targets the weaknesses of people. Research on privacy implications of
social networking sites has been discussed in a number of publications. The most
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widely used social engineering techniques include social surfing, dumpster diving
and shoulder surfing. These techniques are used by hackers on everyday basis to
gather information about the victim [14]. Password guessing is a common way to
crack passwords as no major risk is associated with it [15, 16]. Password guessing
is mostly a psychological act where technology or softwares are not the primary
factor [17]. The main motive of social engineering is to crack sensitive information
of a victim as passwords related information holds the top priority [15–17].

Social engineering is totally dependent on an individual’s personality [17].
A survey states that people with unstable personality can be manipulated easily for
extracting information through them [15]. And people with strong personality do
not share their sensitive information easily and mentioned social engineering as an
internal threat [18]. Generally, individuals choose password based on their traits
and if an attacker understands an individual thoroughly then sensitive information
can be easily extracted [19]. Thus, it also provides the importance of training given
to every user to prevent information against social engineering [20].

Social engineering comes as a message in the form of request that requires
victims to accept or respond [21]. The attacker creates multiple fake profiles that
impersonate with victims friend, relatives, or a famous person in social networking
sites. Although many organizations control security threats but sometimes fails to
recognize the dangers associated with social engineering attacks [7].

3 Research Methodology

The basic idea of research methodology states that “every mind can be tricked and
manipulated” [4, 9]. The statement indicates that the most secure system in this
world can be cracked through human hacking or social engineering [19]. For the
study of awareness and sharing passwords, 400 samples with equal number of
males and females are chosen and they are studied for a particular interval [23]. All
their online social activities are recorded as a part of research to collect primary
data. Their passwords were gathered and classified into three categories easy,
medium, or difficult to crack [22]. To capture the potential personnel awareness and
share ability, we include age and gender in the survey. Age and gender has been
studied to come across the social engineering threats and effectiveness of internet
security [23, 24].

4 Results

The sample size of our research was 400 which comprises of 200 males and 200
females to define their authenticity and security while creating passwords. This
study is conducted on three social networking sites—Instagram, Facebook, and
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LinkedIn. LinkedIn mostly have professional profiles hence high-quality data was
shared while Instagram had profuse database of personal photographs. Facebook
was significant to link the accounts with assured authenticity of data.

4.1 Password

Password is a basic login criterion to access any account in social networking sites.
They are the most important credentials for logins and must be secured properly.
Passwords must contain both upper and lower case characters along with special
characters to make it strong. In our research, a study has been conducted among
males and females of different age groups which have been categorized into two
defined age groups with 13–20 years and 21–35 years.

The chart shows the level of difficulty, in terms of complexity of passwords:

(1) Difficult: The passwords which have a combination of uppercase and lower-
case alphabets along with special characters and have no usual meaning in any
language are classified as difficult. Such passwords are difficult to crack, guess,
or even shoulder surf [25].

(2) Medium: These passwords generally contain both uppercase and lowercase
alphabets with special characters. However, they can be easily guessed or
cracked because they are either close to predefined dictionary word or have a
meaning related to something that user generally talks about.

(3) Easy: These passwords are very easy to guess as they generally have no
mixing of uppercase and lowercase alphabets. Also, the passwords are short in
length and carry a meaning closely related or associated to users.

Figure 1 shows that maximum users lying in male category have password of
medium level. This interprets that password lacks combination of uppercase and
lowercase characters along with special characters that makes it easy to crack using
predefined dictionary. This category mostly comprise of teenagers who use internet
on regular basis. As female use easy passwords, it concludes that the respondents
are not concerned about the password leakage due to lack of knowledge about cyber
crimes.

Fig. 1 Pie-chart showing male and female response for age group 13–20 years for password
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Figure 2 explores a general change toward males and females in age group of
21–35 as they have shifted or inclined to a more secure password. The figure
represents shifts from easy to difficult level of passwords. It can be clearly con-
cluded from the result that age is proportional to the maturity of mind. Hence social
engineering of a person in minor age group is easier.

Thus, the result shows that male from age group 21–35 creates more difficult
passwords than females. And females store easy passwords that changes drastically
as per age groups which develops with maturity and experience.

4.2 Share Ability

Data share ability is the measure of data that one shares on social networking sites
through which a user can be classified as a potential victim to hacker.

Different levels of share ability with respect to age and gender are categorized as

(1) High: Too much sensitive data is shared on social networking sites which can
be used against the user that can be unsafe. This includes phone number,
address, private photos, daily movements, etc.

(2) Medium: The data or information shared by user is as per the requirement of
social networking sites so, not much data is shared.

(3) Low: People lying in this category share very less amount of data. Only a few
pictures are uploaded with no personal information. People in this category
generally do not show much interest in social networking sites.

Figure 3, represents the amount of data shared by males and females of different
age groups.

Moreover, males and females of age group 21–35 show that they share very high
amount of data on internet (Fig. 4).

Here we found that as per the demand of social networking site, people shares
good amount of personal data. Males of age group 13–20 generally shares more
information. Also, change in age group data directly influences share ability. With
growing age, users gain experience of cyber world and cyber crimes that influence
data share ability in both males and females.

Fig. 2 Pie chart showing response of males and females of age 21–35 for password
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4.3 Awareness

Awareness can be defined as a measure of knowledge about the crimes related to
internet. A responsive user knows about the consequences of uploading sensitive
information on social networking sites and can easily identify how to protect
information leakage within the social networks. Also, user may share his photos and
phone number on Facebook and restrict it to be viewed by few only.

Based on different levels of awareness with age and gender are categorized as:

(1) High: This category generally contains technically sound engineers and pro-
fessionals or prompt users of social networking site. People lying in this
category share very high amount of sensitive information but they know how
to protect it.

(2) Medium: People of this category have some idea about private security on
social networking site. They never use high profile security system like
two-way authentication nor do they reply to requests over email to showcase
their profile.

(3) Low: People of this category do not have much idea about the usage of their
sensitive information by providers or third parties of social networking sites.
These persons generally send and accepts friend request to and by unknown
people (Figs. 5 and 6).

Fig. 3 Pie chart showing share ability of female and male of age group 13–21

Fig. 4 Pie chart showing share ability of male and female of age group 21–35
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The result shows that males are generally aware about the cyber crimes. A huge
amount of data is shared over the internet and becomes a necessity to provide
security otherwise the user will be trapped as a victim toward cyber crime. High
awareness includes good knowledge of privacy over social networking sites that
include hiding photos from anonymous, two token authentication and secondary
email to reset passwords. It has been observed that most people in age group 21–35
of both genders had enough knowledge about cyber crimes. And females of age
group 13–20 had limited knowledge about cyber crimes as compared to males of
same age group.

So, it is pragmatic that males have high awareness among internet crimes and
knows how to hide their private data or safeguard themselves from being a victim.
A good variation was found in female category in terms of awareness with age.

5 Conclusions and Future Work

Social engineering can be used to exploit any human vulnerability either emotional
or psychological and our study clearly shows that females are weaker as compared
to the males. It was found during the study that females are emotionally weak as
compared to males which often results in wrong decisions. Also females share more
information and apply comparatively weaker passwords, hence it concludes that

Fig. 5 Pie chart showing awareness of male and female of age group 13–20

Fig. 6 Pie chart showing awareness of male and female of age group 21–35
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females in general are easy target for social engineering. As deducted from the
survey, it can also be concluded that males are more cautious than females of same
or different age groups. They are more aware of the consequences of cyber crimes.
With age comes the maturity and awareness about cyber experiences. So seniors
keep track of their passwords.

Social engineering is a never ending threat to Information. Social engineering
can only be prevented by means of experience since there is no formal professional
training defined for the same. More of the training or knowledge is required for
females of every age group. The user should be trained and made aware of social
engineering threats inclusive of the factors that may cause serious attacks.

Practical training including psychology sessions are some of the best ways to
train professionals against social engineering.
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