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Abstract An extended visual cryptography scheme (EVCS) is a category of visual
cryptography scheme (VCS) in which secret image is encoded into multiple shares
of meaningful images. It has two additional images which are covering shares by
the end of the encoding process. These meaningful shares are created by different
approaches. The purpose of cover images (meaningful images) is to hide the secret
image under it. In this paper, we propose an extended visual cryptography scheme
with cover images using halftoning method. The halftoning method we designed for
conversion of gray level image into binary image is based on dithering. The
obtained halftoned image is transformed into multiple shares that are distributed to
the participants. These shares are finally covered with some cover images to obtain
meaningful shares. The experimental results and analysis show that the proposed
scheme has satisfactory results.
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1 Introduction

There is huge increase in transmission of data over network for instant access or
distribution of data. As data are available in many forms that include text, image,
audio, and video, images are one of the important data items. Today, researchers
use visual cryptography schemes for distribution of secret images in the form of
share (or shadow) images. The concept of secret sharing was first introduced by
Naor and Shamir [1] and it is one of the active research areas in information
security. There are a variety of ways through which information can be secure
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including image hiding, watermarking, key exchange, authentication etc. However,
these methods have a drawback that secret image is concealed in a single infor-
mation carrier. If this concealed information is lost, there is no way to retrieve it.

Such problem can be overcome by visual secret sharing (VCS) scheme intro-
duced by Naor and Shamir [1-3]. The scheme splits a secret image into multiple
parts, also called share or shadow images and distributes each share among the
number of participants. A subset of participants can only reveal the secret image by
stacking the shares in some predefined order.

An extended visual cryptography scheme (EVCS) is a type of VCS in which
secret image is encoded into multiple shares of meaningful images. These mean-
ingful shares are created by different approaches. The purpose of cover images
(meaningful images) is to hide the secret image under it. It is also a practical fact
that secret images are not always in the form of monochrome. They may be in the
form of color or gray level images. The same explanation also holds for cover
images. This necessitates that there should be some transformation mechanism that
converts the color or gray level images into monochrome images. The most com-
mon transformation to convert color or gray level image into binary image is
halftoning. In this paper, we propose a visual cryptography scheme with cover
images using halftoning method. The halftoning method we designed for conver-
sion of gray level image into binary image is based on dithering. The rest of the
paper is organized as follows: Sect. 2 explains the basics of extended VCS and
common halftoning techniques. In Sect. 3, we describe our proposed EVCS scheme
followed by experimental results in Sect. 4. Finally, Sect. 5 concludes the work.

2 Background and Related Work

Ateniese et al. [4] first proposed the concept of extended visual cryptography
scheme (EVCS), which is a special category of VCS where secret image is encoded
into multiple meaningful shares. An extended VCS requires more inputs compared
to traditional VCS and these additional inputs are also images that work as cover
shares (or images) after completion of the encoding process.

In the first step, the shares of a secret image are generated in the usual way by
applying a VCS scheme. The first step is common for all varieties of images. Many
visual cryptography schemes have been developed in the recent past [5-9]. The
next task is how these generated shares are embedded or hidden within the chosen
meaningful (cover) images. This requires a suitable method so that pixels from the
secret shares remain distinct over the chosen cover image. The input image may be
monochrome or grayscale or colored in nature. The same argument is also applied
for chosen cover images. In this case, it is essential to convert the secret image into
a monochrome image as the traditional or newly proposed secret sharing scheme
[10, 11] relies on binary images before these shares are hidden within meaningful
shares.
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The conversion of secret image into binary image is performed through
halftoning. Halftone visual cryptography (HVC) proposed by Wang et al. [12] adds
digital halftoning techniques to extend the area of visual cryptography. The figure
shows the dithering matrix of the gray-levels 0-9 to obtain proper halftoned pat-
terns. Specifically, in VSS schemes, meaningful visual information can be used to
encode a secret image into halftone shares. Halftoning is a method that simulates
the grayscale of pixels by utilizing the density of printed dots. The human visual
system can record only the overall intensity and integrate the fine detail in an image
viewed from a distance. The denser the dot, the darker the image; in contrast, the
sparser the dots, the lighter the image. Thus, one can use either black or white
colors to simulate a continuous tone such that continuous-tone image can be
changed to binary image.

For example, Fig. 1a shows a gray-level image that is transformed into a binary
image [13] shown in Fig. 1b with black and white dots using halftoning. However,
Fig. 1b is a binary image, and the human visual system can still perceive the gray
level changes as it is a gray level image. Mostly, the visual cryptographic methods
are designed for binary images, so the halftoning method is used to convert a
gray-level image into a binary image. Thus, one can use the Naor and Shamir (2, 2)-
threshold VSS scheme to encrypt Fig. 3b. The result is shown in Fig. 3c, which
demonstrates the applicability and feasibility of using halftoning to construct a VSS
scheme for gray-level images. The above arguments prove that halftoning tech-
niques are useful preprocessing steps in visual cryptography to convert grayscale
images to binary images. Since, halftoning reduces the quality of an image when
applied on grayscale image and further degradation in image quality is due to VSS
schemes, thus the overall effect is moderate degradation in image quality. This
becomes an important parameter in a visual cryptography scheme along with some
other issues as image expansion [14] and conciliation of the security of the scheme
[15].

Fig. 1 Halftoning (512 x 512 pixels). a A continuous-tone image. b A halftone image. ¢ The
stacked image (1024 x 1024)
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3 Proposed Scheme

In this section, we propose a halftoning method and visual secret sharing where
shares are generated in some meaningful form. The meaningful shares are generated
by hiding the secret shares through some cover images.

3.1 Halftone an Image

This section describes a halftone method where gray-level image is converted into a
binary image. The method used for halftone conversion is ordered dithering. Let
I and P be an m x m gray level and corresponding halftoned binary image
respectively. Let M(m, m) be the random image consisting of L = 16 gray levels.
The mapping of I(i, j) to P(i, j) is done by normalizing the gray level value of
1(i, j) and M(i, j). The proposed halftoned algorithm computes and compares the
normalized value of I(i, j) with M(i, j). If normalized value of I(i, j) is greater than or
equal to normalized value of M(i, j), then pixel value of halftone image is set to 1,
otherwise 0. The algorithm for converting grayscale image to halftoned image is
shown in Fig. 2.

3.2 Share Generation

This section presents the method for generating the shares from the halftone image
P obtained from algorithm 1 with some meaningful image (also called cover image)
taken as inputs. Next are the n random binary matrices M; where 1 < k < n is
generated. The n intermediate matrices /; are generated by applying XOR operation
according to the following rule:

Algorithm 1: Algorithm for constructing Halftone image

Pre-condition: A gray scale images I and M of size N x N and L=16
Post-condition: Halftone image P.
fori=1toN
forj=1to N
if I(i, j)/256 =2 M(i, j)/L
P, j)= 1L
else
PG, j) =0;
endif
end for
end for

Fig. 2 Algorithm for halftone image
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1. If P(i, j) = O (i.e., black pixel), then I; = M,, @ M;. (a) If values of both M, and
M, are O or 1 respectively, then I; = 0. (b) If values of M,, and M, are either O or
1, then [, = 1. This implies that there is 50 % probability that black pixel passes
as it is to the I;.

2. If P(i, j) = 1 (i.e., white pixel), then I; = M,,. This also implies that there is 50 %
probability that white pixel passes as it is to the I;.

Thus, it makes some kind of confusion about the nature of the original pixel with
the compromise in contrast value. Hence, some distortion is introduced in the
intermediate matrices. The n shares for n participant from the intermediate matrices
are generated using a cover image C according to the following rule:

for k=1-n
Sk=C @Ik

endfor

Algorithm 2: Algorithm for (2, n) Extended VSS

// Distribution Phase

Pre-condition: Halftoned Image P; A Gray scale Cover Image: C
Post-condition: Two shares pj and pa.

(1) Generate n random binary matrices My, Ma,.., My

(2) //Generate intermediate matrices according to the following rule

fori=1toN
forj=1to N
if P(i, j) == 0 // black pixel
fork=1ton
Ik(i7 .]) = Mn(i7 .]) @ Mk(i> J)
endfor
else
fork=1ton
Ik(iv ]) = MII(ZJ)
end for
endif
end for
end for
(3)// Generate shares according to the rule
fork=1ton
Sk =C® Ik
end for

(4)//Distribute cover images and shares

A single share is consist of pair (C, Sj).

The shares (C,S;)| 1<i<n is distributed to n participants.
// Reconstruction Phase
INPUT: Any two shares (C, S;)and (C, S;), where i # .
OUTPUT: Secret image R.

H)L=C® S;
(2 Li=C®S;
B) R=1L;®I;

Fig. 3 Algorithm for share generation and revealing phase
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Since cover image is a grayscale image, the XORing of C with corresponding I has
very little effect as XORing only effects the LSB of cover image. This operation
generates a single share. The process is repeated n times to generate n shares. Finally, a
single share with doublet (C, S;) is distributed to participant p;. During revealing
phase, any two participants p; and p; perform the operation on their shares (C ® ;) and
(C @ ), respectively, to yield intermediate matrices where 1 < i, j < n and
i #j. Finally, any two distinct participants perform the XNOR operation to reveal the
secret. Algorithm 2 for generating and revealing the secret image is shown in Fig. 3.

4 Experimental Results and Analysis

This section illustrates the results of an experiment conducted on a grayscale image
of Leena (512 x 512) with a cover image of woman.tif (512 x 512) shown in
Fig. 4a, b. The first step is to transform the grayscale image into an approximate
binary image; we used the algorithm discussed in Sect. 3.1. The converted image of
size 512 x 512 pixels is shown in Fig. 4c. Algorithm 2 applied on halftone image

Fig. 4 Result of halftoning and share generation. a Secret image. b Cover image: C. ¢ Halftone
image. d Intermediate image: 11. e Intermediate image: 12. f Intermediate image: 13. g Share 1: S1.
h Share 2: S2. i Share 3: S3. j Participant 1: (C, S1), k Participant 2: (C, S2). 1 Participant 3: (C,
S3). m Revealed image
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produces images shown in part d—1 of Fig. 4. The intermediate images shown in part
d-f are temporary images. These images with the cover image produces shares
shown in part g—i. The participants receive a doublet consisting of a cover image
and a single share S;. Once a share S; is distributed, it cannot be distributed again. At
reconstruction, the secret image is obtained by performing XNOR operation. The
reconstructed image is shown in Fig. 4m. The experimental results show that our
proposed scheme has the following observations:

1. Since encoding and decoding is done on pixels without expanding them, there is
no pixel expansion (m = 1).

2. The quality of the shadow images are meaningful. This feature is introduced
with the help of cover image.

3. The halftoning method explained in Sect. 3 is used to transform the gray level
image into a monochrome image. During the probabilistic share generation, the
probabilities of sending black-and-white pixels are nearly 50 %. This introduces
noise in the secret image which is hidden by some cover image. Thus, when the
secret is revealed it mainly suffers due to low PSNR and MSE. The PSNR and
MSE values between original secret image and revealed secret image for Fig. 4
are 5.7081 and 17,469. The resulting high value of mean square error is due to
both halftoning and share generation phase.

4. As security issue is concerned, it is hard to visualize any difference between
individual shares of a participant doublet. However, C and S; look the same and
even though participant p; makes XOR operation between its components C and
S;, he will never get any information behind the image. To gain complete
knowledge of secret image, participation of another participant is mandatory.
This makes the scheme more robust and ensures meaningful image.

5 Conclusion

This paper explains the scheme that hides the randomness appeared in the shares by
introducing some meaningful information. Visualizing the meaningful information
still keeps the actual secret data safe. Such a scheme is known as extended visual
cryptography (EVC). This paper introduces an extended cryptography scheme with
cover images. The preprocessing of the image is done with the help of the proposed
halftoning scheme. The obtained halftoned image is transformed into multiple
shares that are distributed to the participants. These shares are finally covered with
some cover images to obtain meaningful shares. The experimental results and
analysis shows that the proposed scheme has satisfactory results in terms of pixel
expansion and security. However, there is scope to develop some improved algo-
rithms that result in low mean square error that arises due to both halftoning and
share generation phase.
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