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The Cost of Using Facebook: Assigning Value
to Privacy Protection on Social Network Sites
Against Data Mining, Identity Theft,
and Social Conflict

Wouter Martinus Petrus Steijn

15.1 Introduction

A popularity amongst millions of users worldwide has rapidly befallen social network
sites (SNS) which focus on social relationships and interaction, such as Facebook.
This popularity is despite the different privacy risks users are exposed to at the same
time. Not only is the shared information on SNSs subject to data mining (Andrews
2012), it also exposes the user to potential identity theft as well (Noda 2009; Timmer
2009), and users have to manage different social contexts (e.g. friends, family, and
colleagues) to avoid social conflict (Binder et al. 2009; Skeels and Grudin 2009). The
use of SNSs is therefore often seen as evidence that users no longer care about privacy
(Johnson 2010) and that users could claim their privacy important is considered
paradoxical.

The paradox quickly unravels though, if one takes the social merits SNS provide
for its users into account. SNS provide social merits in the forms of new possibilities
for self presentation and social interactions with friends (Ellison et al. 2007; Steinfield
et al. 2008). These social merits depend on where one’s social network is (e.g., where
one’s friends are) online, leaving users with little choice what SNSs they pick. As a
result, participation on SNSs is not necessarily informative of actual privacy concern.

This study will not only provide new insight in SNS users privacy concerns by
describing the relative importance they attribute to different privacy threats, but will
also contribute to the ongoing privacy discussion by addressing the privacy paradox
and by emphasizing the need for further development of new privacy policies and
regulation. An innovative method will be used to determine the relative importance
attributed by SNS users to the potential privacy threats of data mining, identity theft,
and social conflict. Furthermore, the degree to which younger and older individuals
differ in how they attribute importance to the various threats will be investigated. To
this date no research exists, to the author’s knowledge, which has explicitly compared
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what privacy threats users find most important. Next, some additional background
will be given concerning the proposed methodology, before the research hypotheses
are formulated based on related work.

15.1.1 Background

A choice based conjoint (CBC) design was chosen to investigate the relative impor-
tance SNS users attribute to different privacy threats1. CBC is a popular research
design used in marketing to determine how a new product would best fit consumers’
wishes (Curry 1996; Orme 1996). The strength of a CBC design is that it can de-
termine the relative value respondents attribute to the features of a product avoiding
direct questioning, but instead relying on respondents’ actual decisions. In addition,
as respondents are presented with a complete product, as opposed to for example
paired wise comparison where respondents’decisions are based on only two features
at the time, the decision making process can be considered more realistic

While potential privacy threats SNSs users encounter can’t be included as fea-
tures directly, it is easy to imagine how respondents could be presented with choice
tasks between SNSs which vary on privacy protection features affecting these dif-
ferent potential privacy threats. This assumes that the importance users attribute to a
certain privacy protection feature will be indicative of where their main privacy con-
cerns lie. This assumption can be justified with Petronio’s Communication Privacy
Management (CPM) theory (2002).

CPM theory addresses the dialectical relationship between the need for privacy
and the desire to share personal information with others. It describes how we create
metaphorical boundaries to be able to share information with some, while excluding
others to this information. These boundaries are signaled and maintained through an
implicit rule-based system. For example, we whisper certain information not only
to literally avoid being overheard, but also to signal to the other that what we say is
private and do not wish for it to be shared with others. In effect, a boundary is formed
surrounding that information including only the other to whom the information is
whispered and who has become a co-owner of that information (Petronio 2002).

Although CPM focuses on the face-to-face context, the described dialectical need
has become especially apparent on contemporary SNS. SNS have become an impor-
tant medium and offer social merits to its users in the forms of new possibilities for
self presentation and social interactions with friends (Ellison et al. 2007; Steinfield
et al. 2008), resulting in large amounts of information being shared on these sites.
Instead of being limited to metaphorical boundaries, SNS provide the technological
tools to enforce the boundaries concerning personal information (Litt 2012). For
example, by changing the settings of their posts to friends on Facebook, users re-
strict access to only their contacts and exclude anyone else who might be attempting
to see what they posted on their profile. Maintaining these boundaries online has

1 http://www.sawtoothsoftware.com/products/cbc/cbc_method
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become increasingly important and necessary because the permanence and searcha-
bility of online information (boyd 2008b, p. 27) would otherwise make online shared
information accessible to anyone at anytime.

The current study specifically focuses on the relative importance SNS users at-
tribute to boundaries against the following three potential privacy threats on SNSs:
data mining, identity theft, and social conflict. While users are exposed to all three
privacy threats at the same time on SNSs, each threat has a different origin and other
factors influence users’ protection against each threat. Next, these three types of
privacy threats will be briefly described in relation to SNSs and examples will be
given of what privacy protection features SNSs could provide that affect that privacy
threat.

Data Mining. This category concerns the potential privacy threat imposed by
data mining and profiling by the SNS provider and third parties. Since the business
model of SNSs is generally based on the use of the available personal information for
commercial purposes, personal data placed on these sites often becomes available
for companies. The scale on which data mining occurs is reflected in the economic
value of Facebook as a company (Pékarek and Leenes 2009). SNSs can contain
several features which affect the privacy protection of the user against data mining.
First, it makes a difference whether the site owns the information posted on the
site and whether information can be removed by users or remains in the database.
Second, SNS generally have a policy concerning the access of third parties to personal
information disclosed by the user as well.

Identity theft. This category concerns the potential privacy threats imposed by
strangers with criminal intent, of which identity theft is the most familiar. Several
features of SNSs can provide privacy protection against identity theft by strangers.
One way is the privacy settings which only allow ones contacts to access ones full
profile. However, this only provides partial protection as users are inclined to accept
friend requests from strangers (Noda 2009). Another way to create boundaries against
identity theft is by refraining from posting personally identifiable information online,
since even posting seemingly innocent information such a the date of birth can have
risks (Timmer 2009). Consequently, if SNSs require users to fill in identifying data
(such as a name) or contact data (such as an email address) to verify their profile, the
privacy threat of identity theft is increased.

Social conflict. This category concerns the potential privacy threat of social con-
flict. This is mainly a consequence of the mixed social contexts on SNSs: socializing
with friends now occurs within reach of your family and (future) employers. In-
formation shared with one group, is not necessarily appropriate or desirable to be
disclosed to others and could lead to tension or conflict (Binder et al. 2009; Skeels and
Grudin 2009; Lampinen et al. 2009). Several features of SNSs can affect the privacy
protection of users against social conflict. First of all, being able to sort contacts into
different groups and to discriminate in what information is available to what groups
can help create boundaries between social context. Second, the possibility to tag
pictures on SNSs can affect the boundary someone tries to protect in a negative way.
An example for thiswould be a tagged picture (drunk at a party) posted by a friend
becoming visible to family as well. Third, SNSs could enable users to track visitors
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to their profile which could expose frequent visitors. Facebook, however, does not
support this option (Mongold 2010).

This study compares the relative importance attributed to privacy protection fea-
tures against data mining, identity theft, or social conflict by users of SNSs of all
ages. The current section has introduced the proposed methodology and grounded it
in theory and operationalized the privacy threats of interest. Next, related work will
be discussed in order to introduce the research hypotheses.

15.1.2 Related Work

Privacy has been a subject of research for many years, but in recent years the focus
primarily lies on privacy and the internet. Not only the media (Andrews 2012; Noda
2009; Timmer 2009), but academia as well have given a lot of attention to the potential
privacy threats of data mining and identity theft on SNSs. (Acquisti and Gross 2006;
Debatin et al. 2009; Govani and Pashley 2005; Gross andAcquisti 2005). The studies
generally concluded that their student samples of Facebook users appear not to care
about the potential privacy threats on such sites. These conclusions were mainly
driven by the amount of information shared by the students, despite the risks.

However, participation on SNS does not necessarily mean that users don’t have any
privacy concerns. The popularity of social network sites is a result of the possibilities
they create for social interaction with friends (Ellison et al. 2007; Steinfield et al.
2008). Non-participation may even simply not be considered due to the related social
costs in missing out on the social interactions amongst friends occurring on these sites
(Raynes-Goldie 2010). As a result, even privacy concerned and aware individuals
may join a SNS.

Indeed, SNSs users have proven to be creative concerning their privacy protec-
tion against social conflict (boyd and Marwick 2011, p. 14; Lampinen et al. 2009;
Stutzman and Hartzog 2009), but when it comes to their boundaries against data
mining and identity theft, they primarily have to rely on what the sites provide. This
does not automatically suggest that they are not concerned about these potential
privacy threats; there is simply little they can do if they want to socialize on these
sites. The findings of Paine and colleagues (2007) support this notion. When asked,
their 20-year-old and older respondents reported spam, spyware, hackers, access to
personal information, and identity theft as their major privacy concerns in relation
to the internet.

Respondents are therefore expected to be aware of the potential privacy threats
of data mining and identity theft and attribute more importance to privacy protection
features related to these aspects as opposed to features protecting against social
conflict. In other words, it is expected that the fact that they are participating on SNSs
does not diminish their concern about data mining and identity theft. Furthermore,
respondents are expected to be unwilling to change to a different SNS provider,
because they are bound to their SNS through their social network being present on
that site. For this purpose the following hypotheses were formulated:
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Hypothesis 1: Respondents will generally attribute more importance to privacy protection
features against data mining and identity theft than privacy protection features against social
conflict.
Hypothesis 2: Respondents will generally be unwilling to change to a different social network
site provider.

As was discussed earlier, the fact that SNSs are most popular amongst younger
individuals, does not necessarily say much since SNSs are a useful social tool for
youth to accomplish several important developmental tasks: forming new friendships
and creating their identity and reputation (Boneva et al. 2006; boyd 2008a; Ellison
et al. 2007; Lampe et al. 2006; Madden and Smith 2010; Marwick et al. 2010).
However, younger individuals are also pretty consistently found to be less concerned
about their privacy compared to older individuals (Cho et al. 2009; Nowak and Phelps
1992; Paine et al. 2007).

One explanation given for this is that young and old differ in what they consider
privacy to entail. Some studies reported that younger individuals might be more con-
cerned with protecting their privacy in relation to social conflict (boyd and Marwick
2011; Livingstone 2008; Marwick et al. 2010; Raynes-Goldie 2010), as opposed to
data mining and identity theft, which may become more important concerns only
after individuals grow older. This would also be in line with CPM theory which states
that as individuals grow older their desired privacy boundaries will evolve as well
(Petronio 2002). Therefore the following hypothesis was formulated:

Hypothesis 3: Younger respondents, compared to older individuals, will attribute more
importance to privacy protection features against social conflict.

CPM theory also states that in the case of turbulence, or privacy violations, individuals
will be motivated to adjust their privacy boundaries (Petronio 2002). Indeed, several
studies reporting a reactive attitude of users concerning their online privacy settings.
Debatin and colleagues found that respondents who actually experienced a privacy
violation, as opposed to hearing about it happening from others, were more likely
to take steps to protect their online privacy (2009). Similarly, Govani and Pashley
concluded that raising the awareness of the privacy threats is not enough to nudge
people into protecting their privacy (2007). It is therefore likely that a relationship
exists between the importance individuals attribute to different privacy protection
features and any negative consequences they may have experienced on SNSs. Thus,
the following hypothesis was formulated:

Hypothesis 4: Respondents who have experienced a negative consequence from using SNS
will attribute more importance to privacy protection related to that experience.

15.2 Method

This study employed choice-based conjoint (CBC) analysis in order to be able to
compare the relative importance attributed to various privacy protection features.
In a traditional CBC design, respondents are given several discrete choice tasks of
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Table 15.1 Overview of all features and levels used in the choice-based conjoint study

Feature Level

Data ownership No ownership of data by SNS O1
Ownership of data by SNS, until deleting profile O2
Ownership of data by SNS, also after deleting profile O3

Access by third parties Third parties cannot access and use personal data A1
Third parties can only access and use personal data with

permission
A2

Third parties can access and use personal data without
permission

A3

Real information No obligatory information necessary I1
Real email-address must be entered, but not obligatory

shown on profile
I2

Real email address must be entered, and must be shown on
profile

I3

Real telephone number must be entered, but not obligatory
shown on profile

I4

Real telephone number must be entered, and must be
shown on profile

I5

Private profile Private profile and sorting of contacts S1
Private profile but no sorting of contacts S2
No private profile and no sorting of contacts S3

Visibility of visitors Profile visitors are not visible V1
Profile visitors are visible V1

Tagging Photos cannot be tagged. T1
Photos can be tagged, only with permission T2
Photos can be tagged, without permission T3

selecting a concrete offering out of a selection of products with several features
which differ over several levels. This could for example concern pizza’s, which vary
in the features price (e.g., with the levels cheap versus expensive), size (e.g., large
versus small), toppings (e.g., cheese versus salami) and brand (e.g. unknown versus
familiar). The respondents would be presented with several different pizza’s and
asked which they would be most likely to buy. When the resulting trade-off decision
is repeated several times, the relative value of each feature can be determined; will
people buy a pizza based on the price or the brand?In addition, it ccan be determined
which level of these features is most preferred; do they rather have cheese or salami
as a topping.

For the current study, respondents were presented with several scenarios depicting
hypothetical SNSs and were asked on which SNS they would prefer to create a profile.
The SNSs varied based on 6 features affecting online privacy: data ownership, access
by third parties, real information, private profile, visibility of visitors, and tagging.
An overview of the features and the levels in which the features will vary during the
discrete choice tasks are shown in Table 15.1.

Generally, all features included a level for the presence or absence of a privacy
protective setting or policy. An additional level was added for data ownership, access
third parties, private profile, and tagging in which the user had control over the
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If you have to choose between the three social network sites below, which would you choose? 

Data ownership Ownership data by SNS, al-
so after deleting 

Ownership data by SNS, al-
so after deleting 

No Ownership data by
SNS 

Access by third parties Third parties can access and
use personal data, without
permission 

Third parties cannot access
and use personal data 

Third parties cannot ac-
cess and use personal da-
ta 

Real Information Real e-mail address must be
entered and shown on pro-
file

You can shield your profile
and sort you contacts 

No obligatory information
required 

Real telephone number
must be entered and
shown on profile. 

You can shield your profile
but cannot sort your con-
tacts

Private profile You cannot shield your pro-
file 

Visibility of visitors Visitors are visible Visitors are not visible Visitors are visible 

Tagging Photos cannot be tagged Photos can be tagged, only
with permission 

Photos can be tagged
without permission 

Ο Ο Ο

Fig. 15.1 This is an example of the screen respondents were presented

feature. The feature real information included levels which varied in the sensitivity
of the information required to be provided (i.e. an email-address versus a telephone
number) and whether the obligatory information should also be visible on the profile.

Each of these features affects the privacy protection against data mining, identity
theft, or social conflict differently. The features data ownership and access by third
parties primarily concern the protection against data mining. The features tagging
and visibility of visitors concern the protection against social conflict. The feature
private profile, however, affects both identity theft—is the profile private or not- and
social conflict—can the user sort his contacts in different groups or not. Similarly, the
feature real information affects both data mining—is contact information obligatory
or not- and identity theft—should contact information be shown on the profile or not.

The SNSs were presented to respondents in the form of an online survey. The
online survey was conducted by the research institute TNS-NIPO2 by means of the
CAWI-method (computer assisted web interviewing), which allows respondents to
participate from their own computer at home. The survey consisted of three parts.

The first part contained instructions that explained the content of the survey. All
features and their levels were explained in the instruction, to get all respondents to
have a similar understanding of what the different levels entail.

The second part consisted of the actual discrete choice tasks. Respondents were
presented with 15 discrete choice tasks each. Each task consisted of three different
SNSs from which respondents had to pick the one they preferred. Figure 15.1 shows

2 www.tns-nipo.com
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Table 15.2 Age gender, and profile of respondents across age groups

12–13 14–15 16–19 20–25 26–30 31–40 41–50 50 + Total

N 66 68 66 77 67 67 71 78 560
Age 12.6 14.5 17.2 22.5 28.2 35.5 44.9 62.5 30.4
Gender

(male)
42.4 % 42.6 % 40.9 % 40.3 % 31.3 % 44.8 % 39.4 % 50.0 % 41.6 %

Facebook 6.1 % 16.2 % 24.2 % 42.9 % 41.8 % 31.3 % 29.6 % 34.6 % 28.8 %
Hyves 48.5 % 13.2 % 9.1 % 6.5 % 3.0 % 4.5 % 11.3 % 19.2 % 14.3 %
Both 45.5 % 70.6 % 66.7 % 50.6 % 55.2 % 64.2 % 59.2 % 46.2 % 57.0 %

an example of a discrete choice task as presented to the respondents. All possible
combination of levels were equally represented throughout the experiment.

The third part contained a short questionnaire with several follow-up questions
to further explore the motivation behind the choices participants made. First, re-
spondents were asked to indicate which of the features had been most important for
them in making their decisions. Next, respondents were asked if they were willing to
switch to another social network site provider. If so, they were subsequently asked
what their primary reason would be. Lastly, two yes/no questions asked respondents
whether they were specifically concerned about something when using their profile
and whether they have had a negative experience due to using their profile. When an-
swered with a yes, respondents were further prompted to describe what exactly they
were concerned with or have experienced. Subsequent responses were categorized as
Misuse information, Privacy (e.g. greater visibility or other general statements about
privacy), Criminals (e.g. hackers or burglars), undesired contact, social conflict (e.g.
bullying or fights), or other (e.g. technical problems). Four raters categorized the
responses independently and inter-rater reliability were acceptable for both concerns
(Kappa’s ranging from .727 to .807) and negative experiences (Kappa’s ranging from
.626 to .694). Disagreements were resolved through discussion.

15.2.1 Participants

Respondents were recruited from participants of an earlier study concerning pri-
vacy and user behavior on social network sites and obtained by means of a stratified
sampling procedure. Five hundred and sixty respondents (327 female, 233 male,
Mage = 30.36, SD = 16.83) completed the survey. Table 15.2 provides an overview
of age and gender distribution over all age groups. All respondents are members of
Facebook or Hyves. Respondents were rewarded for their participation with credits
through which they can obtain coupons at TNS-NIPO. Informed consent was ob-
tained from all respondents and parents provided consent for respondents younger
than 18-years-old.
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15.2.2 Analysis Plan

TNS-NIPO makes use of the simulation tool ‘Valuemanager’ for conjoint analysis,
which provides two statistics of interest: (1) importance percentages, (2) utility
scores (see also Orme 2010, chap. 9). An importance percentage is calculated for all
six features. This percentage is an estimation of how many decisions were primarily
based on that feature. The importance percentages of all features will add up to 100.
The utility score provides the relative importance for each level within a feature. This
utility score can’t be compared between features, but within a certain feature one can
determine which level was preferred most (provided the most utility) by respondents
in their decisions. The utility scores of the levels within a feature add up to 0. As
a result, a negative utility does not necessarily mean that that a specific level was
disliked; other levels within that feature were simply preferred.

In order to analyze the importance percentages obtained through conjoint analysis
and other percentages, one sample t-tests between percents were used. For the com-
parison between groups one-way ANOVA’s and χ2 analysis were used. Bonferroni
post hoc analysis were used to examine significant one-wayANOVA results, whereas
the adjusted standardized residuals were compared for significant χ2’s. Some analy-
sis only involved a sub group of the total sample and therefore violated the assumption
of χ2 analysis that each cell should hold a minimum of 5 individuals. To avoid this,
dummy variables were made of separate answer categories and only three age groups
were used: 12–19-year-olds, 20–30-year-olds, and 31 and older.

15.3 Results

15.3.1 Importance Percentages and Utilities

Before testing the first hypothesis, the utility scores were inspected to gain some
insight in the decision patterns of respondents. Table 15.3 shows that rather than
each feature having a level that was clearly preferred over the others, each feature
has a level that is clearly less preferred compared to the other levels. This means
that their decisions were primarily based on avoiding certain levels, as opposed to
picking SNSs which contained at least a certain level of privacy protection.

Only for tagging a clear preference for a certain level seems to exist as well;
tagging should be possible, but only with permission (T2). Concerning the other
features, the respondents clearly disfavored SNS where: SNS had ownership over
the data, also after deleting the profile (O3), third parties can access and use personal
data without permission (A3), a real telephone number must be provided, and must
be shown on profile (I5), access to the profile cannot be limited to contacts only,
and where the contacts cannot be sorted into groups (S3), profile visitors are visible
(V1), and photos can be tagged without permission (T3).

The utilities show that the levels that provide control to the respondent (in the
form of having to give permission) were most preferred. Furthermore, the utilities
concerning the feature real information, suggest that respondents were primarily
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Table 15.3 Utility scores
obtained through conjoint
analysis

Features Level Utility

Data Ownership O1 34,5
O2 24,0
O3 −58,5

Access by third parties A1 26,0
A2 36,4
A3 −62,3

Real information I1 36,1
I2 46,5
I3 −22,7
I4 21,5
I5 −81,4

Private profile S1 32,2
S2 21,9
S3 −54,0

Visibility of Visitors V1 0,5
V2 −0,5

Tagging T1 0,4
T2 19,7
T3 −20,1

See Table 15.2 for the content of the levels

concerned with having to show contact information on their profile rather than having
to share a telephone number with the SNS per se. Requiring a telephone number to
create a profile was preferred over the requirement of a visible email address, but
a required (not visible on the profile) email address was preferred over no required
information at all. This suggests that respondents had little problem with providing
contact information to the SNSs.

Next, the importance percentages obtained through conjoint analysis were inves-
tigated to test the first hypothesis that respondents would attribute more importance
to privacy protection from data mining and identity theft. Real information was
deemed most important (26.4 %). Followed by data ownership (20.8 %), access by
third parties (19.6 %), private profile (16.6 %), tagging (11.6 %), and visibility of
visitors (5.0 %). These percentages support the hypothesis that respondents attribute
most importance to privacy protection data mining and identity theft. The features
concerning privacy protection against data mining and identity theft, i.e. real in-
formation, data ownership, and access by third parties, determined the decision of
respondents in 66.8 % of all discrete choice tasks which is significantly more often
than the remaining features which primarily concerned social conflict, t(559) = 8.44,
p < .001.

The responses to the question which of the features had been most important
for respondents in making their decisions, shows a rather different picture from the
one presented by the importance percentages obtained through the conjoint analysis.
Only 10 % of respondents reported real information to be the most important feature
for their decisions whereas 44.3 % of all respondents reported private profile to be
the most important feature.
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Table 15.4 Importance
percentages obtained through
conjoint analysis and self
reported importance
attributed to features for
decision making

Importance
percentage

Self reported
importance (%)

Real information 26.4 % 10.0 %
Data ownership 20.8 % 26.4 %
Access by third parties 19.6 % 11.1 %
Private profile 16.6 % 44.3 %
Tagging 11.6 % 1.6 %
Visibility of visistors 5.0 % 3.6 %
None/Don’t know – 1.3 %

Table 15.4 provides both the importance percentages obtained through conjoint
analysis and the percentage of individuals reporting what feature was most important
for their decisions. When comparing the self reported importance of the features for
decision making with the through conjoint analysis obtained importance percentages
of the features, a clear discrepancy can be seen. While respondents claim that the
feature private profile was most important for their decisions, the importance per-
centages suggest that three other features have actually been more important instead
in their actual decisions.

15.3.2 Willingness to Switch SNS

Next, the second hypothesis was explored: that respondents would generally be
unwilling to change to a different SNS provider. In total 201 (35.9 %) respondents
indicated they would be willing to switch. Responses to the question when they would
be willing to switch could be grouped in several categories. Most respondents willing
to switch mentioned they would change only if their friends would change as well
(36 %) or if their privacy was better protected at the other site (33 %). Alternatively,
respondents would be willing to switch if the other site might be easier, better, or
more fun (20.3 %), or they would switch for another reason (10.7 %). Of the 359
(64.1 %) respondents not willing to change, the most often heard reason was that
they were satisfied with their current SNS (54.2 %), followed by, that it would cost
too much time and effort (10.2 %), they are using their current profile little as it is
(9.6 %), it would result in even more information on the internet (3.1 %), and other
reasons (8.2 %).

These results provide support for the second hypothesis as the majority of respon-
dents indicated to be unwilling to switch to a different SNS provider. Furthermore,
a third of the respondents willing to change will only do so if their current social
network (i.e. their friends) switches as well.
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15.3.3 Age Based Differences for Importance Percentages

The third hypothesis stated that in comparison to older individuals, younger individ-
uals would attribute more importance to privacy protection against social conflict.
Investigation of the importance percentages did not provide support for this hy-
pothesis. Although one-way ANOVA showed a significant age effect for tagging, F
(7,552) = 2.307, p = .025, post hoc analysis did not indicate a significant difference
between any of the age groups. Furthermore, no age effect was found for real in-
formation, F (7,552) = 1.817, p = .082, data ownership, F (7,552) = 1.271, p = .262,
access by third parties, F (7,552) = .583, p = .770, private profile, F (7,552) = 1.275,
p = .260, and visibility of visitors, F (7,552) = .778, p = .606.

Similarly, investigation of the self-reported importance of the features with χ2

analyses showed little to no support for the hypothesis. A significant age effect was
found for access by third parties, χ2 (7, 560) = 16.60, p = .020, and for visibility
of visitors, χ2 (7, 560) = 21.51, p = .003. Significantly more 41–50-year-olds and
respondents older than 50 reported these features to be most important for their
decisions. No age effect was found for data ownership, χ2 (7, 560) = 11.14, p = .133,
real information, χ2 (7, 560) = 5.99, p = .540, private profile, χ2 (7, 560) = 11.57,
p = .115, and tagging, χ2 (7, 560) = 6.44, p = .489.

To summarize, no concrete differences were found between the age groups con-
cerning the importance percentages obtained through analysis and the self reported
importance of the features. Which means that not only all respondents of all ages
similalry reported which feature was most important for their decision making, but
they also made similar decisions during the discrete choice tasks resulting in similar
importance percentages. Subsequently, the discrepancy between the importance per-
centages obtained through analysis and the self reported importance of the features
is similar as well for respondents of all ages.

15.3.4 Concerns and Experienced Negative Consequences

First, respondents’ responses to what they were concerned about when using SNSs
were investigated. Of all respondents, 228 (40.7 %) reported to be concerned with
something when using their profile. Table 15.5 provides an overview of what re-
spondents were concerned with. Overall, significantly fewer 12–19-year-olds (32 %)
reported to be concerned when using their profile compared to 20–30-year-olds
(52.8 %) and respondents 31-years-old and older (41.2 %), χ2 (4, 560) = 18.64,
p = .001.

Privacy was mentioned as a concern most often (41.2 %) followed by misuse
information (32.5 %), criminals (12.3 %), undesired contact (7.0 %), social conflict
(4.8 %) and other (2.2 %). Significantly more respondents 31 and older and fewer 12–
19-year-olds were concerned about misuse information, χ2 (2, 228) = 9.72, p = .008.
No age differences were found in the number of respondents who were concerned
with privacy, χ2 (2, 228) = 4.94, p = .085, criminals,χ2 (2, 228) = 4.29, p = .117.
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Table 15.5 Reported concerns or experienced negative consequences from using social network
sites

12–19 20–30 30 + Total

Concerns
N 64 76 88 228
Misuse information 21,9 % 27,6 % 44,3 % 32,5 %
Privacy 34,4 % 51,3 % 37,5 % 41,2 %
Criminals 10,9 % 18,4 % 8,0 % 12,3 %
Undesired contact 17,2 % 1,3 % 4,5 % 7,0 %
Social Conflict 12,5 % 1,3 % 2,3 % 4,8 %
Other 3,1 % 0,0 % 3,4 % 2,2 %

Experienced
N 35 15 31 81
Misuse information 0,0 % 13,3 % 16,1 % 8,6 %
Privacy 17,1 % 6,7 % 22,6 % 17,3 %
Criminals 2,9 % 20,0 % 3,2 % 6,2 %
Undesired contact 5,7 % 26,7 % 19,4 % 14,8 %
Social Conflict 57,1 % 20,0 % 22,6 % 37,0 %
Other 17,1 % 13,3 % 16,1 % 16,0 %

Due to the low number of respondents undesired contact, social conflict,and other
could not be reliably analyzed, although a trend is visible in Table 15.5 that 12–19-
year-olds more often reported the former two.

Eighty-one respondents (14.5 %) reported to have actually experienced a negative
consequence from their presence in a SNS. Table 15.5 shows what negative conse-
quences were experienced by respondents. No age differences were found in number
of respondents reporting negative experiences, χ2 (2, 560) = 3.39, p = .183.

Social conflict was the most reported negative experience (41.2 %), followed by
privacy (17.3 %), other (16.0 %), undesired contact (14.8 %), misuse information
(8.6 %) and criminals (6.2 %). The low number of respondents does not allow for a
reliable comparison between the age groups. However, a higher percentage of 12–19-
year-olds reported social conflict, while fewer 12–19-year-olds reported undesirable
contact and misuse information. Privacy and criminals were reported by more 20–
30-year-olds.

These results suggest that differences do exist between the online experience of
privacy of younger and older individuals in line with the expectations of hypothesis
3. Respondents 12–19-year-old appear to be more concerned about social conflict,
and report to have experienced it more often.

Finally, to investigate hypothesis 4 which predicted a relationship between the
attribution of importance to privacy protection features and experienced negative
consequences, the relationship between negative experiences and the importance
percentages obtained from analysis was explored. A significant relationship was
found between the reported negative experiences and the feature data ownership.
Respondents who reported to have experienced a negative experience had a signif-
icantly higher importance percentage (23.6 %) for the feature data ownership than
respondents who reported not to have experienced a negative experience (20.3 %), F
(1,559) = 6.330, p = 0.012.
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Further investigation showed that only respondents who experienced misuse of
their information attributed more importance to data ownership. The importance
percentage for these respondents was 35.1 % as opposed to the average importance
percentage of 23.6 %. However, due to the low number of respondents involved in this
analysis, the results did not achieve statistical significance. Therefore, only marginal
support was found for the hypothesis. No statistical significant relationship was
found between reported concerns and attributed importance to the various privacy
protection features.

15.4 Discussion

This article’s main objective was to compare the relative importance SNS users
attribute to privacy protection against data mining, identity theft, and social conflict.
The presented results show that respondents of all ages attribute most importance to
privacy protection against data mining and identity theft. Furthermore, respondents
display decision patterns primarily aimed at avoiding obvious privacy violations as
opposed to achieving the best possible privacy protection. The implications of these
results will be further discussed next.

As was stated in the first hypothesis, respondents were found to attribute most
importance to privacy protection features against data mining and identity theft.
Thus, SNS users’ privacy concerns appear to match the privacy threats given most
attention by academia and media alike (Acquisti and Gross 2006; Andrews 2012;
Debatin et al. 2009; Govani and Pashley 2005; Gross and Acquisti 2005; Noda 2009;
Timmer 2009). This suggests that all respondents were at least to some degree aware
of the possible dangers and thus the importance of protection against these potential
privacy threats.

In the introduction, it was argued that individuals’ online behavior should not be
used as gradient for their privacy concerns, because SNSs are primarily used for the
possibilities they create for social interaction (Ellison et al. 2007; Steinfield et al.
2008). Indeed, only a third of respondents reported to be willing to switch in line
with the second hypothesis. Furthermore, a third of those willing to switch reported
explicitly that they would only switch if their social network (of friends) would
switch as well, further supporting that participation is generally based on the social
merits these sites provide and the choice of SNSs thus largely depends on where the
social network of the individual is present.

In other words, the social utility of SNSs appears to be the primary reason indi-
viduals make use of the sites and thus have to accept the potential privacy threats
as a cost for participation. Given the massive popularity of SNSs- Facebook has
over 1 billion users3- non-participating may even be associated with social costs by
individuals as they miss out on the social interaction (Raynes-Goldie 2010). As a
result even privacy concerned individuals are likely to participate on SNSs. Since
the business model of SNSs depends on their users sharing information as openly

3 Statistic from newsroom.fb.com
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as possible (Andrews 2012; Pékarek and Leenes 2009), safeguarding the privacy of
their users can not be considered their priority.

No support was found for the third hypothesis which stated that younger respon-
dents would attribute more importance to protection features against social conflict.
Neither the importance percentages obtained through conjoint analysis, nor the self
reported importance attribution differed significantly between younger and older re-
spondents. The hypothesis was based on CPM theory predicting differences between
desired privacy boundaries as age progresses (Petronio 2002) and previous studies
suggesting youth to be more concerned about their privacy in relation to social con-
flict with known others (boyd and Marwick 2011; Livingstone 2008; Marwick et al.
2010; Raynes-Goldie 2010). Only the fact that more 12–19-year-olds reported fears
or negative consequences related to social conflict provides some support that these
privacy concerns play a bigger role for youth.

A possible explanation for the lack of differences between the age groups concern-
ing the importance attributed to the privacy protection features could be that users
have numerous other tools to safeguard their privacy concerning social conflict. Even
without the features used in this study, youth can safeguard their privacy concerning
social conflict by using multiple sites, or by using more private channels for more
intimate interactions (boyd and Marwick 2011, p. 14; Lampinen et al. 2009; Stutz-
man and Hartzog 2009). Conversely, users are fully dependent on the settings and
policies provided by the SNS platform concerning their privacy protection against
data mining and identity theft, especially if deception is not possible or desirable. As
a result, even if younger individuals are more concerned to avoid social conflict they
may still have prioritized their privacy protection against data mining and identity
theft in this study, because they have no control over these forms of privacy other
than the features the SNS provides.4

The lack of differences between age groups does suggest that even young respon-
dents are aware of the importance of privacy protection features on SNSs against
data mining and identity theft. It is noteworthy that respondents of all ages (i.e. even
12-year-olds and adults) attributed similar importance to all privacy protection fea-
tures. Especially since younger individuals are often considered to care less about
their privacy than adults. These results suggest that SNS users of all ages still at-
tribute importance to their privacy protection from data mining and identity theft,
even though their use of SNSs makes them vulnerable to these threats.

A distinctive pattern was found in the utility scores. Instead of demonstrating
a clear preference, respondents instead demonstrated a clear dislike (relative to the
other levels) for a certain level of each feature. In other words, respondents’decisions
during the discrete choice tasks were not necessarily based on obtaining a certain
ideal SNS concerning privacy protection, but mainly on avoiding unacceptable pri-
vacy violations. When looking at real information, for example, respondents didn’t
primarily pick the SNSs in which they didn’t have to fill in any information (in fact
having to provide an email address, not shown on the profile was most preferred),

4 New developments like the Google dashboard may give users more control in time in this respect.
Google Dashboard promises users more transparency and control concerning the information linked
to their google accounts. https://accounts.google.com
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but mainly avoided those SNSs which required them to show the information on
their profile. At that point the privacy situation apparently became unacceptable for
respondents.

The previously described decision pattern seems related to the fact that individuals
often take active steps to protect their privacy after an incident. A negative incident is
often the first clear sign that the privacy protection was lacking. Therefore, individuals
may be under the impression that their privacy protection is good enough until it is
too late. Either because they lack of accurate knowledge on how well protected they
are (Hoofnagle et al. 2010) or don’t expect to be singled out amongst all the other
SNS users (e.g. “Safety in numbers”, see Grimmelman 2009, p. 1161). As a result,
individuals can be expected to only take action once their lacking privacy protection
has become visible through a negative experience, as opposed to continuously trying
to obtain the best privacy protection.

Here, however, only marginal support was found for the fourth hypothesis that
respondents importance attribution to privacy protection features would related to
experienced negative consequences. Respondents who reported their data having
been misused, did attribute more importance to the feature data ownership, but not
statistical significance was obtained. This could be the result of the low number of
respondents reporting to have experienced a negative consequence, or could simply
mean that this relationship does not exist. Future studies may want to explore this
more elaborately.

The focus on avoiding unacceptable privacy violations might also be related to
the discrepancy found between what conjoint analysis produced as main features
for decision making, i.e. real information, data ownership, and access third parties,
and what respondents reported to be the main feature, i.e. private profile. Although
the former three features were the most prominent for decision making according
to conjoint analysis, the decision for these features may have been made by rules
of thumb: if the level to be avoided was present, that SNS would not be chosen.
As mentioned before, for the feature private profile, numerous alternatives exist for
SNS users to protect their privacy, while for the other three features concerning data
mining and identity theft they are primarily dependent on what the SNS provides.

In this study, respondents apparently first and foremost tried to avoid the un-
desired levels for real information, data ownership, and access third parties. This
decision may have been made relatively easy in the respondents’ mind. The subse-
quent decision if two or more SNSs would still be left, would have to be based on the
remaining features. This aspect of decision making may have been more prominent
for respondents and as a result indicate the feature private profile as most important
for decision making.

15.4.1 Limitations

This study made use of a CBC design to assess the privacy attitudes of SNS users. The
used levels in this experiment are rather long compared to usual discrete choice tasks
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making the decision making more difficult. When discrete choice models become
too complex, respondents could resort to simplified decision strategies. Instead of
assessing the entire scenario, they will mainly focus on one or two features that are
important to them. In this case it could have occurred for real information, and espe-
cially for the level which required a telephone number to be provided which would be
visible on the profile. This may have been particularly unacceptable, causing some
respondents to base their decision primarily on this.

A second limitation is the fact that the presented SNSs consisted of only privacy
related features. No features were included concerning the services a SNS provides
(e.g., gaming or interaction possibilities), possible costs (e.g., monthly fee), or other
concerns (e.g., safety). The aim of the current study was to distinguish the attributed
importance to privacy protection from various risks. Additional non-privacy related
features would have made the SNSs too big for respondents to make repeated concen-
trated rational decisions. Therefore, no conclusions can be drawn on how important
privacy protection is in relation to the provided services, costs, or other concerns.
Future studies might want to do a similar set up with non-privacy related features in
order to investigate the relative importance of privacy protection in relation to these
other factors.

15.5 Conclusion

The results showed that respondents of all ages attribute more importance to privacy
protection features against data mining and identity theft than social conflict. Here
it was argued, that SNSs are used for their social merits and individuals generally
have little choice on what SNSs to use. As a results, users are dependent on the
SNS platform to provide the necessary privacy protection against the various privacy
threats of data mining and identity theft. Lack of these features does not necessarily
mean that the users no longer care about these privacy threats, as the results here
demonstrated.

A recent initiative, The Brussels Privacy Declaration5, calls attention to the need
for regulation of privacy rights online. The results presented here further support the
urgency for the development of regulation of online privacy. Even though SNS users
are aware of the importance of privacy protection against data mining and identity
theft, they generally do not optimize their privacy protection. Instead, they appear
to settle for what they perceive as good enough, which is avoiding the obvious and
worst privacy violations. In addition, users are generally dependent on the service
provider concerning what privacy protection is available. As such the need for
regulation is great; SNS users cannot be expected to protect their own privacy opti-
mally, certainly if the only way to perfectly maintain the online boundaries is by not
participating.

5 Brusselsdecleration.net
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