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Abstract This work considers the secure and reliable information transmission in
two-hop relay wireless networks without the information of both eavesdropper
channels and locations. This papers focuses on a more practical network with finite
number of system nodes and explores the corresponding exact results on the
number of eavesdroppers the network can tolerant to ensure a desired secrecy and
reliability. For achieving secure and reliable information transmission in a finite
network, two transmission protocols are considered in this paper, one adopts an
optimal but complex relay selection process with less load balance capacity while
the other adopts a random but simple relay selection process with good load
balance capacity. Theoretical analysis is further provided to determine the exact
and maximum number of independent and also uniformly distributed eavesdrop-
pers one network can tolerate to satisfy a specified secrecy and reliability
requirements.
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1 Introduction

Two-hop ad hoc wireless networks, where each packet travels at most two hops
(source-relay-destination) to reach its destination, has been a class of basic and
important networking scenarios [1]. Actually, the analysis of basic two-hop relay
networks serves as the foundation for performance study of general multi-hop
networks. Due to the promising applications of ad hoc wireless networks in many
important scenarios (like battlefield networks, emergency networks, disaster
recovery networks), the consideration of secrecy (and also reliability) in such
networks is of great importance for ensuring the high confidentiality requirements
of these applications. This paper focuses on the issue of secure and reliable
information transmission in the basic two-hop ad hoc wireless networks.

Traditionally, the information security is provided by adopting the cryptogra-
phy approach, where a plain message is encrypted through a cryptographic algo-
rithm that is hard to break (decrypt) in practice by any adversary without the key.
While the cryptography is acceptable for general applications with standard
security requirement, it may not be sufficient for applications with a requirement of
strong form of security (like military networks and emergency networks). That is
because the cryptographic approach can hardly achieve everlasting secrecy, since
the adversary can record the transmitted messages and try any way to break them
[2]. That is why there is an increasing interest in applying signaling scheme in
physical layer to provide a strong form of security, where a degraded signal at an
eavesdropper is always ensured such that the original data can be hardly recovered
regardless of how the signal is processed at the eavesdropper. We consider
applying physical layer method to guarantee secure and reliable information
transmission in the two-hop wireless networks.

By now, a lot of research efforts have been dedicated to providing security
through physical layer methods. A power control scheme is proposed in [3] to
ensure that an eavesdropper can never reach its desired signal-to-noise-plus-
interference ratio (SINR). However, such scheme is not effective when the
eavesdropper has a better channel than the receiver. The technique of artificial
noise generation has also been widely explored to jam the eavesdroppers and
provide secure transmission in the relay communications [4-7]. Recently, the
cooperative jamming through node cooperation has been demonstrated to be
efficient in ensuring physical layer security [8—10]. It is notable that these schemes
generally reply on the knowledge of eavesdropper channels and locations to jam
eavesdroppers. In practice, however, it is difficult to gain such information, spe-
cifically in untrusted network environment. To address this constraint, a cooper-
ative protocol based on artificial noise generation and multi-user diversity has been
proposed recently in [11] to achieve secure transmission in two-hop wireless
networks without the knowledge of eavesdropper channels and locations. In par-
ticular, the asymptotic behavior of such cooperative protocol in a network has been
reported there to illustrate how the number of eavesdroppers the network can
tolerate scales as the number of system nodes there tends to infinite.
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This paper focuses on applying the relay cooperation scheme to achieve secure
and reliable information transmission in a more practical finite two-hop wireless
network without the knowledge of both eavesdropper channels and locations.

The remainder of the paper is organized as follows. Section 2 introduces the
system models and two cooperative transmission protocols considered in this
paper. Section 3 provides theoretical analysis and also related discussions of the
two protocols, and Sect. 4 concludes this paper.

2 System Models and Transmission Protocols
2.1 Network Model

As illustrated in Fig. 1 that we consider a network scenario where a source node
S wishes to communicate securely with its destination node D with the help of
multiple relay nodes Ry, R, ..., R,. In addition to these normal system nodes, there
are also m eavesdroppers Ei, E,, ..., E,, that are independent and also uniformly
distributed in the network. Our goal here is to ensure the secure and reliable
information transmission from source S to destination D under the condition that
no real time information is available about both eavesdropper channels and
locations.

2.2 Transmission Model

Consider the transmission from a transmitter A to a receiver B, and denote by xl(A)

the ith symbol transmitted by A and denote by yEB) the ith signal received by B. We
assume that all nodes transmit with the same power E, path loss between all pairs

of nodes is equal and independent, and the frequency-nonselective multi-path

Fig. 1 System scenario O O
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fading from A to B is a complex zero-mean Gaussian random variable. Under the
condition that all nodes in a group of nodes, R, are generating noises, the ith signal
received at node B from node A is determined as:

yEB) = hA,B\/ExEM + ZhA,-,B\/ExEAi) + ”EB) (1)
AjER

. B . . . .
where the noise {nl( )} at receiver B is assumed to be i.i.d complex Gaussian

random variables with E [

2
”58)’ } = Ny, and |hA_B|2 is exponentially distributed

with mean E[|hA,B|2]. Without loss of generality, we assume that E[|hAﬁB‘2} =1.
The SINR C, p from A to B is then given by

Eq|hag| 2
Sam Eslha, sl +Nofy

(2)

Cap =

For a legitimate node and an eavesdropper, we use two separate SINR
thresholds yz and yg to define the minimum SINR required to recover the trans-
mitted messages for legitimate node and eavesdropper, respectively. Therefore, a
system node (relay or destination) is able to decode a packet if and only if its SINR
is greater than yg, while the transmitted message is secure if and only if the SINR at
each eavesdropper is less than yg.

2.3 Transmission Protocols

We consider here two transmission protocols for secure and reliable information
transmission in two-hop wireless networks. The first is optimal relay selection
protocol, in which the optimal relay node with the best link condition to both
source and destination is always selected for information relaying. The optimal
relay selection protocol works as follows.

(1) Channel measurement between source S and relays: The source S broadcasts a
pilot signal to allow each relay to measure the channel from S to itself. The
relays, which receive the pilot signal, can accurately calculate
thR_/’j: 1,2,...,}1.

(2) Channel measurement between destination D and relays: Analogous to the
step 1, the destination D broadcasts a pilot signal to allow each relay to
measure the channel from D to itself. The relays, which receive the pilot
signal, can accurately calculate hpg,,j =1,2,...,n.

(3) Relay section: The relay with the largest min(’hs_Rf ‘2, ‘hD,Rj ‘2), j=12,....n

is selected as relay, indexed by j*. Using the same method with step 1 and step
2, each of the other relays R;,j = 1,2,...,n,j # j* exactly knows hg g..
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(4) Message transmission from source S to the selected relay R;: The source
S transmits the messages to R;-. Concurrently, the relay nodes in cooperative
relay node set R;, consists of cooperative nodes with the first ¢ small

’thRj* 2, j=1,2,...,n,j#J*, transmit noise to generate interference at
eavesdroppers.

(5) Message transmission from the selected relay R;- to destination D: Similar to
the Step 4, the relay R;- transmits the messages to destination D. Concurrently,
the relay nodes in cooperative relay node set R,, consists of cooperative nodes
with the first # small ‘hRj_D 27]' =1,2,...,n,j # j*, transmit noise to generate
interference at eavesdroppers.

The second is random relay selection protocol, in which the relay node is
randomly selected. The random relay selection protocol works as follows.

(1) Relay selection: A relay node, indexed by j', is selected randomly from
candidate relay nodes R;,j = 1,2,...,n.

(2) Channel measurement between the selected relay and the other relays: The
selected relay j* broadcasts a pilot signal to allow each of other relays to
measure the channel from ;* to itself. Each of the other relays R;,j=
1,2,...,n,j # j* then knows the corresponding value of hg; R. -

(3) Channel measurement between destination D and the other relays: The des-
tination D broadcasts a pilot signal to allow each of other relays to measure the
channel from D to itself. Each of the other relays R;,j = 1,2,...,n,j # j* then
knows the corresponding value of hg, p.

(4) and (5) These two steps are same with that of the optimal relay selection

protocol.

3 Theoretical Analysis

This section first defines the transmission outage and secrecy outage adopted in
this paper to depict transmission reliability and transmission secrecy, and then
provides theoretical analysis to determine the numbers of eavesdroppers a network
can tolerate based on the proposed protocol.

The parameter ¢ involved in the proposed protocol determines whether the relay
and destination can receive the messages successfully and whether sufficient noise is
generated to suppress eavesdroppers. For the analysis of the proposed protocol, we
first determine the range for the parameter ¢ o ensure both secrecy requirement and
reliability requirement, based on which we then analyze the number of eaves-
droppers a network can be tolerate by applying the protocol. There are two constants

. . 2 2
71 and 1,, which satisfies |hRj’Rj¥| <1,R; € Ry and |hR/.7D| <1,R; € R,.
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3.1 Transmission QOutage and Secrecy Outage

For a transmission from the source S to destination D, we call transmission outage
happens if D cannot decode the transmitted packet, i.e., D received the packet with
SINR less than the predefined threshold yg. The transmission outage probability,

denoted as PE,Q, is then defined as the probability that transmission outage from

S to D happens. For a predefined upper bound & on PE,B, we call the communi-

cation between S and D is reliable if Pg,) < &. Notice that for the transmissions
from S to the selected relay R;- and from R;- to D, the corresponding transmission
outage can be defined in the similar way as that of from S to D. We use O(ST_{R& and
J

ng)ﬂ p to denote the events that transmission outage from source S to R;- happens
and transmission outage from relay R;- to D happens, respectively. Due to the link
independence assumption, we have
T T T T T
Pt = P(0. ) + P(0F) ) = P(0 ) - P(05) ) (3)
Regarding the secrecy outage, we call secrecy outage happens for a transmis-
sion from S to D if at least one eavesdropper can recover the transmitted packets
during the process of this two-hop transmission, i.e., at least one eavesdropper
received the packet with SINR larger than the predefined threshold y;. The secrecy

outage probability, denoted as Pg),, is then defined as the probability that secrecy
outage happens during the transmission from S to D. For a predefined upper bound
& on P((,f,),, we call the communication between S and D is secure if P((,f,), <.
Notice that for the transmissions from S to the selected relay R;- and from R;« to D,

the corresponding secrecy outage can be defined in the similar way as that of from
S to D. We use O<SS_>>Rj* and ngLD to denote the events that secrecy outage from
source S to Rj- happens and secrecy outage from relay R;- to D happens, respec-
tively. Again, due to the link independence assumption, we have

P(osu)z = P(O(SS—>>Ri*) + P(Og*)ﬂz)> - P(Ogs—)de,»x) 'P(Og&)ﬁp) (4)

3.2 Analysis of the Optimal Relay Selection Protocol

We first establish the following two lemmas regarding some basic properties of

P(DZ,) PE,‘Z), and ¢, which will help us to derive the main result in Theorem 1.

Lemma 1 Consider the network scenario of Fig. 1 with equal path-loss between
all pairs of nodes, under the optimal relay selection protocol the transmission



Secure and Reliable Transmission 403

outage probability P((,Q and secrecy outage probability Pg,), there satisfy the
following conditions.

2n

P(T) <2 [1 . e—2~,,vktmux(r]712)j| ”_ [1 B e—Zerlnax(IlﬁCz):| (5)

out
1 t 1 2t
Piff,szm-( )—mz-( ) (6)

Lemma 2 Consider the network scenario of Fig. 1 with equal path loss between

all pairs of nodes, to ensure PE,B <& and PS,S,), <&, by applying the proposed

protocol, the parameter t must satisfy the following condition.

log(%\/rs) log[l -(1- \/lTa,)l]
log(1+7g) * —2ygpmax(ty,12)

(7)

The proof of Lemma 1 and Lemma 2 can be found in [12].
Based on the results of Lemma 2, we now can establish the following theorem
about the performance of the proposed protocol.

Theorem 1 Consider the network scenario of Fig. 1 with equal path loss between

all pairs of nodes. To guarantee PE,Q <¢ and ng), < & based on the optimal relay

selection protocol, the number of eavesdroppers m the network can tolerate must
satisfy the following condition.

e -y

N R e ®)
Proof From Lemma 2 we know that to ensure the reliability requirement, we have

log [1 - (1- \/1T8,)l]
<

©)

—2ygmax(t, 72)

To ensure the secrecy requirement, from Lemma 2 we know

m< (1= VT=2) - (1+75) (10)

By letting ¢ take its maximum value. Substituting (9) into (10), we get (8).
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3.3 Analysis of the Random Relay Selection Protocol

We first establish the following two lemmas regarding some basic properties of

P((,i,) , Pff), and ¢, which will help us to derive the main result in Theorem 1.

Lemma 3 Consider the network scenario of Fig. 1 with equal path-loss between

all pairs of nodes, under the random relay selection protocol the transmission

outage probability Pg; and secrecy outage probability P,(,‘ZZ there satisfy the

following conditions.

P <1 — e mwimim) (11)

1 t 1 2t
P <2m- —m’ (12)
1+ 1+

The proof of Lemma 3 can be found in [12].

Lemma 4 Consider the network scenario of Fig. 1 with equal path loss between
all pairs of nodes, to ensure P((,Q <ég and P((;,i), <& by applying the random relay
selection protocol, the parameter t must satisfy the following condition.

log(l_\’/"l_—%) log (1%8’)
log(1+7g) "ygt(T1 + 12)

(13)

The proof of Lemma 4 can be found in [12].
Based on the results of Lemma 4, we now can establish the following theorem
about the performance of the proposed protocol.

Theorem 2 Consider the network scenario of Fig. 1 with equal path loss between
all pairs of nodes. To guarantee PE,Q <& and Pﬁ,f), <& based on the proposed
protocol, the number of eavesdroppers m the network can tolerate must satisfy the

following condition.

loglog(lll;r)

ms (1= V=) () w0 (14)

Proof From Lemma 4 we know that to ensure the reliability requirement, we have

log(l L-)
< N1

= yrt(T1 +12)

(15)
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To ensure the secrecy requirement, from Lemma 3 we know

m< (1= VT=2) - (1+7) (16)

By letting ¢ take its maximum value, Substituting (15) into (16), we get (14)

4 Conclusion

This paper explores reliable and secure information transmission through multiple
cooperative systems nodes in two-hop relay wireless network with passive
eavesdroppers of unknown channels and locations, for which two transmission
protocols are considered. For each protocol, theoretical analysis has been provided
to show the number of eavesdroppers the network can tolerate subject to con-
straints on transmission outage probability and secrecy outage probability. These
two protocols, each has different performance in terms of eavesdropper tolerance,
load and energy consumption distribution among nodes, and also relay selection
complexity, are suitable for different network scenarios depending on network
scale and also energy consumption constraint there.
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