Chapter 14
Polar Classification of Nominal Data

Guy Wolf, Shachar Harussi, Yaniv Shmueli, and Amir Averbuch

Abstract Many modern systems record various types of parameter values. Numer-
ical values are relatively convenient for data analysis tools because there are many
methods to measure distances and similarities between them. The application of
dimensionality reduction techniques for data sets with such values is also a well
known practice. Nominal (i.e., categorical) values, on the other hand, encompass
some problems for current methods. Most of all, there is no meaningful distance
between possible nominal values, which are either equal or unequal to each other.
Since many dimensionality reduction methods rely on preserving some form of sim-
ilarity or distance measure, their application to such data sets is not straightforward.
We propose a method to achieve clustering of such data sets by applying the diffu-
sion maps methodology to it. Our method is based on a distance metric that utilizes
the effect of the boolean nature of similarities between nominal values (i.e., equal or
unequal) on the diffusion kernel and, in turn, on the embedded space resulting from
its principal components. We use a multi-view approach by analyzing small, closely
related, sets of parameters at a time instead of the whole data set. This way, we
achieve a comprehensive understanding of the data set from many points of view.
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14.1 Introduction

One of the most sought after tasks nowadays is that of finding patterns and struc-
tures in large volumes of high dimensional data. As storage becomes cheaper, net-
work bandwidth increases and sampling technologies become more advanced, the
amounts of data collected from various systems increase exponentially. A common
trend in many applications is to log and record every action of the system for fu-
ture analysis. In particular, errors and exceptions are common types of massively
recorded items.

The task of unsupervised learning of high-dimensional data has been studied
extensively in statistical and machine learning literature. Usually, an assumption
concerning the underlying structure of the data is made. One common assumption
is that the data consist of classes that represent some form of similarity between data
points from the same class. Detecting the classes and classifying the data points is
often done by clustering algorithms applied to a data representation, which preserves
some desired properties (i.e., similarities) of the data set.

Classical clustering algorithms are loosely divided into two major categories.
Partitional algorithms aim at finding an optimal partition of the data set into the de-
sired clusters. Hierarchical algorithms, on the other hand, aim at constructing a hier-
archy of clusters from the data. This is usually done in several iterations, each refin-
ing the previous one while providing the hierarchy with an additional level. Classic
partitioned algorithms are k-Means [27] and its variants (e.g., Fuzzy c-Means [3]
and k-Prototypes [22], which adapts k-Means to handle categorical values). Typ-
ical hierarchical algorithms are BIRCH [42], CURE [18], and Chameleon [25].
Modern algorithms also use additional approaches. Density-based clustering algo-
rithms, such as DBSCAN [16], DENCLUE [20], and OPTICS [2], define clusters as
dense areas separated by sparse ones. Grid-based clustering algorithms analyze cells
rather than single samples, thus being more efficient computationally. Some typi-
cal examples of such algorithms are STING [37], STING+ [38], WaveCluster [32],
CLIQUE [1], GDILC [43], and Localized Diffusion Folders [12].

The data types handled by a clustering algorithm can be divided into three ma-
jor categories [36]: numerical, nominal, and transactional. Most of the study of
clustering algorithms deals with numerical data sets, in which there is a relatively
simple notion of proximity or similarity between samples. Most of the algorithms
mentioned above deal with numerical data; additional examples can be found in
[4, 17, 24].

While there are significantly less clustering algorithms designed for handling
nominal data, some classic examples do exist. Notable examples of such clustering
algorithms are k-Modes [21] and ROCK [19], both of which deal directly with nom-
inal data, and OPOSSUM [34], which deals with ordinal data (i.e., discrete values
with order). A different approach is to transform the categories in the data to numer-
ical values. This can be done either by using some order between them or by using
binary encoding (1 means a category that appeared for a sample while 0 means the
opposite), which would result in a large but very sparse data set. Some examples of
this approach can be found in [31, 33].
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The last category (i.e., transactional data) is poorly structured in the sense that
each sample, also called transaction, contains a variable set of values describing
it. Since there is no constant order to the properties of an entry, and their amount
may change from sample to sample, comparing samples in such data sets becomes
a fairly complicated task. Such data sets may, in some cases, be flattened and refor-
matted into a nominal format (e.g., by setting an absolute order to the properties and
using a special value to express N/A values), in which case the previously mentioned
algorithms can be applied. Some examples of algorithms that directly analyze trans-
actional data are Largeltem [35], SLR [41] and CLOPE [39]. Some recent methods
for analyzing both nominal and transactional data can be found in [36].

In recent years, dimensionality reduction techniques were used to obtain low-
dimensional representations that amplify the similarities between data points.
A popular and successful dimensionality reduction method for this purpose is Diffu-
sion Maps (DM) [8, 26]. This method is based on defining the similarities between
data points by using a diffusion kernel, which describes a diffusion process (i.e.,
random walks) on the data set. The first few eigenvectors of this kernel can be used
to obtain a low-dimensional representation of the data set, in which the Euclidean
distances between data points correspond to random-walk distances, also called dif-
fusion distances, between their original (high-dimensional) counterparts.

Usually, classes of similar data points appear, in the resulting low-dimensional
space, as dense clusters separated by sparse areas [10]. By using a density function
one can detect these clusters and the data points within them and thus achieve the
desired analysis. This methodology was applied for classification and anomaly de-
tection tasks [10]. In the case of anomaly detection, the classes were considered to
represent normal behavior while data points that did not belong to any class were
considered to be anomalous.

The DM methodology is based on similarities defined by a suitable distance
metric. A Gaussian kernel is then used to give the notion of neighborhoods and,
with proper normalization over each neighborhood, the diffusion kernel is obtained.
When the data contains numeric measurements, there is a wide variety of distance
metrics that can be used. Common metrics are the /; and /, metrics, which give
good results in many practices. When, on the other hand, the data contains nominal
values, finding a suitable distance metric is less obvious, as nominal values can be
either equal or unequal with no notion of distance or proximity between different
values.

One recent approach for handling nominal-valued data sets uses the Hamming
distance as the metric that the diffusion kernel is based on. A method, which is
based on it, to analyze mixed data sets containing both numeric- and nominal-valued
parameters is presented in [13]. This approach can prove useful when there is a one-
to-one correspondence between the rows in the data set and the analyzed items, and
no bias is created by the dependencies between the parameters of the data set.

In this paper, we deal with a more general nominal-valued data set. We allow
several data rows to be related to the same analyzed item. Also, we do not assume
that the parameters of the data set are unrelated and we take into account possible
bias due to dependencies between them. We define two possible distance metrics
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that can be seen as an extension of the Hamming distance. We apply the DM method
using these metrics to analyze items, each of which is represented by several rows
from the data set.

The structure of the embedded space, which is achieved by the described method,
is uniquely different from the ones that appear in many other studies. Instead of
similar items being concentrated in dense clusters, these items form rays emanat-
ing from a common center near the origin. This unique geometry is a result of the
discrete nature of the used distance metric and the resulting diffusion kernel. The
clusters are thus identified as having common directions. The rays are not dense
when represented by Cartesian coordinates. In polar coordinates, or at least those
that correspond to angles, the data points on the same ray are very similar. This ob-
servation provides a clustering method to be applied to the embedded space and the
method thus called polar clustering.

In addition to the new distance metric used in this paper, we also use a multi-
view approach for analyzing the data in an unbiased manner. Multi-view techniques
have been applied to many data analysis problems. In these problems, the studied
samples consist of different subsets of parameters that, in some cases, even come
from different sources. Each of these subsets contributes partial knowledge for the
clustering process. Fusing them together can lead to an improved solution. This is
done by utilizing the agreements among different views, each representing a single
subset. The challenge in these techniques is to find the right parameter partition into
subsets, and to understand the weight of each subset and its potential contribution to
the learning process. Then, one needs to apply proper normalization and blending
methods between the subsets while overcoming problems like cross-dependencies,
normalization, repetition, and over- or under-weighting of parameters and subsets.

One common method for dealing with multiple sources (or subsets) of data pa-
rameters is to simply ignore the distinctions and concatenate parameters from all
the sources into one vector. This represents an implicit assumption that all the pa-
rameters, from all the sources, are directly comparable, which is usually not true.
Multi-view methods, on the other hand, consider the differences between the sub-
sets and use them to better train the classifier that will be used to analyze the data.
One method for applying such a technique is to design a special graph that is based
on multiple sources and to use the kernel induced by the graph as the input for a
kernel based clustering algorithm [15].

Other multi-view algorithms train two independent classifiers that bootstrap by
providing each other with labels for the unlabeled data. The training algorithms tend
to maximize the agreement between the two independent classifiers [6, 40]. It has
also been shown that the disagreement between two independent classifiers is an
upper bound for the error rate of a classifier achieved by uniting them together [9].
This could explain the recent success of multi-view learning in motivating clustering
methods that are based on a multi-view approach.

Multi-view classification methods are sometimes called, in the literature, co-
training or co-clustering. Under these names, they have been studied thoroughly
in [5], where multi-view versions were presented for familiar partitioning meth-
ods, such as k-Means, k-Medoids, and EM. Another method that can be used is to
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construct a specific kernel (similarity) matrix for each view, and then to blend the
matrices into a single kernel matrix. This combined kernel can be used to apply fur-
ther analysis to the data as a whole, e.g., by training a support vector machine that
is based on it [14].

The application of multi-view approaches in conjunction with the DM method-
ology can be seen in [10, 12, 28]. These works use a hierarchy of views to provide a
complete analysis of the data. Construction of each level in the hierarchy by pruning
clusters in the previous level and determining the affinities between the pruned clus-
ters is given in [10, 12] whose theoretical justification is given in [11]. This affinity
is based on the relations revealed by examining small views, each of which contains
samples in the two clusters compared by the view.

The other mentioned paper [28] is based on organizing the parameters in a hi-
erarchical structure according to what they measure. Then, it works in a bottom-up
fashion, each time executing the DM algorithm on a single view (i.e., a node in the
hierarchy). The densities around the points in the embedded spaces of the children
of a certain node are used as an input for the DM algorithm applied to that node.

The paper has the following structure. Section 14.2 describes the problem setup.
Section 14.3 defines the distance metrics, describes the geometry of the resulting
embedded space and explains the clustering and classification method. Section 14.4
demonstrates two applications to real-life data sets of the classification method.

14.2 Problem Setup

Assume that the data set X contains m observations where each observation details
the values of / nominal parameters. Thus, X can be seen as a m x [ matrix that
contains nominal (i.e., categorical) values. The observations in the data set are not
necessarily unrelated and several observations may refer to a single studied item or
subject in the analysis. One example for such data sets is exception (i.e., software
errors) analysis where several exceptions may relate to a single malfunction, which
can be identified by the machine and time of these exceptions.

We begin to examine the data set X by defining the subjects of the analysis and
relating each observation to the subject to which it refers. This can be done either by
external labeling or by grouping the observation according to the values of (some
of) their parameters. We denote the set of all subjects by § and its size by n = |§].
For each subject s € S, the set of observations in X that refer to it is denoted by X.

We assume there is some relation between the parameter sets. Viewing them as
a whole might be biased by the number of parameters relating to each perspective.
For example, if there are five parameters describing the software components (e.g.,
process, class, thread) and two describing the thrown exception (e.g., error type),
an analysis based on all these parameters would be biased towards the software
perspective. To cope with these situations, we use a multi-view approach to analyze
the behavior of the subjects. We divide the parameters of the data set to several
perspectives, or views, and analyze each of them separately. This way, we provide a
complete, unbiased analysis of the data set from several points of view.
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The main goal of the analysis in this paper is to find structures and patterns in the
data set. We do this by clustering the subjects to a set of classes in each perspective.
An examination of the common categories (i.e., nominal values of the parameters) in
each class, from each perspective, provides an understanding of the structure of the
data set and the types of subjects in it. Also, one can deduce the relations between
the subjects based on these understandings.

14.3 Classification Method

In this section, we present the classification method that is applied to each view
(i.e., perspective) separately. We start by constructing the view, as a new data set,
according to the subjects in S and the parameters selected for the view. Then, we
describe the application of DM using a new distance metric. Finally, the structure of
the embedded space and the clustering method applied to it are described.

14.3.1 Construction of a View

The analysis begins with selecting the parameters, from the original data set, to
be used in the current view. Each observation in X combines nominal values of
these parameters. Each subject s € S is related to some observations in X and so
it is described by several combinations of values of the selected parameters. We
will denote the set of these combinations for a subject s € S by V. We denote the
set of all such combinations in the data set by V = UscsV; and their number by
d =|V|. From this point on, when we refer to combinations of parameter values, or
just combinations, we mean the described combinations in V (or V; for a subject s),
unless specifically stated otherwise.

A single view is described by the subjects in S, the combinations in V, and the
relations between them. We suggest two approaches to describe and handle this
information: the boolean approach and the counter approach. We will describe them
side by side in this paper. The boolean approach describes the relation between
a subject s € S and a combination v € V by a boolean value stating whether or
not v was reported for s in the data set, i.e. v € V. The counter approach adds
the information of how many times this combination reported for s. This describes
the relation by a number that counts the observations related to s that contain the
combination v.

Formally, each approach constructs an n x d matrix that describes the view. Each
row in this matrix corresponds to a subject in s € S and each column corresponds
to a combination v € V. The boolean approach constructs the matrix B where each
cell is defined as

1, Vs,
[B]sv=b(s,v)é{0 ”;V‘ seS, veV. (14.1)
’ v S
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The counter approach constructs the matrix C where each cell is defined as

X ~ 9 V b
[Clyy =c(s,v) £ lx e Xslw~oll, veVs seS, veV, (14.2)
0, vé¢ Vs,

where an observation x € X is similar to a combination v € V only if this combi-
nation of parameter values appears in x. For a subject s € S, we denote its row in
B by by = b(s, -) and its row in C by ¢; = c(s, -). The constructed matrices provide
a suitable presentation of the subjects for the analysis from the desired perspective,
and whichever of the two described approaches we choose, we will refer to the con-
structed matrix for that approach as the current view’s data set or simply the current
view.

Finally, since the methodology we use for analyzing the current view is based
upon the distances between data points, we must define a suitable distance metric
between subjects for each approach. For the boolean approach, we define the fol-
lowing distance metric between the rows that represents two subjects s, € S in the
matrix B:

A Zvev [b(s,v) ®b(t,v)]

by —b :
| tlle Y ey [b(s, v) V b(t, )]

(14.3)

where the logical operators treat 1 and O as true and false, respectively, and the
summation (and division) treat them as numbers. The counter approach defines the
following distance metric between the rows that represent two subjects s,¢ € S in
the matrix C:

S Zvev lc(s, v) —c(t,v)|
Zvev le(s, v) +c(t, V)|

(14.4)

lles —cxlle

Both metrics measure the difference between the combinations related to the sub-
jects s and ¢ relative to the total number of combinations reported for any of them.
They are similar to the Jaccard Similarity Coefficient [23] and the Tanimoto dis-
tance [29], which are used to compute the similarity and diversity between two data
sets.

The rest of the analysis, which is presented in the next sections, does not depend
on which approach we use and so we define general notations that will refer to
the selected approach. B and C denote the constructed boolean and binary matrix,
respectively, denoted by U. We denote by u; the row of this matrix that represents
the subject s € § (i.e., us is by or c¢; depending on the selected approach). The
distance between the rows of U, which represents two subjects s, t € §, according
to the selected approach metric, is denoted by |lus — u;||,. With these notations and
the represented constructed view, we are ready to apply the DM to this view and to
analyze the lower dimensional representation provided by it.
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14.3.2 Application of DM

The DM method analyzes the view’s data set by exploring its geometry [8]. It is
based on defining the isotropic kernel

loes —ut llu

ke(s,t)Se” " &, (14.5)

where s,¢ € S are two subjects and ¢ is a meta-parameter of the algorithm. This
kernel represents the affinities between the two subjects from the perspective of the
current view.

The kernel may be viewed as a construction of a weighted graph over the view.
The subjects are used as vertices and the weights of the edges are defined by the
kernel k.. The degree of each subject (i.e., vertex) s € S in this graph is

qe(s) £ ke(s, ). (14.6)

Normalizing the kernel with this degree produces an n x n row stochastic transition
matrix M whose cells are [P]s; = p(s,t) =k:(s,1)/q:(s), s,t € S, which defines a
Markov process (i.e., a diffusion process) over the subjects.

The dimensionality reduction achieved by this diffusion process is a result of
spectral analysis of the diffusion kernel. Thus, it is preferable to work with a sym-
metric conjugate to P that we denote by A and its cells are

ké‘ (S, t)
[Alss =a(s,t) = —————=V¢q:(s) p(s, 1) ——, s,teS. (14.7)
N NZEONEO N J— X0
The eigenvalues 1 = A9 > A1 > ... of A and their corresponding eigenvectors ¢;,
i=0,1,..., are used to obtain the desired dimensionality reduction by mapping

each subject s onto the point @ (s) = (A;¢; (s))f=O for a sufficiently small §, which
depends on the decay of the spectrum of A [8, 26]. This construction is also known
as the Laplacian of the graph constructed by the kernel [7]. We denote the resulting
low-dimensional vector representing a subject s by i = @ (s), and the set of all such
vectors by U. We also use the notations b (and B) or & (and C), when referring
specifically to the boolean approach or the counter approach, respectively.

14.3.3 Construction of the Classes

In practice, for most data sets of the form dealt in this paper (see Sect. 14.2), the vec-
tors in U will have a unique geometry. They form rays emanating from a common
center near the origin. This property is due to the discrete nature of the distance met-
ric we used (14.3) or (14.4) and, in turn, the Gaussian kernel (14.5) and the diffusion
kernel (14.7) constructed by it. Indeed, the inner product of two vectors i, ii; € U
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in the embedded space is

1)
(5. i) = (D (). D)) = Y 121 (5)i (1). (14.8)

i=0

We recall that the eigenvalues of A? are )\(2)’ A%, A%, ... [8, 26]. Thus, according to
the spectral theorem and the fast decay of the eigenvalues of A, we get

8
(s, ) = ) 279i ()i (1) = a’(s,1) = [A%] . (14.9)

i=0

Therefore, a small discrete set of values taken by the diffusion kernel leads to a
small discrete set of inner products, which determines the angles between the vectors
in the embedded space. Since there is a small variety of angles in the embedded
space, similar vectors have approximately the same directions (from the origin) and
unrelated ones have relatively wide angles between them. This approach is related to
cosine similarity, which uses the cosine of the angle between two vectors to define
the similarity between them, in the embedded space. The cosine similarity is used
to compare documents in text mining [30] and to measure the similarity between
clusters.

An examination of the used distance metrics presents a possible explanation for
the described structure of the kernel. In both approaches (14.3) and (14.4), totally
unrelated subjects have a distance of 1 between them while completely correlated
ones have a 0 distance. The range of possible values between 0 and 1 (for two com-
pared subjects) depends on the number of combinations reported for the compared
subjects. As more combinations are reported for them, it leads to more possible val-
ues. In many cases, however, the maximal number of combinations reported for a
single subject is no more than a few dozen combinations while the common number
of them for a single subject is less than a dozen. Therefore, the range of possible
values for the distance between two subjects is, in practice, fairly limited.

The geometry of the embedded space suggests a new clustering method to be
applied to it. Instead of measuring density in Cartesian coordinates, we measure it
in polar coordinates. Specifically, the vectors are clustered in this space according
to their angle coordinates. First, we find the dominant directions of the rays where
large concentrations of vectors lie. Then, we associate each vector with the closest
ray. This method yields a set of classes, each of which contains vectors representing
similar (i.e. correlated) subjects in the original data set of the currently analyzed
view.

One issue that should be pointed out is the concentration of some points near
the origin. The embedding process preserves only the principal components of the
data. There are many cases in which some of the subjects are completely unrelated
to any other subject in the view. Such data points should have a negligible affinity
to every other data point; therefore they have an inner product of approximately O
with all other vectors in U. If the dimensionality of the embedded space was large
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enough we would see such vectors as almost orthogonal to all the other vectors, but
since we deliberately use a low-dimensional embedded space, only their projection
on this space is seen. The projections of such data points are thus seen as very close
to the origin as they are almost orthogonal to the observed space. Therefore, before
applying our analysis we clear a dense area around the origin, which contains all the
unrelated vectors to the observed space.

The vectors in the dense central area can be further explored in the same way
as the original view. A second iteration might reveal some correlations between the
subject corresponding to the vectors in the central area, which were masked by the
rest of the vectors in the first one. This would specially be the case if the dimension
of the embedded space in the first iteration was too low to encompass the nature
of the examined view. If, on the other hand, it was sufficient to represent the view,
the next iteration would show a clutter of uncorrelated vectors with no apparent
relations between them.

14.4 Empirical Results

In this section, we present two applications of the polar classification method for an-
alyzing real-life data sets. The first example demonstrates the usage of this method
to classify malfunctions from an error monitoring log. The second example shows
tools for supporting management decisions during the testing phases (i.e., QA cy-
cles) of a software development process that is based on the polar classification
method.

14.4.1 Error Monitoring

We applied the polar classification method to a data set that contains a log of errors
that were recorded by a wide-scale distributed system. Each entry in the log records
information about the malfunctioning server, the time of the error and the details of
the error. We used the polar clustering and classification method to classify distinct
events, which are identified by a server name and the time of the event according to
the components that reported the malfunctions.

In order to achieve the desired clustering and classification we used the boolean
approach to construct a 4018 x 719 flag matrix, which indicates the components
that were malfunctioning in each event (i.e., specific server and time). Each row in
this matrix corresponds to a single event and each column corresponds to a single
component. Thus, there were 4018 distinct events and 719 distinct components in
the analyzed log. Next, we constructed the boolean distance metric (14.3) between
rows of this flag matrix and applied the DM method according to the calculated dis-
tances. We used the first 20 eigenvectors of the diffusion kernel (defined by (14.7)).
Thus, our embedded space was 20-dimensional. This space is illustrated in Fig. 14.1.
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(a) First three axes of the embedded space

(b) Axes 7 and 8 of the embedded space

Fig. 14.1 An illustration of the 20-dimensional embedded space. The points correspond to the
examined events, and they are colored according to the detected clusters (i.e., rays). The vectors
display the detected rays on which the points are concentrated

The events in the embedded space form distinct rays emanating from a mutual
central point. These rays were detected and the events were classified according to
the ray on which they lie. Next, we examined the events in each of the resulting
classes. Every class had a few components that were reported in almost all of the
events in the class. We refer to such components as the dominant components of
the examined class. The bar plot in Fig. 14.2(a) demonstrates a class with a single
dominant component and the one in Fig. 14.2(b) shows an example of a class with
two dominant components. Each bar in these plots represents a single component.
The height of the bar indicates how many of the events, in the examined class,
reported it.
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(a) A class with one dominant component (DB adapter in this case)
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(b) A class with two dominant components (input fetcher and data
parser in this case)

Fig. 14.2 Examples of classes with one and two dominant components. The bar plot shows for
each component how many of the events in this class reported it (e.g., 0 means none and 1 means
all)

The embedded space in this case also had a dense central area, which contains
1539 events (out of the original 4018) that were unrelated to the detected classes.
We examined this central area by applying the same analysis to the events in it.
The classes that resulted from this analysis showed more subtle patterns than these
from the first iteration. An example of such a pattern is shown in Figs. 14.3, 14.4,
and 14.5, which presents three sections of a single class (i.e., ray).! When all the
events in the class are considered (Fig. 14.3(a)), the dominant components of the
class are not apparent (Fig. 14.3(b)). If, on the other hand, we only consider events,
which are very far away from the central area (Fig. 14.4(a)), then only five compo-
nents, which are reported for all of these events, are left as dominant (Fig. 14.4(b)).
Finally, by filtering out only the events that are very close to the central area and

IThe dominant components are clear when points that are too close to the central area are not
considered. The dominant components in this case have various interrelated functions specific to
the analyzed system.
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(a) Eigenvectors 5 and 10 of the embedded space of the second iteration
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(b) Dominant components

Fig. 14.3 A class with a few dominant components in the second iteration: An entire class

considering the remaining events (Fig. 14.5(a)), we get the bar plot in Fig. 14.5(b),
which still indicates about three dominant components of this class and two less
dominant ones.

We used 25 dominant classes from each of the conducted iterations. For each
class we identified its dominant components. Therefore, the original 4018 events
were clustered into 50 different classes that covered 3292 events. The remaining
726 events lied in the central area of the embedded space of the second iteration and
did not show any special correlations. These results provide vital information about
the common combinations of malfunctioning components, which cover over 75 %
of the events in the log. This information can be used both for root-cause analysis in
order to find the programmatic defects that cause these problems and as a guidance
tool for the development of future versions of the system.

14.4.2 Quality Assurance

The term quality assurance (QA) in software development refers to a phase in the
development life cycle, in which the developed product is tested for inherent oper-
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(a) Eigenvectors 5 and 10 of the embedded space of the second iteration
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(b) Dominant components

Fig. 14.4 A class with a few dominant components in the second iteration: The farthest points
from the central area

ational errors. Usually, several testing cycles are applied and the defects found in
each cycle are fixed before the next cycle begins. In most development teams, a de-
fect management tool is used to log all the detected bugs and prioritize them based
on their impact and severity. When developing and maintaining multiple configura-
tions and several different versions of the software, it is not trivial to determine the
priority of a given bug. In order to do so, potential benefits across all configurations
and versions have to be considered. For example, a small set of defects can, in fact,
be the root cause of a possible instability in several configurations.

We applied the polar classification method to the analyzing software defects
tasks, then classifying the configurations and the versions of a project based on
the detected defects. We used a data set that contains information about defects that
were detected in several configurations and in several versions. This information
was recorded during several testing cycles of a software project. The detail that
were recorded for each defect are the defected features, the defect type, its detec-
tion, the configuration on which it occurred and the software version in which it
occurred.
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Fig. 14.5 A class with a few dominant components in the second iteration: Points not too close to
the central area

We defined the subjects of the analysis, in this case, as pairs of the version (i.e.,
cycle) and configuration of the software. They are clustered by the defected fea-
tures detected in each of these pairs. We used the counter approach to construct a
counter matrix, where each row corresponds to a unique pair of version and con-
figuration and each column corresponds to a single software feature. The data set
contained 1426 distinct version-configuration pairs and 2275 different defected fea-
tures (i.e., the counter matrix was a 1426 x 2275 matrix). Then, we used the counter
distance metric (14.4) to compute the distances between rows of the counter matrix
where the DM method is applied based on the computed distances. The resulting
20-dimensional embedded space is illustrated in Fig. 14.6.

The embedded space in this example is similar in shape to the one in the pre-
vious example. Again, the embedded data points, which correspond to version-
configuration pairs, are organized on rays emanating from a mutual center. The
version-configuration pairs are clustered according to the rays on which they lie
in the embedded space. We performed a second iteration of the analysis, similar to
the one explained in the previous example, on those that lie in the central area (i.e.,
the points that are unrelated to any cluster). In the first iteration, 981 of the 1426
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Fig. 14.6 An illustration of
the 20-dimensional embedded
space. The points correspond
to the software versions. They
are colored according to the
detected clusters (i.e., rays)

(b) Eigenvectors 4, 5, and 6 of the embedded space

data points were clustered into 86 different clusters. The second iteration, which
was performed using the remaining 535 data points, detected 30 additional clusters
that encompassed 219 data points (out of the 535 analyzed). Overall, 1207 version-
configuration pairs were clustered into 116 classes, leaving 219 unclassified pairs,
which were not correlated with the rest of the pairs.

The detected classes show a situation similar to the one in the previous example;
i.e., each class has a small set of dominant defected features that occur in almost
every version-configuration pair in the class. Figure 14.7 demonstrates this result by
showing a single class with one dominant defected feature reported by most of the
data points in it. The achieved versions and configuration clustering by using the
polar classification method, can be used to find similar behaviors between differ-
ent setting in the system. Defects (specifically defected features) can be prioritized
according to the classes in which they are detected. There are classes that contain
many configuration and many versions should indicate wide and long standing prob-
lems.
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14.5 Conclusions

We presented a distance metric that utilizes the DM methodology for analyzing
nominal data sets. We used a multi-view approach to analyze a data set from several
perspectives instead of examining it as a whole. From each perspective, a diffusion
kernel was constructed and the analyzed items of the perspective were mapped to
Euclidean space using spectral analysis of this kernel. The embedded items formed
rays in the embedded space that were emanating from a common central area, which
is the new origin. These rays indicate a dominant pattern in the data set, and can be
used to cluster and classify the analyzed items. The results of this clustering can
also be used as a basis for further analysis of the data, e.g., by further analyzing the
similarities between the clusters and rating each of them according to its impact on
the other clusters.
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