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   Preface   

 The primary objective of the NATO Advanced Study Institute (ASI) titled “Techno-
logical Innovations in Detection and Sensing of Chemical-Biological-Radiological-
Nuclear-High yield explosive (CBRNE) Threats and Ecological Terrorism” was to 
present, exchange, and promote a contemporary and comprehensive overview of 
how nanostructured materials, devices, and systems can be used to combat CBRNE 
threats and ecological terrorism. 

  T he geopolitical landscape of the twenty-fi rst century offers more complex, 
dynamic, and unpredictable global challenges than those encountered in the previous 
century. Despite the unparalleled level of military/technological dominance that the 
United States and NATO Allies; the evolving asymmetric, kinetic, and unconventional 
threats from non-aligned terrorist groups continue to evolve and escalate. Adversaries 
and terrorist groups have demonstrated a strong will and interest to wage unconven-
tional war against Western targets despite their limited technological capabilities 
and lack of sophistication in conducting such operations. In fact, the unsophisticated 
conformations of CBRNE threats pose more technical challenges in both point 
and stand-off detection. The rapid advances in both science and technology coupled 
with universal internet access have inspired both non-state and state-sponsored 
actors to new levels of creativity in the development of novel and non-traditional 
threat agents. It is apparent that asymmetric threats have changed the traditional 
nature of the battlefi eld. Accompanying the evolution of asymmetric threats is the 
relative ease of their transport and engagement; thus broadening the potential battle-
fi eld and virtually eliminating the generally accepted premise of homeland as a safe 
haven from catastrophic, man-made disasters. Finally, the terrorist toolkit includes 
direct attacks against persons, economic infrastructure, and the environment in 
pursuit of their own personal and political agendas. Furthermore, drinking water 
distribution systems are vulnerable to intentional and/or inadvertent contamination. 
Such contamination can be accomplished with classic and non-traditional chemical 
agents, toxic industrial chemicals (TICs), and/or toxic industrial materials (TIMs). 
Conventional methods employed to sense/detect such contaminants use commercial-
off the shelf (COTS) systems and broad-spectrum analytical instruments with 
interpretive algorithms to detect and characterize toxic contaminants. The current 



vi Preface

threat environment requires detection of complex contaminant signatures in 
addition to recycled pharmaceuticals present in water supplies. Hence it is critical to 
seek revolutionary solution pathways to such challenges, such as using advanced 
sciences convergence (ASC) involving inter/Trans disciplinary fi elds. 

 It is well known that materials approaching nanoscale dimensions exhibit charac-
teristics with numerous unique and previously unexploited applications. Advances 
in synthesis and characterization methods allow the means to study, understand, 
control, and even manipulate the transitional characteristics between isolated atoms 
and molecules and bulk materials. Technological advances arise from the potential 
of nanoscale materials to exhibit properties that are attributable to their small size, 
physical characteristics, and chemical composition. Recently, functional and archi-
tectural innovations in nanoscale materials have initiated applications in chemical 
and biological sensing; environmental pollution sensing, monitoring, mitigation 
and remediation; nano-biotechnology; plamonics; and in-vivo analysis of cellular 
processes. A nanotechnology-based sensor platform enables direct electrical detec-
tion of chemical and biological agents in a label-free, highly multiplexed format 
over a broad dynamic range. Advances made over the last few years provide new 
opportunities for scientifi c and technological developments in nanostructures and 
nanosystems with new architectures and improved functionality. The fi eld is very 
active and rapidly developing, and covers a wide range of disciplines. The advance-
ment of molecular biology and its application in environmental microbiology has 
represented signifi cant advancement in the ability to rapidly detect waterborne 
microbial pathogens. Molecular methods, coupled with high-throughput parallel 
process may provide a greater range of microorganism detection. The advances in of 
new technologies, viz. biosensors, biochips, lab-on-chip, e-tongue, plasmonics, etc. 
have brought in new and promising approaches. The ASI focus was also to summarize 
recent methodologies in sensing/detecting contaminants fl ow in water distribution 
system with the objectives that appropriate remediation strategies are exercised 
before its entry in residential/commercial/industrial distribution. Furthermore, 
decentralized sensing plays a crucial role from an international security standpoint. 

 The ASI aimed to address several important and relevant issues related to 
enhancing security using advanced technological solutions. Several invited lectures, 
focused seminar sessions, and student presentations addressed a range of issues 
such as technological advances in chemical-biological sensors using nanomaterials; 
advanced sciences convergences for international defense and security, and water-
based contaminants sensing/detection and mitigation. 

 The ASI was attended by participants from 23 countries thus exemplifying the 
international vision of NATO Peace for Security endeavours. The ASI provided an 
international forum for the exploration of many key scientifi c and technological 
advancements employing nanostructured and advanced materials. Despite of initial 
organizational issues, the NATO ASI was well organized and received by the 
participants. To maximize global participation, the organizing committee focused 
on a promotional strategy that yielded a wide range of NATO and partner countries 
representation and most importantly, a wide range of participation from multiple 
scientifi c disciplines. 
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 Lectures covering the basic principles and state-of-the-art applications of 
nanostructured and advanced materials for chemical-biological sensors were 
conducted by 17 experts recognized for advances in nanotechnology. Focused 
seminar sessions, poster sessions, and interactive feedback sessions stimulated 
extended interactions between participants and subject matter experts. As a venue 
for collaborative learning, the interactive lectures and sessions drew enthusiastic 
response and sharing of information and ideas from all participants. 

 The ASI was held at the Hotel Villa Verde in Chisinau, the capitol and largest 
municipality in the Republic of Moldova. The facility supported formal and informal 
settings for structured and spontaneous learning and sharing of ideas. The meeting 
lasted 11 days, with a day free to visit local historical sites. The downtown shops, 
restaurants, and pubs provided a much-needed break after lectures and in-depth 
discussions at the ASI. The unique balance of technical and social interactions 
materialized in alliances between participants, which have been evidenced by con-
tinued correspondence in the months following the ASI. The co-directors interpret 
the ongoing interaction and positive feedback from participants as an affi rmation of 
a successful ASI. 

 Such a constructive ASI is the outcome of efforts by participants, lecturers, 
presenters, and co-directors in addition to a host of caring individuals who sup-
ported their work. Much appreciation is extended to Hotel Villa Verde management 
who ensured gracious hospitality to all participants. We would like to acknowledge 
tireless logistics support from Marina Turcan, Camellia Popescu, Doğa Kavaz and 
Tamer Çırak. 

 We offer our gratitude to Dr. Walter Kaffenberger, the director of the NATO 
Scientifi c Affairs Division and Ms. Allison Trapp for unwavering encouragement, 
generosity, and support of the ASI. Ms. Annelies Kersbergen with the NATO 
Publishing Unit of the Springer Academic Publishers has provided us with much 
appreciated expertise in publishing our proceedings. NSF provided travel support 
for some of the participants and is acknowledged immensely for generous support. 
Thanks are due to the Vaseashta Foundation for several travel and poster awards to 
support scientifi c community. The co-directors are confi dent that ASI participants 
will continue research collaborations that began in Chisinau in the advancement 
of nanotechnology and advanced sciences convergence that enhance security for 
all mankind.     

  Directors
Herndon, VA and Washington, DC USA Ashok Vaseashta  
  Chisinau, MOLDOVA Nicolae Enaki  

 Organizational Support 
  Reshef Tenne, Anatolie Sidorenko, Brian Nordmann, and Emir Denkbas          
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DOI 10.1007/978-94-007-2488-4_1, © Springer Science+Business Media B.V. 2012

  Abstract   The ubiquitous presence of sensors for enhanced situational awareness 
necessitates an innovative, articulate, and focused review of their design, architec-
ture, functionality, and interoperability. A comprehensive overview of the latest and 
state-of-the art technological innovations in point and stand-off sensing/detection 
platforms with the objective of countering threats arising from chemical-biological-
nuclear-high yield explosives (CBRNE) is the focus of this investigation. Ongoing 
research efforts and future research directions based on advanced approaches, 
including nanomaterials to develop materials, devices, and systems for potential use 
in sensing and detection of such threat vectors are articulated. The concept of 
advanced sciences convergences is introduced to examine the feasibility of poten-
tially new and innovative research directions for persistent surveillance of CBRNE 
agents and infectious diseases. The intentional release of such agents in the environ-
ment constitutes ecological sabotage. Advanced sensing/detection platforms for 
CBRNE are used to detect threats to the environment. Issues associated with the use 
of nanomaterials regarding societal implications and dual-use concerns are addressed 
by studying fate and transport and the development of guidelines for a risk-assessment 
model. A roadmap of the future of nanomaterials, in terms of complexity, a nexus of 
disciplines, and its emerging potential to provide advanced, futuristic, and a paradigm-
shifting platform is presented.  

    Chapter 1   
 Technological Innovations to Counter CBRNE 
Threat Vectors and Ecotage 

 Countering    CBRNE Threats and Ecotage       

       Ashok   Vaseashta*         

    A.   Vaseashta   (*)
     Institute for Advanced Sciences Convergence, and Int’l Clean Water Institute , 
 Norwich University Applied Research Institutes ,   13873 Park Center Rd. Suite 500 , 
 Herndon ,  VA ,  USA  

   AVC/VTT, U.S. Department of State,    2201 C Street, N.W ,  Washington ,  DC ,  USA    
e-mail:  prof.vaseashta@nanoknowledge.info   

 *Contents of this manuscript are the sole responsibility of the author and may not refl ect the views/
policy of the U.S. Department of State or the U.S. Government. 
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       1.1   Introduction 

 The challenge of the geopolitical landscape of the twenty-fi rst century poses more 
complex, dynamic, and unpredictable challenges than those faced by our nation in 
the previous 100 years. Securing critical infrastructures and life-sustaining ecosys-
tems are signifi cant, omnipresent, and dynamic challenges for the scientifi c and 
defense communities. Tactically, the unsophisticated nature of chemical, biological, 
radiological, nuclear, and environmental (CBRNE) threats poses signifi cantly greater 
technical challenges in both point and stand-off detection. Despite the unparalleled 
level of the technological dominance of the U.S. military; the evolving asymmetric, 
kinetic, unconventional, and unsophisticated nature of threat from non-aligned ter-
rorist groups and adversaries continues to grow. This threat is growing due to 
increased globalization and mobility within society, the explosion in chemical and 
biotech expertise and the relative ease with which chemical weapons can be prepared 
at off-sites, and the means by which pathogens can be covertly engineered, trans-
ported and released or dispersed. Furthermore, drinking water distribution systems 
are vulnerable to intentional and/or inadvertent contamination with classic and non-
traditional chemical agents, toxic industrial chemicals (TICs), and/or toxic industrial 
materials (TIMs), in addition to recycled pharmaceuticals. Conventional methods 
employed to sense/detect such contaminants use commercial-off the shelf (COTS) 
systems and broad-spectrum analytical instruments with interpretive algorithms. 
Beyond terrorism and warfare, industrial accidents such as the Deepwater Horizon 
oil spill and catastrophic natural events such as hurricanes, earthquakes and tsunamis 
have contributed to massive environmental contamination and will benefi t from 
sensing/detection systems used for defense and security applications. Consequently, 
preparedness and mitigation of CBRNE threats from such routes is a priority for 
governments and the greater international community.  

    1.2   Threat Vectors – Emerging, Persistent, Dual-Use, 
and Avant-Garde 

 Beyond uncontrollable and inevitable acts of nature; CBRNE threats pose height-
ened concerns for government and defense sectors. A substantial segment of the 
scientifi c community believes that the probability of a terrorist event taking place in 
the foreseeable future is fi nite. The obligation of any Defense organization is to 
protect the masses in a climate of terrorism characterized by “having nothing to 
lose” and motivated by radical ideology. Consequently, it is imperative that the sci-
entifi c community, in conjunction with defense organizations, develop plans with an 
understanding of the science and technology (S&T) required to detect, predict, 
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deter, and interdict these threats using interdisciplinary approaches, instruments, 
and techniques. Understanding the characteristics of CBRNE threats and early 
detection may prevent or minimize a potentially catastrophic occurrence. The focus 
of this paper is to examine CBRNE threats and means by which nano and advanced 
technologies can prevent and mitigate damages from CBRNE threats. The scientifi c 
study of nanoscale materials and systems is a promising fi eld and offers potential 
solutions. Methodologies such as Advanced Science Convergence (ASC) are dis-
cussed as a framework for S&T intelligence (S&TI) to provide enabling and disrup-
tive technologies for CBRNE mitigation and potential solution pathways to better 
prevent technology surprise. 

    1.2.1   Emerging Threats 

 Most potential threats have been classifi ed by a severity of hazard (SH) ranking 
based on toxicity, fl ammability, or reactivity. Notwithstanding many conventional 
and well characterized TICs/TIMs, there are many other emerging, persistent, dual-
use, and unconventional threat vectors that must be identifi ed and mitigated using 
advanced technology platforms. 

 Genetically modifi ed organisms (GMO) refers to an organism whose genetic 
material has been altered using genetic engineering, such as recombinant DNA or 
DNA molecules from different sources, giving it modifi ed genes with many applica-
tions in pharmaceutical, experimental medicine, agriculture, transgenic microbes 
for performance enhancement and treating medical conditions, and transgenic animals 
for phenotypic and experimental research. Despite its many uses, research on GMO 
coupled with recent advances in nucleic acid synthesis, lack of in-situ detection of 
a novel gene, transcription promoter to trigger gene expression, and lack of refer-
ence materials and standards have caused concerns, especially in agro-terrorism. 
Synthetic biology, likewise, is modifying the DNA of an organism to change the 
information content, such as selecting desired mutations, inducing mutagenesis, 
altering genes or regulatory elements, cloning, designing biological components 
and systems that otherwise do not exist naturally. Synthetic biology provides the 
tools to “redesign” the genomes of existing microbes to increase their effi cacy or 
provide new functionalities. The successful “redesign” of the bacterium Mycoplasma 
genitalium, which has the smallest known bacterial genome, yet possesses all of the 
bio-chemical machinery needed to metabolize, grow, and reproduce, has been readily 
available in open literature and on the Internet. The goal of this “minimum genome 
project” is to build a basic microbial platform to which new genes can be added, 
thereby creating organisms with desired characteristics and functionalities. Likewise, 
“synthetic genomics” refers to the set of technologies that make it possible to con-
struct any specifi ed gene (or full genome) from synthesis to a custom designed base 
pair series, e.g. short strands of synthetic DNA called “oligonucleotides” which are 
produced chemically and are generally between 50 and 100 base-pairs in length. 
There are reports of research teams assembling the live infectious poliovirus from 



6 A. Vaseashta

customized commercial oligonucleotides, using a map of the viral genome available 
on the Internet; others have used synthetic oligonucleotides to construct  f X174 – a 
bacteriophage (containing 5,386 DNA base-pairs) in only 2 weeks, and a synthe-
sized so-called Spanish infl uenza virus which was responsible for the 1918–1919 
fl u pandemic that killed between 50 and 100 million people worldwide. Synthetic 
biology is subject to potential misuse, in terms of enhanced virulence, resistance to 
control agents, altering host defense, and increasing environmental stability and/or 
spread. Similar to GMO, limited detection methods exist for emerging synthetic 
biological threats requiring countermeasures using advanced technology platforms. 

 Dual-use is a term often used in the political and diplomatic context to state that a 
technology can be used for both peaceful and military ambitions. Although used pri-
marily in context of nuclear proliferation, the use of GMO and synthetic biology as 
bioweapons poses a major concern. Use of functionalized nanomaterials has been iden-
tifi ed as a potential dual-use concern and is currently been investigated by the author.  

    1.2.2   Persistent Threats 

 Water is fundamental to sustaining life. Despite of its essential nature, drinking 
water distribution systems are vulnerable to intentional and/or inadvertent contami-
nation. Such contamination can be accomplished with classic and non-traditional 
chemicals. The current threat environment requires detection of complex contami-
nant signatures in addition to recycled pharmaceuticals present in water supplies. 
A growth in human population and associated increased demands on water poses a 
signifi cant challenge in maintaining adequate yet acceptable water quality in various 
sectors. The demand for clean water extends beyond residential and municipal 
needs. High volumes of high purity water are critical for most industries and labo-
ratories, e.g., environmental remediation, hydrocarbon processing, catalysis and 
chemical processing, food and beverage, mining and hydrometallurgy, pharmaceu-
ticals, power generation and semi-conductors. For many years, most developed 
countries have had easy access to high-quality, fresh water that was relatively easy 
to obtain, treat and transport. However, global water shortage problems are becoming 
more widespread with population growth, drought, and industrial expansion. There 
are increasing concerns about the availability of usable water, and many communities 
and industries alike are faced with dramatic reductions in traditional fresh water 
supplies and deteriorating water quality in the form of contaminated wells, runoffs, 
and other ground supplies. Global water scarcities increase the urgency for the preser-
vation of fresh water resources and increased water reclamation efforts (i.e., waste-
water treatment, remediation, water reuse, and desalinization); management of 
global water resources is critical to creating sustainable water supplies for residential, 
agricultural, and industrial purposes, energy conservation, and improved quality of 
life. It is critical to observe the association between the basic need for clean drinking 
water and water resources, and national security concerns and policy. There are 
numerous national threats emanating from the growing crisis of global freshwater 
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scarcity. Many of the earth’s freshwater ecosystems are being critically depleted and 
used unsustainably to support growing residential and industrial demands; thereby 
increasing ecological destabilization, and creating a greater regional divide thus 
directly impacting current political, economical and social landscapes. 

 Yet another security challenge is securing nuclear materials, controlling contraband 
and preventing proliferation. Nuclear security consists of complementary programs 
involving international legal and regulatory structure, intelligence and law enforcement 
agencies, border and customs forces, point and stand-off radiation detectors, personal 
protection equipment, preparedness for emergency and disaster, and consequence man-
agement teams. There are several policies and governmental initiatives on national and 
international fronts that seek to control use and transport of nuclear materials; however, 
this paper will explore nano-enabled scientifi c and technological means for sensing and 
mitigating accidental or intentional radiation and nuclear incidents. 

 Catastrophic weather events, climate change, industrial, warfare, and terrorism 
have damaging effects to the environment that can be detected and mitigated through 
nanotechnology sensing and remediation. Another source of environmental damage 
is eco-terrorism defi ned by the Federal Bureau of Investigation (FBI) as “the use or 
threatened use of violence of a criminal nature against people or property by an 
environmentally oriented, subnational group for environmental-political reasons, or 
aimed at an audience beyond the target, often of a symbolic nature”. Ecological 
sabotage (ecotage) is often seen as indistinguishable from ecoterrorism. In the present 
context, ecological terrorism and ecotage are used in context of intentional contami-
nation of the environment (air, water, and even soil) in order to cause harm to the 
population, infrastructure, and/or denial-of-service.   

    1.3   Nanotechnology in Support of Countermeasures 

 The application of nanoscale materials and system shows great promise in combating 
CBRNE threats. Nanoscale materials exhibit unique properties that are attributable 
to their small size such as surface structure, physical characteristics, and chemical 
composition. Because nanomaterials have geometrical dimensions comparable to the 
smallest engineered entity, and the largest molecules of the living systems, and fun-
damental physical quantities, they offer uniqueness due to enhanced surface activity 
and with appropriate functionalization. Furthermore, advances in material synthesis, 
device fabrication and characterization techniques have provided the means to study, 
understand, control, or even manipulate the transitional characteristics between iso-
lated atoms and molecules, and bulk materials, providing additional sensing/ detection 
capabilities. Typically, reduced dimensional systems are characterized, in which one 
or more dimensions are reduced (in nanometers) such that material begins to display 
quantifi able novel characteristics. The onset of deviation from bulk to reduced dimen-
sions has resulted in many unique electrical, optical, and mechanical characteristics 
 [  1–  4  ] . For solids, typically reduced dimensions amount to reduction of the 
 coordination number; hence the electrons have less opportunity to hop from site to 
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site; thus reducing kinetic energy of electrons. A higher Coulomb interaction at a site 
enhances electron correlation and Mott-transition. Furthermore, the symmetries of 
the system are lowered and the appearance of new boundary conditions leads to sur-
face and interface states. A change of the quantization conditions alters the Eigenvalue 
spectrum and transport properties of the solid. A high surface area/volume ratio in 
nanoscale materials alters mechanical and other physical properties and hence sur-
face stresses existing in nanomaterials have a different bonding confi guration. The 
difference between surface and bulk properties become enhanced as the surface area/
volume ratio increases with decreasing structural dimension resulting in better sens-
ing/detection capability. Studies to calculate surface elastic constants using MD 
simulations, the curvature effect using the Cauchy-Born rule, and electronic effects 
via effective nuclei-nuclei interaction using DFT calculations provide better under-
standing of surface and interface effects in nanoscale dimensions. Size and surface 
collectively control interactions of nanoscale materials due to existence of large 
boundaries in its surroundings and thus interplay of physico-chemical interactions. 
The surface free-energy is size-dependent and hence increases almost inversely with 
the decreasing feature sizes of the material. The collective response of a nanomate-
rial-medium system that is attributable to reduced dimensions is vital to developing 
a scientifi c model that predicts its response as a sensor. 

 A nanotechnology based sensor platform enables direct electrical detection of 
biological and chemical agents in a label-free, highly multiplexed format over a 
broad dynamic range  [  5  ] . For instance, nanoscale resonators  [  6  ]  have allowed vari-
ous research groups to detect mass of molecules by detecting change in resonance 
frequency with mass  [  7  ] . Surface effect may play a role in resonant frequency shift 
if the thickness of the biomolecular layer becomes comparable to the resonator’s 
thickness; although, the surface stress effect may affect the resonant frequency shift. 
We have employed plasmonics using the surface plasmon resonance (SPR) on the 
optical response  [  8  ]  as a function of biological molecule interactions resulting from 
adsorbate-substrate bonding. Many other platforms based on fl exoelectricity  [  9  ] , 
electrochemical sensing  [  10,   11  ] , biomimetic  [  12  ] , catalysis  [  13  ] , carbon-fi lled 
polymers  [  2  ] , and cantilever  [  14  ]  based platforms have been studied. A full potential 
and complexity of tasks to be performed by such platform can be extrapolated by 
ASC and some of the foresight tools, as discussed in a later section. Figure  1.1 a 
shows a list dimensional capabilities and Fig.  1.1b , a roadmap for nanomaterials 
based on current achievements, drivers, and foresight tools.   

    1.4   Advanced Sciences Convergence 

 Advanced Sciences Convergence refers to the early monitoring and identifi cation 
of emerging scientifi c advances across multiple disciplines that create revolution-
ary, integrated and cross-cutting technologies to break through existing solution 
 paradigms. The process of ASC is to understand how different disciplines, focusing 
on discrete problems and applications, can coalesce into an integrated system to 
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  Fig. 1.1    ( a ) Dimensional compatibility  [  3  ] , ( b ) Roadmap of nanomaterials  [  2,   3  ]        
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solve a seemingly intractable problem. It requires understanding of far-reaching end 
goal that is not yet defi ned, but can be described in terms of desired actions or quali-
ties of the eventual system. Multiple approaches, some of which may be high risk 
research, can be pursued simultaneously to create components of the system. A 
patchwork of emerging scientifi c advances is constructed through a strategic plan-
ning process to create a fully integrated system. 

 The fi rst step in this high-level analysis is to identify the specifi c requirements 
and design a strategic approach based on the intersection of global cutting edge 
scientifi c advances with the most critical operational requirements identifi ed in col-
laboration with the user community. The convergence process requires monitoring 
domestic and international developments in multiple disciplines. These data mining 
operations are focused in areas identifi ed through the strategic planning process as 
having a high potential for meeting some desired characteristic of the solution sys-
tem. Constant cross pollination among multiple disciplines is required to identify 
emerging patterns within the larger scientifi c community. The ASC process requires 
the sharing of fi ndings to determine if theoretical constructs can be applied to a dif-
ferent discipline. These operations are the basis for team brainstorming, expert 
elicitations, and creating concept maps of potential solution paths. The data mining 
operations and analysis require both human data mining expertise and human 
domain expertise, and consist of a number of supporting tasks. 

 These events present an opportunity to understand the community in which the 
science is being conducted, as well as to meet the leaders within the specifi c fi eld 
and permits the team to network within a fi eld, gaining an understanding of the 
direction in which the discipline is evolving. The overall process starts with strate-
gic planning to describe the solution system supported by data mining and investi-
gation of emerging science. Brainstorming and cross pollination assist the ASC 
process by identifying potential emerging additions to the solution system. Due care 
and diligence is required to verify the viability of a research entity and feasibility of 
the scientifi c effort. It is an ongoing iterative process which includes greater under-
standing of the science, research entity, eventual technology, and system integra-
tion. Advances are supported by tapping into multiple databases to develop not only 
individual science but also the nature of the integrated solution system. Using ASC, 
three tools were developed viz. Technology Foresight and Roadmapping 
(TechFARM TM ), Automated Data Mining, Analysis, and Surveillance (ADAMS TM ), 
and New and Emerging S&T Trends Surveillance (NESTTS TM ). Details of these 
tools are described elsewhere  [  15  ] , suffi ce it to mention that tools, in conjunction of 
future oriented S&T analysis, also termed as future trends analysis (FTA) approaches 
and strategy, as shown in Fig.  1.2a , b provide focus and direction.   

    1.5   Nanotechnology Based Sensors for CBRNE Threats 

 The past decade has seen the development of various nanoscale materials with new 
architectures and improved functionalities for applications in chemical and biological 
sensors  [  1  ] , environmental pollution sensing  [  2  ] , monitoring  [  2,   16,   17  ] , mitigation 
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and remediation  [  18  ] , next-generation energy generation and storage devices  [  2  ] , 
nano-biotechnology, nanophotonics  [  2  ] , and  in-vivo  analysis of cellular processes 
and futuristic platforms in health and clinical medicine  [  14,   19  ] . Chemical, biological, 
and explosive agents display certain characteristic features and phenomenology 
which may be interrogated by remote and sampled detection, discrimination, and 
identifi cation techniques and systems. Several commonly employed technologies 
include Mass Spectrometry  [  20  ] , Ion Mobility Spectrometry  [  21  ] , Surface Acoustic 
Waves  [  22  ] , Fourier Transform Infrared Spectrometry  [  23  ] , Differential 
Absorption LIDAR  [  24  ] , Laser-Induced Fluorescence  [  25  ] , Surface Plasmon 
Resonance (SPR)  [  8,   16  ] , Immunoassay  [  26  ] , Polymerase Chain Reaction (PCR)  [  27  ] , 

  Fig. 1.2    (  a  ) Approaches and strategy used in future trends       
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Laser-Induced Breakdown Spectroscopy  [  28  ]  and LIDAR Backscatter systems  [  29  ] . 
For chem.-bio sensing, nucleic acids offer analytical chemists a powerful tool for 
recognition and monitoring of many important compounds. Recent advances in 
molecular biology are used to study the effects of proteins and drugs on gene 
expression, viz. gel mobility shift, fi lter binding, DNA foot-printing and fl uorescence-
based assays  [  30  ] . Most of these methods; however, are indirect and require various 
labeling strategies. Electrochemical DNA biosensors play an important role for 
clinical, pharmaceutical, environmental and forensic applications, because they 
provide rapid, simple and low-cost point-of-care detection of specifi c nucleic acid 
sequences  [  2,   8  ] . 

 In recent years, there has been a growing interest towards design of electro-
chemical DNA biosensors that exploit interactions between surface-confi ned DNA 
and target drugs/biological molecules for rapid screening. Binding of small mole-
cules to DNA primarily occurs in three modes: electrostatic interactions with the 
negative-charged nucleic sugar-phosphate structure, binding interactions with two 
grooves of DNA double helix, and intercalation between the stacked base pairs of 
native DNA. Most electrochemical sensors use different chemistries; and employ 
interactions between the target, the recognition layer and an electrode. We followed 
numerous approaches to electrochemical detection including direct electrochemis-
try of DNA and devices based on DNA-mediated charge transport chemistry. In 
direct electrochemical DNA sensors, the analysis is based on a guanine signal where 
a base-pairing interaction recruits a target molecule to the sensor, allowing monitor-
ing of drug/biological molecule-DNA interactions, which are related to the differ-
ences in the electrochemical signals of DNA binding molecules for DNA barcoding. 
It is vital to develop sensing strategies to maintain critical dynamics of target capture 
to generate a suffi cient recognition signal. Standard electrochemical techniques, 
such as differential pulse voltammetry (DPV), potentiometric stripping analysis 
(PSA), square-wave voltammetry (SWV), etc. are used as genosensors. Since genos-
ensors are compatible with existing micro and nanofabrication technologies, they 
enable design of low-cost, devices that offer potential for detection and diagnosis of 
inherited diseases and potential for detecting pathogenic bacteria, tumors, genetic 
disease, and forensics via credit card-sized sensor arrays. 

 In the realm of biological threats, we conducted a study of functionalized self-
assembled monolayer (SAM) as organized layer of amphiphilic molecules as bio-
sensors that use biological molecules – usually enzymes, antibodies, or nucleic 
acids, to recognize simple molecules of interest via hydrogen bonding, charge-
charge interactions, and other biochemical interactions to provide molecular infor-
mation. Recent work on affi nity biosensors to deliver real-time information about 
the antibodies to antigens, cell receptors to their glands, and DNA and RNA to 
nucleic acid with a complimentary sequence provide several applications. 

 In an effort to detect gas and vapors, response of a nanomaterials based gas sen-
sor is studied based on reactions replacement of atoms at the sensing surface of 
these materials which relies on a change of the resistance of the oxide. Depending 
on the free electron density in the space charge layer, the depletion region is 
increased. Since electric properties are infl uenced by the depletion layer, variation 



131 Countering CBRNE Threats and Ecotage

in electrical conductivity indicates sensor response. Similarly, moisture can  infl uence 
the resistance or conductivity of oxide materials via two pathways: fi rst, the adsorp-
tion of monolayer/s of water molecules at the surface; and second, the process of 
formation of a parallel resistance path by capillary condensation of water via adsorp-
tion of the water molecules as protons and hydroxyl groups within pores. The sen-
sitivity and response of nanomaterials of metal-oxide sensors is highly dependent 
on the roughness of the substrate, which is caused by the increasing surface area and 
porosity of the fi lm surface modifi cations in the fi lm surface morphology. The sen-
sitivity (and selectivity) of a sensor can be improved by parameters such as decreas-
ing the crystallite size, the valence control, and using noble metal catalysts. 

 Carbon Nanotubes (CNTs) are conducting, can act as electrodes, generate elec-
tro-chemiluminescence (ECL) in aqueous solutions, and can be derivatized with a 
functional group that allows immobilization of biomolecules. CNTs have high sur-
face/volume ratios for adsorption, and have surface/weight ratios ~300 m 2 /g. The 
uniform chemical functionalization of CNTs is a key to the formation of biosensors. 
Oxidation of nanotubes with HNO 

3
 -H 

2
 SO 

4
  leads to high concentrations of carboxy-

lic, carbonyl, and hydroxyl groups on a surface and removal of the tip to expose the 
tube interior. Carboxyl groups can readily be derivatized by a variety of reactions 
allowing linking of biomolecules such as proteins, enzymes, DNA, or even metal 
nanoparticles. The covalent modifi cation of nanotubes facilitates the creation of 
well-defi ned probes, which are sensitive to specifi c intermolecular interactions of 
many chemical and biological systems. Integration of the transducer and probe 
enables quick, accurate, and reversible measurement of target analytes without 
reagents. NT-based electronic devices using sequence-specifi c attachment with 
molecular-recognition features of DNA have been studied. 

 Covalent modifi cation of single wall CNTs (SWNTs) offers mapping of func-
tional groups at a molecular resolution. Furthermore, chemical processes to link 
catalysts, such as transition-metal complexes, to the ends of CNTs are useful in 
creating or modifying the structures at a molecular scale, creating interconnections 
for electronic devices, and even developing new classes of materials. Covalent 
functionalization of the sidewalls of SWNTs provides stability and best accessibil-
ity; but at the expense of damaging the sidewalls; thereby diminishing the mechan-
ical and electronic properties. However, non-covalent routes to CNTs 
functionalization offer ease of synthesis and minimum disruption of the tubular 
structure. During interaction with the polymer coatings, the electrical properties of 
the nanotubes are altered, enabling detection of the molecules leading to a very 
sensitive sensing mechanism. In addition to nanotubes, novel materials such as 
porous silicon  [  31  ]  and porous carbon  [  32  ] , with porosities of comparable dimen-
sions to those of the biomolecules have been used for biosensor applications. The 
mesoporous carbon matrix is used for stable immobilization of the biological mol-
ecule, and C60 serves as an electron mediator. Both C60 and NTs are good electron 
mediators when used with a mesoporous carbon matrix or modifi ed metal elec-
trodes. CNT-based transducers, however, show a signifi cant advantage over porous 
silicon due to defect free structures, and also because the NTs promote homogenous 
electron transfer reactions. 
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 Investigations using SAM based SPR and Atomic Force Microscopy (AFM) 
techniques detect several pathogens. The SPR detection technique is rapid, real-
time, and requires no labeling, and involves immobilizing antibodies by a coupling 
matrix on the surface of a thin fi lm of precious metal, such as nanoparticles of gold 
deposited on the refl ecting surface of an optically transparent wave-guide. The pre-
cise angle at which SPR occurs depends on several factors. A main response is the 
refractive index of the metal fi lm, to which target molecules are immobilized using 
specifi c capture molecules or receptors along the surface, that cause a change in the 
SPR angle. This can be monitored in real-time by detecting changes in the intensity 
of the refl ected light, producing a sensorgram. The rates of change of the SPR signal 
can be analyzed to yield apparent rate constants for the association and dissociation 
phases of the reaction. When the antigens interact with antibodies, the refractive 
index of the medium surrounding the sensor changes thus producing a shift in the 
angle of resonance proportional to the change in the concentration of antigens bound 
to the surface. 

 Sensor platforms, viz.: (a): chemo-mechanical micro-cantilever array to provide a 
quantitative and label-free platform for high-throughput multiplexed biomolecular 
analysis for detection of various biomolecules based on binding, (b): microarrays 
chips fabricated using technique matrix assisted pulsed laser evaporation (MAPLE) 
and laser induced forward transfer (LIFT) for deposition of biopolymers and a variety 
of biomolecules to detect dangerous gases, aerosols and micro-organisms, and (c): 
aligned-CNT probes for biomolecular recognition based on charge transport at the 
CNT transducer with the accuracy down to molecular level for quantitative and selec-
tive detection of a range of metabolites including cholesterol, ascorbic acid and uric 
acid, have been studied. Several other concepts being considered are resonance based 
 [  6  ]  shock-wave generators that only could detonate military explosives but will also 
detect biological and chemical weapons. The shock wave can be used for targeted 
delivery of drugs, chemotherapy, and cure cells without affecting the whole body. 
Likewise, nanothermite – a composite of fuel and an oxidizer, which in turn generate 
combustion waves that can hit velocities ranging from mach 4–7, can safely be used 
for killing cancer cells. Using electrospinning, we have investigated nanofi bers pre-
pared from high performance polymer composites embedded with metal oxides, 
glasses coated with rare earth metals, and biocompatible compounds for sensing, and 
even controlling electrical, optical, and chemical and biological response (Fig.  1.3 ).  

 Satellites play a major role in communication, navigation, climatology, surveil-
lance, and environmental monitoring, and support many applications. Nanophotonics 
and micro/nano electromechanical systems (MEMS/NEMS) hold the potential to 
revolutionize the fi eld of satellite design for environmental pollution monitoring. 
We have conducted experiments with nanoscale metal-oxides sensors to detect pol-
lution  [  17  ] . The sensors were connected to a personal digital assistant (PDA) with 
GPS and wireless communication capability and web-server. Using data from this 
prototype device, we have superimposed data from satellite to cross-reference the 
pollution coordinates. 

 A variety of nanomaterials have been studied for their abilities to detect and miti-
gate pollutants in air, water, and soil. We have investigated various ways in which 
nanomaterials can successfully be used to reduce/isolate atmospheric pollution, 
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such as use of CNT fi lled in a polymer composite matrix to create a static discharge 
to remove PM from incoming air, and chemical protective clothing, and breathing 
fi ltration masks. Employing immobilized TiO 

2
  fi lms, produced by sol-gel process, 

we explored removal of indoor odors under weak UV illumination. At 10 ppmv, 

  Fig. 1.3    Use of electrospinning for chem.-bio sensors, health and medicine  [  8  ]        
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weak UV light of 1  m W/cm 2  was suffi cient to decompose such compounds in the 
presence of TiO 

2
  photocatalysts. In an experiment, 150  m l of an E. coli suspension, 

containing 30,000× cells was placed under weak UV (1 mW/cm 2 ) illuminated TiO 
2
 -

coated glass plate showing antibacterial effect  [  14  ] . 
 The eradication of waterborne diseases is an overwhelming challenge. However, 

the devastating effects of infectious microorganisms may be minimized and con-
trolled through effi cient methods of monitoring and detection. Direct pathogen 
identifi cation and isolation is diffi cult if not impossible. Indirect “indicator organ-
ism” based inferences have been used for decades as indicators of contaminated 
water. Traditional and standard bacterial detection methods for identifying water-
borne pathogens are often not suitable for routine monitoring due to their high cost, 
inadequate sensitivity, or lengthy processing time. Moreover, all conventional meth-
ods require a priori knowledge of the pathogen. There is a growing global public 
health concern about the emergence and reemergence of waterborne microbial 
pathogens that occur through a complex interaction of social, economic, and eco-
logical factors. Currently, indicators for water quality do not take into account new 
and emerging microbes. Astoundingly, only ~1% of microorganisms have actually 
been characterized; the spectrum of new disease is expanding, antimicrobial resis-
tance is increasing, and waterborne diseases once believed to have been done away 
with are reemerging. Clearly, more effective methodologies are needed for monitor-
ing and detection. 

 The advancement of molecular biology and its application in environmental 
microbiology will signifi cantly advance rapid detection of waterborne microbial 
pathogens. Molecular biology-based alternative methods have improved the speed 
of detection from multiple days, as required for cell culture methods, down to a few 
hours. For example, real-time PCR allows for rapid (4–6 h) and specifi c detection of 
target genome and also yields quantitative estimation of the concentration of the 
microorganism in the water environment. Hand-held nucleic acid analyzers, minia-
turized real-time thermal cycler, have been developed for real-time PCR detection 
of waterborne pathogens, such as  Cryptosporidium parvum  and  E. coli O157:H7 , 
with the cell culture-PCR to detect waterborne pathogens. The methods are rela-
tively specifi c and will not detect all pathogens. However, molecular methods, cou-
pled with high-throughput parallel process may detect microorganisms over a 
greater range. 

    1.5.1   Point and Stand-Off Detection/Sensor Platforms 

 In addition to advance and nanotechnology, we used the ASC approach along with 
TechFARM TM , ADAMS TM  and NESTTS TM  to study chemical and biological sen-
sors/detectors to equip war fi ghters with capabilities that are mostly transparent in 
operation; fully capable in the event of a chemical-biological attack; detect multiple 
agents in real-time with high specifi city, selectivity, and sensitivity; transmit data to 
central location for situational awareness; and have the capability to re-generate 
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themselves. The overall goal is to develop an integrated system consisting of many 
sub-systems (some already developed) to sense/detect multiple chem-bio agents 
simultaneously. There are several challenges that must be overcome to bring such a 
system to reality: systems integration between nano/micro/macro; the possibility of 
synthetic biomolecules for which complex algorithms must be employed to deci-
pher a complex environment; and dosage level issues, below which chemical agents 
do not produce noticeable effects. The two most important metrics for the sensing 
and transduction systems are time to detect concentration to enable appropriate 
response and response consistent with the species detected. 

 Given the complex environment described above, the challenges at subsystem 
levels occur to evaluate overall effectiveness and effi cacy of the sensor systems. 
Nanotechnology based sensor platforms enable multiple sensing mechanisms to be 
incorporated on a platform – typically in a lab-on-chip (LOC) format. In addition to 
common sensing functions, the sensor and transduction system must demonstrate 
capabilities in the following areas: logistics, response to interference, response to 
unknown agents, low power consumption, weight/size, reagentless/low-reagent 
consumption, cross-validated response, secure signal transmission capability. 
Achieving such an autonomous system will require some additional advances in 
both nano and biotechnologies, particularly in the areas of energy storage and smart 
or self-healing materials to produce rugged, reliable, and effective response in the 
fi eld. Critical technical challenges arise from the integration of self-healing materi-
als and systems/platform integration. 

    1.5.1.1   Point Detection Platforms 

 Most of the platforms discussed in Sect.  1.5  require analysis based on sampling, 
hence are point contact. The analysis is accurate, real-time (in most cases), and 
conform to sensor metrics of specifi city, selectivity, and sensitivity. However, due to 
the extreme nature of some chemical-biological agents, it is not always feasible to 
have either a direct or close contact with such environments. In such cases, stand-off 
detection systems are necessary.  

    1.5.1.2   Stand-Off Detection/Sensing Platforms 

 Ideally, a set of methodologies adopted to detect CBRNE agents and contamination 
should be amenable to both fi eld and laboratory analysis, and provide fast, reliable, 
and real-time detection and differentiation of chemical, biological (e.g., bacteria, 
virus, pathogens), VOC, TIC/TIM, pharmaceuticals, and other contaminants at a 
distance. Generally, optical properties of nanomaterials are considered for stand-off 
detection/sensing applications when combined with biotechnology and quantum 
mechanics. Several other approaches include use of nanoparticles, more specifi -
cally, quantum dots for catalysis or carriers to enable transduction. A few examples 
are surface-enhanced Raman spectroscopy (SERS) and localized surface plasmon 
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resonance. Yet another application is in metamaterials or negative refractive index 
materials for potential applications in satellite imaging elements. Potential chal-
lenges arise in that the source of illumination must have suffi cient light intensity 
with minimum power consumption. Further, intensity based measurements are sus-
ceptible to intensity-based noise in signals and require appropriate signal extraction 
software. Yet another stand-off detection methodology is generation of THz regime 
electromagnetic waves using carbon nanotubes (CNTs) that identify signatures in 
refl ected/scattered beam of potential chemical-biological agents. Signifi cant chal-
lenges still remain in the generation of high frequency using CNTs and also produc-
ing CNTs of same chirality. In almost all cases, signal transduction is one of the 
areas where revolutionary advances could be generated by leveraging NBIC conver-
gence. Technologies that exploit the unique optical, electrical, and mechanical prop-
erties of nanomaterials, and fi nd ways to effi ciently couple those nanomaterials to 
sensing elements will be critical. Integration of the following functionalities of 
stand-off detection will further enhance their utility: multiplex, parallel processing 
sensors/actuators interface, battle space suits interface, war fi ghters status, alerts, 
and warnings, biotechnologies integration: antidote, prophylaxis, HPE administra-
tion, bioinformatics – multi-source fusion, machine learning and recognition: adap-
tive and self-refl ective systems.   

    1.5.2   Bio-Inspired Systems, Biomimickry, 
and Opto/Bio-Cloaking 

 Nature offers a diverse wealth of responsive and multifunctional surfaces, whose 
properties are unmatched by current artifi cial materials. As we observe nature closely, 
many characteristics such as hydrophobic nature of lotus leaf, adhesive force of gecko, 
camoufl age by animals, mechanical strength of spider web, etc., combined with better 
understanding of the characteristics of advanced and nanomaterials; it is feasible that 
nanomaterials may present some characteristics allowing us to mimic nature by the 
synergistic effect of materials formation and further complemented with surface func-
tionalization. By the synergistic effect of laser induced texturing surface functional-
ization schemes, 3D structures exhibiting controlled dual-scale roughness which 
mimics the hydrophobic nature of the Lotus leaf, and also depending on the functional 
entities attached to the structures pH-, Photo-, Electro-, and Chemo-responsiveness 
can be obtained for microfl uidic applications. By creating biomimetic siderophore 
analogues, Shanzer et al   .  [  12  ]  studied effects of iron-sequestering siderophores to 
extract scarce iron (III) and hence microorganisms from their environment, that 
involved arranging the hydroxamic acid moieties arranged along a linear chain, such 
as ferrioxamine B on three identical side arms in a tripodal arrangement such as fer-
richrome, or more complex arrangements such as coprogen. The biomimetic sidero-
phore analogues can also be designed for a particular bacterium to distinguish 
between related uptake systems of different microorganisms. Also, by employing 
“drop-on-demand” multiscale biotechnical engineering, three dimensional cell 
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structures of organotypic cell in conjunction with nanomaterials to replenish or replace 
certain  protein compounds are likely to mimic cells the in-vivo environment allowing 
study of extracellular matrix (ECM), intercellular and cell-to-matrix interactions, and 
soluble factors and mechanical forces including microfl uidic perfusion. 

 Furthermore, by integration of proteins with synthetic membrane materials, such 
as ABA triblock copolymer membranes (PMOXA-PDMS-PMOXA) of varied 
thicknesses as platform materials for Langmuir fi lm-based functionalization with 
the OmpF pore protein from  E-coli  on the air/water interface, provides basis for bio-
cloaking fi lms for mimicry of cellular membrane surfaces toward the enhancement 
of implant biocompatibility. The fi eld is relatively new and many other studies are 
in progress to see if biomimicking/bio-cloaking can enhance sensing/detection of 
chemical-biological agents, toward a wide spectrum of applications in nanoscale 
medicine, including high-throughput drug testing, energy conversion for powering 
medical devices, and defense application, as shown in Fig.  1.4a, b .  

    1.5.2.1   Persistent Surveillance of Emerging Diseases Patterns 

 The Term “Biosurveillance” is commonly referred to as the process of data gather-
ing with appropriate analysis and interpretation of biosphere data that might relate 
to disease activity and threats to human or animal health – whether infectious, toxic, 
metabolic, or otherwise, and regardless of intentional or natural origin – in order to 
achieve early warning of health threats, early detection of health events, and overall 
situational awareness of disease activity. Because of international trade, travel, and 
migration patterns, pathogens can spread contagious diseases fairly rapidly. Hence, 
early warning and persistent surveillance to monitor any new infections or diseases, 
unintentional or otherwise, to map emerging patterns is a key security imperative to 
containment and remediation with minimum loss. Persistent surveillance requires 
increased CB (Cat.A-C) RN, Zoonotic and infectious disease detection/diagnostic 

  Fig. 1.4    ( a ) Optical cloaking and ( b ) Biomimickry – artist’s rendition       
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capabilities in fi elded systems large pathogen collection and reference materials 
library, and the ability to integrate existing biosurveillance tools and data fusion 
capability to include medical and environmental information. Nanomaterials based 
sensors/detectors in conjunction with bioinformatics and other “omics” provide 
full-spectrum capability to ensure sustained public health and medical readiness to 
prepare against bioterrorism and infectious disease outbreaks.    

    1.6   Nanomaterials and Societal Concerns 

 Reduced dimensional aspect attributes that provide novel sensing characteristics are 
also believed to be responsible for bioadverse response pathways for toxicity of 
nanomaterials. Consequently, nanoparticle toxicity is studied in context of its ability 
to induce tissue damage through the generation of oxygen radicals, electron-hole 
pairs, and oxidant stress by abiotic and cellular responses resulting in pro-infl ammatory, 
mitochondrial injury and pro-apoptotic cellular effects in the lung, cardiovascular 
system and brain  [  34  ] . It is further believed that nanoparticles absorb cellular 
proteins which could induce protein folding and thiol cross-linking; leading to 
neuro-toxicity and reduced enzymatic activity. Nanoparticles which are cationic in 
nature are also believed to induce toxicity via acidifying endosomes that lead to 
cellular toxicity and apoptosis in epithelial lung through endosomal rupture through 
proton sponge mechanism (PSM), mitochondrial targeting, and cytosolic deposi-
tion. Nanomaterials composed of redox-active elements are particularly reactive 
and can possibly provoke potentially damaging chemical transformations. 
Furthermore, even chemically benign nanoparticles may become activated by light 
absorption. It is thus essential to investigate the long-term consequences of NPs 
upon crossing blood-brain-barrier (BBB) and its distribution in cortex and hip-
pocampus over time to ensure their safety (nanosafety) using a set of tools termed 
as Nanopathology, such as x-ray fl uorescence microscopy (XFM) for distribution, 
magnetic resonance imaging (MRI) to measure metal concentrations in cerebrospinal 
fl uid, etc. One approach to determining the safe application of nanomaterials in 
biology is to obtain a deep mechanistic understanding of the interactions between 
nanomaterials and living systems (bio-nano-interactions). 

 Our previous studies have shown that due to the formation of high-temperature 
combustion processes during detonation, combustion, and explosion of weapon sys-
tems, nano-sized airborne pollution is created and released in the immediate envi-
ronment that is likely to contaminate humans, animals and surroundings depending 
upon air-currents and other atmospheric conditions. Likewise in some parts of 
Europe and China, unfi ltered burning and recycling of e-waste is creating release of 
metal nanoparticles along with obnoxious hydrocarbons, and volatile organic com-
pounds (VOCs). Nanopathology – a novel diagnostic tool through which we can 
show the presence of micro- and nano-sized inorganic particles in pathological tis-
sues of unknown aethiology, thus demonstrating the exposure and the dispersion of 
the environmental pollution in the human body. Experiments were also conducted 
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using Field Emission Gun Environmental Scanning Electron Microscope and 
Energy Dispersive Spectroscopy. Earlier results of this preliminary investigation 
warrant further investigations of the role of nanoparticles in the human health. We 
also are looking into extension of our studies for disease surveillance of possible 
dual-use of nanoparticles in case of domestic/international terrorism and war activi-
ties, in addition to investigating sites with high emission of carcinogenic nanopar-
ticles. Our investigation in conjunction with high-spectral imaging will serve as a 
tool for disease surveillance by means of identifi cation of new biomarkers of pathol-
ogy and tracking, and in the future for new forms of customized medicine for nano-
detoxifi cation. The study of fate and transport of nanomaterials via a matrix of 
parameters such as exposure routes, chemical composition, distribution, metabo-
lism, and agglomeration and excretion rate provide a comprehensive overview of 
interaction pathways. An ontological modality is used to identify its relationship to 
other items in the lexicon; viz. to enable information retrieval from various sources, 
databases, and via expert elicitation. Other contributing factors range from biodeg-
radation and bioaccumulation, thermodynamic properties, interfaces, and free 
energy of nanoparticles as a function of particle size, composition, and phase and 
crystallinity infl uence particle dissolution in a biological environment. The accumu-
lation, dispersion, and functional surface groups play an important role in cytotoxic-
ity and in evaluating pathways of cellular uptake, subcellular localization, and 
targeting of subcellular organelles. Hence, fundamental understanding of a nanoma-
terial-surrounding medium is vital to sustaining technological advances of nano-
scale materials as catalyst for new scientifi c and technological avenues.  

    1.7   Conclusion, Discussion, and Path Forward 

 More in-depth study of nanotechnology will help understand how to bridge length 
and time scales from atoms and molecules to complex structure and devices, and 
promises revolutionary abilities to sense and respond effectively to CBRNE threats. 
Nanomaterials are enabling technologies for situational awareness, C4ISR, and 
“infospheres” comprised of data from sensors, actuators, communications inter-
faces, alerts and warnings; and antidotes and prophylaxis. Nanotechnologies-based 
systems have demonstrated sensitivity, selectivity, and specifi city towards chemical-
biological materials and may also be prepared to attract specifi c molecular confi gu-
rations. The challenge lies in identifi cation of synthetic biomolecules. From the 
convergence standpoint, nanotechnologies play an integral and vital part in hard-
ware implementation. Sensors interfaced with biotechnology domains play a sig-
nifi cant role and may even overlap with cognitive sciences domain. Sensors/
actuators systems consisting of additional components, such as nanoantennas will 
demonstrate massive connectivity. To achieve “ideal” sensor platforms, many ques-
tions remain at the material level. In view of ever increasing complexity and unpre-
dictable nature of threat vectors, it is crucial to utilize advanced technologies in 
conjunction with ASC, as countermeasures.      
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  Abstract   The natural outbreaks of disease and pandemics are transnational threats 
that create international challenges when detection and containment are not timely 
due to scarce human and material resources. Whether the cause of those outbreaks 
is natural or intentional in origin, the main goal of consequence management oper-
ations is to save lives. The consequence management process is a continuum of 
inter-connected phases such as planning, preparation, response, and recovery. The 
rapid advances of life sciences and the emergence of dual-use technologies such as 
synthetic biology and nanotechnology pose additional challenges in terms of 
planning for the unknown potential threats whether they may be synthetic microor-
ganisms with unpredictable dissemination patterns or nanoscale-manipulated 
biological agents evading current detection capabilities. The US National Strategy 
for Countering Biological Threats is emphasizing prevention while continuing to 
support the national preparedness goals and response/recovery capabilities. The 
recent policies, guidelines, and recommendations on overhauling the biological risk 
management in the United States are a proactive stance to a rapidly changing global 
environment. They include optimization of the current oversight frameworks and 
active engagement of the industry and academia in order to reduce the risk that 
individuals with ill intent may exploit the commercial application of nucleic acid 
synthesis technology to access genetic material derived from or by encoding 
Biological Select Agents or Toxins. We are also actively seeking to increase our 
knowledge of health effects of various types of nanomaterials, and how to assess, 
control, and prevent harmful exposure, taking into consideration the numerous gaps 
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that currently exist with regard to the distinct behavior of nanoparticles compared to 
the same chemical or material at “macro-scale”. Fundamentally, a biological incident, 
whether it is of natural, accidental, or deliberate origin, constitutes a public health 
problem and the United States is engaged with the international community to 
enhance our collective capability to address emerging health security threats.  

  Keywords   Synthetic biology  •  Nanotechnology  •  Biosecurity      

    2.1   Harnessing the Power of the Microbe 

 The fi eld of “life sciences” research includes numerous integrated and related areas 
of scientifi c inquiry which deal with understanding life at the level of ecosystems, 
organisms, biological systems, organs, cells, and molecules. The last 50 years were 
marked by signifi cant achievements in this fi eld; in particular microbiology, agricul-
tural science, botany, animal science, bioinformatics, genomics, proteomics, synthetic 
biology, environmental science, public health, pharmacodynamics, modeling, 
statistics, and all applications of the biological sciences disciplines and methodologies. 
Arguably the most signifi cant enabler of this progress was the inter-disciplinary 
collaboration among life- and non life-scientists and the blurring of border lines 
delineating particular fi elds of expertise. A microbiologist, for instance, may now 
call herself (or himself) a “geneticist”, “environmental scientist”, “bioinformati-
cian”, “pharmacologist”, or a plethora of other names, based on the various applica-
tions of microbiology. She (he) could no longer be faithfully represented by a Louis 
Pasteur-like fi gure but by the “Hive Mind” of scientifi c enterprise empowered by 
technology and catalyzed by the Wiki-style collective intelligence. Like the fi ctional 
Borg in the  Star Trek  universe, scientists are continuously adapting and assimilating 
the current body of knowledge in pursuit of higher achievements. 

 In architecture, Antoni Gaudi (1852–1926) transcended the Modernist-style 
by “borrowing” elements from nature and striving to integrate materials, processes 
and poetry in his work, creating the most audacious and innovative organic concepts 
in his architectural masterpieces. From basic science to industrial application, we 
are now seeing biology-inspired technologies revolutionizing the areas of food, 
environment, energy, and health. 

 The fi eld of “biomimicry” brings together biologists, engineers, and designers in 
an attempt to solve some of the world’s grand challenges. For example, harnessing 
the viruses’ ability to target specifi c tissues and deliver their genetic payload, they 
are now used as “carriers” of gene therapeutics  [  1  ] , and bacteria are studied for 
powering fuel cells  [  2  ]  or cleaning up the environment of pollutants. In 1994, a 
“DNA computer” was used to solve a mathematical problem, called the directed 
Hamilton Path problem (aka “ the traveling salesman” problem, fi nding the shortest 
route between a number of cities, going through each city only once)  [  3  ] . 

 Undergraduate students in The International Genetically Engineered Machine 
(iGEM) Competition  [  4  ]  were able to solve even more complex Hamilton Path 
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challenges by manipulating the DNA of the  Escherichia coli  bacteria  [  4  ] . Already 
scientists are talking about “biochips” replacing the traditional silicon-based 
microprocessors and taking computing to new levels where the Moore’s Law leaves 
off. Judging from the sophistication and innovative thinking of the iGEM projects, 
they foreshadow life sciences future. 

 The biotech revolution was supported by the discovery and advancement of 
high-throughput genome sequencing tools and resources spurred by the initiation 
(and 2003 completion) of the human genome undertaken by the International 
Human Genome Sequencing Consortium (i.e. the “Human Genome Project”)  [  5  ] . 
Humans and microbes, we all have the genetic potential for adapting to particular 
environmental circumstances via traditional (structural gene changes) or epigenetic 
mechanisms (changes in gene expression without altering the genetic information). 
A human being is intimately connected with the microbiome and the understanding 
of our co-existence with the complex microbial community and how it affects our 
genotype-phenotype connection has the potential of signifi cant achievements in 
personalized medicine applications. 

 The traditional way of doing biology, by observation and by dissection, is now 
being complemented by an engineering approach, modifying and building biological 
systems from standardized parts. The fi eld of synthetic biology and its convergence 
with nanotechnologies could lead to well-characterized biologically inspired 
systems with predictable properties and functions. As Drew Endy put it, “Engineers 
hate complexity. I hate emergent properties. I like simplicity. I don’t want the plane 
I take tomorrow to have some emergent properties while it is fl ying”  [  6  ] . We are 
thus moving beyond the passive reading of genetic code into writing and editing 
it… The assembly of artifi cial biological systems (both self-replicating and non-
self-replicating) that perform desired functions in a predictable manner is now a 
reality. For example, infectious poliovirus was produced by chemical synthesis  [  7  ] , 
the 1918 infl uenza virus was “resurrected” by reverse genetic engineering  [  8  ] , and 
the bacterium Mycoplasma mycoides was “jumpstarted” to life with a man-made 
genome of about 850 genes  [  9  ] . 

 New tools and the convergence of molecular biology, chemistry, applied physics, 
and nanoengineering in life sciences enable scientists “to boldly go where no man 
has gone before”: manipulation of living systems at the molecular level. For 
example, quantum dots (QDs) are now used for individual molecule labeling and 
real-time visualization of biological processes  [  10,   11  ]  and single-molecule, real-time 
DNA synthesis could be visualized by using the zeromode waveguide (ZMW) 
nanofabricated hole  [  12  ] . The DNA can serve as a scaffold for complex nano-scale 
machinery. These DNA origami scaffolds are packed with man-made synthetic 
sequences that could be used to position DNA-binding molecules or nano-circuits 
such as in plasmonic devices. The DNA origami are envisioned to enable the 
creation of artifi cial ribosome producing custom enzymes, matrices for supporting 
artifi cial organs, or a DNA origami network designed to support a neuronal network 
connected to electrical circuitry  [  13  ] . 

 Nano-biotechnology is no longer confi ned to the research laboratory but has 
found its way into pioneering the frontiers of life sciences applications by using 
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nanofabricated materials and devices to study and engage with biological systems 
at subcellular and molecular levels. These rapid advances of science and the 
tremendous insight they confer into life processes as well as the uncertainty of 
predicting scientifi c discovery, also spurred ethical concerns about tinkering with 
life and its creation. Such ethical concerns are beyond the scope of this paper but 
the authors personally subscribe to the thinking of Antoni Gaudi who once said 
 “The creation continues incessantly through the media of man. But man does not 
create… he discovers”.  

    2.1.1   Quo Vadis, Biotech? 

 Harnessing the power of the microbes and the human ability to “think big” at 
nano-level, could potentially change at the fundamental level how we power the 
economy, provide food resources, sustain the environment, and improve the health 
of people, animals, and plants. Creating “green” microbial factories for chemicals, 
complex recombinant proteins, or fuels, is a strong impetus for the fi eld of synthetic 
biology, in particular for the creation of novel microorganisms using synthetic DNA 
made from off-the-shelf chemicals. Environmental challenges could be tackled by 
using engineered or synthetic bacteria to absorb heavy metals, detect contaminants 
with biosensors, produce fuels using sunlight and carbon dioxide, and converting 
industry waste to carbon dioxide or water. The microbes could power sensors in 
harsh or remote settings or self-sustaining robots that “eat” organic waste to generate 
their own power. 

 Similarly, nanotechnology applications in medicine are only limited by our 
imagination and may include enhanced prosthetics, nano-structured implants/
scaffolds for tissue regeneration,  in vivo  nano-sensors or nano-sized “physician” 
assistance (delivering treatments at the site of diseased tissue or cell), nano-enhanced 
physical and cognitive performance, and exploiting the quantum effects to create 
“smart” nano-materials, bionics, biomimetics, neuromorphic engineering, and 
brain-machine interface systems.   

    2.2   The Dual Use Dilemma 

 Whether by design or as an inadvertent consequence, life sciences results could 
have a deleterious effect on the health of people, animals, plants, and the environ-
ment. The ability of microbes to adapt to environmental conditions and the lack of 
predictability when bacteria designed for remediation are transferred to natural 
environments emphasize the importance of standardization principles emphasized 
by synthetic biology but also constitute an example of inadvertent harmful conse-
quences (e.g. catastrophic ecological collapse) which may arise from well-intended 
research. 
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 For the military, biotechnologies can provide opportunities for new types of 
battlefi eld sensors, improving military medicine and enhancing human perfor-
mance, microbial manufacturing of vaccines and nutrients, use of novel portable 
power sources, bio-based decontamination technologies and textiles, and biomimicry-
inspired forms of camoufl age and concealment. 

 Unfortunately, the same “Hive Mind” of collective intelligence may be misused 
for nefarious purposes and could enable the creation of asymmetric advantages and 
the ability to render existing threat mitigation capabilities irrelevant. For example, 
genetic sequences for assembling novel biological agents to be used as weapons, 
could be purchased from gene foundries, chimeric agents can be created by genetic 
engineering or synthetic means, and tinkering with microbial metabolic pathways 
could lead to the production of novel chemicals which are not regulated by domestic 
measures or international agreements. On the battlefi eld, swarms of miniature bio-
powered robots with stealth technology (employed as IEDs) could prove challenging 
for the future warrior as they may be diffi cult to defeat or detect. Nanotechnology-
based future scenarios involve the next generation of explosives or neuro-cognitive 
warfare with signifi cant potential impact on optempo and force protection. 

 Biology is no longer confi ned to the research laboratories but taken as a hobby 
by enthusiasts and practiced in garages, kitchens, and living rooms. So the next 
biological weapon could be produced not by a State-sponsored program but by an 
individual tinkering in his own garage. 

 The availability of technologies and materials coupled with the rapid pace of 
scientifi c developments and the convergence of previously distinct scientifi c fi elds, 
constitute a challenge to the traditional institutional and regulatory frameworks 
addressing the dual use dilemma. 

    2.2.1   Governance Options for Dual Use Research of Concern 

 Although the misuse of dual use research is likely a low-probability event, potential 
consequences of misuse are high. Based on recommendations of the National 
Science Advisory Board for Biosecurity (NSABB), 1  the U.S. Government is working 
on developing guidelines for the oversight of life sciences research with dual use 
potential. The draft Guidelines on Oversight of Life Sciences Research with Dual 
Use Potential are envisioned to set forth standards for oversight and articulate 
specifi c responsibilities, but they incorporate maximal fl exibility as to how those 

   1   The NSABB is a Federal advisory committee providing advice to the Secretary of Health and 
Human Services, the Director of the National Institutes of Health, and the heads of all Federal 
entities that conduct, support or have an interest in life sciences research. The purpose of the 
NSABB is to provide, as requested, advice, guidance, and leadership regarding biosecurity over-
sight of dual use research, defi ned as biological research with legitimate scientifi c purpose that 
may be misused to pose a biologic threat to public health and/or national security. Additional 
information on the NSABB can be found at   www.biosecurityboard.gov      
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standards and responsibilities are met at the local level. 2  The Guidelines also 
emphasize that the default position should be the responsible conduct and commu-
nication of dual use research, and that in only the rarest of instances, if ever, would 
it be appropriate to not conduct or not communicate research because of dual use 
concerns. Therefore, the expectation is that oversight of life sciences research with 
dual use potential will not signifi cantly impede the conduct and pace of the science, 
and that when dual use risks are identifi ed, they can be responsibly managed. 

 Current efforts of governance of dual use research of concern are focused on sci-
entists operating within a university or institutional setting. As such, other communi-
ties or individuals such as those practicing experiments at home as a hobby or 
established scientists not considering themselves “life scientists” or lacking appro-
priate training of biological risk management, may not be reached. Thus, raising 
awareness within the society as a whole about the possible biological risks and the 
need for the responsible conduct of research and increased vigilance will be critical. 

 President Obama recently articulated his vision to prevent the proliferation of 
biological weapons and bioterrorism, in the National Strategy for Countering 
Biological Threats 3  The Strategy has a clear, over-arching goal toward which all of us 
could signifi cantly contribute to: PROTECT against the misuse of the life sciences:

   Promote global health security: Activities that should be taken to increase • 
the availability of and access to knowledge and products of the life sciences that 
can help reduce impacts of outbreaks of infectious disease whether of natural, 
accidental, or deliberate origin.  
  Reinforce norms of safe and responsible conduct: Activities that should be taken • 
to reinforce a culture of responsibility, awareness, and vigilance among all who 
utilize and benefi t from the life sciences to ensure that they are not diverted to 
harmful purposes.  
  Obtain timely and accurate insight on current and emerging risks: Activities that • 
serve to improve threat identifi cation, notifi cation, and assessment capabilities as 
well as our understanding as to the global progress and presence of the life sci-
ences to help identify and understand new and emerging challenges and inform 
appropriate actions to manage the evolving risk.  
  Take reasonable steps to reduce the potential for exploitation: Activities that are • 
targeted to identify, sensitize, support, or otherwise safeguard knowledge and 
capabilities in the life sciences and related communities that could be vulnerable 
to accidents or misuse.  
  Expand our capability to prevent, attribute, and apprehend: Activities that are • 
intended to further hone the Nation’s ability to identify and stop those with ill 
intent to reduce the risk of single, multiple, or sequential attacks.  

   2   National Science Advisory Board for Biosecurity,  Proposed Framework for the Oversight of Dual 
Use Life Sciences Research: Strategies for Minimizing the Potential Misuse of Research Information  
(Washington, DC: June 2007),   oba.od.nih.gov/biosecurity/biosecurity_documents.html      
   3    National Strategy for Countering Biological Threats  available at:   http://www.whitehouse.gov/
sites/default/fi les/National_Strategy_for_Countering_BioThreats.pdf      
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  Communicate effectively with all stakeholders: Activities that should be conducted • 
to ensure the Federal Government is advancing cogent, coherent, and coordi-
nated messages.  
  Transform the international dialogue on biological threats: Activities targeted to • 
promote a robust and sustained discussion among all nations as to the evolving 
biological threat and identify mutually agreed steps to counter it.     

    2.2.2   E Pluribus Unum: State Parties to the Biological Weapons 
Convention and the Unity of Biosecurity Mission 

 The Biological Weapons Convention (BWC), formally known as the Convention on 
the Prohibition of the Development, Production and Stockpiling of Bacteriological 
(Biological) and Toxin Weapons and on Their Destruction (aka the Biological and 
Toxin Weapons Convention), was the fi rst multilateral disarmament treaty that 
banned the production and use of an entire category of weapons. It was opened for 
signature on April 10, 1972, and entered into force on March 26, 1975. 

 The BWC Member States hold Review Conferences every 5 years (1980, 1986, 
1991, 1996, 2001, 2006 – next one in 2011). Between these review conferences 
States Parties have pursued various activities and initiatives to strengthen the 
effectiveness and improve the implementation of the Convention. For example, the 
6th Review Conference created the 2007–2010 intersessional process which 
consists of 4 sets of annual meetings prior to the 7th review Conference (each set 
includes a 1 week Meeting of Experts, followed by a 1 week Meeting of States 
Parties); established the Implementation Support Unit (ISU); established an action 
plan for universalization and improving national implementation; improved the 
CBM information exchange process; worked on enhancing provision of assistance; 
and built a network of national points of contact. 

 While disagreements on various issues still exist within the BWC forum, bioter-
rorism prevention, improvement of laboratory biosafety/biosecurity and fostering 
a culture of responsibility in the life sciences with respect to dual use biological 
science and technology as well as building public health capacity to respond to 
man-made or natural incidents or hazards were topics of common interest among 
BWC Member States in the 2007–2010 inter-sessional process.  

    2.2.3   NATO Science for Peace and (Bio) Security Programme 

 NATO  Science for Peace and Security Programme  (SPS) aims to contribute to secu-
rity, stability and solidarity among nations, by applying the best technical expertise 
to problem solving. At a time when biological threats are reaching an unprecedented 
level on the global “concern scale” and they require a customized political, scien-
tifi c, and operational approach, this program could have a signifi cant impact on 
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countering biological threats by transcending into a “ Science for Peace and (BIO)
Security Programme ”. The areas of focus are already generally defi ned in the current 
SPS programme e.g.  Defence against terrorist threats  ( Study of human factors in 
defence against terrorism ) and  Countering other threats to security  ( Human and 
societal dynamics ;  Biotechnology/bioscience  not related to CBRN events). 

 The NATO group of experts that worked on revising the NATO’s new strategic 
concept called on the Alliance  “to become more versatile to face new dangers from 
sources that are geographically and technologically diverse”.  This is an obvious 
call for technical solutions and situational awareness of the relevant scientifi c 
advancements. The revision of NATO’s Strategic Concept is an opportunity to 
defi ne NATO’s role in combating bioterrorism, not only in offering assistance 
post-event but also in positioning itself as a network for support and assistance in 
national preparedness planning, civil-military integration in emergency response, 
and empowering civil society to get involved in national security policy develop-
ment, public education, promoting a culture of security awareness, and strengthen-
ing communities’ resilience to bioterrorism. By shifting its focus to prevention 
instead of response and by addressing non-state threats in synergy with other relevant 
organizations and stakeholders, NATO could strengthen the array of mutually 
enforcing elements that comprise the global web of bioterrorism deterrence. 

 The distinctive challenges of countering biological threats could not be effec-
tively tackled without in-house scientifi c expertise and mobilization of the NATO 
“Hive Mind” of scientifi c intelligence. As John F. Kennedy once said: “   The prob-
lems with this world cannot possibly be solved by skeptics or cynics whose horizons 
are limited by the obvious realities. We need people who can dream of things that 
never were.”       

  Disclaimer   The views, opinions, fi ndings, and conclusions expressed in this paper are those of 
the authors and do not necessarily represent the views of the Department of Health and Human 
Services or its components, or the offi cial policy or position of the Department of State, or the U.S. 
Government.  
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  Abstract   The problem of information overload becomes a huge challenge, 
 particularly when attempting to understanding how to introduce more and more dis-
parate data streams into a data system. Little has been done on how to make those 
data streams understandable and usable by an analyst. A new paradigm is constructed 
here, unconstrained by the limits of the current desktop computer, to develop new 
ways of processing and analyzing data based on the behavior of cellular scale organ-
isms. The additional issue of analytic “groupthink” or “information swarms” is also 
addressed, with potential solutions to the problem of “paralysis by analysis.”  

  Keywords   Bioinspiration  •  Biomimicry  •  Bioderivation  •  Computation  
•  Information swarms  

       3.1   Introduction 

 Information is the new coin of the realm. The amount of information available on all 
subjects has markedly increased. A study by the University of California- San Diego 
found that, on average, Americans hear, see, or read 34 gigabytes of information a 
day – about 100,000 pages of information a day. That number has increased by 
about 5% annually since 1980     [  1  ] . The analyst trying to make sense of this data 
onslaught is fi ghting a losing battle. The answer thus far has been one of brute force: 
the rate increase in available information does not yet equal the rate of computer 
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speed as calculated by Moore’s Law  [  2  ] , therefore, to the computer hardware 
 specialist, there is no problem necessitating a solution. The ability of an analyst to 
make sense of all this information is critical for national security. Information is 
needed to be accurate, reliable, and timely. Data needs to be usable. Data is no lon-
ger managed as a single piece of information. The interrelationship of one piece of 
data with other data has new importance. 

 Today, metadata has taken precedence. Metadata can be defi ned as all the infor-
mation associated with a single piece of information. Consider the sentence “The 
quick, brown fox jumped over the sad, lazy dog” as a collected observation. A fox 
was observed; brown in color and quick. Presumably it was timed to determine its 
quickness. What exactly was its speed? There was also a dog – lazy but of unidenti-
fi ed color. It was observed long enough for the observer to know it was lazy; the 
length of observation should be noted. Why no color? Where did the jumping occur? 
Where was the observer in relation to the event? What were the meteorological 
conditions? The answer to each one of those questions could be considered a piece 
of metadata, which could be stored and tracked on a computer to support future 
analysis. They call that storage “memory” but it’s a far cry from what we mean 
when we refer to human memory. 

 The human eye sees the fox jumping over the dog as a single event. It is entirely 
possible that the human ear hears the sound of the interchange between the fox and 
dog before the animals are in sight. The brain may need to determine that it is a dog 
and a fox, and not a fox and a log or two foxes, but some activity is noted immedi-
ately. It is also conceivable that the activity triggers a back memory in the human 
brain – a “Proustian Memory”  [  3  ]  – that has little immediately recognizable rele-
vance to the observed action but, on retrospect, may be directly applicable. 

 This paper begins with a very simple premise and hypothesis: computers are 
unsupportive of human endeavor and ingenuity. As such, the concept of the personal 
computer must be recreated from scratch to help address the wide variety of issues 
that face us today. 

 The average person has not one or two, but more likely dozens of computers in 
the house and offi ce today. Computers literally control our lives – from the auto-
mated alarm clock in the bedroom, the timed coffee pot in the kitchen, to the fuel 
injected or gas-electric hybrid vehicle in the driveway. With such a wide variety of 
microprocessors to choose from, how can I pick one and say it is stifl ing human 
creativity? 

 We will begin this study with an explanation of three related, but different, terms: 
bioinspiration, biomimicry, and bioderivation.

   Bioinspiration is the development of a synthetic system that performs the same • 
function of that of a living organism, even if the scheme is quite different from 
that employed by the organism.  
  Biomimicry is the adaptation of a mechanistic principle of a living organism to • 
replicate that action in a synthetic material.  
  Bioderivation uses an existing biomaterial in concert with an artifi cial material to • 
create a hybrid  [  4  ] .     
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    3.2   Bioinspiration on a Human Scale 

 This paper focuses on bio-inspiration. Simply, because at its simplest defi nition, a 
computer takes an input and expresses an output. At its most complex, a computer 
takes an input and expresses an output – nothing more, nothing less! A single cell 
organism does the same thing: it takes an input and responds with an output. But a 
single cell organism, despite lacking a brain or central nervous system does some-
thing else: it learns. Failure to learn would likely result in a condition dangerous or 
deadly to the survival of the organism. 

 Let us momentarily evolve beyond the single-cell organism to a much larger 
organism, a human being. The average human relies on five different senses 
(or “inputs”): sight, hearing, taste, smell, and touch. The loss of any of these senses 
may complicate life, but likely will not threaten the existence of the person. In many 
cases, the other senses will compensate for the loss of one sense by increasing the 
capability of the other senses. The computer, of course, has no such luxury of 
redundancy. 

 Worse, computer designers – both hardware and software designers – do not 
seem to recognize or appreciate the differences between the machine on the desk 
and the machine in the head. They are not building computers on a human scale or 
to support human ingenuity. 

 Consider, for example, the computer mouse – the handheld device for moving 
the cursor along the screen. This should facilitate and stimulate the brain, but it actu-
ally hinders the ability to think. A typical desktop computer mouse pad working 
surface is 19 × 23 cm (for a laptop computer it is much smaller, about 3 × 4 cm). That 
is your entire space devoted to working. 

 Now, consider how a person thinks when they are trying to solve a problem. 
They walk back and forth, gesture wildly with their hands, perhaps talk out 
loud even if there is no one else in the room. That is a human-scale workspace, 
far larger than 19 × 23 cm. Cram that workspace down to a mouse pad and you 
don’t focus inspiration, you stifle it. There are innovations that are trying to 
eliminate the mouse pad – huge multi-touch screens for two or three analysts 
to work at a time – but they are still far too expensive for a traditional office or 
laboratory space. 

 But it’s not simply a question of gesticulating madly defi ning either deep think-
ing or an insane rant. It has been demonstrated in studies of the learning disabled 
that multi-sensual learning (visuomotor or sensorimotor behaviors) increases the 
ability to learn: 

 The human brain, which has evolved over millions of years of evolutionary 
development, is adaptable and has developed in response to the complex cognitive 
needs of the human being. The brain’s ability to function effectively, however, is 
dependent on lower neural structure. Since the child’s brain still has the quality of 
plasticity or adaptability, the assumption is that the brain of a child with motor defects 
can be reorganized through activities designed to enhance sensory integration and 
thereby normalize behavior  [  5  ] . 
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 Since that was written 30 years ago, it has been shown that mental agility in older 
humans can also be enhanced by increased visuomotor activity. Why, then, must it 
be presumed that multi-sensorial activity is unimportant to people in the prime of 
their working and thinking lives?  

    3.3   Information Swarms 

 What is an information swarm? It is the phenomenon of intelligence analysts  [  6  ]  to 
all converge on the same answer, not because it is necessarily the “right” answer, but 
because it is the most readily-accessible or most “obvious” answer. The analysts 
swarm to the answer like bees to a fl ower. It is quick, it is defensible, and, more 
times than not, it is wrong. 

 There is an element of simplifi cation that is, in part, a necessity when trying to 
understand the world around us. Herbert Simon calls it “bounded” or limited ratio-
nality  [  7,   8  ] . The mind cannot cope with the complexity of the world it faces. 
Consequently, we construct a simplifi ed model of reality to use everyday. Our 
behavior is bounded by the limits of that mental model. When information enters 
the model which we have not previously prepared to accept, we have incongruity, or 
dissonance, which must be resolved  [  9  ] . 

 A number of theories in “consistency” or “cross pressure” have been developed 
since Fritz Heider originally approached the topic in the mid-1940s  [  10  ] . The gen-
eral conclusion of all these theories is the same: when there is confl icting or disso-
nant information, the general response is to either fi t the information into the 
analyst’s  weltanschauung , or reject the information  [  11  ] . This has been confi rmed 
in a number of studies; even scientists, often thought to be dispassionate recorders 
of phenomena, face the same problem: scientists are biased toward confi rming their 
own beliefs  [  12  ] . Philip E. Tetlock, for example, identifi es three different psycho-
logical perspectives (skeptics, complexifi ers, and fundamentalists) and concludes 
that, while each has components of validity, none are fully useful in predicting 
activity in international politics  [  13,   14  ] . More important in a critique of the 
 analytical process is the tendency to continue to hold to beliefs even after they have 
been proved wrong  [  15  ] ! This tendency is fatal to the notion of intelligence being 
the fulcrum in any policy-making decision regarding national security. 

 That intelligence failures occur should not be surprising; that the Intelligence 
Community (IC) has sometimes been proved correct may be more of the surprise 
 [  16  ] . Intelligence failure – essentially a “mistaken view of the external world” can 
be the result of several factors: a subordination of intelligence to policy; unavail-
ability of information when and where needed; received opinion (conventional wisdom); 
and mirror-imaging are often identifi ed as root causes of intelligence failure  [  17  ] . 
Intelligence is a profession of cognition  [  18  ] . It is, therefore, critical to recognize 
and respond to the problem of cognitive dysfunction. 

 But what if the observed phenomenon does not contradict the analyst’s belief struc-
ture? What happens when all the reference groups (religion, peers, family, teachers, 
society, etc.) agree? The result is a non-conscious ideology; a set of beliefs and attitudes 
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which is accepted implicitly but remains outside the awareness of the analyst because 
“alternative conceptions of the world remain unimagined  [  19  ] .” This is the fate of the 
“information swarm.” As the IC continues to pursue the  concept of “alternative analy-
ses” it’s critical to remind the analysts and the policy-makers that the alternatives are 
only as good as the imaginations that developed them. The possibility of imagining an 
alternative outside of an analyst’s experience is unlikely, if not impossible. 

 But, while some in the leadership of the IC recognize the problems of cognition 
and belief patterns, few seem to realize the fundamental institutional barriers to cor-
recting the problem. If the IC truly wants “alternative analysis”, it needs alternative 
thinkers. This may involve recruiting new analysts who do not fi t the mold of tradi-
tional IC analysts and may not have the ability to “pass” the traditional security 
background check to work in the IC. It may, in fact, be necessary to develop an 
“alternate universe” CIA, working away from the traditional CIA headquarters and 
away from the traditional analytic thinking  [  20  ] . Just as Apple Computers and Atari 
in Silicon Valley reinvented the traditional offi ce in the 1970s and 1980s, the CIA 
may need to reinvent its processes. 

 And the computer systems that support the IC will need to be reinvented. 
Computationally, it requires computers that can “identify” outlier data. Consider 
again the human computer, walking down the street of a familiar city. The senses are 
bombarded with data inputs. Yet, the brain ignores everything except what is needed 
to travel down the street. But, if something unusual or potentially dangerous on the 
perception periphery is identifi ed by one of the senses, the brain is able to adjust, 
analyze, and respond. It has responded to outlier data. 

 Analytic thought is, for all intents and purposes, taking in a series of data inputs 
and extracting an output – an analytic conclusion. This is the gist of what occurs 
when an intelligence analyst takes intelligence data – no matter the sources – and 
produces an intelligence assessment or a prediction of the future. Here, too, is a 
need for responding and analyzing outlier data. 

 Desirably, a computer should be a multi-sensor receptor, much like any single 
cell organism. A single cell organism “understands” and responds to its environ-
ment, despite not having a central nervous system or “eyes” or “ears”  [  21  ] . Research 
in adapting these capabilities to sensors is a potentially productive fi eld. One 
such effort is adapting a reconfi gurable computing tissue – a homogeneous two- 
dimensional tissue “skin” tissue with the entire sensor being operated by an artifi -
cial genome  [  22  ] . Calcium ion channels, signaling both internally and externally to 
the cell, are another potentially confi gurable sensor  [  23  ] . 

    3.3.1   Cognitive Dissonance and the Intelligence Analyst 

   The greatest derangement of the mind is to believe in something because one wishes it to be 
so. Louis Pasteur  [  24  ] .   

 Cognitive dissonance is the confl ict between a person’s beliefs and a decision the 
person has made  [  25  ] . Cognitive dissonance was fi rst expressed by Professor Leon 
Festinger, then Professor of Psychology at Stanford University in his 1957 study, 
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 A Theory of Cognitive Dissonance . Festinger’s hypothesis, simply put, is: “The 
existence of dissonance, being psychologically uncomfortable, will motivate the 
person to try to reduce the dissonance and achieve consonance; When dissonance is 
present, in addition to trying to reduce it, the person will actively avoid situations 
and information which would likely increase the dissonance.” [  26  ] . 

 As Festinger pointed out, dissonance – inconsistency – could be replaced by any 
number of other “notions” (hunger, frustration, and disequilibrium) and still be a 
valid theory. Festinger defi ned cognition as “any knowledge, opinion, or belief 
about the environment, about oneself, or about one’s behavior.” In short, everything 
an intelligence analyst must consider in assessing a problem. The application of this 
theory to the problem of intelligence analysis is then immediately apparent. 

 Richards J. Heuer tested the theory while working at the Defense Advanced 
Research Projects Agency (DARPA). 

 He concluded:

     The analyst who thinks back about how good his past judgments have been will • 
normally overestimate their accuracy;  
  The intelligence consumer who thinks about how much he learned from our • 
reports will normally underestimate their true value to him;  
  The overseer of intelligence production who conducts a postmortem of an intel-• 
ligence failure to evaluate what we should have concluded from the information 
that was available will normally judge that events were more readily foreseeable 
than was in fact the case [  27  ] .       

    3.3.2   The Problem of Data Fusion 

 It is necessary to understand the challenges of intelligence analysis in order to 
understand how exponentially increasing the available data to the analysts impedes, not 
improves, analysis. A surprise attack, such as the Japanese attack on Pearl Harbor or 
the World Trade Center attacks of 9/11, is considered an intelligence failure. Are such 
failures avoidable? More importantly, were such attacks truly the result of failures in 
the intelligence process? In general, there are two schools of thought regarding the 
impact of intelligence analysis. The schools are the “Orthodox School,” which argues 
that “the inherent pathologies and obstacles in the work of intelligence make every 
attempt of surprise attack an almost certain success,” and the “Revisionist School,” 
which argues that “the roots of surprise attacks lie in avoidable failures of certain intel-
ligence people.” [  28  ] ; but there is a fl aw in the opening assumption of both schools of 
thought: both assume the “failures” to be the fault of the intelligence analytic process. 

 There is a long-standing debate within the Intelligence Community as to the 
 defi nition of “intelligence analysis.” The debate centers on whether analysis is a 
structured methodology or intuition – science versus art  [  29  ] . Intuition, in fact, has 
been redefi ned as “unstructured methodology,” perhaps as a sop to those who are 
 concerned about the appearance of the art versus science debate having such a 
 critical role in national security. 



413 Bio-Inspired Computing

 In 1949, a scant 2 years after the establishment of what is now known as the 
Intelligence Community via the National Security Act of 1947, Sherman Kent 
authored what is now considered “the most infl uential book ever written on U.S. 
intelligence analysis  [  27  ] ,”  Strategic Intelligence for American World Policy   [  30  ] . 
Kent attempted to defi ne strategic intelligence as: knowledge (what is known), orga-
nization (who knows it), and activity (the work of the intelligence organization). It 
is, to a large extent, the template used by organizations within the Intelligence 
Community to this day. It was not, however, without its detractors. Willmoore 
Kendall, for example, wrote a review of the book in  World Politics   [  29  ]  which chal-
lenged most of Kent’s arguments and conclusions  [  31  ] . Kendall argued that Kent had 
“not worked out in his own mind what an ideal set of intelligence arrangements …
would be like, and thus has no standard against which to measure the magnitude of 
the shortcomings he exposes.” Kendall believed Kent had a misguided view of the 
function of intelligence (as primarily a wartime activity) and challenged Kent’s 
belief that the analytic process was empirically-based, as opposed to Kendall’s 
 predilection for it being a theoretical research process  [  32  ] . 

 Kent’s basic concern was the relationship of the intelligence analyst to the policy-
maker, a relationship he rightly characterized as “one of the utmost delicacy.” Kent 
identifi ed the professional challenge of serving two masters: analytic integrity and 
policy clients  [  7  ] . Obviously, listing two such issues as different masters creates a sort 
of “Hobson’s choice”  [  33  ] , with no good alternative options. In reality, there needs be 
no choice between the two alternatives; one should be able to maintain analytic integ-
rity and still support the needs of the policymaker. Kent, however, believed strongly 
that there was a great chasm between policymaker and intelligence analyst. 

 Kent believed the analytic process was undermined by either of two alternatives: 
when the analyst is too removed from the policymaker and, conversely, when the 
analyst is too close to the policymaker. Kent concluded that being too removed from 
the policymaker was the greater problem of the two. This, however, Kent found to 
be an organizational impediment, not the fault of the analyst. Kendall, on the other 
hand, is even more pessimistic than Kent in this regard. He asks rhetorically “Does 
it not follow that, as regards the great decisions about foreign policy, it is highly 
probable that our undertakings will fail and our statesmen plan in ignorance?” [  34  ] . 
But, again, this presents an arrogance that is misplaced. It assumes that the policy-
maker is ignorant absent the intelligence analyst’s input. There is little in the 
literature to suggest such a situation. The classic case of so-called intelligence 
failure, Pearl Harbor, was not the result of ignorance by the policymaker, but rather 
was because the policymaker deemed other factors had greater importance than 
the resultant “failure”  [  35  ] . 

 Kent stated in the forward to  Strategic Intelligence  that many of the ideas in the 
book were not his but rather the ideas of George S. Pettee, a professor at Amherst 
College and the author of an earlier book, The Future of American Secret Intelligence. 
Pettee, like Kent, had one basic understanding of the role of intelligence:

  The simple fact remains that the United States cannot have a national policy comparable to 
its commitments unless it has the means to form such a policy and to base it upon the best 
possible knowledge of the facts and circumstances  [  36  ] .   
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 The analytical “process” is not as organized or process-oriented as one might 
expect or hope. Richards J. Heuer, in his classic study, Psychology of Intelligence 
Analysis, identifi es four principles of perception that are interrelated and  confounding 
to the analytic thought process

   We tend to perceive what we expect to perceive;  • 
  Mind-sets tend to be quick to form but resistant to change;  • 
  New information is assimilated to existing images;  • 
  Limited exposure to blurred or ambiguous stimuli interferes with accurate per-• 
ception even after more or better information becomes available  [  37  ] .    

 Here the Intelligence Community faces a conundrum. One way to counter having 
a hide-bound analytical staff unwilling to move from its world-view is to bring in 
“new blood” with no preset motivations or beliefs. But a young staff has the signifi -
cant drawback of not having the necessary historical, cultural, and language skills 
to fully analyze and understand intelligence on a day-to-day basis. And, in light of 
some of the objections during the Iraq WMD debate, might a novice analyst not be 
more susceptible to having a conclusion be “pre-cooked” by a superior than a hard-
ened veteran? 

 The then-current Deputy Director of National Intelligence for Analysis, Thomas 
Fingar, has no less sanguine a view of the immediate future of intelligence analysis 
in the Community. Speaking before the Council on Foreign Relations, he said it 
bluntly: “To improve analysis, we need better analysts.” 

 Part of that problem is the lack of experts in analytic positions. Fingar describes 
the problem as being like the letter “J” – a small group of senior experts, already 
past (or near) the age for retirement; a dearth of mid-career analysts; and a long 
leg of new hires. Fingar states that about 55% of all analysts in the IC joined after 
9/11. Another senior level offi cial in the DNI described it as “40% are within 5 
years of being hired and another 40% are within 5 years of retirement.” It is hard, 
if not impossible, to maintain currency with that sort of turnover. That fact, cou-
pled with a 25% reduction in staff as a result of the so-called Cold War “peace 
dividend” destined the IC to a tumultuous managerial nightmare from the 1990s 
until today. 

 Other critics of the IC are equally pessimistic. Bowman Miller, a professor at the 
National Defense Intelligence College, echoed Fingar’s charge, arguing that “fi lling 
intelligence gaps and avoiding “intelligence failures” (policy decisions, somehow 
never account for failures) demand more than adding analytic manpower and creat-
ing new tools; fi rst and foremost, they require more expertise. More analysts are 
needed to couple analytic depth with conceptual breadth, while recognizing and 
trying to mitigate the perennial problems of cognitive bias and “group-think” pres-
sures to conform.” 

 How, then, can it be expected for an analyst – whether an intelligence analyst 
sitting in a cubicle in the basement of CIA headquarters, or a seasoned “politico” 
sitting in a walnut-paneled offi ce at the State Department – to be able to carve a path 
through all these biases and barriers to (for lack of a better phrase) “free thought”? 
The analyst must fi nd the balance between the tyranny of “experts” and the tyranny 
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of the lowest common denominator. Secondly, the analyst must fi nd the balance 
between ignorance of the facts and hardening of the cognitive synapses. And all 
of  THIS  presumes that the collectors of data have managed to collect information of 
value to the question at hand and successfully saved the data in a form and location 
that is retrievable by the analyst.   

    3.4   Conclusion 

 The ability to ingest data and make a reliable assessment from that information is 
dependent upon a number of factors. For reliable, consistent data it is important for 
sensors to adapt to incoming data streams. This will be essential both for survival as 
well as for data integrity. The ability of the analyst to understand and assess the 
incoming data free of any internal or external biases is also critical. It may, in fact, 
be a more important factor than the analyst’s level of expertise or subject knowl-
edge. But one over-riding issue is that tools designed to help the analyst must not 
actively impede the analytic process. Computers should be designed with a 
 philosophy of freeing thought, not stifl ing or controlling thought. Designing com-
puters on a bio-inspired template would be a good fi rst step.      
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  Abstract   Nanotechnologies offer numerous, very promising possibilities to solve 
old problems due to the matter properties at nanolevel. The opportunities presented 
are far-reaching, novel and unprecedented. But the enthusiasm for this revolution is 
tarnished by some concerns about the safety of nanoparticles for human and envi-
ronment health. Their ability to negotiate the physiological barriers has already 
been demonstrated. The present study shows that unintentional, not engineered, 
nanopollution is already present in the environment, particularly because of the use 
of high-temperature combustion processes (internal-combustion engines, incinera-
tors, high-technology weapons’ explosion, etc.) and that presence contaminates 
humans, animals and environment. The paper takes into considerations public 
worldwide-known events where unintentional important release of nanoparticles 
occurred and discusses the effects that they induced in humans and animals. 
Biological samples affected by lymphoma, leukemia, and cancer of soft tissues of 
soldiers who served during the Gulf War and Balkan War and of people exposed to 
the 9/11 pollution are considered and specifi c analyses have been carried out in 
those pathological samples by means of Field Emission Gun Environmental 
Scanning Electron Microscopy coupled with an Energy Dispersive Spectroscopy. 
These pieces of evidence induce to consider the role of nanoparticles and their 
impact on the human health with attention, also for their possible terroristic use.  
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    4.1   Introduction 

 Nanoparticles have shown to possess very interesting characteristics that, suitably 
applied, are already widely used industrially. The impulse given to this new type of 
research and their immediate applications to develop products meant for large, com-
mon use leave no time to evaluate the ethical implications implicit in a wide use of 
products not fully evaluated, for instance, from a toxicological point of view. The 
absence of regulations for nanoscaled materials allows manufactures to market 
products without carrying out specifi c tests specially related to the full life-cycle of 
the product or informing the consumers of the nanocontent listing it in the product’s 
label. This situation implies that, if there are side effects due to the use of those 
products, they are not observed as possibly connected with the nanoproduct’s use 
and prospective epidemiological studies will not reach any conclusion, since a 
homogenous exposure of these consumers is not known or considered. 

 In this situation of uncertainty, while waiting for specifi c rules and standards, it 
should be mandatory to develop researches anticipating this need. The research we 
carried out started from three simple facts:

    1.    engineered and non-engineered nanoparticles are already present in the environ-
ment, released by nanotechnological activities and by uncontrolled (in terms of 
release) high-temperature combustive processes like those occurring in car 
engines, power plants, incinerators, explosions, etc.;  

    2.    man and animals are already in contact with those particles;  
    3.    nanosized particles can negotiate the physiological barriers because of their tiny 

size, reaching the deepest districts of the organism.     

 Thanks the European project Nanopathology, (FP5-QOL-2002-147;   www.
nanopathology.it    )  [  1  ]  we developed a novel diagnostic tool through which we can 
show the presence of micro- and nanosized inorganic particles in biological tissues, 
most of which we found to be affected by pathologies of unknown etiology. 

 The diagnosis makes use of a novel type of ultramicroscopic investigation to 
check possible exposures to inorganic micro- and nanoparticles humans and animals 
underwent. The analyses carried out were meant to identify those foreign bodies 
remained trapped in biological tissues. 

 After having examined more than 1,300 biological samples, mostly pathological 
ones, we can give a defi nite answer: inorganic micro- and nanoparticles, be they 
inhaled (with contaminated air) and/or ingested (with contaminated food), can be 
found virtually in any organ  [  2  ] . Once inhaled, they can reach the pulmonary alveoli 
and move to the blood within a few tens of seconds. A similar phenomenon occurs 
to ingested particles  [  3,   4  ] . 

 In the subjects affected by hypercoagulative diathesis, those particles can trigger the 
formation of blood thrombi reaching the lung circulation (pulmonary thrombo- 
embolism), if the phenomenon occurs in the veins, or virtually any organ, if the reactions 
occurs in the arteries, causing stroke or myocardial infarction  [  5  ] . But most particles 
reach any district of the organism where they are trapped and seen as foreign bodies. 
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 Interestingly, under particular conditions those particles can enter the cell nuclei 
without killing them but potentially interacting with the DNA and can trigger can-
cerogenic reactions  [  6,   7  ] . In our experience, no biological mechanism exists  capable 
of eliminating those invaders and the obvious reaction induced is the one typical of 
foreign bodies. 

 After evaluating possible sites where an important release and the following high 
concentration of non-engineered nanoparticles occurred and where important effects 
were clearly detectable, we identifi ed, among others, two sites where such nanocon-
taminants were released and studied the effects. The fi rst is related to the terroristic 
attack of 9/11 and the second considers the events of the 1st and 2nd Gulf war and 
the Balkan wars. 

 Analytical investigations on the environmental pollution generated after the 
attack of two aircraft in New York and the following collapse of the buildings hit 
along with a number of biological analyses on sanity and rescue workers and fi re-
fi ghters, as well as the war pollution discovered in Iraq and the observation of patho-
logical tissues of veterans allowed us to express some concerns about the impact of 
micro- and nanopollutants on humans and animals.  

    4.2   9/11: The Domino Side Effects of a Terroristic Attack 

 The attack to the World Trade Center by two airplanes caused two explosions in the 
upper part of the Towers. The red-yellow fl ames developed indicated that the tem-
perature was very high, most probably in excess of 2,000°C. The combustion caused 
the immediate sublimation and aerosolization of the two airplanes and everything 
present at least in the upper part of the towers: glass, ceramic materials, plastic, 
wood, computers, metals, etc. The high temperature created nanoscaled particulate 
matter and a black dust cloud mainly due to the aircraft pulverization that developed 
and moved from Down Manhattan toward other urban areas. The real extent of that 
nanoscaled fall-out is unknown, but there can be no doubt that it interested a wide 
area. So, people living at a comparatively long distance from the site of the disaster 
inhaled that ultrafi ne matter. A very short time later, the mechanical collapse of the 
Twin Towers generated a white dust cloud, different from the fi rst one not only in 
color but in size of the particles – as they were mostly micrometric – and in chemical 
composition, since much of them came from the structure of the buildings. That 
dust, heavier and coarser than the former, invaded the ground and the aerial spaces 
around the skyscrapers. 

 In a short communication we sent to the Herald Tribune for the fi rst anniversary 
of the event, we predicted that “more mourning will occur as a consequence of the 
pollution generated both by the combustion in the upper part and by the mechanical 
crush of the buildings”, but we also expressed a doubt about the immediate recogni-
tion by medical doctors of a link between the inhalation of that dust and the diseases 
that started to make their appearance in New York. The creation after 1 year of a 
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Health Registry by the Council of Downtown Manhattan in order to give an answer 
to the requests of explanations made by citizens was the best evidence that a suspi-
cion of a link existed. 

 It is not clear how many people actually fell ill after 9/11, since the Registry 
considers only the sanity and rescue workers and the fi refi ghters (about 70,000 
units). People who worked in the vicinity of the Twin Towers but lived outside the 
Manhattan area were not included. As a guess, a possible number of the people who 
fell ill after 9/11 might range from 200,000 to 300,000. 

 What is actually happening is an unexpected (how really unexpected?) domino 
effect impacting on many aspects of society, not least economy. But what is most 
important is that the number of victims is bound to increase within the next few 
years, since many pathologies take a relatively long time to grow manifest, and 
asbestos mesothelioma (asbestos fi bers are nanoparticles) can serve as an example. 
The symptoms are many and multifarious: from asthma to allergies, from atypical 
pneumonia to pleurisy, many idiopathic diseases, and different forms of cancer, 
chronic fatigue, neurological diseases, autoimmune symptoms and diabetes. But the 
list should be much longer. 

 Specifi c studies on Post Traumatic Syndrome in children and also in neurodevel-
opmental symptoms due to mother’s exposure during pregnancy to polybrominated 
diphenyl ethers (PBDEs) present in the fi re retardants used by fi refi ghters showed 
an increased ratio if compared with the situation before 9/11, and so did malforma-
tions and miscarriages. 

 People who were physically present during the collapse and/or worked there 
developed some neurological symptoms not clearly understandable if not hypothe-
sizing an uptake of metallic nanoparticles that reached the brain. Also the birth of 
malformed babies could be related to the mother’s exposure to the 9/11 pollution. 
Personal studies carried out in other polluted areas revealed that fetal malformations 
can be correlated with mothers’ exposure to environmental submicronic toxic 
 particulate matter. In fact, inside the fetal internal organs submicronic toxic particles 
were found that were present in the environmental industrial pollution where the 
mother lived  [  8  ] . 

 We had the opportunity to analyze the dust of the Tower collapse that was collected 
from objects that were unburied from the ruins and from 2 fi refi ghters’ fatigue dresses 
and helmets, put in cellophane bags by their owners without any cleaning after having 
been engaged 3 months at Ground Zero. 

 The dust showed to be composed of particulate matter with a size ranging from 
tens of microns down to tens of nanometers and the particle composition had a sur-
prise in store. In fact we found Iron compounds containing also Antimony, Sulfur 
and Chromium, Cerium and Lead compounds, other made of Silver or Gold con-
taining also Sodium, Aluminum, Silicon, Chlorine, Potassium, Calcium, Iron Zinc, 
Nickel, and Copper. Such compounds had been never found before since they come 
from uncontrolled, casual combustion. 

 Rescue and sanitary workers, fi refi ghters, volunteers and common people kept 
inhaling this dust for months as did the dogs employed at Ground Zero that eventu-
ally died of lung cancer. Since men and animals ate on the spot, it is possible and 
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very likely that that dust was also ingested besides being inhaled. The tiny size of 
this particulate matter made the particles more insidious since, small as they 
are, they can easily negotiate every physiological barrier and, as mentioned above, 
have the possibility to be transferred into all the internal organs. And the fi ner they 
are, the more easily they can reach any anatomical district, the deeper the reaction 
and, as a matter of conjecture, the more diffi cult their removal is, if a possibility of 
being effectively removed actually exists. 

 In New York we worked with a scientifi c Foundation called FASE which had 
approved a detoxifi cation treatment proposed by the Council of Downtown Manhattan 
on Ground Zero workers affected by different illnesses. In the course of that under-
taking we observed a possible mechanism of elimination of that kind of dust. The 
method of detoxifi cation applied scheduled a 3-week cycle of daily saunas with light 
gymnastic exercises and a pharmacological treatment mainly based on vitamins. 
In order to verify the ground of this hypothesis and the bounty of the results, we 
collected and analyzed the sweat of 12 subjects after a sauna. Those patients were 
affected by chronic chronic-fatigue, severe asthma and severe dermatitis. Drops of 
sweat mostly from the chest skin were collected in sterile vials. Starting 48 h before 
the sauna, the workers were requested to clean the breast skin only with water and not 
to use soap, deodorants, perfumes, creams, etc. 20 ml of the sweat collected were 
spread on a cellulose fi lter, dehydrated and observed under Field Emission Gun 
Environmental Scanning Electron Microscope coupled with an Energy Dispersive 
Spectroscopy to check the chemical composition of sweat and debris, if any. 

 Among crystals of Sodium chloride, an obvious fi nding, we identifi ed particles 
smaller than 1  m m and with different compositions. Particles of Iron, Antimony or 
Lead-Antimony, Lead-Chromium, Zinc or Barium sulfate, Titanium-Barium, 
Bismuth-Chlorine, Silver and also Gold compounds. Figure  4.1  shows a particle 
(one of many) detected in the sweat of a fi refi ghter. We do not know if he inhaled or 
ingested it at Ground Zero during his 3-month stint there, but it is singular that some 
chemical compositions found in the dust collected at Ground Zero are peculiarly 
similar to that found in the sweat years later.  

 What we cannot know is how much of the dust contained in the organism is gotten 
rid of that way, as we have no idea of the quantity actually present in the subject. 

 None of these alloys (from the technical point of view the vast majority of those 
particles are alloys) is present in any handbook of metallurgy or of materials, since 
they come from an uncontrolled, occasional combustion. Compounds like Barium 
sulfate, for instance, can come from the mechanical crush of the Towers and may 
belong to their building materials. Their appearance on the skin surface after 4 years 
from inhalation or ingestion and as a result of sauna cycles might mean that they 
were stored in a fatty tissue and released by drastic heat cycles through the skin 
pores. The partial recovery of the patient we observed could mean that the partial 
elimination of these foreign bodies was suffi cient to improve their health. The inter-
nal presence of the dust in all organs and tissues trigger the defense mechanisms, 
but they are not successful since they cannot destroy physically the toxic particles. 

 After having checked many other more or less similar cases without any 
 occasional relation with the one of Manhattan, once again these pieces of evidence 
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  Fig. 4.1    Submicronic spherical particle composed of Carbon, Oxygen, Gold, Sodium, Aluminum, 
Silicon, Chlorine, Potassium, Calcium, Iron, Nickel, Chromium, Zinc       
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testify that inhaled or ingested nanosized dust can induce adverse health effects. 
In most instances it does not cause instantaneous toxic reactions, but delayed 
 symptoms of diseases can occur whose etiology is erroneously diagnosed or not 
diagnosed at all. 

 Medicines have no real effect against this kind of internal pollution. Economy 
can be negatively infl uenced by the working days lost, by the costs of drugs and 
hospitalization, and by the cost of remediation (when possible) carried out on the 
environment. The domino effect of such a type of terroristic attack is self-evident.  

    4.3   The Exposure Scenario Created by the Twenty-First 
Century Wars: The Gulf and Balkan War Syndrome 

 The explosion of high-technology weapons against a target or of a large quantity of 
ammunition accumulated to be destroyed creates airborne micro- and nano- particles. 
Bombs based on depleted Uranium (DU), Tungsten, or pyrophoric metal generate a 
very high temperature, generally in excess of 3,000°C degrees, e.g. 3,036–3,063°C 
for Uranium  [  9  ]  and about 5,000°C for Tungsten. Both temperatures are high 
enough to have the target aerosolize along with everything located within the 
volume. The explosion produces an airborne pollution with a new chemistry, due 
to an uncontrolled combustion. The elemental composition of the bomb combines in 
accidental, albeit physically and chemically possible, ways, forming new materials 
that are not mentioned elsewhere. Behaving many ways like gases, those particulate 
pollutants, spherical and hollow, are released in the surrounding atmosphere and fall 
after a while on soil, water, vegetables, etc. 

 The particulate matter pollutes battlefi eld and soldiers, civilians, NGO members, 
animals, and whoever happens to be present in the area. We performed investiga-
tions on some hundred soldiers’ pathological tissues after exposures in the Gulf 
(2001) and in the Balkans war  [  1  ] . The weapon-produced nano-pollution was 
detected and its chemistry verifi ed. No debris containing DU was ever detected in 
those subjects (it was in other circumstances), but only an ample variety of heavy 
metals, which is easily understandable, because the quantity of Uranium involved in 
an explosion is negligible. 

 As described, micro- and nanoparticles can reach virtually any anatomical district. 
So, among many other organs and tissues, nanoparticles were identifi ed in the 
pathological specimens of brains affected by neuroglioblastoma and in the seminal 
fl uid of soldiers affected by non-Hodgkin’s lymphoma or gonad cancer. 

 It is only natural that this uncontrolled, and, as a matter of fact, uncontrollable 
pollution can be inhaled also by the civilians that live in the area, but, since those 
particles can fl oat in the lower atmosphere for a long time and can be carried by the 
wind a long way from the place where they were generated, also people living rela-
tively far from that area can be contaminated, though, as a rule of thumb, the farther 
from the origin, the lesser concentrated the particles are. In any case, it must be 
noticed that a predominant wind can carry the dust in one particular direction, thus 
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leaving a comparatively close-to-the-source area relatively clean. Also animals can 
inhale that dust and ingest it by feeding on the polluted grass. People and animals 
involved in a war may so share a common lot. 

 Dust has always been produced by the explosion of ammunition, but what makes 
the difference now in comparison with the past is that the concentration of nanopar-
ticles is far higher because of the unprecedented temperatures involved, and also 
small animals like insects can be damaged by this phenomenon. It is a fact that, after 
bombing Afghanistan in 2004, most of the local bees disappeared, a phenomenon 
we observed in other comparable circumstances. 

 Side effects of the new wars are under everyone’s eyes: young soldiers clinically 
certifi ed as healthy, return from a 6–8-month mission and start to grow ill  [  10  ] . After 
a while the health problem involving veterans from the Balkans, Iraq or Afghanistan 
could no longer be hushed and it was amply discussed by journalists worldwide, 
unfortunately not always expert enough to be able to present it in correct terms. 

 The consequences of that contamination are not confi ned to the primary victims 
alone who, in any case, can grow sterile, but, in some instances, involve also their 
families or partners. Burning-semen disease is a condition actually affecting their 
sexual partners and the birth or the miscarriage of malformed babies is a misfortune 
to the whole family. But few demonstrations of the responsibility of that fi ne and 
ultrafi ne dust were presented because of the diffi culty to assess the effective 
exposure the soldiers underwent. They are not equipped with sensors capable of 
detecting and quantifying nanopollution, and, in addition to that, those who analyse 
the pathological tissues do not have the cultural background to be able to appreciate 
the problem nor the instruments to verify the presence of non-biocompatible, 
non-biodegradable, sometimes inherently chemically toxic, pollution in the patho-
logical samples they observe. 

 Can the war micro- and nanopollution be the cause of the Palestinian men’s 
sterility that Arafat denounced in one of his last interviews before he died? The 
continuous bombing may produce in some subjects a neurological stress that makes 
them choose not to procreate, but what is certain and independent of psychology is 
that an environmental pollution like the one described persists for years. The new-
technology weapons of Israel (Depleted or Enriched Uranium, Phosphorus, etc.) 
can contaminate the Gaza Strip territory in an irreversible way (most particles we 
detected are not degradable through natural processes), but they themselves, the 
Israeli, can be acutely contaminated in particular during their infantry raids. 
Nanoparticles are really democratic: they attack the “enemy” but also, and impar-
tially, they do attack those who generated them.  

    4.4   Conclusion 

 A devious fact is the delay elapsing between the exposure and the onset of the 
pathologies, pathologies whose course can be slowed down by the use of palliative 
drugs, for example anti-infl ammatory, but not stopped. The new pollution 
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 contaminates the environment, inducing alterations in the fl ora and the fauna, but 
nobody can predict the entity and quality of the effects and how long this pollution 
can last in the territory. In fact the end of a war in terms of fi ghting and bombing 
does not coincide automatically with the disappearance of that contamination and 
the end of its effects. Silently, Nature reacts to those insults with mechanisms that 
are still largely unknown because the Planet has never had a chance to measure itself 
against such an assault and we have no experience.  The truth is that we are playing 
with Nature without knowing the rules of the game.  What we cannot afford to ignore 
is that nanosized pollution can interact directly with the living organisms and with 
vital parts of the cell like the DNA, the code to our existence  [  7  ] .      
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  Abstract   Nanotechnology offers tremendous opportunities for developing sensing 
and monitoring devices that are small and inexpensive with rapid response time of 
multiple analyte detection. In addition, there is the potential for these sensors to 
have “smart” or active capabilities embedded in them. These devices can help meet 
critical challenges identifi ed in the environmental, occupational, biological and 
national security areas.  

  Keywords   Sensors  •  Environment  •  Smart devices      

    5.1   Introduction 

 Nanotechnology offers the monitoring and sensing sciences a world of novel, 
 miniature, and “smart” devices. In a world that is becoming increasingly global, in 
both commercial production as well as manufacturing and distribution, robust, sen-
sitive, accurate, and adaptive sensing devices are in high demand. From regulatory 
agencies to corporations to private citizens, there is a huge market for integrative 
sensing devices. Applications include personal and national security sensing, eco-
logical monitoring of biological, chemical, and radiological materials, biomedical 
assessing, and product quality monitoring and control. This article examines the 
current challenges for environmental monitoring and detection that can enable 
holistic ecological assessments using nanotechnology.  
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    5.2   Ecological Assessment 

 Challenges in the ecological assessment area include limitations in detection 
 capacities, multi-analyte detection needs, integration of miniaturized components, 
devices which go beyond detection and monitoring to perform or trigger actions, 
and analysis in complex real-world mixtures. Nanotechnology, alone or in combina-
tion with bio-, info- and cognitive technologies offers one path forward towards 
meeting these challenges. 

 In the environmental nanotechnology area there are monitoring and sensing 
needs which can be classifi ed in two categories. The fi rst is in the area of developing 
monitoring and sensing devices that are miniature and inexpensive, capable of rapid 
detection of multiple analytes, accurate, robust, and precise in complex mixtures. 
In addition, such devices should be “smart”    or able to perform an action subsequent 
to detection. Nanotechnology has fantastic potential to meet these needs and to 
provide devices which can enable a more holistic assessment of our air, soil, and 
water environments. Support for development of these sensors can be achieved 
through research grants, small business awards and collaborative industrial-academic-
 government partnerships. 

 The second category of need for environmental sensors in the nanotechnology 
area is the detection and quantifi cation of engineered nanomaterials as distinguished 
from no other incidental or natural nanomaterials. This need is especially critical for 
regulatory and public health agencies. For example, fullerenes have been detected 
in automotive exhaust (incidental) and are also engineered for specifi c products, 
including drug delivery vehicles and composite materials. Omowunmi Sadik has 
explored not only using engineered nanomaterials to detect conventional pollutants, 
but also developing innovative sensing techniques for identifi cation and quantifi ca-
tion of engineered nanomaterials in environmental media  [  1  ] . 

 Precise and accurate miniature sensors are needed for environmental remedia-
tion, quality control, and environmental assessment of air, soil and water prior to, 
during and following remediation. While low-power mobile sensors that can respond 
to various chemical, biological, radiological, and energetic compounds have been 
developed by researchers, the capacity to sense and perform in complex  environmental 
mixtures still presents a challenge. Interferences with non-target or confounding 
compounds which can produce false negative or false positive results and the 
capacity for sensing equipment to become fouled currently hamper sensing and 
detection capabilities. Certain natural environments that are harsh present additional 
challenges due to extreme temperatures, pressures, salinity, pH, or other factors. 
Research and development to address these challenges are key to enabling appropri-
ate risk assessment and management policies and environmental protection. 

 Engineered nanomaterials, as one class of emerging compounds, present a unique 
challenge to the sensing and monitoring research community. As novel compounds 
are developed and commercialized, the need to develop devices for new analytes 
increases. New devices should be adaptable such that as novel compounds enter 
our environment, detection and monitoring capabilities keep pace. Conversely, 
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in  sensing and monitoring existing analytes, there is a need to ensure that toxic 
 compounds which are present but not anticipated in a specifi c environment, are 
nonetheless detected and quantifi ed. 

 The incorporation of “smart” technology, i.e. the ability to perform some speci-
fi ed action depending upon the nature, concentration and location of the analyte(s) 
and to trigger subsequent action as well as self-repair (in the event of failure or 
trauma) will enhance this capability. Such devices can enable warnings to operation 
and maintenance personnel as well as to the general public, in the event of potential 
exposure to toxic compounds. Such alerts would also meet national security needs 
in the event of terrorist activities. 

 Anticipated capabilities would include the ability to detect minute concentra-
tions of a variety of compounds simultaneously, to record the collected data, to 
transmit the data to a central facility in a user-friendly format, to provide warnings 
for dangerous levels of toxic compounds, to isolate targeted compounds in order to 
minimize environmental and human impacts, and to treat or remove potentially 
harmful compounds. Accordingly, the technology would allow for the detection of 
minute concentrations of multiple compounds simultaneously and for the imple-
mentation of rapid responses to safeguard public health and the environment. 

 The work of Wan Shih at Drexel University involves the use of highly piezoelec-
tric microcantilever arrays for in-situ, rapid, and simultaneous multiple pathogen 
quantifi cation in aquatic environments  [  2  ] . Additionally, the work of Joseph Wang 
 [  3  ]  and associates involves the remote sensing of compounds using DNA recogni-
tion in the development of electrochemical sensing devices. 

 Finally and perhaps most importantly, currently there is very limited ability to 
identify an unknown compound without capturing, separating, and subjecting col-
lected samples to a battery of complex and time-consuming laboratory testing. 
Sensors that can provide the quantifi cation and identifi cation of multiple compound 
in a complex environmental or medical media, in real-time and using a robust, mobile 
device are a critical need. Nanotechnology provides an opportunity for reductions in 
size and energy requirements, magnifi cation of power and enhancement of sophisti-
cation that could vastly expand the capacity and use of sensors while revolutionizing 
the collection and manipulation of data and information provided. 

 Sample collection is a key aspect of sensor systems, and if performed accurately 
or poorly, can result not only in erroneous data but also in subsequent inappropriate 
and inadequate assessments. However a suffi cient sample amount must be collected 
to provide a reliable signal and quantifi cation. Nanotechnology offers a tremendous 
opportunities to meet these requirements and address these limitations. 

 Another challenge in the detection and quantifi cation of biological organisms is 
the requirement not only to detect the presence of the organism, but to ascertain the 
viability. The detection of the DNA of a specifi c biological pathogen that is not 
viable could result in the unnecessary expenditure of resources. However, a sensing 
device that can rapidly and accurately detect viable biological agents is a critical 
need for national security and public health protection. 

 As novel sensor devices are developed, made smaller and more effi cient, and 
become increasingly multi-functional, there will be an attendant need to ensure that 
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there is minimal or no pollutant burden associated with the manufacture, use, and 
end-of-life of these devices. Towards that end, sensors should be equipped with 
recyclable and, to the extent possible, biodegradable parts. As nanotechnology 
moves beyond the passive incorporation of engineered nanomaterials towards more 
active structures and materials, awareness of the potential for environmental litter 
will increase in signifi cance. The development and deployment of sensor devices 
which can be ubiquitously placed in various environmental settings and either 
degrade into useful constituents (i.e. food source for indigenous microbial popula-
tions, nutrient source for plants, etc.) will enable the collection of important data on 
the environment for holistic assessment while minimizing or eliminating adverse 
impacts. This will be especially crucial for miniature sensors that are deployed to 
detect hazardous compounds and are not expected to be retrieved from the environ-
mental setting. 

 Another requirement for these devices is that they are both robust and  operationally 
easy to deploy and use. In addition, the capture data that can be easily manipulated 
and accessed is critical. Often the more complex the sensing device, are, the less 
sturdy and robust it is. Minor forces and small accidents can render these either 
inoperable or malfunctioning. In addition, the diffi culty inherent in the use and 
maintenance can result in erroneous data collection. The resultant poor data quality 
and quantity will lead to inaccurate environmental assessment and, consequently, he 
failure to identify critical ecological and occupational compounds and pathogens.  

    5.3   Summary and Future Recommendations 

 Overall, nanotechnology offers a wide variety of solutions and opportunities to meet 
current and future challenges for sensing and monitoring technologies. Examples 
include reduced material and energy usage, minimization of sample preparation, 
reduction in sample collection, real-time analysis, active and adaptive capabilities, 
accurate and precise multi-analyte detection, and environmentally-benign design. 
These capabilities will enable the rapid, holistic assessment and management of the 
natural environment, occupational environments, and the enhanced protection of 
national security.      
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  Abstract   Metallic fi lms impregnated with fullerene-like-WS 
2
  (MoS 

2
 )  nanoparticles 

were fabricated on stainless steel and Ti-Ni substrates using galvanic and electroless 
deposition. The coatings were obtained from aqueous suspensions containing the 
metallic salts as well as the dispersed nanoparticles. Tribological tests showed that 
the fi lms have low friction and wear. Such coatings could be useful for numerous 
civilian and defense-related applications.  

  Keywords   Fullerene-like nanoparticles  •  Inorganic nanotubes  •  Coatings  •  Tribology      

    6.1   Introduction 

 In recent years, the emergence of nanotechnology has led to the development of a 
new group of nanocomposite materials: electrodeposited composite coatings con-
taining a variety of nanoparticles in the metal matrix  [  1  ] . Among these are the 
fullerene-like (IF) nanoparticles (NP) of WS 

2
  and MoS 

2
 , which were fi rst reported 

more than a decade ago  [  2  ] . Figure  6.1  shows the transmission electron microscope 
(TEM) micrograph of a fullerene-like (IF) MoS 

2
  nanoparticles (a); a group of 

IF-WS 
2
  nanoparticles (b) and a magnifi ed image of one such nanoparticle (c). The 

closed-cage; multiwall and hollow structure of these nanoparticles are clearly delin-
eated. These nanoparticles, when added to lubricating fl uids were found to exhibit 
superior solid lubrication behavior. More recently, several reports were published in 
which IF-WS 

2
  (IF-MoS 

2
 ) nanoparticles were incorporated into metallic fi lms  [  3,   4  ]  
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endowing them a self-lubricating character. These coatings were produced from 
electrolytes containing metals, such as nickel and cobalt. In the past decades, chro-
mium coatings were produced from solutions based on chromic acid (CrO 

3
 ) which 

are known to be highly toxic and oxidative and have a slow deposition rate. These 
coatings are characterized by their high hardness values (ca. 1,000 kg mm −1 - VHN). 
Electroplating from hexavalent chromium ion solutions faces a possible ban as a 
result of the serious health and environmental risks involved  [  5  ] . Progress in the 
development of Cr (III) baths for electrodeposition has been slow, largely due to the 
complex nature of the chemistry and electrochemistry of Cr (III) species in aqueous 
solutions. Further attempts were made in recent years to produce coatings of metal 
alloys, such as Co-W, Ni-W, Fe–Cr, Cr–Ni, Fe–Cr–Ni and Cr–Co. These new com-
positions, which were shown to exhibit relatively high hardness (<800 VHN), were 
fabricated in order to replace the hexavalent chromium (Cr(VI)) electroplating pro-
cess  [  5–  7  ] . A limited amount of work has been carried out to date in the fi eld of 
chromium composite coatings  [  8  ] . Survilienė et al.  [  9  ]  have shown that the presence 
of a low quantity of Co(II) ions in the Cr(III) bath enhanced the appearance of the 
deposits and provided superior corrosion resistance (and possibly an improvement 
in hardness, too).  

 In general, acceptable alternatives to chromium are usually said to require com-
parable hardness, about 1,000 kg/mm (VHN), as well as exhibit acceptable sliding 
or abrasive wear resistance. The Hall-Petch law, as applied to nanostructured mate-
rials, can be used to provide some guidelines in the selection of suitable candidates 
based on hardness. The law states that the toughness or yield strength of a material 
is inversely proportional to the average grain size. Of greater interest is the more 
generalized relationship between grain size and properties that states that as the 
grain size of the material decreases into the nanocrystalline range (<100 nm), hard-
ness and wear resistance usually increases and the coeffi cient of friction decreases. 
As an example, the Vickers hardness of bulk conventional nickel increases from 
about 140–300 VHN for a grain size of a 100 nm to about 650 VHN for a grain size 
of 10 nm  [  10  ] . 

 The aim of the present study is to show the signifi cance of metal coatings impreg-
nated with IF nanoparticles, which are endowed with self-lubrication character. In 

  Fig. 6.1    TEM micrograph of a group of IF-MoS 
2
  nanoparticle ( a ); IF-WS 

2
  nanoparticles ( b ) and 

magnifi ed image of one such NP ( c ) (with 10 nm scale bar)       
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particular, hard chromium-rich coatings impregnated with IF-WS 
2
  (IF-MoS 

2
 ) 

 nanoparticles produced by electroplating process from trivalent chromium 
electrolyte, are discussed.  

    6.2   Experimental Details 

    6.2.1   Electroplating of Cr-Co-Zn-(IF-WS 
2
 ) 

 To facilitate the deposition of the nanoparticles their surface was fi rst sensitized in 
SnCl 

2
 /HCl solution and consecutively activated in PdCl 

2
 /HCl solution. The Cr-Co-Zn 

fi lm deposition took place in an aqueous solution under argon gas bubbling condi-
tions. The solution reagents were based on the composition of a solution prepared 
by Hamid et al.  [  8  ] . The solution preparation followed a strict regimen which 
appeared to be crucial for the successful Cr/IF deposition. It was found that the 
inclusion of tiny amounts of cobalt (and zinc) ions in the bath promoted the deposi-
tion of the chromium fi lm. After the preparation, the solution is left to age, and after 
several days the surfactant CTAB (cetyl trimethyl amino bromide) is added. This 
procedure is followed by a second 2 weeks aging period. Galvanostatic electrodepo-
sition was carried out at a current density  »  70 mA/cm 2 .  

    6.2.2   Tribological Measurements 

 The friction coeffi cient and wear of the substrate with the metallic coatings were 
measured with and without IF-WS 

2
  nanoparticles. The dry friction tests were per-

formed using a ball-on-fl at set-up at room temperature. A hardened stainless steel 
ball with a diameter of 2 mm was slid against a fl at sample (the coated stainless 
steel). The load used in the present experiments was 0.5 N (virgin contact pressure, 
P = 1 GPa). The reciprocating sliding velocity of the steel ball was 0.08 mm s −1  dur-
ing 90 cycles. The length of the wear track was 1.5 mm. Both friction coeffi cient 
and wear were measured during the friction tests. The fl at samples and steel ball 
were rinsed in hexane and acetone using an ultrasonic bath and then dried before 
and after the test.   

    6.3   Results 

 Figure  6.2  shows SEM micrographs of the chromium rich coating containing the 
IF-WS 

2
  nanoparticles at low (a) and high (b) magnifi cations. The deposited fi lm 

seems to be somewhat smoother than the substrate but with larger peak to valley 
distance value. The edge of the coating was inspected at an oblique angle in this 
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  Fig. 6.2    SEM micrographs showing the pure Cr-rich fi lms deposited onto stainless steel substrate 
in low ( a ) and high ( b ) magnifi cations       

case, which allows determining the fi lm-thickness. The typical coating thickness is 
found to be somewhat larger than 1  m m. The fi lm looks quite uniform and continu-
ous and well adhering to the underlying substrate. The Faradeic effi ciency of a 
 typical deposition process was close to 50%, which suggests that substantial amount 
of the current went to the reduction of hydrogen.  
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 Figure  6.3a , b show SEM micrographs (top-view) of the surface morphology 
obtained by electrodeposition of the pure chromium rich (Cr) fi lm and Cr+IF-WS 

2
  

fi lm, respectively. The electrodeposited Cr fi lm is composed of highly dense Cr 
nodules about 1  m m in diameter each. Nonetheless the fi lm appears quite smooth 
and uniform. Cracking, which is typical for chromium fi lms, is probably the result 
of stress relaxation due to lattice mismatch with respect to the underlying substrate. 
It was observed that the IF nanoparticles were quite uniformly distributed on the 
fi lm surface. Nonetheless, the nanoparticles seem to be accumulated in the  pitted 
areas (see arrow in Fig.  6.3b ) and in cracks, suggesting some nonuniformity at the 
fi lm surface. This nonuniformity can be of electrical and/or chemical nature. 
Furthermore, the nanoparticles seem to be properly dispersed in the fi lm forming 
small agglomerates or as individual nanoparticles. Annealing of the fi lm was carried 
out in argon atmosphere. After annealing at 490°C, the morphology of the sample 
surface looks quite similar to the non-annealed one (Fig.  6.3b ).  

 EDS analysis of the agglomerates and the surface underneath indicates that the 
IF concentration is not uniformly distributed along the fi lm depth, with the majority 
of the nanoparticles close to its surface. The addition of Co 2+  to the plating bath 
improved the chromium coating quality. It also had a favorable effect on the amount 
and uniformity of the dispersed IF nanoparticles in the metal matrix. Guglielmi  [  11  ]  
proposed a successive two-step adsorption mechanism for the incorporation of inert 
particles during the co-deposition process. In the fi rst step, a loose adsorption of the 
particles occurs, while in the second step, strong adsorption to the underlying metal 
surface is affected. The second step is thought to be the rate determining step in the 
co-deposition of nanoparticles, which was assumed to be electric-fi eld assisted. It 
may be furthermore assumed that Co 2+  and Zn 2+  are adsorbed onto the nanoparticles 
surface. This effect combined with the use of the cationic surfactant CTAB induces 
a positive charge on the nanoparticle surface. Thus the nanoparticles are attracted to 
the negatively charged cathode, leading to a more pronounced particle adsorption. 
This assumption is further supported by the fact that an anionic surfactant (SDS) 
was also tested but to no avail. Almost no deposition of IF-WS 

2
  nanoparticles to the 

Cr surface was observed in this case. It is thought that these two effects increased 

  Fig. 6.3    SEM top-view of electrodeposited fi lms: ( a ) Cr and ( b ) Cr+IF-WS 
2
  coatings before 

annealing       
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the amount of IF nanoparticles co-deposited to the metal surface. These  observations 
also suggest that the nanoparticles-surface was  a priory  negatively charged, which 
was also confi rmed through pH measurements. It was found that the pH of a 5% 
water/IF suspension was somewhat acidic (pH 5–6), suggesting that OH −  ions were 
adsorbed onto the IF nanoparticles surface. 

 EDS analysis with 10 kV bias showed that, notwithstanding the large oxygen and 
carbon content, the Cr was the majority phase (70 at.%) of the electrodeposited 
coating while the Zn and Co make together about 10 at.% with the remaining 
 contributed by oxygen and carbon. The W to S ratio is found to be 1:1.7 in the elec-
trodeposited fi lm, which is in accordance with previous studies  [  2,   12  ] . The W/Cr 
ratio was found to be about 1/30 confi rming that IF-WS 

2
  nanoparticles made some 

3–4% of the fi lm content. At higher bias (20 kV), the W/Cr ratio decreases suggest-
ing a strong gradient of the IF nanoparticles concentration, which are preferably 
present at the surface of the fi lm or at a near surface region. 

    6.3.1   Nanoindentation Analysis 

 Modulus (GPa) and hardness (GPa) measurements were performed by nanoindenta-
tion analysis. The hardness values are also reported as the equivalent VHN obtained 
using the multiplicative factor of 92.65. The results of this analysis are shown in 
Table  6.1 .  

 This analysis shows that, irrespective of the annealing process, the hardness of 
the fi lm is well below the expected values of ca. 1,000 VHN. These values are lower 
than those of a pure SS substrate (ca. 500 VHN) and are reminiscent of the fi lm 
thickness (about 1  m m) and the seeding layer of the NP, which is rather soft.  

    6.3.2   Tribological Analysis 

 In previous studies  [  2,   12  ] , nickel and cobalt fi lms containing ca. 5% of IF-WS 
2
  

nanoparticles were shown to exhibit strong a self-lubricating effect. Tribological 
tests showed that these fi lms exhibited friction coeffi cients below 0.1 under 

   Table 6.1    Nanoindentation analysis of the Cr+IF fi lms on SS substrate (values in brackets are 
standard deviation)   

 Unannealed 
 Annealed (within 
wear crack) 

 Annealed (outside 
wear crack) 

 E  H  E  H  E  H 

 Gpa VHN (Kg/mm 2 )  182 (16)  32 (0.4)  183 (53)  3.2 (0.6)  174 (78)  3.2 (1.7) 
 294  294  294 
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ca. 1 GPa load and very small wear for as long as the test has lasted. The time 
 evolution of the friction coeffi cient of Cr and Cr+IF fi lms measured with a ball 
against the metal surfaces is presented in Fig.  6.4 . Furthermore, the friction 
coeffi cient of the SS substrate reported before  [  2  ]  exhibits a large increase 
within the fi rst 5 min (0.12–0.55). The friction coeffi cient of the chromium 
coated fi lm increases gradually from 0.17 to 0.62 after 30 min, the latter value 
typical for the SS substrate. This suggests that the pure chromium fi lm can not 
withstand the harsh tribological conditions and is oxidized and consumed dur-
ing the tribological test. Contrarily, the friction coeffi cient of the Cr+IF fi lm 
remains at a constant and low value (0.08) during the entire duration of the test 
(30 min). These values are comparable with those obtained from Co fi lms 
impregnated with IF nanoparticles  [  2  ] . However, the IF concentration in Co fi lm 
was appreciably higher (>5%) than in the present case. The friction coeffi cient 
of the softer Ni–P fi lms is somewhat smaller (ca. 0.06–0.07)  [  12  ] . Nonetheless, 
the IF impregnation in the chromium rich coating provides satisfactory tribo-
logical behavior which is uncommon for such hard coatings. As for the wear 
values, the diameter of the scar on the ball was measured to be 105, 84 and 50 
 m m for the substrate with (e-beam deposited) Cr fi lm; electrodeposited Cr fi lm 
and electrodeposited Cr fi lm impregnated with IF nanoparticles, respectively. 
These large differences are also a refl ection of the self-lubricating nature of the 
Cr+IF fi lm.    

  Fig. 6.4    Time dependence of the friction coeffi cient for the and the Cr+IF and Cr fi lms obtained 
by electroplating       
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    6.4   Discussion 

 In the case of the IF nanoparticles impregnated into metal  [  2,   12  ]  or polymer fi lms 
 [  13  ] , the nanoparticles are gradually released by the wear and are therefore initially 
confi ned to the relevant tribological interface. This release is possibly accompanied 
by damage and exfoliation of the nanoparticles. At the same time, the nanoparticles 
can slide-roll and serve also as spacers between the two interfaces. The previous 
studies  [  2,   12  ]  indicate also that the impregnated IF nanoparticles slow down the 
severe tribochemical oxidation of the metal surface. Typically, brittle oxides lead to 
higher friction and wear. The protection of the surface against oxidation can also 
lead to a reduced local temperature at the interface. Furthermore, the WS 

2
  nanopar-

ticles, which are released from the metal coating during the test, play a chemical 
role as a sacrifi cial reducing agent, thereby preventing the rapid surface oxidation of 
the fi lm during the tribological tests. 

 Cobalt-chromium alloys are used extensively in the medical technology for such 
applications as stents, heart valves, pacemakers, etc. Their biocompatibility has been 
studied  [  14  ] . The present work shows that cobalt-chromium fi lms containing IF nano-
particles can be prepared on stainless steel and other metallic substrates. These fi lms 
exhibit strong self-lubricating effect even in the absence of any liquids, like body 
fl uids. 

 In conclusion, a method for fabricating chromium-rich coatings from Cr(III) solu-
tions with impregnated IF nanoparticles is described in the present work. This coating 
is found to be quite hard and at the same time exhibit low friction coeffi cient and wear. 
Such fi lms can fi nd variety of medical, aerospace and defense-related applications.      
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  Abstract   The concept of bilayer lipid membrane sensing is elaborated. Disposable 
bilayer lipid membrane sensors permit both stochastic and deterministic sensing 
regimes. Technology for membrane sensor preparation is described in details. 
Stochastic membrane sensing using ion channels is described. Detection of cyano-
bacterial toxins in waters by means of a stochastic sensing (ion channel induction) 
reveals a signature for a particular toxin type. This signature is especially well 
revealed by using the method of current-voltage surfaces, which establishes a bridge 
between stochastic and deterministic sensing by applying a time-averaging proce-
dure. Flexoelectricity of membranes provides another way of deterministic sensing, 
of a stimulus-response type. The fl exoelectric response is modulated by adsorption 
of the analyte over the membrane surface. Detection of environmental pollution of 
waters by heavy metal ions (Cd ++  and Hg ++ ) is thereby rendered possible. This 
approach is confronted with a stochastic sensing of the same metal ions by altera-
tion of the channel open/closed probability and average channel current of two 
familiar channels, gramicidin and alamethicin.  

  Keywords   Lipid membranes  •  Ion channels  •  Flexoelectricity      

    7.1   Introduction 

 Bilayer lipid membranes are self-assembled aggregates of amphiphilic lipid 
 molecules in water. Amphiphilic (biphilic) molecules consist of two distinct parts: 
a polar, often ionic, head and a nonpolar, often hydrocarbon, tail. These two parts 
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are named hydrophilic and hydrophobic respectively. Amphiphilic molecules in 
water solutions tend to self-assemble, forming above a certain concentration 3D 
lyotropic liquid crystals, named also lyotropic mesophases. For this process lyotro-
pic mesogens with high enough molecular weight and well expressed molecular 
asymmetry are necessary. A very common group of lyotropic mesogens comprises 
soaps and detergents. Another group of lyotropic mesogens is provided by lipid 
molecules. On Fig.  7.1  one can see a single, 2D lipid bilayer that is a prototype for 
a biological membrane.  

 Biomembranes are built up by lipid molecules according to the general principles 
of lyotropic liquid crystals  [  1  ] . Celebrated “fl uid lipid – globular protein mosaic 
model”  [  2,   3  ]  implies that lipids are organized in a liquid crystalline bilayer in which 
integral proteins are embedded (Fig.  7.2 ). Membranes with high protein concentra-
tion, where lipids do not form a continuous bilayer but rather patch the spaces 
between proteins, while proteins themselves are arranged in a double tiered pattern, 
are also well known (   cf. “structure-function unitization model of biomembranes”) 
 [  4  ] . In both cases, though, the principles of liquid crystal physics  [  5  ]  (viz., long 
range translational disorder vs. long range orientational order of constituent fl exible 
lipid chains or rod-like protein molecules) are valid.  

  Fig. 7.1    Scheme of ( a ) lipid 
molecule and ( b ) lipid bilayer 
formed in water       

  Fig. 7.2    Cell membrane – proteins are embedded inside the lipid bilayer       
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 Biological lipid membranes separate the interior of a cell from the outside world. 
Sub-cellular compartments are also separated by lipid membranes. The amphiphatic 
nature of the lipids assembles these molecules in such a way that a large  hydrophobic 
barrier is created. The hydrophobic barrier prevents the fl ow of charged molecules 
across the membrane. However, to allow for a facilitated passage of ions or mole-
cules from one side of the compartment to the other; the lipid membrane is spanned 
by particular proteins adapted perfectly to the hydrophobic lipid environment. Some 
examples of membrane proteins are: ATPases, G-protein coupled receptors, light 
harvesting membrane proteins, and ion channels (Fig   .  7.3 ). 

 Biological membranes offer by far the most selective and specifi c sensors 
in vivo. Containing many diverse peptides in lipid environment, they ensure on 
molecular level the specifi c features required for sensing  [  6  ] . Applying a biomi-
metic approach we may hope to match the membrane excellent selectivity and 
specifi city in vitro. 

 Ion channels are essential for many cellular functions, including electrical excit-
ability, synaptic transmission, hormone release, intracellular Ca 2+  signaling, salt/
water balance, fl uid secretion, cell volume regulation. In a broad sense, ion channels 
can be classifi ed as voltage-gated, ligand-gated, intracellular messenger- gated, or 
constitutively active  [  7  ] . Ion channels, in addition being gated by their primary acti-
vator (or inhibitor), are also substantially modulated by phosphorylation, dephos-
phorylation, accessory proteins, ion concentrations, pH, interactions with scaffolding 
and/or cytoskeletal proteins, and other “secondary” effectors. Thus, cellular regula-
tion of ion channel activity can be extremely complex  [  8  ]  (Fig   .  7.4 ).  

 Many investigations on the potential use of ion channels in biosensor devices 
have been carried out for the last two decades. With the availability of the patch-
clamp technique, the presence of ion channels has been established in all sorts of 
biomembranes  [  9  ] . A patch clamp method was originally developed for the investi-
gation of single ion channels. To this aim, small patches of native membranes were 
sealed at the tips of glass micropipettes. The patch clamp method is well described 
in the literature. With the development of the tip-dip technique formation of model 

  Fig. 7.3    Design principles of biosensors: ( a ) Biocatalyst – converts analyte into product. 
( b ) Transducer – detects the occurrence of reaction and converts it into an electrical signal. 
( c ) Amplifi er – amplifi es usually tiny signal to a useable level. ( d ) Microprocessor – signal is digitised 
and stored for further processing, e.g. integration, derivatisation, etc. ( e ) Display – usually for 
analyte concentration. In membrane sensors ( a ) and ( b ) are usually integrated       

 



72 A.G. Petrov

phospholipid membranes on patch clamp pipettes from lipid monolayers also 
became possible. Thus, the method became available for reconstituted channel 
 studies as well. 

 Deterministic sensors operate on the basis of some physical law. In practice, a 
totally deterministic relationship is unlikely due to unpredictable factors. Where the 
infl uence of several unknown factors is sizable, exact prediction is not possible, but 
it may be possible to predict to within a known confi dence interval – or to predict 
the probability that a particular value will be observed at a particular time. This is 
called a stochastic (or probabilistic) process. 

 Stochastic sensors have been the subject of considerable recent interest as a result 
of their ability for reconfi gurable, rapid, multi-analyte detection as well as their 
potential for sequencing DNA. These sensors are created by placing a nanometre-
sized pore in an insulating membrane and measuring the ionic transport through the 
pore in the presence of the molecules of interest. The magnitude, duration, and rates 
of occurrence of the resultant current blockades allow rapid determination of analyte 
concentration as well as discrimination between similar molecular species  [  10  ] . 

 Stochastic sensing has several advantages over conventional sensing including 
high sensitivity, a rapid and continuous response, and wide dynamic range  [  11,   12  ] . 
The scheme of action of a stochastic sensor, based on a single pore placed in a pla-
nar lipid bilayer is given on Fig.  7.4 .  

 A membrane has a number of mechanical degrees of freedom: area stretching, 
thickness compression, shear deformation, chain tilting, and, notably, curvature 
deformation. The last one, curvature, is just a liquid crystal degree of freedom since 
membrane curvature is equivalent to a splay of lipid chains (under the condition that 
chains remain parallel to the local normal in each point of the curved bilayer). 

  Fig. 7.4    A single engineered pore, placed in a planar lipid bilayer. Under applied potential, a 
 current fl ows through the pore carried by ions in salt solutions bathing both sides of the bilayer. 
The pore contains a binding site for an analyte represented by the green ball in the fi g    [ 11 ]. Each 
time the analyte binds to the pore the current is modulated as illustrated in the trace       
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 Flexoelectricity is a fundamental property of biomolecular layers relating their 
mechanical and electrical degrees of freedom. It is closely related to mechanosensitivity, 
electromotility and mechanotransduction, basic properties of living systems (   see our 
general reviews  [  13,   14  ] ). Understanding the mechanism of  mechanosensitivity would 
open the way for construction of artifi cial bioelectronic mechanosensors  [  15–  17  ] .  

    7.2   Lipid Bilayer Membranes Containing Ion Channels 

 In our experiments, lipid bilayers (membranes) were self-assembled at the tips of 
glass patch pipettes using the method of Coronado and Latorre  [  18  ]  from lipid mono-
layers formed by spreading the membrane-forming solution onto the surface of elec-
trolyte solutions contained in Petri dishes (see Fig.  7.5 ). This technique is named 
tip-dip patch clamp and it was used in all our experiments with model membranes.  

 Membranes were tested both with voltage ramps from −100 to +100 mV and 
with current recording at constant voltage. The data were analyzed using current-
voltage surfaces software  [  19  ] . 

    7.2.1   Interaction of Lipid Bilayers Containing Channel-Forming 
Peptides with Cadmium and Mercury Ions 

 Let us consider lipid/peptide model membranes with multimeric ion channels 
formed by aggregation of peptide monomers. Depending on the  biphilic  asymmetry 
and shape asymmetry  [  20–  22  ]  two limiting types of peptide aggregates could be 
expected (Fig.  7.6 ): cylindrical and semi-toroidal. The former are likely to be formed 
by roughly cylindric peptides with hydrophilic groups located on one side of the 
cylinder only (e.g. alamethicin,  d -toxin etc.) (Fig.  7.6a ). The latter are to be expected 

  Fig. 7.5    Scheme of lipid bilayer formation at the tip of patch pipette on  left  and corresponding 
current recordings on  right        
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for edge-shaped peptides with hydrophilic groups located on the thicker end of the 
wedge (Fig.  7.6b ). We will designate the fi rst type as a channel and the second type 
as a pore. Intermediate types of aggregates are also possible.  

 Heavy metals (Hg, Cd etc.) are known human toxicants, with the nervous system 
as a major target  [  23  ] . What is not clear is how some of these metals act on the ner-
vous system. They have many potential targets, with membrane-bound signaling 
proteins, such as ion channels, being particularly vulnerable. Heavy metals may 
also act on the lipid components of the membranes of nerve cells, thereby, adversely 
infl uencing the excitable properties of these cells. 

 In the present investigation two channel-forming peptides were used: gramicidin 
(Gram)  [  24  ]  and alamethicin (Alm)  [  25  ] . Lipid membranes were self-assembled at 
the tips of patch pipettes using the tip-dip patch clamp method of Coronado and 
Latorre  [  18  ] . Aqueous solutions of HgCl 

2
  and CdCl 

2
  were added to the Petri dish to 

fi nal concentrations in the micromolar range. 

    7.2.1.1   Hg 2+  and Cd 2+  with Gramicidin D Ion Channels 

 Gramicidin is a heterogeneous mixture of six antibiotic compounds, gramici-
dins A, B and C, making up 80%, 6%, and 14% respectively all of which are 

  Fig. 7.6    Two types of aggregation of defect-forming molecules (peptides) in lipid bilayers. 
( a ) channel; an aggregate of cylindrical molecules featuring transverse biphilic asymmetry (hydro-
philic portions hatched in surface view illustrated below); ( b ) pore; an aggregate of wedge-shaped 
molecules featuring longitudinal biphilic asymmetry       
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obtained from the soil bacterial species Bacillus brevis and called collectively 
gramicidin D. Gramicidin D are linear peptides; that is chains made up of 15 
amino acids  [  4  ] . The chain assembles inside of the hydrophobic interior of the 
cellular lipid bilayer to form a  b -helix. The helix itself is not long enough to 
span the membrane but it dimerizes to form the elongated channel needed to 
span the whole membrane. 

 The fi rst example of a single-molecule experiment on an identifi ed functional 
biomolecule was conducted over 30 years ago: the observation of current fl ow 
through a single ion-conducting channel formed by the peptide antibiotic gramici-
din in a planar lipid bilayer  [  26  ]  (Figs   .  7.7  and  7.8 ).   

 The effects of the heavy metals ions Cd 2+  and Hg 2+  on channels formed by 
gramicidin D in lipid bilayers have been investigated  [  24  ] . Cadmium and mercury 

  Fig   . 7.7    Molecular model of 
Gram       

  Fig. 7.8    Scheme of Gram 
ion channel       
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increase the open probability of gramicidin D channels. The conductance of these 
peptide channels is infl uenced by the heavy metals in a non-monotonic 
 concentration-dependent manner. In the absence of the heavy metal salt, channel 
openings were alternated with relatively long closings. Cd caused a marked 
increase in open channel probability, resulting in simultaneous openings of chan-
nels – Figs.  7.9  and  7.10 .   

 Figure  7.11  shows current traces representing the effect of Hg 2+  on openings and 
closings of Gram channels. An abrupt increase of total current at 3  m M is also typi-
cal for the rest of investigated membranes (Fig.  7.12 ). This may be due to a leak 
current of HgCl +  ions through the lipid bilayer. The halogen salts of Hg are known 
to readily penetrate pure lipid bilayers as halogenated ions Hg Hal +   [  27  ] . This is 
due to the stepwise dissociation of these salts, where the dissociation constant of 
the fi rst step to halogenated ion is much larger than the second one to complete 
dissociation.    
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  Fig. 7.9    Records of Gram channel currents with added Cd  2+  in the range 0–5  m M (bath 100 mM 
KCl, pH 7.0; −80 mV holding potential). Closed current level is denoted by C       
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    7.2.1.2   Hg 2+  and Cd 2+  with Alamethicin Ion Channels 

 Alamethicin (Alm) is a peptide antibiotic produced by trichoderma viride. It 
 contains the non-proteinogenic amino acid 1-amino isobutyric acid (Aib), which 
strongly induces helical peptide structures (Fig.  7.13 ). The peptide sequence 

  Fig. 7.10    Concentration-dependent cadmium ion effects on gramicidin channels in Soybean lecithin 
membrane (CdSO 

4
  stock solution added to bath in the indicated fi nal concentrations). ( a ) Current 

histograms of channel records, ( b ). Gram channel open probability vs. Cd concentration. Data are 
averaged area ratios from the Gaussian fi t of current histograms of 5 independent membranes       
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  Fig. 7.11    Records of Gram single channel currents with added Hg 2+  in the range 0–3  m M 
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  Fig. 7.13    Alamethicin: ( a ) Crystal structure according to Fox and Richards, ( b ) Model of alame-
thicin ion channel       

is: Ac-Aib-Pro-Aib-Ala-Aib-Ala-Gln-Aib-Val-Aib-Gly-Leu-Aib-Pro-Val-Aib-Aib-
Glu-Gln-Phl (Ac = acetyl, Phl = phenylalaninol). In cell membranes Alm forms volt-
age dependent ion channels by aggregation of several molecules into a “bundle” or 
“barrel” structure which traverses the lipid bilayer. Single Alm channel recordings 
show multiple conductance levels (see Fig.  7.14 ).   

  Fig. 7.12    Concentration-dependent mercury ion effects on gramicidin single channel in Soy 
lecithin membrane (HgCl 

2
  stock solution added to bath in the indicated fi nal concentrations): 

( a ) Current histograms of channel records ( b ) Gram channel open probability vs. HgCl 
2
  concentra-

tion. Data are averaged area ratios from the Gaussian fi t of current histograms of 5 independent 
membranes       
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 From our experiments  [  25  ] , it is evident that Cd 2+  inhibits Alm channel activity. 
The monotonic character of this inhibition is evident in Fig.  7.15a , which shows Ala 
channel histograms for concentrations ranging from 0 to 80  m M. The effect of Cd 2+  
concentration on the order of p 

o
  of the second Ala conductance level is shown in 

Fig.  7.15 b for 4 independent membrane preparations at various holding potentials. 
Apart from the curve at 190 mV all other curves demonstrate a monotonic inhibition 
of open probability.  

0
−10

0

10

20

30

40

50

60

70

500 1000 1500 2000 2500

Time [ms]

C
ur

re
nt

 [p
A

]

  Fig. 7.14    Current recording of a single Alamethicin channel in a patch membrane of soy lecithin, 
0.5 M NaCl, pH7, 80 mV       
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  Fig. 7.15    Effects of cadmium ions on alamethicin channels in Soy lecithin membrane (CdCl 
2
  

stock solution added to bath in the indicated fi nal concentrations): ( a ) Current histograms of chan-
nel records, ( b ) Time-averaged current for 4 individual membranes at the indicated holding 
potentials       
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 Our fi nding of Cd-induced inactivation of Alm could favorably be compared 
with the Ca-induced inactivation of the same channel found earlier  [  28,   29  ] . 

 Hg 2+  caused a monotonic increase in the open probability of Alm channels 
(Fig.  7.16 ). Channel current histograms of a membrane at several HgCl 

2
  concentra-

tions are given on Fig.  7.16a , while Fig.  7.16 b presents the second Alm conducting 
level opening probability of 4 independent membrane preparations at various hold-
ing potentials as a function of HgCl 

2
  concentration. It is well-known that Ala ion 

channels display conductance asymmetry when Alm is added to the bath only: chan-
nels appear only at negative membrane potentials  [  30,   31  ]  (Fig.  7.17a ). Figure  7.17  
shows another Hg effect on Alm channel opening: symmetrisation of the I-V curve 
(Fig.  7.17b ); i.e. channel openings appear at positive pipette potentials.   

 Present investigation is aimed to model Cd 2+  and Hg 2+  effects on the two components 
of a native membrane: the lipid matrix and the ion channels. This would then provide a 
clue for their neurobiological effect on native ion channels in neural and muscle mem-
branes. It is known that the behavior of Gram and Alm channels depends heavily on the 
membrane environment in which they are formed. Membrane fl uidity affects the 
Gramicidin-A dimer dissociation rate so that in more fl uid membranes the channel life-
time is reduced  [  32,   33  ] . A similar observation was made for Alm where transition rates 
between different conducting states were found dependent on the membrane fl uidity. 

 Our results demonstrate that ion channels are infl uenced in a specifi c way: is 
activated by both ions, while Alm in activated by mercury, but deactivated by cad-
mium. Control experiments (not shown) evidence that SL lipid membranes without 
channels are also sensitive to these heavy metal ions at some critical concentrations 
(around 5 and 50  m M), and tend to develop metastable lipid pores that could lead to 
increased leak current and, eventually, electric breakdown  [  34  ] . The results of this 
investigation suggest that the different effects of Cd 2+  and Hg 2+  could be used to 
discriminate between these two ions.   
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2
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( b ) Time-averaged current for 4 individual membranes at the indicated holding potentials (concen-
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    7.2.2   Membrane Sensing of Cyanotoxins 

 Microcystins and nodularins are the most widespread cyanotoxins. They can be found 
in cyanobacterial blooms ranging from freshwater bodies to oceans. They can be 
very toxic for plants and animals including humans. The presence of  cyanobacterial 
toxins in drinking water supplies poses a serious problem to water treatment 
 facilities, since not all technical procedures are able to effectively remove these 
toxins to below acceptable levels. 

  Fig. 7.17    I-V surfaces for alamethicin channels. Symmetrisation of the I-V curve: ( a ). Alm channels’ 
I-V surfaces in a patch clamped membrane after adding Alm to the bath. ( b ) I-V surfaces of the 
same membrane after HgCl 

2
  addition to bath       
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    7.2.2.1   Microcystin-LR 

 Microcystins are a group of cyclic heptapeptide (7 amino acids) hepatotoxins (liver 
toxins), containing special  b -amino acid ADDA ( (all-S,all-E) -3-Amino-9-methoxy-
2,6,8-trimethyl-10-phenyldeca-4,6-diene acid) (Fig.  7.18 ). There have been approx-
imately 60 different microcystins identifi ed to date. The most common and potently 
toxic is Microcystin-LR (MC-LR).  

 The cycle contains hydrophilic aminoacids and serves as a polar head, while the 
residue of the nontypical aminoacif ADDA is hydrophobic and serves as nonpolar 
tail. The overall molecular structure thus features a wedge-like steric asymmetry 
that is a prerequisite for self-assembling in multimers having the structure of an 
inverted toroidal pore of the structure shown on Fig.  7.6b . 

 Lipid bilayers of diphytanoyl lecithin (DPhL) in which a cyanobacterial toxin, 
Microcystin-LR (MC-LR) was incorporated from the ambient solutions, were found 
to be a convenient model for toxin sensing  [  35  ] . These model membrane were formed 
on the tips of glass micropipettes were investigated using path-clamp methodology. 
Emplacement of MC-LR from the bathing solution was enhanced by transmembrane 
voltage. MC-LR pores could be recorded over a wide voltage range, their opening 
probability being fi rst increased and then reduced at high membrane potential. The 
pores exhibited several open pore conductance levels. Presumably, these pores feature 
the structure displayed on Fig.  7.6b . Ion gradient experiments established that MC-LR 
pores are cation selective, but discriminate only weakly between K +  and Na + . 

 The toxin containing membranes are subjected to slow voltage ramps and the 
current responses are patch-clamp amplifi ed, recorded and processed by a current-
voltage software to provide an averaged picture of all conductance states of a toxin-
induced pore (Fig.  7.20b ).  

    7.2.2.2   Nodularin 

 Nodularin (NODLN) is a cyclic pentapeptide hepatotoxin (Fig.  7.19 ). It contains 
two aminoacids less in his cycle. Interestingly, both NODLN and MCYST contain 
the unusual aminoacid ADDA:  

  Fig. 7.18    Molecular 
structure of microcystin       
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 Lipid bilayers of Diphytanoil lecithin (DPhL), in which NODLN was incorpo-
rated from the bathing solution, were also investigated  [  36  ] . It was found that 
NODLN also induces conductive pores in membranes. These pores also exhibit 
many open conductance states. They are also of the type displayed on Fig.  7.6b . 
However, since the NODLN is a pentapeptide, while MCYST is a heptapeptide, the 
steric asymmetry of the two molecules differ (compare Fig.  7.18  Fig.  7.19 ).  

 Consequently, the number of toxin monomers necessary to complete an inverted 
pore (cf. Fig.  7.6b ) is different (higher for NODLN), and the conductances of the 
various open states (obtainable by recruiting a few more monomers) should be dif-
ferent, too. Correspondingly, the current-voltage surfaces look quite different, thus 
providing a signature of a particular toxin type. The results described above suggest 
that a lipid membrane containing multimers of pore-forming toxin molecules 
 provides a convenient way to detect the toxins and to discriminate between them.    

    7.3   Flexoelectricity 

 Flexoelectricity is a phenomenon of curvature-induced electric polarization of  liquid 
crystal membrane, in which the molecules of the membrane are uniaxially oriented. 
Flexoelectricity is a liquid crystal analogue of piezoelectricity. Instead of a 
 translational mechanical degree of freedom of a membrane in the case of 
 piezoelectricity (i.e., area stretching, thickness compression, etc.), fl exoelectricity 
involves an orientational degree of freedom, the membrane curvature. Flexoelectricity 
stands for a reciprocal relationship between electric and mechanical degree of free-
dom of a membrane, i.e., curvature-induced membrane polarization (direct fl exoef-
fect) or voltage-induced membrane curvature (converse fl exoeffect). The theory of 
this phenomenon was considered in several papers of ours  [  1,   37–  40  ] . Many native 
membranes (e.g. mitochondria, chloroplasts, erythrocytes, pseudopodia, muscle 
membrane etc.) are known to exhibit changes of curvature. This implies that fl exo-
electricity is a fundamental biological phenomenon and may be a mechanism for 
coupling the mechanical and electrical degrees of freedom of a biological mem-
brane (Fig.  7.21 )  [  41  ] . Flexoelectricity enables membrane structures to function like 
soft micro- and nano-machines, sensors and actuators, thus providing important 
input to molecular electronics applications.  

  Fig. 7.19    Molecular 
structure of nodularin       
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  Fig. 7.21    Possible mechanisms of energy interconversion in fl exible, electro-, photo-, chemi- and 
thermo-active membranes. Effects involving 2 degrees of freedom of the membrane system can be 
marked by two letters (e.g., ME and EM, the direct and converse fl exoeffect) and those involving 
3 degrees of freedom by three letters (e.g., OME, opto-mechano-electric effect, viz. photo fl exo-
electric effect)       

  Fig. 7.20    Current-voltage surfaces: ( a ) of NODLN containing bilayer: ( b ) of Microcystin-LR 
containing bilayer. Insets: individual current ramps before processing. These currents were 
obtained as responses to slow voltage ramps (−100–100 mV) with a triangular ( a ) or sawtooth 
( b ) shape. The corresponding (I-V) pairs were binned is pixels over the I-V plane, and isoprobabil-
ity lines were drawn by the dedicated software through the pixels with the same probability of the 
I-V pairs, illustrating the cross-sections of the probability surface projected over the I-V plane       
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    7.3.1   Flexoelectricity of Lipid Bilayers Treated 
with Cd 2+  and Hg 2+  

 In this investigation  [  16  ] , the use of patches of membranes as fl exoelectric sensors 
detecting the presence of heavy metal ions in aqueous solutions was reported. The 
idea of using the fl exoelectric properties of artifi cial membranes to sense chemical 
species is based on the concept that the fl exoelectric response of an oscillating 
membrane is strongly dependent on the adsorption of charged or dipolar species at 
the membrane surface  [  42  ] . 

 Soy Lecithin membranes was prepared using patch-clamp technique. An oscil-
lating pressure for inducing membranes curvature oscillation was provided by a 
piezo-sounder. 

 In this investigation was found that Cd 2+  initially enhanced the fl exoelectric 
response but at higher concentrations the response was reduced in amplitude 
(Figs.  7.22  and  7.23 ):   

 Flexoelectric response of membranes treated with Hg 2+  decreased monotonically 
with Hg 2+  increasing concentrations and trends to saturate above 5 mm (Fig.  7.24 ):  

 The opposite effects at low concentrations of Cd 2+  and Hg 2+  on the fl exoelectric 
response could be used to discriminate between their salts. 

 In conclusion, possible application of fl exoelectric membranes as sensors for ion 
and dipolar species follows from the great sensitivity of fl exoresponse to such 
adsorbed molecules. First prototypes of such sensors using black lipid membranes 
 [  16  ]  or patch-clamped bilayers  [  43  ]  have already been demonstrated.   

  Fig. 7.22    Time dependence of the 1st harmonic of the fl exoelectric current of Membranes treated 
with Cd 2+  at 410 Hz       
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  Fig. 7.23    Normalized 1st harmonic of fl exoelectric current of several membranes treated with 
Cd 2+  vs. the concentration of Cd 2+ , 410 Hz       
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  Fig. 7.24    Normalized 1st harmonic of fl exoelectric current of several membranes versus the con-
centration of Hg 2+ , 410 Hz       
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    7.4   Conclusion 

 A specifi c feature of the membrane sensors described in this review is their disposable 
character. That means the sensor is prepared before the measurement, used to detect 
the species, and then discarded. The life time of lipid bilayers is normally limited to 
one laboratory day. A longer term membrane sensor could still be prepared, if needed, 
by stabilizing lipid bilayers by some chemical means: cross linking of polymerizable 
lipids, polyamines  [  44  ]  

,
  etc. Individual acts of pore sensing are stochastic, while time 

averaged values of pore currents are deterministic. Deterministic is also the fl exoelec-
tric sensing using lipid membranes. Pursuing the biomimetic approach we could 
match the excellent membrane selectivity and sensitivity  in vitro .      
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  Abstract   In the field of non-conventional CBRN weapons, the recent rapid 
development of nanotechnology and catalysis over nanosized solids provides 
innovative tools for the detection, protection and decontamination against 
these threats. By improving the efficiency of the countermeasures and by min-
imizing the negative effects of a deliberate use of CBRN agents, the practical 
application of the new technologies will readily represent a step forward in 
lowering the vulnerability of the civilian populations and in preventing the use 
of mass destruction weapons by terrorist groups or by ‘rogue states’  supporting 
terrorists’ activity. In such scenario, some relevant examples of nanosystems 
applied to the defense from non-conventional warfare agents will be here pre-
sented and commented. The key role of nanotechnology and heterogeneous 
catalysis for a multidisciplinary approach in counteracting CBRN threats will 
be highlighted too.  
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    8.1   Introduction 

    ‘Armis      bella non venenis geri’ – Wars are fought with weapons, not with poisons.  
 A condemnation by Roman jurists of well poisoning – (1st century A.D.)   

 Throughout the history of humankind, any new scientifi c discovery of 
 technological advance has shown the risk of a ‘dual’ use for peaceful purposes or 
for warfare. In the fi eld of non-conventional chemical/biological/radiological/
nuclear (CBRN) weapons, the recent exponential development of nanoscience and 
nanotechnology is leading not only to the development of new and unpredictable 
threats  [  1–  4  ] , but also to the development of innovative and effi cient tools for the 
detection, monitoring and abatement of CBRN agents  [  5,   6  ] . 

 During the twentieth century, the rapid set-up of effective countermeasures, mini-
mizing or eliminating the negative effects of a deliberate use of chemical or  biological 
weapons, reduced the vulnerability of fi ghters in warfare scenarios and contributed 
to reduce (or even eradicate) the extended use of C and B agents in every confl ict. In 
fact, thanks to the development of protection devices, such as activated-carbon gas 
masks, polymer-based protecting suits or decontaminating solutions or powders, the 
effects of a tactical use of C or B weapons in battlefi eld have been minimized and the 
high development level reached by protection capabilities acted as a real deterrent 
(at least for Western countries) during WWII and later  [  7  ] . 

 Nevertheless, at the beginning of twenty-fi rst century, the new global equilibria 
and the ever-increasing threat of terrorism prompted the governments worldwide 
and the research organizations at national level to pay particular attention to novel 
methods of protection against non-conventional weapon attacks. In this aim, nano-
science, nanotechnology and biotechnology are the emerging disciplines that can 
give rise to unprecedented methods, tools and equipment to counteract effi ciently 
and effectively CBRN threats  [  8  ] . So, the higher the level of development of defense 
techniques, the lower will be the risk of mass destruction weapons in a warfare or 
terrorist scenario and the lower will be the vulnerability of populations, military 
personnel and emergency fi rst responders.  

    8.2   Catalytic Nanosystems Against CBRN Agents 

 Nanosystems are chemical objects whose dimensions are included in the range 
between 1 and 100 nm. They show peculiar chemical and physical properties thanks 
to quantum effects and to the presence of wide surfaces and interphasal domains  [  9  ] . 
Among them, nanoparticles possess very high surface to volume ratios. Their atoms 
have a higher average energy than atoms in larger structures, because most of them 
are exposed (in edge and corner positions) and are therefore characterized by a very 
high dispersion and large amounts of available coordination sites. 

 This particular mix of characteristics is ideal for heterogeneous catalysis. The 
exposed active sites of a solid catalyst must interact effi ciently with substrate 
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 molecules and must promote their transformation. For this reason, most  heterogeneous 
catalysts are based on nanoparticles: namely, inorganic oxide nanoparticles (where 
metal atoms are in high-oxidation state in combination with oxygen) and/or metal 
nanoparticles (with metal sites in low-oxidation state). 

 Nanosystems with catalytic properties can thus play a relevant role in preventing 
or minimizing the negative effects of chemical, biological and, to a lesser extent, 
radiological agents. Nanosized catalytic systems ( nanocatalysts ) can fi nd applica-
tion not only in the detection  [  10  ] , but also in the protection, decontamination and 
abatement steps during the defense action against a hazardous agent. Especially in 
the removal and destruction of CBR(N) agents, nanocatalysts have shown (and still 
are showing) the most promising applications.  

    8.3   Selected Examples 

    8.3.1   Nanosystems for Individual Protection 
and Decontamination 

 In last years, the attention of both scientifi c open and patent literature moved from 
traditional chemical decontamination (requiring huge amounts of solvents and oxi-
dizing or caustic reagents) to the catalytic decontamination, based on heterogeneous 
(solid-liquid or solid-vapor) catalysts, which are able to convert highly toxic species 
into non-toxic secondary products under ambient conditions, thanks to the use of 
low amounts of added reactants (or not at all). 

 In terms of advantages, abatement processes based on heterogeneous catalysis 
typically imply simpler chemical steps, lower energy requirements and a better use 
of the reactants with respect to conventional stoichiometric (non-catalytic) tech-
niques. Furthermore, in the case of nanocatalysts all these features are enhanced, as 
the concentration of highly active catalytic sites, per unit of mass, is higher than in 
traditional non-nanosized systems. This also means improved conditions in terms of 
safety, environmental and economical sustainability as well as lower costs for the 
disposal of the detoxifi ed by-products. 

 The focus is thus moving from a  passive adsorption  (removal) towards a  self-
cleaning adsorption  ( in situ  abatement) of the hazardous agent. Practically, conven-
tional decontamination methods based on chemical or physical techniques, such as 
dissolution, removal, degradation (oxidation or alkaline hydrolysis) and combustion 
are being replaced by the use of reactive sorbent materials, as oxidation promoters 
or photocatalysts activated by sunlight. 

 For instance, nanostructured metal oxides (typically oxides from Zn, Ti, Fe, Mn, 
Mg, Al, Zr or Cu) have very high specifi c surface areas and a large amount of defec-
tive crystalline edges, corners and sites that are much more reactive than their bulk 
counterpart. They are able to decompose nerve and vesicant chemical agents 
(or simulants of these compounds) into non-toxic by-products. Nanowires and 
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 nanofi bers are particularly suitable for these purposes as they can be easily 
 incorporated in textiles and clothes. 

 In particular, ZnO-TiO 
2
  nanofi bers (ZnO from 40 to 60 mol% in TiO 

2
 ), obtained 

by electrospinning technology with polyvinylpyrrolidone as a binder, with diame-
ters between 60 and 600 nm, are able to decompose paraoxon (a nerve agent simu-
lant) or 2-chloroethyl ethyl sulfi de (CEES; a mustard agent simulant) in acetone 
solution at room temperature, without any further addition of reactants  [  11  ] . Under 
these conditions, up to 90% and 70% of the initial amount of paraoxon and CEES 
are detoxifi ed in 50 and 10 min, respectively. The catalytically active sites on the 
surface of zinc titanate fi bers, in fact, promote the spontaneous slow hydrolysis of 
the agent and enhance the oxidation of sulfi des to sulfoxides and sulfones (less toxic 
or non-toxic compounds), in the case of sulfur mustards. 

 Typically, no additional water is necessary to carry out the hydrolysis, as the 
natural ambient moisture or the water molecules physisorbed onto or intercalated 
within the oxidic fi bers are suffi cient to transform the hazardous chemical agent into 
a non-toxic by-product  [  12  ] . In such nanocatalysts, a key role is played by the large 
amount of homogeneously dispersed and accessible Lewis acid sites, constituted by 
the metal site (Ti(IV), Zn(II), Mn(IV), etc.), available at accessible positions 
(Scheme  8.1 ). The surface hydroxyls, formed by the interaction of water with the 
metal centers, act as nucleophiles and lead to the hydrolytic degradation of the phos-
phorous- or sulfur-containing aggressive agent.  

  Scheme 8.1    Hydrolytic degradation of a nerve agent (sarin) over manganese dioxide nanofi bers 
in the presence of water       

 Such effect, in fact, is far less effective over non-nanosized bulk materials. By 
comparing the performance of nanocrystalline zinc oxide with conventional bulk 
zinc oxide in the solventless detoxifi cation of nerve agents, it appears that the half-
life of sarin is  ca . 60 times lower over nano-ZnO than over bulk ZnO ( i.e . 0.16 h  vs . 
6.81 h, respectively)  [  13  ] . 

 This kind of nanofi bers can constitute the active sorption layer in a composite 
textile and fi nds application in the production of new classes of individual  permeable 
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protection suits, as a replacement for the widely-used active carbon. Lighter suits 
can therefore be produced, as the active adsorption layer does not reach saturation, 
and a simpler disposal of the used equipment is possible, as the aggressive agent 
is no longer present in/on the protection device, but it is degraded in non-toxic 
(or poorly toxic) secondary products. 

 Such spontaneous hydrolysis and oxidation processes can also be further pro-
moted when nanocatalysts act as photocatalysts as well. In such applications, TiO 

2
  

nanoparticles or nanowires are the materials of choice. The ability of nanodispersed 
titanium oxide (anatase) to collect high-energy solar light (the violet and UV range 
of solar radiation) and generate powerful free-radical oxidant species (in particular, 
highly-reactive singlet oxygen from dioxygen in air) is exploited in the abatement 
of environmental pollutants as well as of hazardous chemical or biological agents 
 [  14–  16  ] . As a relevant example, TiO 

2
  can be obtained in macroscopically long 

nanowires and assembled into free-standing membranes  [  17  ] . Such ‘nanowire 
papers’ are mechanically (rather) resistant, chemically inert up to 700°C and can 
be sterilized by calcination or high-energy UV light. Additionally, they have an 
 adjustable pore size which lets atmospheric O 

2
  in, but blocks macromolecules, tox-

ins, viruses and bacteria out. These features are suitable for the manufacture of self-
cleaning fi lter systems for the detoxifi cation of breathable air from C and B agents, 
hence avoiding (or reducing) rapid accumulation of pollutants in the fi lters. 

 TiO 
2
 -based systems have already found application, for instance, in active pro-

tecting body creams, joining shielding and decontaminating actions  [  18  ] . The for-
mulation of such creams include mixtures of perfl uorinated polyethers and 
polytetrafl uoroethylenes (with barrier properties) together with 3% of pyrogenic 
TiO 

2
 , featuring particle diameter of  ca.  30 nm (the active component in abatement). 

When applied to bare skin, the cream proved to be highly effective against nerve 
agents vapors (mainly G agents, with, for example, 99% abatement of soman in 
vapor phase). 

 Analogously, some nanosized decontamination powders are commercially avail-
able and they mix the hydrolytic action of MgO nanoparticles ( ca . 10–20 nm in 
diameter) with the photocatalytic activity of TiO 

2
   [  19  ] . As main advantages, such 

binary system does not need additional oxidants, as it relies on the free-radical acti-
vation of molecular oxygen, and it is effective in the rapid decomposition of nerve 
agents (99.9% abatement of VX in 10 min) as well as of airborne bacterial spores 
(such as anthrax), even at room temperature. Once again, the peculiar chemical 
combination of MgO and TiO 

2
  nanoparticles implies very high local concentration, 

in close proximity, of Lewis acid (Mg 2+  atoms in the lattice of MgO nanocrystals), 
Lewis basic (O 2−  atoms in MgO) and oxidant catalytic sites (the  in situ  formed oxy-
gen radicals over TiO 

2
 ), with an exponential increase of the catalyst’s activity with 

respect to non-nanosized materials. 
 More recently, nanostructured composite materials, based on hybrid inorganic-

organic compounds, have also shown promising features, in terms of activity and 
abatement performance, and can fi nd several ‘smart’ applications in the fi eld of self-
decontaminating devices. A relevant example of multi-functional material is a new class 
of electrospun nanofi brous polymers based on a dimethylacrylamide-methacrylate 
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copolymer backbone, supporting both chemical and biological  decontamination 
 [  20  ] . Polyurethanes containing the redox enzymes glucose oxidase and horseradish 
peroxidase exert a remarkable bactericidal activity against gram positive and gram 
negative bacteria, converting halide ions from the local environment into active 
halogens. Simultaneously,  N -alkyl-4-pyridinium aldoxime (4-PAM) halide-acrylate 
copolymers offer nucleophilic activity for the detoxifi cation of C agents and act as 
internal sources of halide ions. In the best tests, the composite nanofi bers have 
shown complete kill of  Escherichia coli  (>6 log units) within 1 h at 37°C and 85% 
abatement diisopropylfl uorophosphate (a nerve agent analog) in 30 min.  

    8.3.2   Nanosystems for Extensive Decontamination 
and Abatement 

 Nanostructured porous materials are generally considered as valid solid supports for 
catalysts to be used in the abatement and destruction of wide amounts of toxic com-
pounds and, in particular, of large stockpiles of chemical warfare agents. The 
 abatement techniques based on heterogeneous catalysts are valid alternatives to con-
ventional procedures involving incineration and thermal destruction. Mesoporous 
silica materials (such as MCM-41, HMS or SBA-15 silica  [  21  ] ) possess a very high 
specifi c surface area (around 1,000 m 2  g −1 , or even more) and a highly accessible 
porous network at nanometric level. They are thus comparable to widely-used active 
carbon, in terms of adsorption properties and capacity. However, they are chemi-
cally more defi ned, more easily functionalized and regenerable than the latter. 
Redox catalytic species (typically V, Ti, Mn, Mo, etc.) can be deposited and dispersed 
into the internal channels and pores of these solids, thus creating a redox-active 
heterogeneous catalyst. 

 For instance, in vanadium-doped nanostructured mesoporous silica a large 
 number of evenly dispersed, highly accessible V(V) catalytically active sites are 
present and can be employed in the selective oxidation (and detoxifi cation) of 
 sulfur-mustard simulants (CEES) in the presence of liquid oxidants, such as hydro-
gen peroxide or organic hydroperoxides (alkylhydroperoxides)  [  22  ] . Over these 
catalysts, the deadly organic sulfi des are selectively converted into non-toxic sul-
foxides, whereas, by conventional thermal abatement techniques remarkable and 
hazardous amounts of sulfones and carbon monoxide are also produced as by-
products. Clearly, since stoichiometric quantities of liquid oxidant are required, 
together with the solid catalyst, such nanostructured materials are not suitable for 
individual protection or decontamination equipment. Nevertheless, they offer good 
selectivity to the desired non-noxious compounds and can be satisfactorily recov-
ered and recycled for further use  [  23  ] . 

 Analogously, high specifi c surface area nanostructured materials with functional 
sites are fi nding extensive application in the abatement of heavy metals and also of 
metal radionuclides, hence in the remediation of chemical and/or radiological 
 contamination  [  24  ] . Thanks to the deposition of chelating ligands with a high 
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 chemical affi nity towards the heavy metal ions or the radionuclides within the 
 mesopores, it is possible to remove effi ciently and selectively the contaminating 
species from a liquid effl uent ( e.g . industrial wastes, polluted drinkable water or 
radiologically contaminated liquids). The internal channels of the nanostructured 
porous material are, in fact, fully covered by organic linkers bearing chemical func-
tional groups that are specifi cally designed for the removal of toxic metals (typi-
cally, organic moieties with –SH functional groups are ideal for binding heavy 
metals) or for the strong retention of actinide ions (nitrogen-containing heterocyclic 
moieties are suitable for the chelation and removal of Np(V), U(VI), Pu(IV), etc.; 
Scheme  8.2 ). These materials can be recovered and reused, after a regeneration 
cycle in the presence of concentrated HCl aqueous solutions (as they were ion-
exchange resins). Therefore, if one compares the material-lifetime and the cost of 
these functionalized nanostructured materials with the ones of conventional widely-
used ion-exchange resins or activated carbon powders, it appears that, even if the 
specifi c cost of the material is far higher for the nanostructured material ( ca . 150 
USD kg −1   vs . 50 USD kg −1  and 2 USD kg −1 , for ion-exchange resins and activated 
carbon, respectively), the depolluting effi ciency of the former is some orders of 
magnitude higher than for the latter two materials (in terms of grams of pollutant 
species per kilogram of adsorbent material) and therefore the global cost assessment 
(total cost of the process per gram of pollutant removed) can be largely favorable 
towards the use of innovative nanostructured adsorbents ( e.g.  a total cost of  ca . 2000 
USD  vs . 261,000 USD per kilogram of Hg removed has been estimated for the 
decontamination of an aqueous solution of 0.2 mg L −1  over a functionalized nano-
structured material and a conventional activated carbon, respectively)  [  25  ] .    

  Scheme 8.2    Organic linker, 
containing 
1,2-hydroxypyridinone for 
the chelation of actinide ions, 
anchored onto the internal 
surface of a hexagonal 
nanostructured silica material       

    8.4   Conclusions 

 Any progress in the state-of-the-art about CBRN agent destruction will also result 
in strengthening the global preparedness and response to non-conventional threats. 
By improving the effi ciency of the countermeasures and by minimizing the negative 
effects of a deliberate use of CBRN agents, the practical application of the new 
technologies will readily represent a step forward in lowering the vulnerability of 
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the civilian populations and in preventing the use of mass destruction weapons by 
terrorist groups or by “rogue states” supporting terrorists’ activity. 

 Nanosciences, nanotechnology and heterogeneous catalysis can play a relevant 
role in developing new individual protection systems, improving decontamination 
capabilities and providing more effi cient and sustainable CBRN abatement meth-
ods. Nevertheless, as in industrial chemistry increasing attention is paid towards 
 green chemistry , new protection and decontamination processes and techniques 
must be both economically and environmentally sustainable. In this aim, only a mul-
tidisciplinary effort from experts from different research areas (materials science, 
chemistry, biology, physics, engineering, etc.) and active in different environments 
(academia, industry and military) can lead to concrete results that can be exploited 
and applied in a short-term time period.      
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  Abstract   Securing nuclear materials, controlling contraband and preventing 
proliferation is an international priority to resolve using technology, diplomacy, 
strategic alliances, and if necessary, targeted military exercises. Nuclear security 
consists of complementary programs involving international legal and regulatory 
structure, intelligence and law enforcement agencies, border and customs forces, 
point and stand-off radiation detectors, personal protection equipment, prepared-
ness for emergency and disaster, and consequence management teams. The strategic 
goal of UNSCR 1540 and the GICNT is to prevent nuclear materials from fi nding 
their way into the hands of our adversaries. This multi-jurisdictional and multi-
agency effort demands tremendous coordination, technology assessment, policy 
development and guidance from several sectors. The overall goal envisions creating 
a secured environment that controls and protects nuclear materials while maintain-
ing the free fl ow of commerce and individual liberty on international basis. Integral 
to such efforts are technologies to sense/detect nuclear material, provide advance 
information of nuclear smuggling routes, and other advanced means to control 
nuclear contraband and prevent proliferation. We provide an overview of GICNT 
and several initiatives supporting such efforts. An overview is provided of techno-
logical advances in support of point and stand-off detection and receiving advance 
information of nuclear material movement from perspectives of the Republic of 
Moldova.  

    A.   Vaseashta   (*) •     P.   Susmann   •     E.  W.   Braman  
     Institute for Advanced Sciences Convergence NUARI ,   13873 Park Center Road, 
Street 500 ,  Herndon ,  VA ,  USA    
e-mail:  avaseash@norwich.edu  

     N.  A.   Enaki  
     Institute of Applied Physics of Academy of Sciences of Moldova ,   Chisinau , 
 Republic of Moldova    

    Chapter 9   
 Nuclear Terrorism – Dimensions, Options, 
and Perspectives in Moldova 

 Nuclear Terrorism    – Perspectives in Moldova       

       Ashok   Vaseashta      ,    P.   Susmann   ,    Eric   W.   Braman   , and    Nicolae   A.   Enaki      



102 A. Vaseashta et al.

  Keywords   Nuclear  •  Terrorism  •  Policy  •  Moldova      

    9.1   Introduction 

 Winston Churchill once stated that we have a shared transatlantic responsibility to 
“faithfully serve great causes.” The U.S. Government, NATO, and EU have ranked 
developing effective partnerships to meet the global challenge of weapons of mass 
destruction (WMD) terrorism amongst the highest priorities since it poses a grave 
threat to international peace and security. The U.S. strategic approach hinges on six 
objectives outlined in the National Strategy, viz. determine terrorists’ intentions, 
capabilities, and plans to develop or acquire WMD; deny terrorists access to the 
materials, expertise, and other enabling capabilities required to develop WMD; 
deter terrorists from employing WMD; detect and disrupt terrorists’ attempted 
movement of WMD-related materials, weapons, and personnel; prevent and respond 
to a WMD-related terrorist attack; and defi ne the nature and sources of terrorist-
employed WMD devices. There are four generally accepted categories of WMD 
that terrorists may seek to acquire and use in attack scenarios: nuclear, radiological, 
biological, and chemical. 

 The fi rst threat lies in nuclear weaponry. Scientifi c and technical information 
regarding the assembly of nuclear weapons – some of which is now available on the 
Internet and in unsecured medical facilities, has increased the risk that a terrorist 
organization in possession of suffi cient fi ssile material could develop. Terrorists 
work with a variety of facilitators to develop nuclear capabilities. These facilitators 
include black market proliferators or transnational criminal networks that seek to 
profi t from the sale of unsecured nuclear material, a delivery device, or technical 
knowledge gathered from nuclear experts involved in a national nuclear program. 
Some terrorists seek to acquire radiological materials for use in a radiological dis-
persal device (RDD) or “dirty bomb”. Most radiological materials lack suffi cient 
strength to present a public health risk, but public panic and the economic disruption 
caused by a RDD would be signifi cant. 

 At a historic meeting during 30–31 October 2006, representatives from 13 gov-
ernments convened in Rabat, Morocco and reached agreement on a “Statement of 
Principles”, as well as a Terms of Reference (TOR) for implementation and assess-
ment of the Global Initiative to combat Nuclear Terrorism (GICNT). Within a three 
short years, the GICNT garnered support from 76 partner nations with the 
International Atomic Energy Agency (IAEA), European Union (EU), and 
International Criminal Police Organization (INTERPOL) as offi cial observers. The 
objectives of the GICNT were to gather experience and expertise from the nonpro-
liferation, counter proliferation, and counterterrorism disciplines, to;

   Put together collective capabilities and resources to strengthen the overall global • 
architecture to combat nuclear terrorism.  
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  Offer the opportunity for nations to share information and expertise in a legally • 
non-binding environment.    

 Several follow-up meetings after the Rabat summit focused on developing 
partnership capacity to combat nuclear terrorism on a systematic basis consistent 
with national legal authorities and obligations under relevant international legal 
frameworks, notably the Convention for the Suppression of Acts of Nuclear 
Terrorism, the Convention on the Physical Protection of Nuclear Material 
(and its 2005 Amendment), United Nations Security Council Resolutions 
(UNSCR) 1373 and 1540. The states concerned with this threat to international 
peace and security were asked to commit to implementing the following eight 
principles on a voluntary basis:

   Develop, if necessary, and improve accounting, control and physical protection • 
systems for nuclear and other radioactive materials and substances;  
  Enhance security of civilian nuclear facilities;  • 
  Improve the ability to detect nuclear and other radioactive materials and sub-• 
stances in order to prevent illicit traffi cking in such materials and substances, to 
include cooperation in the research and development of national detection capa-
bilities that would be interoperable;  
  Improve capabilities of participants to search for, confi scate, and establish safe • 
control over unlawfully held nuclear or other radioactive materials and sub-
stances or devices using them.  
  Prevent the provision of safe haven to terrorists and fi nancial or economic • 
resources to terrorists seeking to acquire or use nuclear and other radioactive 
materials and substances;  
  Ensure adequate respective national legal and regulatory frameworks suffi cient • 
to provide for the implementation of appropriate criminal and, if applicable, civil 
liability for terrorists and those who facilitate acts of nuclear terrorism;  
  Improve capabilities of participants for response, mitigation, and investigation, • 
in cases of terrorist attacks involving the use of nuclear and other radioactive 
materials and substances, including the development of technical means to identify 
nuclear and other radioactive materials and substances that are, or may be, 
involved in the incident; and  
  Promote information sharing pertaining to the suppression of acts of nuclear ter-• 
rorism and their facilitation, taking appropriate measures consistent with their 
national law and international obligations to protect the confi dentiality of any 
information which they exchange in confi dence.    

 To date, the GI partners, comprising of 82 nations, have conducted over 30 
Global Initiative workshops, conferences, and exercises aimed to build capacity to 
prevent, detect, and respond to acts of nuclear terrorism. Notwithstanding such 
efforts, several gaps in the following three critical areas remain, viz.:

   Strengthening detection and forensics  • 
  Denying safe haven and fi nancing to terrorists  • 
  Deterring terrorist intentions to acquire and use nuclear devices    • 
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 The overall objectives of nuclear security are thus risk based assessment, 
establishment of legal and regulatory framework, development of human resources, 
technological advancement for detection, prevention and strategic response, as sum-
marized by Fig.  9.1  below.  

 These approaches support existing initiatives, viz.: Proliferation Security 
Initiative (PSI), the Export Control and Related Border Security (EXBS) Program, 
the Nuclear Smuggling Outreach Initiative (NSOI), Second Line of Defense (SLD) 
Program, Secure Freight Initiative (SFI), Container Security Initiative (CSI), 
International Counter-proliferation Program (ICP), Cooperative Threat Reduction 
(CTR) Programs, and Joint Intelligence Preparation of the Operational Environment 
(JIPOE). Furthermore, various agencies in the U.S. and the E.U have initiated proj-
ects with former Soviet Union (FSU) countries to provide incentives to use the 
nuclear technology to support the GICNT initiatives. Several initiatives and broad 
agency announcements (BAA) by the Defense Advanced Research Projects Agency 
(DARPA) and Intelligence Advanced Research Projects Activity (IARPA); such as 
“Tools for Recognizing Unconscious Signals of Trustworthiness” (TRUST) 
Programs support such missions. 

 The outcome is a global system that protects and controls nuclear materials so 
that they can be safely processed, stored, utilized, and transported by authorized 
individuals. GICNT guides the formation of national policies and programs, sets 
budget and resource priorities, and provides a means to focus and coordinate differ-
ent departments and agencies within the national government and within a federalist 
system among all levels of government. Despite its tremendous potential, the 

  Fig. 9.1    Objectives of nuclear security       
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GICNT presents signifi cant programmatic and resource challenges due to highly 
complex and interdependent modern economies. The challenge for those responsi-
ble for securing such materials is to manage and secure resources from terrorists. 
From a nuclear security stand-point, further challenges are in detection/sensing, 
determining traffi cking pathways, and technological means to prevent unauthorized 
transfer, transaction, and transportation of such materials, as indicated GICNT prin-
ciples 3, 6, 7 and 8. We address these issues using advanced electronic materials, 
quantum-based encryption to provide security, Web based algorithms, and cognitive 
sciences based methodology. The technologies exist in Moldova, and its close prox-
imity to Black sea region provides unique advantage in addressing these issues from 
a regional perspective. Effort to strengthen the Black-sea security programs will 
also help to strengthen efforts keep nuclear materials more secure internationally.  

    9.2   Challenges and Opportunities 

 The Republic of Moldova, although not a member of GICNT, offers a unique per-
spective to counter threat of nuclear terrorism. The geographic location of Republic 
of Moldova, with its strong and rich background in Nuclear Physics, Quantum 
Computing, and Modeling and Simulation offers various technological options in 
support of point and stand-off detection, forensics, identifying and locating illicit 
traffi c routes using social network approach, and enhancing security by way of 
secure communication and deciphering chatter by adversaries. 

    9.2.1   Moldova and Its Proximity in Black Sea Region 

 Republic of Moldova is a country located in south Eastern Europe, sandwiched 
between Romania and Ukraine. Historically being infl uenced by the Byzantine 
Empire, Moldova kept its Latin language origin and Christian-orthodox traditions. 
The regional environment is effective in fostering and stimulating the development 
of strong links between NATO, EAPC Partner and Mediterranean Dialogue coun-
tries. Due to its geographical location, the country is a politically strategic point for 
international focus. In a recent meeting with the NATO Assistant Secretary General 
for Public Diplomacy, Pres. Voronin discussed issues of cooperation in the fi eld of 
regional security and combating illegal migration. He backed the proposal for cre-
ation of a NATO information center in Chişinău, in view of many issues relating to 
regional stability. Similar initiatives by the U.S. Department of State to help stabi-
lize the Republic of Moldova and regions in its proximity are underway and are 
discussed later. 

 An additional challenge posed by a separatist regime which controls a narrow 
strip of land in eastern Moldova known as “Transnistria”, as shown in Fig.  9.2 , also 
known as Trans-Dniester or Transdniestria – a breakaway territory located mostly in 
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a strip between the Dniester River and the eastern Moldovan border to Ukraine. 
Since its declaration of independence in 1990 and subsequent War of Transnistria in 
1992, it is governed de facto by the unrecognized Pridnestrovian Moldavian 
Republic (PMR, also known as “Pridnestrovie”). As part of 1992 War of Transnistria 
agreement, a three-party (Russia, Moldova, Transnistria) Joint Control Commission 
supervises the security arrangements in the demilitarized zone, comprising 20 local-
ities on both sides of the river. In a NATO-resolution from 18 November 2008, 
Russia was urged to withdraw its military presence from the Transdniestrian region 
of Moldova.  

 In the autumn of 2006 the Transnistria leadership agreed to let an OSCE inspec-
torate examine approximately 20,000 ammunitions and military equipment due to 
concerns that Transnistria may traffi c arms or nuclear material. The separatist-
controlled Transnistria region of Moldova remains a potential area for terrorist 
activity; although the OSCE has reported that no evidence exists to support claims 
of terrorist activities. Moldova participated in a number of theoretical and practical 
antiterrorism assistance training events, seminars, exchanges, and conferences orga-
nized by the U.S. Embassy. Traffi cking in persons (TIP) programs improved law 
enforcement personnel/offi cers’ ability to identify and prosecute traffi ckers, while 
protecting victims of traffi cking through the implementation of better laws and 
assistance for their social and economic integration. In FY 2009, the United States 
increased support for the re-integration of the breakaway region of Transnistria 
through increased economic growth and civic-participation programs in that region. 
In FY 2009, USG assistance expanded across the Dniester River to include 
Transnistrian stakeholders. This expansion included providing support to establish 
a legal clinic in Transnistria to provide legal services, grants to non-governmental 

  Fig. 9.2    Black sea region, Moldova, and Transnistria       
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organizations (NGOs) in three communities in Transnistria to support the region’s 
fi rst ever community-led improvement projects, and training in journalism and 
business to fi ve media outlets. Some additional missions and treaties are pending 
declassifi cation but support from GICNT and GTSN will provide much needed 
stability and control to this regional confl ict.   

    9.3   Technologies to Counter Threats of Nuclear Terrorism 

 A substantial segment of the scientifi c community believes that the probability of a 
terrorist event to take place in foreseeable future is fi nite. The obligation of a civi-
lized society is to protect the masses in a climate of terrorism – characterized by 
“having nothing to lose” and motivated by radical ideology. Recruitment by terror-
ists within civilized society has grown from fi nding a “needle in a haystack” to “hay 
in a haystack”. Consequently, it is imperative that the scientifi c community develop 
plans with an understanding of technological tools available to us to detect, predict, 
deter, and interdict these threats. 

 Advances in sciences and technology, computer sciences, genomics, neurosci-
ence, materials science, nanotechnology and other disciplines have transformed the 
technology landscape, and promise to revolutionize life from synergetic conver-
gence of disciplines. The interdisciplinary scientifi c community must address 
knowledge-driven transformations across scientifi c fi elds to develop materials, 
devices, and systems to overcome the aforementioned challenges. The latest techno-
logical innovations result from potential of nanoscale materials to exhibit unique 
properties that are attributable to their small size such as enhanced and surface area 
and physical characteristics  [  1  ] . Advances in material synthesis, device fabrication 
and characterization techniques have further provided the means to study, under-
stand, control, or even manipulate the transitional characteristics between isolated 
atoms and molecules, and bulk materials. The potential and risk for inadvertent or 
deliberate introduction of contaminants in the environment, food and agricultural 
products, due to global threats of terrorism make decentralized sensing an impor-
tant research area. A nanotechnology based sensor platform enables direct electrical 
detection in a label-free, highly multiplexed format over a broad dynamic range. 
Recently, various nanoscale materials with new architectures and improved func-
tionality have been developed with applications in chemical and biological sensors 
 [  2  ] , environmental pollution sensing  [  2  ] , monitoring  [  3  ] , mitigation and remedia-
tion  [  4  ] , next-generation energy generation and storage devices, nano-biotechnology, 
nanophotonics, in-vivo analysis of cellular processes and futuristic platforms in 
health and clinical medicine  [  2  ] . Substantial segment of the scientifi c community is 
confi dent that nanoscience and nanotechnology will revolutionize research and its 
applications to provide unprecedented means to forewarn and/or protection against 
the potential and risk for inadvertent or deliberate contamination. 
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    9.3.1   Point and Stand-Off Detection 

 Real-time radiation detectors have become an essential component of emergency 
personnel who are tasked to respond to accidents, emergency incidents and/or ter-
rorist attacks, which could involve radioactive material. Additional reasons include 
lost sources, nuclear industrial accidents, and the possibility of nuclear weapons 
being used in a war. To meet this ever increasing demand, considerable research into 
new sensors/detectors is underway, including efforts to enhance the sensor perfor-
mance through the material response, sensor networks, and manufacturing tech-
nologies. A thorough understanding of physical properties of the materials exposed 
to radiation sources is vital for an effective design of dosimeters. Generally, detec-
tion of radiation is based on the fact that both the electrical and the optical properties 
of the materials undergo changes upon exposure to ionizing radiation. Interaction 
between energetic radiation and semiconductors results in loss of energy which is 
ultimately converted to form electron-hole pairs. Energy levels produced by irradia-
tion have recombination centers, which can reduce the carrier lifetimes by several 
orders of magnitude. Properties of metal oxide materials are directly or indirectly 
connected to the presence of defects, oxygen vacancies. Oxygen vacancies are 
known as color centers, or F centers. It is believed that ionizing radiation causes 
structural defects, leading to a change in their density upon exposure to  g -rays. The 
formation of color centers has been associated with an increase in electrical conduc-
tivity, in which free electrons are produced as a result of band-to-band transitions 
and trapping of these electrons in oxygen ion vacancies. It is generally accepted that 
two distinct processes are responsible for the formation of color centers, following 
bombardment with ionizing radiation. The primary mechanism results in defect for-
mation, while the secondary one gives rise to the stabilization of the centers. The 
model for color center kinetics assumes that the level of the radiation damage should 
be dose rate dependent. As color centers are created under irradiation, they also 
annihilate even under room temperature. During irradiation, both annihilation and 
creation coexist. The color center density will reach equilibrium at a level, depend-
ing on the applied dose rate. The band structure and the existence of an energy gap 
are believed to be dependent upon the arrangement of nearest atomic neighbors and 
the existence of local or short-range order. Radiation may increase the bond angle 
distortion so that the optical absorption edge shifted to the lower energies. The values 
of the optical band gap for as-deposited and  g -irradiated specimens were estimated 
using the Mott and Davis model for the indirect allowed transition. The change in 
conductivity caused by the formation of new energy levels under the action of radia-
tion is diffi cult to estimate, since neither the energy nor the number of new levels is 
accurately known. The ionizing energy of new levels is high and the low-lying levels 
may carry out the donor as well as the acceptor impurity effects, owing to this com-
pensating effect. In the initial stage of irradiation, the resistance increases in any 
material containing donors or acceptors of low ionizing energy. If the irradiation is 
continued after the compensation of the impurities present in the original crystal, 
the formation of acceptor levels is permanent. The deep lying energy levels produced 
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by irradiation are very effective recombination centers, which can reduce the carrier 
lifetimes by several orders of magnitude. 

 Some the technological drivers for point (contact) and stand-off (from distance) 
detection are universal detection of radiological sources, sensitivity, cost, resolution, 
robustness, accuracy, connectivity, ease of use, portability, and automation. To 
design such a system, an optimum approach will be to design multiple sensors, 
multiple sample matrix, intelligent data analysis with sampling control, transceiver 
with network capability, integrated single chip design and with an on-chip power 
source. This has resulted in the development of a handheld prototype device that 
may be used for interfacing resistive based sensor arrays for real-time radiation 
monitoring. The system boosts a modular nose head design allowing different arrays 
to be connected quickly. This allows the device to be confi gured for a specifi c task, 
if required. The system can interface to an array with several sensors, whose analog 
signals are multiplexed en-route to the ADC. The PDA is capable of storing the data 
for further analysis and has built-in software to display the acquired data in real 
time. The PDA has the capability to run pattern recognition algorithms to execute 
classifi cation of radiation types and doses. Even hybrid sensor arrays could be inter-
faced to the system allowing for a dual functioning device, encompassing gas/chem-
ical and radiation detection functionality. For example, half the array could make up 
gas sensors for the detection of the explosives, and the other half could make up 
radiation sensors, allowing the overall system to be used for security and military 
applications. Thin fi lm devices are recommended for low-dose applications and 
thick fi lm devices for higher dose applications. The properties of thick fi lm devices 
were restored after annealing. This suggests that these fi lms can be reused on a 
repeatable basis. Generally, the sensitivity of the devices varies greatly with the 
composition of the materials used. A networked confi guration of these prototype 
devices is shown in Fig.  9.3 , and can be confi gured to a specifi c radiation dose based 
on sensor fi lm thickness and device structure  [  5  ] .   

    9.3.2   Intelligence Based Methodologies 

 Effective risk analysis involves identifying, assessing, and mitigating risk to a satis-
factory level. Risk analysis is a process of evaluating critical assets and systems, 
threats, vulnerabilities, and controls for mitigating threats. Outcomes of risk assess-
ment form a strategic plan for managing risks. Three pillars of risk analysis are to 
assess, manage, and communicate. Assessment is the process of identifying risk. 
Managing is the process of mitigating risks in an optimal manner. Communication 
ensures that policy and decision makers and the general public understand outcomes 
of risk assessment and risk management. High quality decisions are characterized 
by the following elements:

   Appropriate framing of decisions  • 
  Analysis of creative alternatives  • 
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  Accurate information and sound models  • 
  Clear preferences for future status  • 
  Sound logic  • 
  Commitment to process and outcomes.    • 

 Policy and decision makers are increasingly relying on expert-opinion elicitation 
techniques for forecasting advances, reliability, and risks related to science and 
technology  [  6  ] . Structured expert-opinion elicitation techniques effectively support 
complex decision-making in the face of risk and uncertainty  [  7  ] . 

 We have introduced the concept of using a structured expert-opinion elicitation 
technique, a computerized Delphi technique to assess risk and making predictions 
based on input by expert panels. A typical forecasting process includes (a) unreli-
able information including incomplete, inaccurate, unrepresentative historical data 
about threats, vulnerabilities, and occurrences leads to poor quality risk analysis 
decisions; (b) unreliable forecasting including bad estimates of probabilities and 
excluding outlier events impacts the quality of risk analysis decisions; (c) host of 
cognitive biases including representativeness, availability, anchoring and adjusting, 
optimistic biases, risk biases, and a false sense of control may negatively affect risk 
analysis processes; and (d) fi nally, dysfunctional group dynamics arising from 
strong personalities, organizational hierarchies, and miscommunications impede 
the risk analysis process and resulting decisions. The Delphi Technique, as shown 

  Fig. 9.3    Radiation sensor with multiple sensors       
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in Fig.  9.4 , however, is a structured interactive group communications technique 
effective for reaching consensus about judgments, forecasts, or decisions from 
expert panels  [  8  ] . The Delphi process occurs as follows: 

   Facilitator distributes survey to the expert panel.  • 
  Survey is answered anonymously and independently by expert panel.  • 
  Facilitator summarizes and distributes results and rationale.  • 
  Expert panel anonymously and independently reviews summarized results and • 
rationale. Panelists may revise individual responses, optional.    

 The process of eliciting, summarizing, and distributing anonymous and indepen-
dent responses continues until consensus, stable responses, or a given number of 
rounds is met. The Delphi Technique benefi ts decision making and forecasting pro-
cesses involving expert panelists in many ways. First, the Delphi technique supports 
expert panels ranging from a few participants to a few thousand participants. Second, 
the Delphi technique effectively overcomes constraints in time, geographic loca-
tion, cost, or anonymity needs. Third, the Delphi technique proves effective when 
actuarial, technical, or economic data is unavailable thus mandating expert judg-
ment. Fourth, the Delphi technique has proven effective in the exploration and fore-
casting of novel, complex, or uncertain problems or events. Finally, the technique 
overcomes social barriers related to diversity, hierarchy, personality, or hardened 
confl icts. Because the Delphi technique has proven merit in forecasting trends and 

  Fig. 9.4    Conceptualization of expert elicitation using Delphi       
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risks for many scientists, researchers, policy, and decision makers; the authors 
propose a future investigation involving a Delphi Study for assessing other 
security risks. 

 In addition to conducting a feasibility analysis of employing the Delphi method-
ology, additional approaches to provide intelligence information are – Textual Data 
Mining (TDM) – a process by which large quantities of unstructured textual records 
are effi ciently queried to retrieve relevant information on a topic of interest. The 
TDM process includes software tools that allow a research analyst to display a tax-
onomy that clusters the records by topical similarity and allows the analyst to visu-
alize patterns in the database that would not otherwise be apparent. 

 The software tools also have a robust search capability that allows the analyst to 
quickly and effi ciently search databases for additional information including infor-
mation on prolifi c research authors and activities working in the technology area of 
interest. Likewise, use of Web 2.0/3.0 to develop solutions is employed in support 
of national security and intelligence gathering information on routes of illicit traf-
fi cking of nuclear materials. Social network based applications such as Second Life 
virtual environment, Moodle Learning systems, and SLoodle (second life object 
oriented distance learning environment) have already shown great success. It is 
anticipated that use of Web 2.0/3.0 will accelerate the process of identifying leading 
edge advances in different disciplines relevant to defense applications. To enhance 
security of communication, we intend employing quantum encryption  [  9  ] . Using 
TRUST of IARPA, we are pursuing additional technologies for information gather-
ing. The overreaching goal of this project is to signifi cantly advance the IC’s capa-
bilities to assess who can be trusted under certain conditions and in contexts relevant 
to the IC, potentially even in the presence of stress and/or deception. The program 
seeks to conduct research that will bring together sensing and validated protocols to 
develop tools for assessing trustworthiness by using one’s own (“Self”) signals to 
assess another’s (“Other”) trustworthiness under certain conditions and in specifi c 
contexts, which can be measured in scientifi cally-credible experimental protocols.  

    9.3.3   Advanced Sciences Convergence 

 The process of ASC is to understand how different disciplines, focusing on discrete 
problems and applications, can be coalesced into a system to solve an intractable 
problem. It requires understanding of a far-reaching end goal that is not yet defi ned 
but can be described in terms of desired actions or qualities. In the U.S., 
Nanotechnology, Biotechnology, Information Technology and Cognitive Sciences 
(NBIC) convergence was defi ned as a new transformational concept resulting from 
seminal publication by the National Science Foundation (NSF), Department of 
Commerce and World Technology Evaluation Center (WTEC), Inc., in June 2002, 
followed by the JASON Defense Advisory Panel report in November 2002. These 
documents provided the necessary foundation for a new appreciation of the next 
phase of the development of the individual NBIC disciplines. A 2002 NSF report 
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proposed a new “Renaissance” in technology built on the nanoscale using four 
principles; material unity, interfacing technologies, understanding complexity and 
optimizing integration to augment human performance. The main idea behind the 
NBIC concept is that in the future the lines between novel materials (hardware), 
biological systems, and information processing and exchange in the form of com-
puters and cognition will disappear resulting in integrated systems that incorporate 
sensing, analysis, and awareness at the nanoscale. The opportunities for commercial 
and military applications are enormous, as noted by reports within the U.S. and 
around the world. A July 2003 copy of the “Issues in Defense Science and 
Technology” from Defense Research and Development Canada (DRDC) was titled: 
“Convergence of Technologies for Innovative Disruption”, which described poten-
tial capabilities resulting from synergy between NBIC disciplines are summarized 
below and in Fig.  9.5 . 

   Expanded human cognition and communication enabled by brain implants, new • 
drugs, rapid learning and direct brain-machine interfaces.  
  Improved human health and physical capabilities enabled by nano-biosensors to • 
monitor and repair bodily functions, and systems that enhance human sensors.  
  Responsive and collaborating autonomous intelligent systems to support deci-• 
sion-making and nano robots for surveillance.    

 A similar interest was expressed by the European Commission (EC) High Level 
Expert Group (HLEG) in Converging Technologies (CTs) reports published in 
2004. One of the reports entitled “Converging Technologies-Shaping the Future of 
European Societies”, addresses NBIC advances in the U.S. and their potential 

  Fig. 9.5    NBIC convergence and possible applications       

 



114 A. Vaseashta et al.

impact to the economic future of the European Union. Asian countries are also 
contributing to NBIC advances with individuals from Japan, India, and China as the 
main contributors.   

    9.4   Summary and Way Forward 

 This report provides a brief overview of ongoing activities employing the latest 
state-of-the art activities to sense/detect presence of nuclear materials in close prox-
imity and using remote, hand-held, portable and networked devices. Additional 
tools such as Delphi, Web 2.0/3.0, and TDM are used to provide advance informa-
tion of nuclear material traffi cking routes. Advanced cognitive tools are developed 
which can be used by law enforcement and peace keeping mission offi cers to interview 
and be able to detect confi dence level of the response. Security of communication is 
enhanced using quantum encryption. Collectively, all these tools will provide a 
sense of security supporting GICNT principles in Black Sea region, with Republic 
of Moldova as a key player.      
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  Abstract   The advanced integrative scientifi c convergence (AISC) model  represents 
a viable approach to neuroscience. Beyond simple multi-disciplinarity, the AISC 
model unifi es constituent scientifi c and technological fi elds to foster innovation, 
invention and new ways of addressing seemingly intractable questions. In this 
way, AISC can yield novel methods and foster new trajectories of knowledge and 
discovery, and yield new epistemologies. As stand-alone disciplines, each and all 
of the constituent fi elds generate practical and ethical issues, and their conver-
gence may establish a unique set of both potential benefi ts and problems. To 
effectively attend to these contingencies requires pragmatic assessment of the 
actual capabilities and limits of neurofocal AISC, and an openness to what new 
knowledge and scientifi c/technological achievements may be produced, and how 
such outcomes can affect humanity, the human condition, society and the global 
environment. It is proposed that a progressive neurobioethics may be needed to 
establish both a meta-ethical framework upon which to structure ethical deci-
sions, and a system and method of ethics that is inclusive, convergent and innova-
tive, and in thus aligned with and meaningful to use of an AISC model in 
neuroscience.  
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    10.1   Progress in Neuroscience: From Multi-disciplinarity 
to Integrative Convergence 

 As a titular fi eld, neuroscience was “formed” by a unifi cation of multiple disciplines 
devoted to studying nervous systems. Historically, the neuroscience has employed 
anatomical, chemical, and physiological approaches to develop “tools-to-theory 
heuristics” that have been instrumental to formulating an evermore detailed under-
standing of the brain. Of course, the conjoinment of approaches and disciplines is 
certainly not new to science, and it could rightly be claimed that such “technique 
and technology sharing” has been, and canonically remains  de rigueur  in much of 
scientifi c practice  [  1  ] , and refl ects the multi-disciplinarity, and technical variety of 
neuroscience  [  2  ] . But it is important to note that over the past 25 years, the pace and 
breadth of advancement(s) in the constituent fi elds subsumed under the rubric of 
neuroscience has dramatically increased, and thus, when purposively employed 
together to meet intellectual challenge(s) and/or technical impediments, the capa-
bilities and advancements achievable through such inter-theoretical and –technical 
cooperation have become synergistic. This process, termed advanced integrative 
scientifi c convergence (AISC), is not merely a technical sharing, but instead repre-
sents a synthetic mind-set that explicitly seeks to foster innovative use of knowl-
edge-, skill-, and tool-sets toward (1) elucidating the nature and potential mechanism 
of scientifi c questions and problems, (2) de-limiting existing approaches to ques-
tion/problem resolution; and (3) develop novel means of addressing and solving 
such issues. I posit that in this way, AISC enables (a) concomitant “tools-to-theory” 
and “theory-to-tools” heuristics, and (b) translation of both heuristics and tools to 
praxis. Indeed, the AISC model is being increasingly employed within neuroscience 
to engage and direct genetic, nano-scale and computational (i.e. – cyber) methods 
and advancements in the creation of new neurotechnologies, and uses that affect – 
and have potential to change – numerous dimensions of the human condition. 

    10.1.1   Convergence: De-Limiting yet Problematic 

 The use of the AISC model in neuroscience offers promise for novel uses of existing 
techniques and technologies, as well as employment of new approaches in the pre-
vention, treatment and rehabilitation and/or management of previously intractable 
neurological diseases and injury. This is vital, given that many current treatments are 
constrained by factors including (1) a lack of specifi city of techniques (e.g. transcra-
nial and/or direct magnetic stimulation), (2) size restrictions and cumbersome con-
fi gurations of micro- and macroscale devices, and (3) diffi culties of matching certain 
types of neurologic data (e.g.- from neuroimaging, neurogenetic studies) to data-
bases that are large enough to enable statistically relevant, and meaningful compara-
tive and/or normative inferences  [  3  ] . Current and planned uses of AISC approaches 
in neuroscience are aimed at overcoming these (and perhaps other) constraints. 
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Toward such ends key future steps would entail the convergent formulation and use 
of nanoscale, genetic, and computational methods. 

 These developments are rapidly advancing and exciting. It is reasonable to 
assume that (1) assessment of neurological structure and function, and (2) manipu-
lation of neural activity has become, and will continue to be increasingly valued and 
publically accepted, as these means improve and are made evermore commercially 
available. A variety of infl uences, including public need and desire, political initia-
tives, and the market will drive and ensure this valuation, and establish the call and 
impetus for further development and/or sustained use  [  4  ] . 

 The “Technological Imperative” generates a broad “if we have it; use it” maxim 
 [  5  ] , and in many ways, there is appreciable merit to at least considering such use, 
and AISC approaches to, and in neuroscience have gained momentum. Indeed, the 
concept of an “advanced integrative convergent” approach in the neurosciences is 
something of a  fait accompli , and so I argue that questioning  if  this paradigm will be 
employed would be of little value. Instead, I offer that inquiries about what the 
AISC approach will yield, and how its outcomes and products may change the val-
ues and conduct of science and society are, however, meaningful, given the power 
of convergent science to affect the speed and breadth of innovation and discovery. 
Somewhat more appropriate questions, then, are: (1) how AISC approaches can be 
employed in neuroscience; (2) what practical and ethical issues, concerns, and prob-
lems might arise as a consequence, and (3) what systems of risk analysis and mitiga-
tion might be required to meet these challenges, and guide the employment of 
neuroscience and neurotechnology  [  6  ] . 

 Important to addressing these questions is a depiction of the relative capabili-
ties, limitations and ethical problems of the constituent disciplines of nanotechnol-
ogy, genetics, and cybertechnology that are subsumed within an AISC model of 
neuroscience. In the past, the activities, outcomes and products of these fi elds have 
been relatively maintained within “silos” of research and use (see Fig.  10.1 )  [  7,   8  ] .  

 However, following the Human Genome Project, there was an increasing call, 
and impetus to de-silo these fi elds (as well as others) in order to promote more con-
silient agendas of research and its translation into clinical care and social practices. 
In neuroscience, this was evidenced by the congressionally declared Decade of the 
Brain (1990–2000) which, while failing to achieve so-called “big science” status, 
 did  effectively establish inter-disciplinary programs of neuroscience, fractured some 
of the academic and research silos, and tended to cultivate a more collaborative 
 Zeitgeist  within the neuroscientifi c community  [  9  ] . 

 However, this can be viewed as a double-edged sword –although academic and 
research silos can create restrictions upon true collaboration(s) and cooperation, 
they can also confer some protection (of funding, and against informational spill-
over effects into the public realm). Once silos are dissolved, limitations can become 
diminished or removed, but so too may be the ability to recognize and apprehend the 
relative limits upon the pace and extent of scientifi c discovery, and the use of its 
knowledge and products. As a result we may encounter effects, burdens, and harms 
that were as yet unknown, and/or unforeseen, and thus there is signifi cant risk that 
the pace, breadth and depth of scientifi c and technological capability may outstrip 
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that of the ethical deliberations that could most genuinely evaluate and regulate the 
social impact of such innovation (see Fig.  10.2 ). I posit that while an AISC model 
of neuroscience is a current reality and important to progress, its real value is depen-
dent upon an equally advanced, integrative system of ethics that can effectively 
analyze and balance positive and negative trajectories of progress, increase viable 
benefi ts and militate against harm(s). Obviously, this would require evaluation of 

  Fig. 10.1    Diagrammatic representations of siloed confi guration of scientifi c activity and outcomes       

  Fig. 10.2    Diagrammatic representation of de-siloed confi guration of scientifi c activity and outcomes       
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both the ethical issues germane to the constituent AISC disciplines and those generated 
by the ASIC model of neuroscience itself.    

    10.2   Constituent Disciplines in the AISC Model 
of Neuroscience: Practical and Ethical Issues 

 Addressing each discipline in turn allows for an overview of the capabilities, as well 
as the practical and ethical issues and burdens that these fi elds confer –as stand-
alone pursuits, and when conjoined in an AISC model of neuroscience. To re-iterate, 
both the promise and potential problems of these fi elds can become cumulative – if 
not actually synergistic – when de-siloed within the AISC model. I posit that eluci-
dation of these possible benefi ts and risks is important to, and establishes a basis for, 
the formulation of a system of ethical analyses that can inform guidelines and pol-
icy, and navigate and steer AISC-based neuroscience and neurotechnology research 
and use. 

    10.2.1   Nanoscience 

 Nanoscience has enabled assembly of very small scale materials and devices that 
(1) allow  in vivo  sub-cellular manipulation of biological systems, (2) can serve as 
platforms for access to, and articulation of substrates at the sub-nano (i.e.- pico and 
femto) and supra-nano (e.g.- micro and milli) scalar levels; (3) may further an 
understanding of quantum-mechanical interactions possible at the sub-nanoscale, 
and (4) allow passage of nanoscale materials into the central neural compartment 
(via blood-brain and/or blood-CSF barrier access) for the subsequent assemblage of 
high nanoscale and/or supra-nanoscale molecules (e.g.- drugs), devices and net-
work systems capable of modifying neural structure and function. This would 
potentiate heretofore unachievable capability to introduce various ligands and struc-
tural components to the brain, and therefore allow unparalleled (a) access, (b) site 
specifi c targeting of various brain loci and networks; (c) use of highly specifi c bio-
sensor and biotransmitter systems, and (d) control of neural function, from the cel-
lular to network-system levels  [  10–  12  ] . These applications are summarized in 
Table  10.1.   

 Those nanotechnologies that are used to access and manipulate neurological sys-
tems (viz. – “neuro-nanotechnology”; e.g.- nano-neuropharmacological ligand plat-
forms; use of nanomicelles and/or quantum dots; etc.), and/or nanoscientifi c applications 
to neurotechnologies that enable intervention at the nanoscale (viz- nano-neurotechnol-
ogy; e.g.- nano-neuropharmacology/ pharmaceutics; nanoscale neuro-robotics, nano-
scalar neuroprostheses, etc.) when taken together, evoke far-reaching implications that 
can – and likely will – impact bioengineering, medicine, and society, and that generate 
a host of technical, ethical, legal and socio-cultural issues. As presented in Table  10.2 , 
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these include, but are not limited to both “fi rst –order” ethical concerns regarding 
(1) the ways that nanoscalar neurotechnologies might be employed to effect various 
socially-defi ned, but inchoate constructs of “good”, (2) risks of harm (by commission 
and/or omission) incurred through the use or misuse of this still nascent biotechnology, 
(3) impact of using these technologies in ways that affect individuals’ autonomy, and 
(4) the distribution of any good afforded by nano-neurotechnological advancement(s). 
As well, we are likely to incur “second-order” ethical questions and issues regarding 
(1) what such technology “means” relative to conceptualizations and constructs of 
autopoietic devices (i.e. – “synthetic life” scenarios), (2) notions of the human being 
and humanity, and (3) the viability and/or in viability of extant philosophical and ethi-
cal approaches/systems to apprehend and accommodate new realities afforded by 
nanoscalar access and manipulation of the brain, body and life  [  12–  14  ] .   

    10.2.2   Genetics 

 Given the inherent diversity of individuals’ neural development and expression, it is 
clear that neuroscience would be oriented toward a personalized approach to the treat-
ment of neurological and psychiatric disorders, and genetics has been viewed as a 
potentially important resource to achieve this goal  [  15  ] . Elucidation of the neural 
genome has allowed a more thorough examination of those genes that putatively estab-
lish and control development and activity of the central and peripheral nervous sys-
tems. To some degree, this has enabled identifi cation of genes that are involved 
(to varying extent) in phenotypic expression of the “normal” (i.e. – non-pathologic) 
structure and function of nerve, spinal cord and brain. As well, genetic ‘markers’ of certain 
neuropathological conditions have been identifi ed, as have the presence of genetic fac-
tors that could establish predisposition to such pathologies  [  16  ] . Yet, simple elucidation 

   Table 10.1    Benefi ts of 
nanoscience   

 In vivo sub-cellular access/manipulation 
 a. CNS access 
 b. Specifi c targeting 
 Sub/supra-nanoscalar articulation 
 a. In vivo intracellular biosensors/biotransmitters 
 b. Networks and scaffolds 
 Engagement of mechanical-quantum interface 

   Table 10.2    Issues/problems 
of nanoscience   

 Variable, inchoate constructs of “good” use 
 Harms by commission/omission (e.g., “grey goo” scenarios) 
 Impact upon autonomy (e.g., nano-neurobots) 
 Inequitable distribution/use 
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does not necessarily confer therapeutic benefi t (vide infra), hence genetic markers are 
being considered as possible targets for therapeutic – or preventive – intervention, 
either directly (via gene-inhibition) or indirectly (via transcriptional or post-transcrip-
tional approaches). Moreover, genetic manipulation of homotypic, as well as xenotypic 
 ex vivo,  and/or  in vitro  cell cultures or lines establishes viable means for neural stem 
cell-, and transplantation-based therapeutics (see Table  10.3 ).  

 However, the applicability of genetic analyses and interventions are limited by a 
number of factors: First, genetic patterns do not linearly express phenotype(s), and 
thus, single genes rarely code for single effects (but more commonly produce a mul-
tiplicity of phenotypic expressions), and multiple genes are often responsible for a 
particular (phenotypic) effect. This makes direct genotype-to-phenotype predictions 
diffi cult, particularly for those conditions that appear to involve multi-factorial inher-
itance, and heterogeneous patho-etiologies and substrates (as is common in a number 
of neurologic and neuropsychiatric spectrum disorders)  [  17–  19  ]  If and when genetic 
information is a valid indicant of phenotypic expression, questions are then whether 
such assessment (1) is correlative, predictive, or diagnostic, and (2) can be used to 
implement some form of (preventive or therapeutic) intervention  [  20  ] . These may be 
regarded as “practical” or “technical” questions (viz.- in the fi rst case, referring to the 
realistic validity of genetic typing to infer pathologic trajectories; and in the second, 
if techniques/technologies are available to mitigate the progression or effect(s) of 
genetically-induced disorders). Yet, these issues also prompt ethico-legal questions 
about ontological “values” placed upon and/or inferred from genetics, in general, and 
neurogenetics more specifi cally; how neurogenetic data might be used, misused or 
abused (in medical, economic and/or social contexts); [  21  ]  economic, occupational 
and/or social stigmatization of identifi ed neurogenotypes for various conditions or 
states  [  22  ] , and whether to provide neurogenetic information, predictions and diag-
noses to patients (as well as their families, insurance providers, employers, etc.) if 
prevention and/or treatment is not available (refer to Table  10.4 )  [  23–  25  ] .   

    10.2.3   Computational (Cyber) Science 

 I opine that computational science has been one of the singularly most important con-
tributions to – and subsequently in – brain research. The prototypical “tools-to-theory” 
heuristics that have become a working standard of neuroscience were based upon 

   Table 10.3    Benefi ts of 
genetics   

 Identifi cation of genes involved in disease/dysfunction 
 Pharmacogenetic specifi city 
 Prediction of genetically-based effects 
 Use of genes as targets or biomarkers for other viable 

therapeutic targets 
 Genetic stem cell modifi cation 
 Genoplasty (auto- and xenochimeroplasty) 
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John von Neumann’s computational concept(s) of mind, as derived from McCulloch 
and Pitts’ earlier work in logical calculus  [  26–  28  ] . The “tools-to-theory” heuristic has 
been important to the development of dynamical systems’ network models of 
brain ~ mind function, as refl ective of both (1) information gained from computation-
ally-based neuroimaging data, and (2) functional analysis of engineered non-linear 
neural(−like) networks. The use of computational capability has deepened the level of 
statistical analyses that can be applied to any/all neuroscientifi c data, and it could be 
argued that advances in computational image translation, and computer-based statisti-
cal parametric modeling/analyses provided means with which to actualize neuroimag-
ing as a legitimate experimental and clinical technique  [  29  ] . Furthermore, the basic 
heuristics have been expanded into a “tools-to-theory-to-tools” paradigm that engages 
computational technology to establish conceptual and technical bases important to 
neuro-robotics, neuro-prosthesis/orthotics, and perhaps autopoietic machines (Refer 
to Table  10.5 )  [  30,   31  ] .  

 Computational technology is a powerful mechanism and medium through which 
to facilitate (if not enable) the capability of extant neurotechnology, and the integra-
tion with other advanced scientifi c disciplines and technologies within an AISC 
model. 

 Genetics (in general, and more specifi cally neurogenetics), and neuroimaging 
tend to be limited by a lack of available data with which to make (1) intra-subject, 
temporal comparisons (e.g.- using amassed time-point and/or lifespan data); (2) 
small group and cohort inter-subject single- and multiple-timepoint comparisons; 
(3) single subject and cohort-to-population comparisons; and (4) population-to-
cohort and/or -subject normative inferences. As depicted in Figs.  10.3  and  10.4 , 
current iterations of computational technology and cybersystems: (1) maximize 
storage and retrieval through parallel processing; (2) are scalable and customizable; 

   Table 10.4    Issues/problems 
of genetics   

 Ambiguity of genotype –› phenotype prediction 
 Ontological effects 
 Stigmatization 
 Predictive vs. therapeutic capabilities 
 Distribution of genetically-engineered products 
 Uncertainty of genetically-engineered products 

   Table 10.5    Benefi ts of 
cyberscience   

 Rapid, robust information 
 • Acquisition 
 • Storage 
 • Analysis 
 • Use 
 Multi-scalar integrative information use/sharing 
 Vast network capacity 
 Tool-to-theory heuristic 
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and (3) can bridge extant gaps in comparative, analytic, predictive methods 
(Fig.  10.3 ) and normative capability (Fig.  10.4 ) of genetics and neuroimaging. This 
de-limits the validity, reliability and utility of these approaches through the develop-
ment and employment of variable scale databanks that utilize cloud computing and 

  Fig. 10.3    Diagrammatic representation of computational approaches to intra-subject data 
analysis       

  Fig. 10.4    Diagrammatic representation of computational approaches to inter-subject, cohort and 
population analysis       
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storage mechanisms to allow for rapid, real-time data acquisition, analysis and use. 
In addition, the “cybersphere” creates a nexus for the dissemination, exchange and 
acquisition/engagement of information from science and technology, and as such is 
a medium and forum for (iteratively advancing) scientifi c convergence, integration 
and socio-cultural infl uence  [  32,   33  ] .   

 As with any form of science and technology, issues arise that can affect the 
utility and value of cybersystems. Although a complete review of the strength 
and limitations of cybertechnology is beyond the scope of this chapter, herein are 
presented those (principal) practical and ethical problems that are most relevant 
to the neurofocal engagement of an AISC model. As summarized in Table  10.6 , 
these can be (1) classifi ed as issues of (a) inappropriate access, (b) inapt use/
misuse, (c) data modifi cation, and (d) “downstream” effects (e.g.- individual and 
group socio-economic and legal manifestations of accessed, misused or manipu-
lated datasets), and (2) bracketed to reveal underlying tensions between (a) 
accessibility and sanctuary; (b) privacy and protection, and (c) libertarian senti-
ments and calls for control  [  34  ] .    

    10.3   Analysis of Benefi ts and Risks 

 The scope and force of the epistemic and technological wave created by AISC is 
such that progress occurs as an inherent tendency of the paradigm and process. 
Obviously, the speed, slope and valence of possible trajectories that any such 
advancement(s) might assume are variable, and dependent upon some calculus of 
(1) the capabilities and limitations of each of the constituent disciplines of AISC, (2) 
the viable proximate, intermediate and (conceptually) long-term outcomes and 
effects of employing AISC; (3) relative benefi ts, burdens, risks and harms that could 
be incurred through the use of specifi c AISC techniques and technologies, and (4) 
potential effect(s) upon, and infl uence(s) of external (e.g.- socio-cultural, economic 
and/or political) forces upon the conduct, tenor and utilization of AISC outcomes 
and products. Thus, any realistic appraisal of the  quo vadis  question of the AISC 
model requires (1) pragmatic evaluation of the capabilities of each and all of the 
constituent disciplines, and (2) grounding to the particular questions and/or problems 
of the point of focus (in this case, neuroscience). 

 The potential benefi t and problems fostered by AISC are such that realistic 
assessment of the aforementioned factors is mandatory before deciding to employ 
this approach. The initiative – or threshold – inquiry must establish how using AISC 

   Table 10.6    Issues/problems 
of cyberscience   

 Accessibility 
 Security issues 
 Misuse/alteration of information 
 Runaway effects (e.g., “Terminator scenarios”) 
 Reliance effects (e.g., “total crash” fears) 
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might affect specifi c knowns and unknowns of the focal fi eld, and if and what new 
issues, questions, and risks will be generated. This prudential question establishes a 
foundation upon which to realistically assimilate and appropriately frame scientifi c 
capability and information (e.g. – epistemological and technical gap identifi cation, 
analysis and compensation); generate models to plot possible and probable out-
comes; analyze viable alternatives; establish preference(s) for future status; and 
commit to prudent, responsible enactment of the AISC process, and iterative evalu-
ation of any/all of its outcomes. 

 As detailed throughout this volume, and summarized in this chapter, each and all 
of the constituent disciplines operational within the AISC model manifest certain risk. 
As Vaseashta has noted, AISC occurs in, targets, and in some ways may incur “…a 
climate of uncertainty and change”  [  35  ] . I believe that this well-defi nes the intellectual 
and practical space in which cutting-edge science and technology are articulated. In 
this light, I have argued against the use of a simple precautionary principle to govern 
the pace and direction of scientifi c effort  [  36  ] . That is because I feel that the intrinsic 
“character” of frontier science is shaped by change, and any benefi t(s) that could be 
incurred by the use of frontier scientifi c and/or technological applications are (rather 
naturally) viewed as proximate, while risks, burdens, and harms tend to arise after a 
period of time. I have opined that a more realistic – and useful – stance is one of pre-
paredness, in which benefi ts, threats, and vulnerabilities are identifi ed and assessed, 
and integrative models and methods of science and ethics are employed to target, miti-
gate and/or counterbalance these risks and maximize durable good(s).  

    10.4   The Need – and Role – for a Progressive, 
Integrative  Neurobioethics  

 To be sure, the landscape of scientifi c and technological capability is, and will be 
continuously changing, and the ethico-legal and social architectonics of this landscape 
will be equally – or perhaps increasingly – shifting, as well. How then can we appro-
priate the ethical deliberation necessary to (1) apprehend the changing realities of 
scientifi c capability and effect(s); (2) identify which extant moral theories and sys-
tems may and/or may not be viable in ethical analyses and guidance; and (3) develop 
some combination of effective benefi t: risk analysis, and preparedness?  [  37  ]  

 Any such ethical analysis would need to utilize the methods of ethics, at very least 
to establish an algorithm or framework with which to employ those ethical systems 
and tools that are best suited to the issues at hand. As shown in Fig.  10.5 , this multi-
step process begins with assessment of the facts, agents and circumstances compris-
ing the ethical issue. But facts must be current, and the contexts and constructs of 
agents and circumstances must be pragmatically evaluated.  

 Thus, ethics relies upon science – particularly if ethical decisions are to be made 
that affect the conduct of science and/or its use in society. In this way, I concur with 
Eric Racine that the scientifi c focus and inter-disciplinarity of bioethics is important 
 [  38  ] , and this is certainly true of any ethical approach to, or analysis of AISC, given 
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its constituent biosciences. At this level, what Edmund Pellegrino refers to as 
“hyphenated ethics” come into play (e.g.- genethics, nano-ethics; cyber-ethics, etc.), 
as these explicitly deal with the exigencies fostered by research in, and application 
of the respective sciences (E.D. Pellegrino: Personal communication, 16 September 
2010). To some extent, neuroethics sits in this domain, as one of its “traditions” 
entails assessment and guidance of ethical issues that arise in and from neurosci-
ence and its uses in medicine and society  [  39  ] . But I have argued that neuroethics 
may also serve as a form of contemporary meta-ethics, given that its other tradition 
studies the putative neural bases of moral cognition and action. In this tradition, 
neuroethics – perhaps better termed “neuromorality” – is about the ways that moral 
decisions are intuited, processed and made. Taken together, neuroethics in its two 
traditions must account for the bio-psychosocial relevance of knowledge, actions 
and the ways that science and technology can change the world and the human 
organism  [  40,   41  ] . 

 I argue that neuroethics, or more accurately  neuro-bioethics,  may offer some-
thing profound and practical to the AISC paradigm: First, neuroethics-as-neuromorality 
provides a naturalistic framework for ethical analysis that is well-aligned with the 
missional orientation and tasks of AISC; namely, to approach existing, novel and/or 
seemingly intractable problems using innovative methods based upon an under-
standing of neural operations in decision-making. In other words, neurobioethics, 
like AISC is both a mirror and lens to view problem-solving, innovation and 
decision-making. Second, neurobioethics engages the deliberations of those ethical 
sub-specialties that deal with the peculiar issues generated by constituent disciplines 
of the AISC model (e.g. – genetics, nanoscience, cyberscience, etc.). Third, in so 

  Fig. 10.5    Depiction of steps 
in ethical analysis and 
decision-making       
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doing it too becomes an integrative convergent process, de-siloing neuroethics 
(genethics, nanoethics, and cyberethics, etc.) and in this way fosters pluralism and 
innovation. Fourth, this approach establishes the intersection of the knowns and 
unknowns of these constituent sciences (and their potential social effects) as the 
basis from which to predicate any/all ethical analysis and guidance; and fi fth, it 
allows a relative fl exibility in the focus and scope of approach. In other words, like 
AISC, it enables an interchanging “tip of the spear” to refl ect specifi c avenues and 
points of inquiry, interest and application. 

  Neuro -bioethics explicitly focuses upon how change, uncertainty and progress  in 
neuroscience  are affected by – and affect – progress in genetics, nanoscience and 
cyberscience; not as only as stand-alone entities or a simple concatenation of scien-
tifi c methods, tools and techniques, but rather as a true convergence that confl ates 
ideas, process and technologies in a purposive way. I opine that other ethical disci-
plines could (or maybe should) adopt a similar approach, so as to (1) incorporate 
this inter-disciplinarity (e.g.- geno-bioethics; nano-bioethics), (2) be inclusive of the 
most current neuroscientifi c and neuroethical knowledge (about the brain ~ mind, 
moral cognition, decision-making, etc.), and (3) assimilate this knowledge with 
information gained through the working processes of AISC. 

 In counter, it could be posed that this is something of a  reductio ad absurdam , 
and that in reality, this actually describes ethics at-large. While I balk at – and have 
argued against – refutations of the utility and benefi t of specialized domains of (bio) 
ethics, I do not wholly disagree with the concept of an inclusive ethical paradigm. 
But if ethics-at-large is to be applied to, and useful for, assessment and guidance of 
AISC, then any ethical approaches utilized must be pluralist, cosmopolitan and 
grounded to the natural realities of both what the human is, and how our biological 
condition and socio-technological drives have, can and likely will affect what we 
will become  [  42  ] . 

 Neil Levy has suggested that to some extent, neuroethics may provide a “…new 
way of doing ethics”  [  43  ] , I concur, or at very least, pose that neurobioethics could 
contribute a valuable lesson and/or some structure and method toward this end.  

    10.5   The Importance of Informed Policy 

 However, to effectively do so, and to meaningfully contribute to any form of guid-
ance and enactment of AISC, such ethical systems cannot be merely speculative. 
Rather, this ethical process must be dynamic, and accurately assess and refl ect (1) 
the most current capabilities, directions and trends in science and technology; (2) 
the views and values of professionals involved in these enterprises, and (3) the vari-
ous social realms that will be affected by – and infl uence – scientifi c research and 
its potential uses. In other words, in order to assume a stance of preparedness, 
responsibility and prudence in guidance and action, it must be an ethics of expertise 
and experience. I hold that such expertise is axiomatic to any assumption of pru-
dence, which by defi nition, dictates practical wisdom  [  44  ] . The practicality of this 
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wisdom obtains and entails insights of multiple experts from a range of (scientifi c 
and humanities’) disciplines, as well as the public  [  45  ] . 

 Indubitably, science and technology will advance, and there is a need to both be 
prepared for the contingencies of such advancement, and accept responsibility for 
the directions and valence that such developments might assume. If the AISC 
model is to work, then the technical rectitude and ethical soundness of any/all 
innovations and accomplishment(s) must be addressed, regarded and viewed as 
salient ends (i.e. – the  telos ) of the process. It is naïve to think that science, or eth-
ics alone can effect these ends, as neither science nor ethics exist in a social vac-
uum or amidst social stasis. The articulation of both science and ethics require 
infra- and extra-structural support that is fostered and garnered by funding and 
administration. These are aspects of policy, and to most effectively serve science 
and society, any such policy must be well-informed. This speaks yet again to my 
call for de-siloing. If this information is to reach and affect policy-makers, scien-
tists and ethicists must (1) fi rst engage active discourse and dialectic toward 
defining the parameters and benefi ts of achieving the AISC model in practice; 
(2) collaboratively communicate with media, the public, and representatives of 
those agencies infl uential to policy formulation, and (3) proactively engage grass-
roots efforts toward a “books-to-bench-to-boardroom” approach that can compel 
and shape ethically sound policy to sustain AISC.  

    10.6   Conclusions 

 The AISC model represents a viable approach to neuroscience. Beyond simple 
multi-disciplinarity, the AISC model conjoins constituent scientifi c and techno-
logical fi elds to foster innovation, invention and new ways of addressing seemingly 
intractable questions. In this way, AISC can yield novel methods, generate new 
trajectories of knowledge and discovery, and lead to the development of new epis-
temologies. As stand-alone disciplines, each and all of the constituent fi elds gener-
ate practical and ethical issues, and their convergence may establish a unique set of 
potential benefi ts and problems. To effectively attend to these contingencies 
requires (1) pragmatic assessment of the actual capabilities and limits of neurofo-
cal AISC, (2) an openness to what new knowledge and scientifi c/technological 
achievements may be produced, and (3) recognition of how such outcomes can 
affect humanity, the human condition, society and the global environment. A pro-
gressive neurobioethics may establish both a meta-ethical framework upon which 
to intuit and structure ethical decisions, and a system and method of ethics that is 
inclusive, convergent and innovative, and therefore could be aligned with, and 
important to the AISC paradigm.      
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  Abstract   Eco-nanothreat arises from a lack of knowledge about new states of matter 
(spheroidal molecules of carbon, nanostructures, nanoparticles and nanophases). 
Newly discovered nanomaterials are likely to have different behavior and properties 
than their predecessors. New approaches for creating nanotechnologies are developed 
by using nanomaterials. Nanotechnology is considered as a panacea for resolving 
global problems that may affect the duration and quality of life. However, progress 
in technology historically leads to positive and negative consequences, thus the 
same can be expected from nanotechnology. Several un-researched threats may 
arise from uncontrolled development of nanotechnology. Some scientists foresee 
nanotechnological and nanodemocratic threats connected to possible undesirable 
self-replication of different nanosystems, and uncontrolled application of cheap 
ubiquitous personal nanosensors for permanent surveillance of individuals. In addi-
tion, little research is aimed to study how nanomaterials may attribute to environ-
mental contamination. Finally, the infl uence of nanoparticles and nanostructures on 
the human organism may also be threatening in certain circumstances.  
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    11.1   Introduction 

 Nano particles and devices have the potential to solve many problems for humanity 
but may also pose harm if not properly controlled. Nanoparticles are not poison, but 
because they can transfer into living organism, they may also pose a threat to normal, 
healthy functioning. At the end of the last century, several important discoveries in 
nano science were made. First, unique electronic microscopes of nanodimensional 
levels were created that allowed a new state of a matter (nanosized objects) to be 
detected. Second, under manipulation at atomic (atoms), molecular (molecules) and 
nanosized levels, we can now obtain essentially new and programmed substances, to 
create nanorobots that include optical and electronic nanodimensional devices. Thus, 
a completely new principle of creation has arisen in nanotechnology. (It is noted that 
modern bulk-technologies manipulate by macroobjects). The epoch of nanominia-
turization such as nanochemistry, nanotechnology, nanomedicine and so on has 
begun. By the depth of infl uence on modernity, nanotechnologies are comparable to 
the discovery of radioactivity or computer revolution. 

 Unfortunately, there is little research devoted to the infl uence of nanomaterials 
on public health. Even experts on synthesis of nanoobjects and investigation of their 
properties know little about problems arising from the ecological character of these 
new carriers of new properties. The study of infl uence of these new, untraditional 
for macrosystems properties, on the environment and, fi rst of all, on human health 
is imperative. However, in order to understand eco-nanothreats arising from nano-
world objects, research must determine basic sources of how eco-nanothreats arise, 
and their chemical and nanotoxicological features.  

    11.2   Classifi cation of Nanomaterials and Nanoobjects – New 
State of Matter 

 The opening of a new state of substance (new type of a matter) such as spheroidical 
molecules of carbon with a hollow core, nanodimensional anisotropic structures and 
isotropic particles have changed all our representations about composition and 
structure of our world and became the epoch-making beginning in the knowledge of 
unknown world – the nanoworld. It is well known that substances can demonstrate 
new, unique properties depending on the size and morphology of nanoobject. The 
ability to study materials at the nano level is epoch arising to a new formation of a 
science and new approach for creation. Accordingly, the terminology of nanosci-
ence is being formulated as research continues. Accordingly, this research specifi es 
the following concepts and terminology within the realm of nanoscience. 

 First, it is expedient to consider that the science about objects of nanoworld is 
nanology (instead of nanoscience) and experts in area of nanology are nanologists 
(instead of nanoscientists)  [  1  ] . The main sections of nanology, undoubtedly, are nano-
chemistry and nanotechnology as bases of creation of nanolook on an atom-molecular 
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nature of the environmental nanoworld. Nanochemistry is a science about synthesis, 
structure and properties of this new type of substance (nanochemical objects), and 
nanotechnology is a science of a creative manipulation at an atom-molecular level and 
nano-miniaturization of technological processes  [  2  ] . 

 Second, according to the nomenclature IUPAC nanoparticle is accepted to con-
sider as the aggregate of atoms by the size less 100 nm and containing amount of 
atoms less than 10 6 , but being a part of a volumetric material. As we see, in this defi -
nition there are too many discrepancies. If a nanoparticle is the aggregate of atoms, 
then what, in such case, is the aggregate? If the aggregate, as it is accepted to con-
sider, is spontaneous (electrostatic) congestion of separate particles, it can not be a 
part of a material (part of macroscopic phase), in which composition, crystalline 
structure and chemical bonds are strictly individual. On the other hand, spheroidal 
molecules of fullerene and single-walled carbon nanotube also frequently are named 
nanoparticles. However, a molecule cannot be a part, it is always strictly individual. 
As such, carbon nanotubes should be considered as a nanomaterial or nanostructure, 
but not a nanoparticle. 

 It is necessary also to note that not all nanoparticles are nanochemical objects 
(or can be a subject of nanochemistry). The term nanoparticle informs only about 
the 0D-size (<100 nm) particle of macroscopic phase (macrophase), but not about 
the change of its functional (physico-chemical) features. Therefore, nanoparticles 
that show nanosized effects (crystalline structure and the properties essentially 
depend on their size), should be called nanoreactors  [  3  ] . We believe that the term 
nanoreactor is not quite suitable for new carriers of properties or new states of the 
given chemical substance. Nanoparticles, which are on one hand, a nanodimen-
sional part of macrophase, and on the another hand have essentially other physic-
chemical and electronic properties, may be termed nanophases  [  1  ] . So, a nanoparticle 
of gold by the sizes 3–5 nm, having icosahedral structure  [  4  ]  may be named nano-
phase instead of nanoreactor  [  3  ]  gold. The temperature of nanophase melting of 
gold is essential (more than on 400К) and changes depending on amount of atoms 
 [  4  ] . The transition from macrophase to nanophase is a new and unique example of 
transition of amount in quality. 

 Basically, current objects of nanochemistry (or nanochemical objects) can be 
classifi ed according to their size, morphology and nature of chemical bonds on:

   spheroidical molecules with hollow core: fullerenes, single-walled nanotubes;  • 
  zero-dimensional (isotropic) particles, in particular, metals and oxides;  • 
  one-dimensional (anisotropic) structures: multi-walled nanotubes, wires, rods, • 
belts, nails;  
  two-sized structures: graphene;  • 
  zero-dimensional spheres: onions, toroids;  • 
  nanomaterials.    • 

 On Figs  11.1  and  11.2 , we demonstrate nanostructures of various substances 
 [  5–  10  ] . Some morphologies of carbon, silicon carbide and boron nitride are 
extremely unusual and permit more detailed discussion of the mechanisms of the 
growth of nanostructures of different substances  [  1,   2  ] .   
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 It is important to note that nanomaterials may be classifi ed on:

   nanostructured materials that units of building are nano-sized (0D, 1D and 2D) • 
objects (nano-structures, nano-particles);  
  mainly powdery materials containing nano-sized objects (nano-structures, nano-• 
particles as ingredients);  
  isolated nanostructures as the components of building of more complex • 
systems.    

  Fig. 11.1    TEM images of unusual morphologies of multi-walled carbon nanotubes with metallic 
nanoparicles inside, toroids and onions  [  5,   6  ]        

  Fig. 11.2    Nanothreads of boron nitride and silicon carbide  [  7,   8  ]        
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 So, nanomaterials make up nanoobjects. Thus scientists are obligated to develop 
novel unique classifi cations of toxicity and impacts on human health and properties 
for nanoobjects. The old standards can not simply be applied to the nanoworld and 
nanothreats, nor can the older methods of investigation.  

    11.3   Chemical Peculiarities of Nanoobjects 

 The study of physic-chemical and electronic properties of the isolated objects of 
nanochemistry (nanotube, nanorod, onion or nanophase) is complicated because 
there are no methodologies or appropriate devices for working with nanodimentional 
objects. Nonetheless large scale industrial manufacture of substances in nanodimen-
sion states already occurs. In particular, the amount of synthesized carbon nanotubes 
exceeds 100 Tons/year  [  11  ] . Worldwide manufacture of TiO 

2
  nanoparticles com-

poses almost two millions Tons/year within sunscreen and cosmetic creams, antisep-
tics, tooth paste, shampoo, textiles, clothes, food packing, dyes, and plastics. Thus, 
nanoparticles are distributed within the air, water, foodstuff, clothes, and creams. 
This underscores the need to understand chemical features nanochemistry objects to 
foresee possible aggressive and harmful impact as environmental pollutants. Basic 
chemical features of nanoobjects as new carriers of properties follow  [  2  ] :

   nanosmall size comparable with the size of some molecules;  • 
  molecules can be in solid state;  • 
  high curvature of surfaces;  • 
  unusual morphology: tubes, tapes, rods, onions, toroids, sphere (Figs.  • 11.1  and 
 11.2 );  
  a number of free valences on surface and huge free energy: an extremely high • 
reactivity compared to radicals;  
  diffi culty of detection and subsequent removal of nanomaterials from the envi-• 
ronment by means of traditional methods of fi ltration;  
  nontoxic nanoparticles can interact to different components of living organism;  • 
  nanoparticles in organism can be catalysts that form toxic substances;  • 
  spheroidal molecules are extremely strong electrons acceptors as strong carcino-• 
genic substances;  
  properties of nanophase  [  • 1  ]  and nanostructures depend on their size and shape; 
carbon nanostructures especially partially destroyed onions and multi-walled 
nanotubes (Fig.  11.3 ) can be capacious containers for synthesized carcinogenic 
substances and can exert double infl uence on health of the people.     

 So, we establish that the molecules of various substances are located on a surface 
of carbon structures (Fig.  11.3 ) obtained at pyrolysis of hydrocarbons  [  12  ] . In par-
ticular, from prepared benzene (toluene) extracts, thread-like colored crystals grow 
(Fig.  11.3 ). Preliminary research has shown  [  13,   14  ]  that these transparent macro-
threads consist of more thin microthreads and contain practically only carbon 
(Fig.  11.4 ). It is possible that the transparent threads contain hydrogen also.   
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    11.4   Basic Nanotoxicological Features of Nanoobjects 

 Uncontrollable distribution of new substances presents unpredictable threats for 
human organisms. Environmental contamination from products of exhaust gases 
(predominantly by carbon nanoparticles and lead) leads to the increased mortality 
rates of 20%. But the emission of carbon nanoparticles in the atmosphere from dif-
ferent anthropogenic sources (machines, aeroengines, power-stations, melting, 
plasma, welding, and heat treatment of polymers) increases constantly each year. 
Furthermore, nanoparticles of various substances are distributed everywhere. They 
are found in many products, although labels don’t typically list presence of nano-
particles. Nanoparticles of titanium and zinc oxides (TiO 

2
  and ZnO) have been used 

  Fig. 11.3    Partially destroyed carbon structures ( up ) and transparent colored carbon threads 
( below )       
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  Fig. 11.4    SEM image and XDA spectrum of transparent thread of carbon       
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in cosmetics, particularly in sunscreens. Nanoparticles of selenium, silver, zinc 
oxide, titanium dioxide and other inorganic substances can get into food from 
packaging. 

 Their small size allows penetration into human organisms by all accessible 
routes:

   through respiratory system (adsorbing on a large surface of lungs, some of them • 
soak in blood);  
  through gastrointestinal tract;  • 
  through skin pores (particularly through damaged skin).    • 

 Nanoobjects in the digestive tract are capable of transforming from micro- to 
nanophase, continuously changing toxicological properties and, hence, physiologi-
cal effects. Extremely chemically active nanoobjects easily overcome biological 
barriers in living organisms. The experiments on animals and fi sh indicate that from 
the circulatory system they can get directly into brain. So, from 1,000 of nanopar-
ticles of iridium (or gold), one particle may enter the brain while ten nanoparticles 
enter the liver. 

 It is important to emphasize that toxic properties of nanoparticles of metals and 
oxides are mainly connected to active forms of oxygen generated by these nano-
phases. Nanoparticles of zinc (of more than 22 nm in size) cause induction of active 
forms of oxygen in cells, anemia (decrease in the concentration of hemoglobin in 
blood) and disorders of cardiovascular system  [  15  ] . 

 The study of infl uence of nanoparticles of gold on an embryo shows that particles 
of the size 0,8 nm, then 1,5 nm are the most toxic  [  16  ] . Nanoparticles of silver the 
size 5–50 nm have strong antibacterial activity and toxicity in the livers of rats  [  17, 
  18  ] . The mechanism of development of toxicity is connected with oxidative stress 
and increased permeability of a membrane  [  18  ] . Aluminum nanoparticles promote 
overgrowth of organism’s tissue causing formation and duplication of cells  [  19  ] . 

 Fractional introduction suspension of iron nanoparticles (doses 1,000, 2,000 and 
5,000 mg/kg) result to development of infl ammatory processes on a mucous stom-
ach and intestines (of mice, birds and fi sh), and also change during formation, 
development and maturing of blood cells  [  20  ] . 

 Inhalation impact on rats nanoparticles of iron oxide (by size 22 or 280 nm) in 
doses 0,8 and 20 mg/kg cause an induction of the active forms of oxygen in cells 
and infringement of system of curtailing of blood  [  20  ] . Nanoparticles of iron oxides 
can cause also metallic (zinc) fever  [  21,   22  ] . 

 Extremely active nanoobjects of usually inert substances can interact with 
human organism forming different and, perhaps toxic substances. Nanoparticles 
(by size 20 or 250 nm) titanium dioxide (TiO 

2
 ) inhaled by rats may accumulate in 

fabrics  [  23  ]  and damage DNK lymph cell and cells of a brain. TiO 
2
  and ZnO nano-

particles catalyze photooxidation. Toxicity of TiO 
2
  develops from continuous gen-

eration by nanoparticles of the active forms of oxygen that may lead to occurrence 
of oxidative stress  [  14,   24–  29  ] . The amount of the active forms of oxygen depends 
not only on the size of nanoparticles, but also from structure TiO 

2
  either crystalline 

or amorphous  [  30  ] . 
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 Carbon nanotubes show toxicity depending on their entrance into animal organisms. 
Rats and mice that inhale carbon nanotubes experience infl ammation, accumula-
tion of fi ber in pulmonary fabric, and increased weight of the lungs are observed 
 [  16,   28  ] . Carbon nanotubes are capable of penetrating a membrane, and can accu-
mulate inside cells and reduce dimensions. Single-walled nanotubes at concentra-
tion 25, 50, 100 and 150 mg/ml inhibit the proliferation of embryonic cells of a 
human kidney  [  30,   31  ] . Single-walled carbon nanotubes activate the growth of 
neoplasms in kidneys  [  31  ]  and various carbon nanostructures are capable of induc-
ing active oxygen with unpaired electron (radical) that can infl ict damage to cel-
lular structures at certain concentrations  [  31  ] . Carbon nanotubes distributed on 
fabrics can enter the digestive systems, and some organs show reduced viability. 
Single-walled and multi walled carbon nanotubes differ by a degree of toxicity and 
their ability to induce oxidative stress  [  17,   30  ] . 

 Intravenous injection of fullerenes (or its water soluble forms) in doses of 15 and 
25 mg/kg in rats resulted in the death of 2 of 20 rats within 5 min. Fullerenes that 
were almost completely connected to fi bers of plasma, decreased liver activity and 
induced oxidative damage of its cells  [  31,   32  ] . 

 Unusual nanotoxicological features of nanoobjects and nanomaterials may 
cause the synthesis of new physiologically active substances. These new obtained 
substances can change the biological barriers of the host organism. In such cases 
mutation of the host organism is inevitable.  

    11.5   Conclusions 

 New practically uninvestigated nanoobjects (spatial molecules, nanostructures, 
nanoparticle nanophases and nanomaterials) of various common substances (carbon, 
silver, gold, iron, TiO 

2
  and ZnO) are distributed everywhere (air, water, foodstuff, 

cosmetics and packing). They can and enter very easy into living organism. Because 
of their nano dimensions, they can easily enter living organisms; and because of 
their extremely high reactivity, they can inter-react and destroy different human 
organs.      
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  Abstract   Transnistria is a breakaway republic situated on the left bank of the river 
Nistru. We discuss issues dealing with a factual description of the confl ict apparition, 
evolution and present-day situation.  

  Keywords   Separatist republic  •  Human rights  •  Soviet Army      

    12.1   General Overview 

 Transnistria is a breakaway republic situated on the left bank of the river Nistru 
(also known as Trans-Dniestr or Prednistrovia), with an area of about 3,362.33 km 2  
and population of about 555,500 people. Russia is the only country that has legally 
recognized the self-declared independence of Transnistria. The European 
Community (including the Moldovan authorities) offi cially calls Transnistria an 
Autonomous Territorial Unit. It is the leading territorial issues facing Moldovan 
Authorities since then 1992 war between Moldova and Transnistria. According to 
New York Times “ Transnistria is a narrow swath of territory that legally is part of 
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Moldova, a poor country bordering Romania, that since the early 1990s, with the 
support of Moscow, a nationalist, pro-Russian separatist movement in Transnistria 
has been trying to break away from Moldova  [  1  ] .” 

 It is safe to call the Moldovan Transnistria equal in gravity to the Georgian 
Ossetia. The Transnistrian region has been publicly criticized due to its human right 
violations, uncontrolled borders, and various power pressures applied by the self-
proclaimed government and president, Igor Smirnov. To this day, negotiations 
regarding Transnistrian confl ict have made little progress and warrant international 
intervention [ 2 ,  3 ].  

    12.2   Historical Perspectives 

 In ancient times, the area where Transnistria is now located has been inhabited by 
Indo-European tribes for millennia, being a borderland between the ancient states of 
Dacia and Scythia. Migrating from the North, Slavs were present on the shores of 
the Nistru River from the second half of the sixth century. In fact, even the Romanian 
population situated on the territory in which the Republic of Moldova is located 
now is referred to, in some historical sources, as “Russo-Vlahs” a term that has been 
attributed to the population in this region due to the interaction with the Slav tribes 
which invaded the territory sporadically in the ancient times. 

 During the middle Ages, Transnistria’s regions and cities were cited in docu-
ments dated from the fi fteenth century, as well as documents dating in the seven-
teenth to eighteenth centuries, each territory belonging either to the Moldavian 
Region or to the present-day Ucraine. Yet the region of Transnistria has been referred 
to as a whole only after the Russo-Turkish war, due to the fact that in 1792, the 
region became part of the Russian Empire. In that year, the general Alexander 
Suvorov founded modern Tiraspol as a Russian border fortress. Until the Russian 
Revolution of 1917, the current Transnistria was divided between the imperial 
guberniyas of Podolia, Kherson, and Bessarabia. Most of the territory which now is 
Transnistria was part of the larger New Russia region; hence it saw a strong coloni-
zation process, with a multitude of ethnicities being settled. 

 Transnistria became an autonomous political entity in 1924 with the proclama-
tion of the Moldavian ASSR, which included today’s Transnistria (4,000 km 2 ) as 
well as an adjacent area (9,000 km 2 ) around the city of Balta in modern-day Ukraine, 
but nothing from Bessarabia, which at the time was part of Romania. In fact, the 
republic was formed in response to the unifi cation of Romania, wherein the 
Moldavian ASSR was created in response to the Soviet Union’s desire to eventually 
incorporate Bessarabia (the present-day Republic of Moldova). Later on, the 
Moldavian SSR was organized by a decision of the Supreme Soviet of the USSR in 
1940 comprising a part of Bessarabia (taken from Romania on 28 June, after the 
Molotov-Ribbentrop pact and a Soviet ultimatum addressed to the Romanian King 
Carol II), and a part of the Moldavian ASSR which is roughly equivalent to 
present-day Transnistria. 
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 In the 1980s, Mikhail Gorbachev’s policies of perestroika and glasnost in the 
Soviet Union allowed political liberalization at a regional level. This led to the cre-
ation of various informal movements in the Moldavian SSR, and the resurgence of 
pro-Romanian nationalism among ethnic Moldovans. The most prominent of these 
movements was the Popular Front of Moldova. Since the spring of 1988, PFM 
demanded from the Soviet authorities to declare Moldovan the only state language, 
to return to the use of the Latin alphabet and to recognize the shared ethnic identity 
of Moldovans and Romanians. The fi rst two demands were endorsed by the Supreme 
Soviet of the Moldavian SSR in 1989 in addition to the declaration of a shared 
Moldova-Romanian linguistic identity. The Popular Front won the fi rst free parlia-
mentary elections in the Moldavian SSR in the spring of 1990, and its agenda started 
slowly to be implemented. 

 On 2 September 1990, the Pridnestrovian Moldavian Soviet Socialist Republic 
was proclaimed as a Soviet republic by an ad hoc assembly, the Second Congress of 
the People’s Representatives of Transnistria. In the interest of preserving a unifi ed 
Moldavian SSR within the USSR and in preventing the situation escalating further 
into violence, the then Soviet President Mikhail Gorbachev declared the Transnistria 
proclamation to be lacking legal basis and annulled it by presidential decree on 22 
December 1990. Nevertheless, no signifi cant action was taken against Transnistria 
and the new authorities were slowly able to establish control of the region. 

 The War of Transnistria followed armed clashes on a limited scale which broke 
out between Transnistrian separatists and Moldova as early as November 1990 at 
Dub sari. Volunteers, including Cossacks, came from Russia and Ukraine to help 
the separatist side. In mid-April 1992, Moldova created its own Defense Ministry 
with the former 14th Soviet Army’s military equipment to be retained by Moldova. 
Starting from 2 March 1992, there was concerted and increasing military action 
between Moldova and Transnistria. The former Soviet 14th Guards Army entered 
the confl ict in its fi nal stage, opening fi re against Moldovan forces. Since then, 
Moldova has exercised no effective control or infl uence on Transnistrian authorities. 
A 21 July 1992 ceasefi re agreement holds to this day.  

    12.3   Population 

 Due to its agitated history and intense colonization, Transnistria remains to this day 
a region with a rather diverse population. In 2004, Transnistrian authorities orga-
nized a separate census from the 2004 Moldovan Census. In total, in the areas con-
trolled by the breakaway authorities of Tiraspol, there are 555,347 people, including 
177,635 Moldovans (31.99%), 168,678 Russians (30.37%), 160,069 Ukrainians 
(28.82%), 13,858 Bulgarians (2.50%), and also Gagauzians, Gypsies (Roma), Jews, 
Poles and others. 

 Of these, 439,243 live in Transnistria itself, and 116,104 live in localities con-
trolled by the authorities from Tiraspol, but formally belonging to other districts 
of Moldova (the city of Bender (Tighina), the communes of Proteagailovca, 
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Gîsca, Chiţcani, Cremenciug, and village of  Roghi  of commune Molovata Nouă). 
Moldovans (Romanians) are the most numerous ethnic group, representing an overall 
majority in the two sub-districts in the central Transnistria (Dubăsari sub-district, 
and Grigoriopol sub-district). 

 The ethnic composition of the region has not been stable in recent history, with 
the most notable change being the decreasing share of Moldovan and Jewish popu-
lation segments and increase of the Russian population.  

    12.4   Human Rights 

 The human rights record of Transnistria has been criticized by several governments 
and international organizations. The 2007 Freedom in the World report, published 
by the US-based Freedom House, described Transnistria as a “non-free” territory, 
having an equally bad situation in both political rights and civil liberties. 

 Also, on July 13 2007, a report was presented by Marios Matsakis to the European 
Parliament, entitled “Human Rights Violation in Transnistria”, which condemns the 
“strict and frequent” violation of human rights by the Transnistrian separatist 
authorities. It stated that “a quick resolution of the confl ict between Moldova and 
Transnistria is necessary to be insured” and seriously condemned the repressions, 
harassment and persecution of citizens and NGOs which work in Transnistria, cases 
committed by the Transnistrian totalitarian system. The presentation required a 
quick resolution of the “frozen confl ict” from the region. He underlined that the 
territorial integrity of Moldova must not be doubted and the governing system from 
Tiraspol is “illegal and non-recognized”. However the voted resolution has no juridical 
power, even though it asks the European Union to become a full participant at the 
resolution of the Transnistrian confl ict [ 4 ]. 

 The human right violations affect every area in the Transnistrian society. 
According to OSCE, the media climate in Transnistria is restrictive and the authorities 
continue a long-standing campaign to silence independent opposition voices and 
groups. Alternative viewpoints were stifl ed by widespread censorship. Transnistrian 
local authorities insist that public education for ethnic Moldovans in their mother 
tongue be done using the Soviet-originated Moldovan Cyrillic, and have restricted 
the usage of the Latin script for the Moldovan language to only six schools. Four 
schools of the six, that taught the Moldovan language using Latin script, were closed 
by the authorities, who claimed the schools refused to apply for offi cial accredita-
tion. The schools were later reopened amid pressure from the European Union, but 
as private institutions [ 5 ]. 

 The Bureau of Democracy, Human Rights, and Labor within the US Department, 
presented a brief description of the Human Right situation in the Republic of 
Moldova. The Sections cited several grave violations of the human rights such as 
Arbitrary or Unlawful Deprivation of Life, Disappearance, Torture and Other Cruel, 
Inhuman, or Degrading Treatment or Punishment, Prison and Detention Center 
Conditions, Arbitrary Arrest or Detention, which cited several violations made by 
the separatist authorities of the Transnistrian self-proclaimed republic [ 6 ]. 
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 One of the most high profi le cases involved Ilie Ilaşcu, who was convicted in 
1993 of killing two Transnistrian offi cials. He was initially sentenced to death by 
Transnistria’s Supreme Court. This was repealed to a life prison sentence. Three 
other associates were sentenced to 12–15 years’ imprisonment and confi scation of 
their property. Ilaşcu was released in 2001, following a decision of the European 
Court of Human Rights, while the other three were released in 2004 and 2007 when 
they fi nished serving their sentences. In the case of “Ilaşcu and Others v. Moldova 
and Russia” (2004), the European Court of Human Rights (ECHR) found their 
detention arbitrary and did not recognize the sentence. It also demanded that 
Moldova and Russia release the other Ilie Ilaşcu Group members, Andrei Ivanţoc 
and Tudor Petrov-Popa, at that time still imprisoned in Transnistria.  

    12.5   Proposed Approach and Path Forward. 
Novelty of Approach 

 According to New York Times, when Chancellor Angela Merkel had dinner in June 
2010 outside Berlin with President Medvedev of Russia, she surprised her guest by 
making a highly unusual proposal. If Russia is interested in cooperating with 
Europe, especially on security issues, then it should contribute by helping to resolve 
the long-running confl ict in Transnistria, said Mrs. Merkel, whose country has some 
of the closest political and economic ties with Russia. Also the New York Times 
states that until Mrs. Merkel broached the issue with Russia, Europe had all but 
forgotten about this frozen confl ict, even though it is on Europe’s doorstep. Brussels 
left it largely up to the 56-member Organization for Security and Cooperation in 
Europe (OSCE) to try to mediate, but to little avail. 

 There is, for once, cautious optimism among some OSCE. offi cials. “Chancellor 
Merkel’s initiative, by focusing high-level attention on the Transnistria confl ict, can 
help achieve the fi rst serious negotiations in years,” said an OSCE offi cial familiar 
with the process who spoke on condition of anonymity. “Negotiations will be hard 
on all sides, and a constructive spirit, willingness to compromise and persistence 
will be needed to reach a lasting settlement,” the offi cial added. 

 This path would defi nitely ease the further negotiations with the Russian and 
Transnistrian Authorities leading to a more democratic Transnistria. The major 
issue with Transnistria is its uncontrolled border that may become a fl agella of ter-
rorism and human and weapons traffi c. Several other approaches of the Transnistrian 
confl ict were proposed, of which the most notorious one is known as the Kozak 
Memorandum. 

 The Kozak Memorandum, offi cially Russian Draft Memorandum on the Basic 
Principles of the State Structure of a United State in Moldova, was a 2003 proposal 
aimed at a fi nal settlement of relations between Moldova and Transnistria. It was 
seen as an extension of the 1997 Moscow Memorandum but was ultimately rejected 
by Moldovan president Vladimir Voronin. The plan, presented in mid-November 
2003 by Russia, was a detailed proposal for a united asymmetric federal Moldavian 
state. According to the memorandum Russian troops (no more than 2,000 strong, 
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without heavy armaments) would remain in Transnistria for the transitional period 
but not later than 2020. The memorandum caused various public demonstrations in 
Moldova, and after its rejection an offi cial visit of the Russian president Vladimir 
Putin was canceled [ 7 ]. 

 Another approach was made by the Romanian historian and savant Neagu 
Djuvara. In an interview for the Romanian Paper “Adevarul” (translation “The 
Truth”), the historian treats the delicate subject and proposes an adherence of the 
Transnistrian territory to Ukraine, given the fact that the majority of the popula-
tion is Russian speaking population, but with the permission of the Moldovan-
Romanian population to access freely the Moldovan territory and special border 
legislation that would permit such actions. The adherence of Romania to the 
European Union and therefore the formation of the Republic of Moldova as a 
frontier state and as a potential European Union candidate make the Transnistria 
issue a highlight of the political agenda of Moldova. Given the politic tensions 
within the Republic of Moldova, the Transnistrian confl ict cannot be solved unless 
the European Union and the NATO forces take an active involvement within the 
issues present to date. Only joint efforts and harmonious politic and social actions 
would lead to a peaceful and rapid reintegration of the Transnistrian territory 
within the Republic of Moldova. An increase of soft pressure would be desirable, 
but with cautions as to avoid another South Ossetia situation, given the politic 
resemblance of these two regions.      
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  Abstract   Contamination of foods by harmful bacteria by natural events or malicious 
intent poses a serious threat to public health and safety. This review introduces cur-
rent technologies in detecting pathogens in food and foodborne illnesses. Causes of 
foodborne diseases and trends impacting foodborne diseases such as globalization 
and changes in micro-organisms, human populations, lifestyles, and climates are 
addressed. In addition, a review of the limitations in detecting pathogens with con-
ventional technologies is presented. Finally, a review of nanostructured and nano-
materials based sensing technologies by pathogen, detection limits, and advantages 
is described.  

  Keywords   Pathogens  •  Biodiversity  •  Food quality  •  Monitoring      

    13.1   Introduction 

 The presence of microorganisms especially in food is a natural and unavoidable 
occurrence. Meat, dairy, and poultry products are important reservoirs for many of 
the foodborne pathogens, including  salmonella, campylobacter, listeria, Bacillus 
cereus and Escherichia coli O157:h7 . Infectious doses of these pathogens as low 
as ~10 bacterial cells, increase the vulnerability of the elderly, infants, and people 
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with immunological defi ciencies or organ transplants. In recent years, there has 
been greater recognition of the importance of  Biosecurity  in relation to protection 
of the environment. Biosecurity is a set of preventive measures designed to reduce 
the risk of transmission of infectious diseases, quarantined pests, invasive alien 
species, living modifi ed organisms  [  1  ] . The need for biosecurity in food and agri-
culture has intensifi ed with economic globalization, rapid improvements in com-
munications, transport and trade, technological progress, and increased awareness 
of biodiversity and the environment. So far a major constraint in pathogen monitor-
ing for food safety and biosecurity is the speed of detection. Rapid response to 
potential threats and cautious awareness to prevent tactics of bioterrorism are vital 
for public safety and international security. In recent years, numerous research 
efforts are being made for fast, accurate, and even ultrasensitive biosensors for 
real-time detection of pathogenic microorganisms. Currently, developing such 
tools for instant pathogen recognition has been considered as one of the top issues 
on emerging bio threats prevention.  

    13.2   Foodborne Diseases 

 Despite advances in hygiene, consumer knowledge, food treatment and processing, 
foodborne diseases caused by pathogenic microorganisms or microbial toxins still 
represent a signifi cant threat to public health worldwide. The World Health 
Organization (WHO) defi nes foodborne illnesses as diseases, usually either infec-
tious or toxic in nature, caused by agents that enter the body through the ingestion 
of food. Though the global incidence of foodborne disease is diffi cult to estimate, 
it has been reported that in 2009, diarrhea has caused 1.1 million deaths in people 
aged 5 and over and 1.5 million deaths in children under the age of 5, and a signifi -
cant proportion of these results from consumption of food and water mainly food 
of animal origin with microbial pathogens and toxins. Also, in 2005 alone 1.8 mil-
lion people died from diarrhoeal diseases and a great proportion of these cases can 
be attributed to consumption of contaminated of food and drinking water  [  2  ] . In 
industrialized countries, the percentage of the population suffering from foodborne 
diseases each year has been reported to be up to 30%. For, example, the Centers for 
Disease Control and Prevention estimated that around 76 million cases of food-
borne diseases, resulting in 325,000 hospitalizations and 5,000 deaths occur each 
year in the USA  [  3  ] . 

    13.2.1   Causes of Foodborne Disease 

 Although chemical contaminants, biological contaminants and natural toxins or 
anti-nutritional factors are the causes for foodborne diseases, most of the cases are 
thought to be of microbial origin  [  4  ] . Microorganisms cause foodborne illness by 
one of the two mechanisms, namely infection and intoxication: 
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    13.2.1.1   Infection 

 When viable organisms (bacteria, viruses or parasites) are present in food and enter 
the body,  where  their growth and metabolism produce the disease response. For 
example bacteria causing infection include  Campylobacter ,  Salmonella ,  Listeria 
monocytogenes , and  Escherichia coli  O157:H7.  

    13.2.1.2   Intoxication 

 When the presence and (usually) growth of an organism in the food because of 
incorrect storage are accompanied by the accumulation of a toxin that is ingested 
with the food and causes illness. For example, organisms causing intoxication 
include the bacteria  Bacillus cereus ,  Clostridium botulinum  and  Staphylococcus 
aureus , algae and mycotoxins (mould toxins).   

    13.2.2   Emerging Fodborne Pathogens 

 Some foodborne diseases are well recognized, but are considered emerging because 
they have recently become more common. Emerging Foodborne Pathogens are 
those causing illnesses that have only  recently appeared  or been recognised in a 
population or that are well recognised but are  rapidly increasing  in incidence or 
geographic range.Though there are various food borne pathogens that have been 
identifi ed for food borne illness,  Campylobacter ,  Salmonella ,  Listeria monocyto-
genes , and  Escherichia coli  O157:H7 have been generally found to be responsible 
for majority of food borne outbreaks  [  5,   6  ] . For example, in Ireland,  Camplyobacter  
is the most important cause of sporadic cases of foodborne illness. According to a 
recent EU study it has been reported that nearly all chicken produced in Ireland is 
contaminated with a  campylobacter . The level of incidence in Ireland was 98% 
nearly one-third higher than the European average, according to the European 
Food Safety Agency. It is now the number-one cause of food poisoning in Ireland, 
with 1,758 cases in 2008 and provisional data showing 1,823 reported cases in 
2009  [  7  ] . Also, most of the earlier and recent food products recalls are also due to 
these pathogens  [  8  ] .  

    13.2.3   Emerging Foodborne Diseases Major Trends 

 New foodborne disease threats occur for a number of reasons. The new challenges 
arise from the globalization of trade in food, changes in lifestyles and eating pat-
terns, international travel, environmental pollution and climate change, deliberate 
contamination, natural and manmade disasters, nonhuman use of antimicrobial 
agents and food from new technologies: 
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    13.2.3.1   The Globalization of the Food Supply 

 A large outbreak of cyclosporiasis occurred in North America during 1996–1997, 
which linked to contaminated raspberries imported from South America  [  9  ] .  

    13.2.3.2   The Inadvertent Introduction of Pathogens into New 
Geographic Areas 

 Vibrio cholerae was introduced into waters off the coast of southern United States 
when a cargo ship discharged contaminated ballast water in 1991. It is likely that a 
similar mechanism led to the introduction of cholera for the fi rst time this century 
into South America in 1991  [  9  ] .  

    13.2.3.3   Tourists, Refugees, and Immigrants Exposed to Unfamiliar 
Foodborne Hazards While Abroad 

 International travellers may become infected by foodborne pathogens that are 
uncommon in their countries. It is estimated that about 90% of all cases of salmo-
nellosis in Sweden are imported  [  9  ] . The possible increased risk of botulism among 
migrant workers, who may import home-produced foods that are not transported 
under refrigerated conditions, is now becoming an important issue in many European 
countries and especially in Ireland. In 2006, for fi rst time foodborne botulism was 
reported in Ireland. A person had consumed a homemade pork pie which he had 
brought back to Ireland following a trip to his country, but which had been improp-
erly stored in his luggage during transit. Type A and B botulism toxins were identi-
fi ed in the food samples  [  10  ] .  

    13.2.3.4   Changes in Micro-Organisms 

 Changes in microbial populations can lead to the evolution of new pathogens, devel-
opment of new virulent strains in old pathogens, development of antibiotic resis-
tance that might make a disease more diffi cult to treat, or to changes in the ability to 
survive in adverse environmental conditions.  

    13.2.3.5   Change in the Human Population 

 The population of highly vulnerable persons is expanding world-wide because of 
ageing, malnutrition, HIV infections and other underlying medical conditions. 
People with a weakened immune system also become infected with foodborne 
pathogens at lower doses which may not produce an adverse reaction in healthier 
persons. Seriously ill persons, suffering, for example, from cancer or AIDS, are 
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more likely to succumb to infections with  Salmonella, Campylobacter, Listeria, 
Cryptosporidium , and other foodborne pathogens. In developing countries reduced 
immunity due to poor nutritional status render people, particularly infants, children 
and particularly for the elderly, more susceptible to foodborne infections.  

    13.2.3.6   Changes in Lifestyle 

 Greater numbers of people go out and eat meals prepared in restaurants, canteens, 
fast food outlets, and by street food vendors. In many countries, the boom in food 
service establishments is not matched by effective food safety education and con-
trol. Unhygienic preparation of food provides ample opportunities for contamina-
tion, growth, or survival of foodborne pathogens.  

    13.2.3.7   Climate Change 

 Weather also have an effect on the risk of foodborne diseases  [  11  ] . Climate change 
could cause changes in the incidence of infectious disease in Artic regions as well. 
Higher ambient temperatures in the Artic may result in an increase in some temperature 
sensitive foodborne disease such as gastroenteritis, paralytic shellfi sh poisoning and 
botulism  [  12  ] . An investigation relating environmental temperature and Salmonella 
infections with ten European populations indicated that in most countries the infections 
were peak in the late summer months, after the peak in temperatures  [  13  ] . 

 There are many methodical programs like good agricultural practices  [  14,   15  ] , 
good manufacturing practices  [  15,   16  ]  hazard analysis and critical control point 
(HACCP)  [  17,   18  ]  and the food code indicating approaches  [  19  ] , which can signifi -
cantly reduce the pathogenic micro-organisms in food. But still, the role of patho-
gen detection technology is vital, which is the key to the prevention and identifi cation 
of problems related to health and safety.    

    13.3   Pathogen Detection from Conventional 
to Analytical Techniques 

 One of the major diffi culties in detecting foodborne pathogens is that, they are 
mostly present in very low numbers (<100 Colony Forming Unit (CFU)/g) in 
the middle of millions of other bacteria. Therefore, there are more chances for 
these micro-organisms to get lost during detection. Rapid, selective and sensi-
tive detection technologies for pathogenic bacteria are signifi cant in disease 
control, environmental monitoring and food safety. Conventional methods for 
the detection and identifi cation of microbial pathogenic agents mainly rely on 
specifi c microbiological and biochemical identifi cation. Conventional methods 
can be classifi ed into three types and are depicted in Fig.  13.1 . 



154 V. Velusamy et al.

   The  • culture and colony counting method   [  20,   21  ] , involves counting of bacteria.  
  The  • immunology-based method   [  22–  24  ] , involves antigen–antibody interactions.  
  The third  • polymerase chain reaction (PCR) method   [  21,   25,   26  ] , which involves 
DNA analysis.    

 Despite these approaches being powerful and error-proof, most of them are labo-
rious, complex and time consuming and expensive. Although both qualitative and 
quantitative information of the tested micro-organisms can be obtained, they are 
greatly restricted by assay time, also initial enrichment is needed in order to detect 
pathogens which typically occur in low numbers in food. 

    13.3.1   Detection of Pathogens Using Analytical Methods 

 In recent years, there has been much research activity in the area of biosensor devel-
opment for detecting pathogenic micro-organisms. A biosensor is an analytical 
device, which converts a biological response into an electrical signal. The trans-
ducer plays an important role in the detection process of a biosensor. Wide varieties 
of transduction methods have been developed in the past decade for the detection of 
foodborne pathogens. Although there are new types of transducers constantly being 
developed for use in biosensors, the transduction methods such as optical, electro-
chemical and mass based are the most popular and common methods. A compre-
hensive review for the detection of foodborne pathogens in the perspectives of 
biosensors have been reported  [  27  ] . 

 Among the other transducing techniques, electrochemical detection is more 
benefi cial due to its rapid performance, cost effectiveness, simple procedures and 

  Fig. 13.1    Conventional methods for the identifi cation and detection of microbial pathogens       
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moreover, suitable for in situ analysis  [  27–  30  ] . For example, the impedimetric 
detection of label-free DNA specifi c to the foodborne pathogen  Bacillus cereus  has 
been reported  [  31  ]  using polypyrrole (PPy) as an immobilization matrix and the 
corresponding Nyquist plot is shown in Fig.  13.2 . The paper reported that the 
hybridization event was clearly distinguishable from complementary and non-com-
plementary sequences using impedance spectroscopy and the total duration for 
impedimetric detection was less than 5 min.  

 Biosensors offer several advantages over existing techniques which includes lim-
ited hands-on time, high-throughput screening, improved detectability, real-time 
analysis and label-free detection methods and devices.  

    13.3.2   New Trends in the Rapid and Sensitive 
Detection of Pathogens 

 Within the growing and increasingly complex area of nanotechnology, its integration 
with biosensors holds great promise for addressing the analytical needs of detection sys-
tems. In this context, great attention has been paid in recent years to nanostructured mate-
rials of different chemical composition, produced as nanoparticles, nanowires, nanorods 
and nanotubes. These nanostructures have raised great expectations with respect to rapid 
and sensitive detection and they are the mostly used matrices for the design of nanobio-
sensors. Zelada-Guillen et al.  [  32  ]  demonstrated aptamer-based Single wall carbon nano-
tube potentiometric sensors which are highly selective and can be successfully used to 
detect living microorganisms. The assay was in close to real time, making the detection 
of pathogens as easy as measuring the pH value. The paper reported that a highly accurate 
linear response can be obtained with good reproducibility and without any kind of pre-
treatment, starting at ultralow concentrations of bacteria and a dynamic range of four 
logarithmic units (0.2–10 3  CFU/mL). Some of the real time detection techniques based 
on nanostructures and nanomaterials are given in Table  13.1 .    

0
0

500

1000

1500

2000

2500

3000

3500

250 500 750 1000 1250 1500
Z´ (Ohms)

-Z
” 

(O
hm

s)

(a)
(b)

(c)  Fig. 13.2    Nyquist plot of 
( a ) the PPy fi lm, ( b ) PPy/
ss-DNA capture immobilized 
surface, ( c ) after the 
hybridization with 
complementary target
DNA  [  31  ]        

 



156 V. Velusamy et al.

    13.4   Conclusion 

 Food biosecurity has become a high-priority area in food safety, in parallel with 
other bio-terrorism and agro-terrorism issues. If biosecurity measures are not fol-
lowed, we spend more time and more money in trying to solve the disease when it 
does appear. Though conventional pathogen detection methods are sensitive, they 
lag behind the analytical methods by detection time. However, the analytical tech-
niques like optical and electrochemical detection have some disadvantages as well, 
considering sensitivity and cost. Therefore, new rapid methods are considered nec-
essary for better performance. Although many techniques to enhance the response 
of biosensors by modifying the sensors with different functional materials have 
been developed, further research and development is essential before biosensors 
become a real and reliable choice to detect pathogens directly in the food and in the 
mixed food matrices.      

   Table 13.1    Real time detection techniques based on nanostructures and nanomaterials   

 Transduction and type of 
nanostructure/materials 
used  Pathogen 

 Limit of 
detection  Advantages  Ref 

 Electrochemical 
detection using 
silver-enhanced 
Au NP(s) 

 E. coli and 
Bacillus 
subtilis cells 

 –  Cost-effective and 
suitable for 
real-time analysis 

  [  33  ]  

 Surface-enhanced 
Raman scattering 
(SERS) using Au 
nanosphere and Au 
nanorod particles 

 –  10 1 –10 5  CFU/mL  Accumulation 
time-60-s. 
Suitable for 
real-time analysis 

  [  34  ]  

 Direct-charge transfer 
(DCT) based 
on Polyaniline 
nanowires 

 Bacillus cereus  10 1 –10 2  CFU/mL  Suitable device for 
rapid fi eld-based 
diagnosis 

  [  35  ]  

 Colorimetric 
detection using 
antibody-conjugated 
oval-shaped Au NP(s) 

 Salmonella  10 4  CFU/mL  Potential for rapid, 
on-site pathogen 
detection 

  [  36  ]  

 Two-photon 
luminescence 
microscopy (TPL) 
using Au nanorods 

 Bacillus subtilis 
spores 

 Suitable device for 
rapid fi eld-based 
diagnosis 

  [  37  ]  

 Potentiometric detection 
using single-walled 
carbon (SWCNT) 
nanotubes 

 Bacteria  (0.2–10 3 ) 
CFU/mL 

 Simple positive/
negative tests can 
be carried out in 
real zero-tolerance 
conditions and 
without cross 
reactions 

  [  32  ]  
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  Abstract   Principles of chemical sensing are considered and examples from the literature 
of chemical sensors including II-VI semiconductor nanomaterials are given. A new 
method for improving the discrimination of semiconductor thin-fi lm gas sensors is intro-
duced, which uses the amplitude and phase of the photocurrent response to a modulated 
light source. Preparation of nanocrystalline CdS and CdSe thin fi lms of various thick-
nesses (30–200 nm) by physical vapour deposition is described. Data from room tem-
perature studies of the effect of exposure to a set of vapours (water, ethanol, ammonia, 
acetone) on the fi lm resistance and quartz-crystal microbalance frequency are presented.  

  Keywords   Chemical sensing  •  II-VI nanosized and nanostructured semiconductors  
•  Electrical resistance  •  Photoluminescence  •  Photoconductivity  •  Thermal 
evaporation      

    14.1   Introduction 

 Chemical sensing is fundamental to the economic development, national security, 
and quality of life. Therefore chemical sensors for both gases and liquid phase gain 
an increasing importance for the control of chemical processes, environmental 
issues, for medical and safety purposes. 

 The use of semiconductors in chemical sensor applications is well-established 
 [  1  ]  because a number of properties of a semiconductor material can be changed by 
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adsorbing chemicals. The chemical sensing is associated with surface phenomena 
rather than with bulk ones and therefore sensors using thin fi lm technology are 
normally developed. Because of the huge surface-to-volume ratio of nanosized 
materials and the high porosity of nanoparticle layers and assemblies a high sensi-
tivity and short response time are expected  [  2  ]  for sensor using such materials. The 
fi rst results on nanoparticle assembly sensors are very promising, but there still exist 
problems with the reproducibility and mass production of such sensors. On the other 
hand, gas sensors in the form of ultra thin or nanostructured fi lms are highly sensitive 
and reliable with a low performance/price ratio and therefore the active work on 
such sensors is going on. In this paper, a brief overview on recent progress in chemical 
sensing applications of II/VI nanomaterials is described.  

    14.2   Chemical Sensors 

    14.2.1   Principles of Chemical Sensing, Sensor Sensitivity 
and Selectivity 

 Semiconductor chemical sensors operate on the basis of adsorbate induced changes 
mainly in the fi lm resistance, photoconductivity, optical absorption and fl uorescence. 
The direct measurement of the changes in the electrical and optical properties is quite 
convenient. 

 The dark conductivity is governed by a combination of charge carrier density, 
and the carrier mobility. Adsorption may change both the carrier concentration 
(by doping, by altering the concentration of electronic defects or, in the case of 
polar molecules, by surface band-bending through the electrostatic effect) and the 
mobility by the alteration of the potential barrier height between crystalline grains. 
When fi lm or particle size is reduced to nanometers, energy band bending is no 
longer restricted to the surface region but extends into the bulk of the grains. Thus, 
the properties of the whole fi lm or the grain may change dramatically due to solid-gas 
interactions. The presence of adsorbates also infl uences the photoconductive and 
photoluminescence (PL) properties of fi lms such as CdS, CdSe and ZnO by creating 
defects affecting the radiative and non-radiative recombination in the fi lms  [  3  ] . 

 To be effective, a chemical sensing technology must provide suffi cient sensitiv-
ity, selectivity and stability. Robustness and portability are also highly desirable 
characteristics. Nanotechnology offers a high sensitivity since the high integrated 
interface of ensembles of quasi one- or zero-dimensional semiconductors allows a 
large density of molecules to get adsorbed. 

 Frequently, different gases produce similar changes in conductivity, and further 
measurements, e.g. of the response time or activation energy, are required to distin-
guish between them. A way to achieve a better selectivity is the method proposed in 
 [  4  ] . It is based on measurement of the amplitude and phase of the photocurrent 
response to a modulated light source and these data are used to obtain the energy 
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distribution and capture properties of the localized density of states as well as the 
changes induced by the adsorbate. Figure  14.1  illustrates schematically the basis of 
the proposed gas sensing application.   

    14.2.2   Examples of Chemical Sensors Using II-VI 
Nanomaterials 

 The properties of interest for chemical sensing with II-VI nanomaterials include 
strong resistance change or high quantum yields in combination with broad absorp-
tion spectra, narrow size tunable PL, and exceptional resistance to both photobleach-
ing and chemical degradation. In order to achieve high sensitivity and selectivity a 
chemical tailoring of the outer surface of the semiconductor nanoparticles is applied 
to control their solubility and stability  [  2,   5,   6  ] . Further coating of the nanoparticle 
surface with suitable ligands (called functionalization) has a strong effect on its 
luminescent response to specifi c chemical species. Recent advances in the applica-
tion of II-VI semiconductor nanocrystals as chemical and biochemical sensors are 
reviewed in  [  2,   5–  7  ] . Below, for of lack of space, only a few examples will be given 
to illustrate the applicability of these materials in chemical sensing. 

 The selectivity of CdS nanoparticles has been successfully altered  [  8  ]  to respond 
either to Zn 2+  or Cu 2+  ions, simply by changing their capping layer. While polyphos-
phate-capped CdS quantum dots responded to almost all mono and divalent metal 
cations (showing no ion selectivity), thioglycerol-capped CdS nanocrystals were 
sensitive only to Cu 2+  and Fe 3+ . 

 CdSe semiconductor quantum dots (QDs) were synthesized with surface modi-
fying groups to enhance their response towards the detection of aromatic hydrocar-
bons  [  9  ] . Reversible PL enhancement and quenching upon QD/PMMA fi lm exposure 
to toluene and xylene vapors were observed. Unmodifi ed fi lms had detection limits 
for xylenes and toluene of 250 and 500 ppm, while detection limits of 15 ppm 
xylenes and 50 ppm toluene were achieved with the modifi ed fi lms. 
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  Fig. 14.1    ( a ) Energy band diagram with two idealised localised states at energies E1 and E2, 
associated with electronic defects. ( b ) Density of states if no adsorbate is present ( solid line ) and 
when a certain gas is present ( dashed line ). The character of the defect is modifi ed as a consequence 
of the adsorption process       
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 It has been reported  [  10  ]  that multiple ZnO nanorods are sensitive to H 
2
  at 112°C 

or O 
3
  at room temperature while normally ZnO is sensitive at 300°C. It has also 

been demonstrated  [  11  ]  that ZnO nanorods showed dramatic changes in conduc-
tance upon exposure to polar liquids. The ZnO nanowires displayed  [  12  ]  high sen-
sitivity to ammonia in the range of 40–1,000 ppm with a response time of 5 s at any 
concentration (40–1,000 ppm).   

    14.3   Chemical Sensor Behavior of II-VI Nanostructured 
Layers Prepared by Thermal Evaporation in Vacuum 

 Single layers of CdS (30–200 nm) were deposited at room substrate temperature and 
substrates fi xed above the heated crucible containing CdS powder. Layers from CdSe 
(10–100 nm) were prepared on both fi xed and rotating substrates; the latter spent 1/10 
of the turn time above the crucible  [  13  ] . Atomic force microscopy measurements have 
revealed that the grain size decreases with decreasing layer thickness (Fig.  14.2 ).  

 The effect is strongest in the CdSe layers deposited on rotating substrates; the 
nanocrystal size in the 50 nm layers estimated from Raman scattering experiments 
was ~8 nm  [  14  ] . 

 Room temperature investigations of the effect of exposure to a set of vapours 
(water, ethanol, ammonia or acetone vapour in air) on the changes in the CdS layer 
resistance have detected a quite strong response of all CdS layers to water and 
ammonia vapours (Table  14.1 ). At 300 K CdSe layers were rather insensitive with 
the exception of the ’50 nm’ layers on rotating substrates which have shown a very 
good sensitivity to all vapours (Table  14.1 ). The last observation has been ascribed 
to a much greater integral interface area between the small nanocrystals and indi-
cated that the deposition of CdSe layers on rotating substrates is quite promising for 
gas-sensor applications.  

 The large interface area of nanostructured materials can be also very useful for 
designing of quartz-crystal microbalance (QCM) sensors for direct mass detection 

  Fig. 14.2    AFM surface topographic images of three CdSe layers deposited on fi xed Corning 7059 
glass substrates maintained at 300 K. The fi lm thickness was: ( a ) 100 nm, ( b ) 50 nm, ( c ) 30 nm       
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in nanograms. In such sensor the detector is a piezoresonator having a linear 
 relationship between the resonance frequency and the adsorbed mass and the recep-
tor is a sorption layer. We cared out room temperature experiments to study the 
sensitivity to chloroform of QCM structures with two 50 nm CdSe fi lms deposited 
on the both sides of rotating quartz crystals. The obtained results have indicated a 
quite fast response and short recovery time (Fig.  14.3 ).  

 Experiments are in progress on the chemical sensing properties of the CdS, CdSe 
thin fi lms, as well as of ZnSe and Zn 

x
 Cd 

1-x
 Se fi lms of various thicknesses prepared 

by thermal evaporation in vacuum.  

    14.4   Conclusions 

 The above short review of results from chemical sensing experiments illustrates 
that: (i) nanosized and nanostructured II-VI semiconductors are promising materi-
als for preparation of a variety of very sensitive and selective chemical sensors and 

   Table 14.1    Changes of the resistance of CdS and CdSe thin fi lms upon exposire to vapours of 
ethanol, water, ammonia and acetone in air (R 

vac
  and R 

exp
  denote the fi lm resistance in vacuum and 

upon exposure, respectively)   

 Layer thickness (nm) 

 AFM apparent 
nanocrystal 
size(nm) 

 Resistance change, R 
vac

 /R 
exp

  

 Ethanol  Water  Ammonia  Acetone 
 CdS on fi xed substrates 
 50  ~250  1.45  1 × 10 6   7 × 10 4   1.7 
 100  ~500  2 × 10 2   1 × 10 6   3 × 10 2   2 

 CdSe on rotating substrates 
 50  ~20  4 × 10 3   2 × 10 3   9 × 10 2   1 × 10 3  
 100  ~50  25  30  25  21 
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  Fig. 14.3    Changes of the resonance frequency of a piezoresonator with two 50 nm CdSe fi lms 
deposited on its both sides upon exposure to chloroform vapour in air with various concentrations       
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(ii) the standard thermal vacuum evaporation technique can be successfully applied 
for preparation of nanostructured thin fi lms with good prospective for chemical 
sensing at room temperature.      
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  Abstract   Electrochemical sensor platforms can offer great promise for exploring a 
difference in biointeraction process occurred in solution and also at surface. Various 
nanomaterials; such as nanoparticles, nanowires, carbon nanotubes etc. have 
recently been under attention to be aimed for development of novel electrochemical 
sensors for screening of the interactions between the compounds and biomolecules; 
drugs, toxins, proteins, and nucleic acids; DNA, or PNA.  

  Keywords   Electrochemical biosensor  •  Nanomaterial  •  Biointeractions      

    15.1   Introduction 

 Many important technological advances have been progressed for the development 
of sensors to monitor interactions and recognition events of biomolecules in solu-
tion and at the solid substrates. The growth of highly developed biosensors could 
affect signifi cantly the areas of genomics, diagnostics, drug discovery and environ-
mental monitoring  [  1–  4  ] . 

 Recent advances in sensor technology based on nucleic acid have led to the 
development of various biosensors for gene sequence analysis and numerous ligand 
binding studies  [  2–  4  ] . The nanoscale sensors based on nanoparticles, nanowires, 
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nanotubes and other nanomaterials have recently received considerable attention 
 [  1,   4–  11  ] . Electrochemical biosensors coupling the inherent specifi city of nucleic 
acid recognition reactions with the high sensitivity of physical transducers by the 
advantages of various nanomaterials, hold great promise for sequence-specifi c 
detection for clinical, environmental, forensic investigations and other applications 
in security, since these nanomaterial based sensors can bring some important advan-
tages; more sensitivity and selectivity by resulting in a greatly simplifi ed protocol. 

 An overview is reported here about the progress on nanomaterials based electro-
chemical sensor technology for the interactions between the compounds/biomolecules 
(drugs, toxins, proteins etc.) and nucleic acids.  

    15.2   Nanomaterial Based Electrochemical Sensor 
Technology for Monitoring of Biointeractions 

 Electrochemical sensors based on numerous nanomaterials and different transducers 
have been recently developed in response to clinical demands as giving promising 
results in aspect of chip-based technology for gene sequence analysis and ligand 
binding studies  [  1,   4–  22  ] . 

 A variety of sensor technologies can provide a unique platform in order to immo-
bilize biomolecular receptors by using the following immobilization techniques: 
adsorption, crosslinking or entrapment, complexation, covalent attachment, and 
other related methods on nanomaterials  [  16,   23,   24  ] . 

 A disposable electrochemical DNA sensor developed using carboxylated single 
walled carbon nanotubes (SWCNTs) was introduced by Erdem et al.  [  11  ]  for moni-
toring of biomolecular interactions, especially yielding a very attractive approach 
for the sensitive detection of interaction between an anticancer drug, daunorubicin 
(DNR) and nucleic acids by intercalation process. The voltammetric results were 
found in a good agreement with the ones of electrochemical impedance spectros-
copy (EIS) that was also used to characterize the successful construction of carbon 
nanotubes modifi cation onto the surface of disposable graphite electrodes (PGEs). 
After the surface confi ned interaction between 5  m M DNR and 50  m g/mL DNA, the 
detection limit was calculated as 278 nM and 184 nM, respectively by using DNA 
modifi ed PGE, and DNA modifi ed CNT-PGE. The biomolecular binding of antican-
cer drug dacarbazine (DCBN) in the presence of titanium dioxide nanoparticles was 
investigated electrochemically based on the signal enhancement  [  25  ] . DNA immo-
bilized multiwalled carbon nanotubes (MWCNTs) based sensor was developed for 
the electrochemical monitoring of berberine’s interaction with dsDNA in cancer 
cells  [  26  ]  and the oxidation signals of a redox marker, cobalt phenanthroline com-
plex, Co(phen)  

3
  3+   , and guanine was consequently measured by screen printed 

carbon electrodes (SPEs). 
 Another example could be given about 4-nonylphenol (4-NP) that was reported 

to affect the health of wildlife and humans through altering endocrine function. A 
novel electrochemical sensor for sensitive and fast monitoring of 4-NP was developed 
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by titanium oxide (TiO2) nanoparticles and gold nanoparticles (AuNPs) for the 
enhancement of electron conduction and sensitivity  [  27  ] . 

 Aptamers represent nucleic acid based receptor molecules which can be consid-
ered as a highly versatile sensing element for the development of aptamer-based 
sensors  [  28–  32  ] . Among these, the specifi c and sensitive detection of aptamer-
protein interactions and the development of different assay formats in combination 
with the electrochemical sensor technology are of growing interest  [  32–  39  ] . For 
instance, Wei et al.  [  39  ]  developed an aptamer-based electrochemical sensor for 
amperometric detection of Botulinum neurotoxin (i.e., among the most well known 
toxics list addressing biosafety concerns). This electrochemical aptasensor pre-
sented the analysis scheme resulting within 24 h with a lower limit of detection 
(LOD) of 40 pg/ml, which is much shorter than the current record as 4 days. 

 The electrochemical nanobiosensors have also a key importance especially for 
food analysis due to its resulting with sensitive, selective, quick and inexpensive 
analysis. Deng et al.  [  40  ]  presented a facile and effi cient route to prepare silk derived 
carbon mat modifi ed with Au@Pt urchilike nanoparticles (Au@Pt NPs) for electro-
chemical monitoring Escherichia coli (E. coli). It was found that the Au@Pt NPs 
modifi ed S-derived carbon fi ber was sensitive to detect the E. coli activities with a 
low detection limit. 

 Prabhakar et al.  [  41  ]  reported a nucleic acid electrochemical sensor using con-
ducting polymer gold nanostructures for screening of pathogen-specifi c DNA and 
PNA (peptide nucleic acid) probes related to  Mycobacterium tuberculosis  at the 
surface of polyaniline (PANI)–Au electrode. The lower detection limits were found 
for PNA–PANI/Au electrode as 0.125 × 10 −18  min, and for DNA–PANI/Au electrode 
as 2.5 × 10 −18  min within 30 s of hybridisation time. The authors reported also that 
the sensor development of nanocomposites and functionalised conducting polymers 
could be possible in order to detect other pathogens, including  Salmonella typhimurium  
and  Nesseria gonorrhea.   

    15.3   Future Directions 

 A variety of nanomaterials and nanofabrication technologies have recently been 
under attention to be aimed for development of novel sensor platforms. The overview 
was reported herein about the progress on nanomaterials based electrochemical 
sensor technology for the interactions between the compounds/biomolecules (drugs, 
toxins, proteins etc.) and nucleic acids; DNA, or PNA. If at all possible, nanomaterial 
based electrochemical sensors may be integrated with the chip technology by using 
easy sample handling, and quick and inexpensive analysis for spesifi c biointerac-
tions, especially immediate detection of biological, or chemical warfare agents, and 
viral or bacterial pathogens.      
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  Abstract   To characterize nanoobjects, a non-contact technique is preferable. Low 
energy electron has a mean free path on in a solid that is on order of nanoscale. 
Emission of these electrons from a solid is considered to characterize nanoobjects 
for sensing applications. This paper considers applications and limitations of weak 
electron emission for chemical and radiation sensors.  

  Keywords   Weak electrons emission  •  Nanoobjects  •  Characterization  •  Sensors      

    16.1   Introduction 

 When an object is measured, its properties become available from interaction 
between the measuring instrument and an entity under test. The features of the latter 
are altered as a result and uncertainty remains about the object. The “uncertainty” is 
high for nanoobjects that may be “perturbed” and signifi cantly infl uenced by the 
measurement procedure. Therefore “soft”, non-contact characterization of such 
nanoobjects is of great importance. 

 The properties of the solid nanoobject are derived by the valence electrons, and 
their emission is used to characterize its entity and possible applications. The exter-
nal energy for emitting the electron should be very low to avoid disturbing the object 
under test. The minimal energy that is necessary to supply to the electron cannot be 
less than the electron work function  ϕ . In this case, the escaped electron has kinetic 
energy, close to zero. Capabilities of the pre-threshold emission of weak electrons 
to characterize nanoobjects for specifi c applications are reviewed.  
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    16.2   Limitations of Weak Electrons Emission 
to Characterize Nanoobjects 

    16.2.1   Geometrical Limitation 

 As a prior condition, a mean free path (L) of the emitting electrons must not exceed 
size of the nanoobject. In this case, the energy (E) to escape the electron is limited 
with L, as shown in Fig.  16.1   [  1  ]  demonstrating dependence of L on E. Because 
typical values of the electron work function ( ϕ ) are placed in a range 1–5 eV  [  2  ] , the 
corresponding magnitudes of L range from 10 to 100 nm. This means that the electron 
emission based measurements could be employed for the nanoobjects sized to 
this range.   

    16.2.2   Maximal Sensitivity Limitation 

 The nanoobject under examination must be excited with electrons having energy 
close to  ϕ , such that there is none to minimum change in structure. For emission to 
occur photon excitation is needed and resulting emission current ( I ) is generally 
described as Eq.  16.1 .  [  3  ] :

     ( )mI A hn j= - ,   (16.1)   

  A  – Coeffi cient of proportionality, 
  h n   – Energy of the photon ( h n  >  j  ), 
  m  – Index. 

 As noted in  [  4  ] ,  m >1  in the majority of electron transitions resulted by the photons. 
This means that the emission current “works” as the amplifi ers of  j . 

 On the other hand, the value of  j  depends on the design of the emitting layer 
energy bands, electron affi nity and surface charge  [  3  ] . The latter could both decrease 
and increase  j . For instance, in a case of insulators or wide gap semiconductors, the 
negative charge absorbed by the slowly surface states generally increases  j . However 
narrow gap semiconductors (Si, Ge, etc.) are characterized with the Fermi level pin-
ning at the surface energy gap midst  [  5  ] . Because the Fermi energies of a bulk and the 
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  Fig. 16.1    A magnitude of L 
in a solid material in 
dependence on E  [  1  ]        
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surface must be equal, the valence and conductivity bands are bent with the values of 
 ϕ  decreasing and increasing for the p- and n-types semiconductors correspondingly. 
As a result, the surface layer is saturated with electrons (p-semiconductor) or holes 
(n-semiconductor). These charge carries absorbed by the slow surface states to infl u-
ence the surface charge: the surface of the p-semiconductor is charged negatively, the 
 ϕ  value increasing. The opposite surface charge is typical for the n-semiconductor.  

    16.2.3   Limitation of Quantum Mechanics 

 When the electron leaves the atom it acquires location uncertainty  D x because of the 
Heisenberg uncertainty principle. To ensure that the emitted electron escapes from 
the nanoobject, its size should be larger than  D x:

     4

h
x

pp
D ³

D    
(16.2)

   

  H  – Planck constant, h = 4.14 × 10 −15  eV sec; 
   D p  – Uncertainty of the atom’s momentum  p.  

 Assuming that the atom had the zero momentum before interaction with the 
photon, the “contact” between these two particles could increment  p  until the photon 
momentum value ( h n /c,  c – speed of the light). Therefore   

     

hv
p

c
D =

    

 Typically   j  @  5 eV for the solid matter  [  2  ] . Because the magnitudes of the photon 
energy should be in accordance with the condition  h n   ≥   j ,  one could calculate that 
  D x =  0.2 nm. However in some cases,   j   could be rather small and corresponding   D x  
signifi cantly increases. 

 Summarizing, the pre-threshold emission mode could be effectively applied to 
characterize solid nanoobjects when they are sized in a range from 10 to 100 nm; 
and the electron transitions induced by the photons give the value of the index m > 1 
(disordered materials, indirect band-band as well as local state-band transitions in 
crystals as noted in  [  4  ] ).   

    16.3   Weak Electrons Emission Targeted 
for Nanoobjects Applications 

    16.3.1   Surface Charge and Attachment of Bio Objects 

 Following the general adhesion theory  [  6  ] , attaching the particle to the substrate is 
controlled by attracting and repulsing forces. The fi rst force has typically a van der 
Waals origin; however the second one is electrostatic. Therefore engineering of the 
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substrate surface charge could be employed to infl uence attaching of the particle. 
The electron work function increment is the direct index of the surface charge 
alteration. 

    16.3.1.1   Cells Creating Bone 

 A human bone consists of the hydroxyapatite (HAP) polycrystalline/amorphous 
matrix assembled from nanoparticles and organic matter where HAP is fi lled in  [  7  ] . 
The bone passes remodeling cycles during the organism life  [  7,   8  ] . This process has 
three main steps  [  8  ] . The cells called osteoclasts are attached by the bone and pro-
vide its local resorption. Next, the cells called osteoblast are attached to the cavity 
formed by the osteoclasts to develop a new bone unit. After that, the bone unit is not 
infl uenced by the osteoclast/osteoblast cells during several years period. Disturbing 
of cells attachment to the bone leads to skeletal diseases, such as osteoporosis  [  7  ] . 
Osteoporosis affects 75 million people in developed countries  [  9  ] . Thus, “right” 
attachment of the cells to the bone is of paramount importance. 

 Because electron states of the bone  [  4  ]  and HAP (Ca 
5
 (PO 

4
 ) 

3
 OH))  [  10  ]  ceramics 

assembled from nanoparticles are alike (Fig.  16.2 ) one can assume that the bone 
surface charge can be controlled due to engineering of the HAP properties. 
Particularly, the surface charge of HAP could be altered due to shifting of the proton 
(H + ) coupled to oxygen to the symmetrical position under the high pressure at the 
hydrogen atmosphere  [  11  ] . Such the procedure increased  j  that was estimated for 
the condition  I =  0 from the regularity  I = f(h n ) . Moreover the number of the osteo-
blasts attached to HAP correlated with its  j  (Fig.  16.3 )  [  11  ] .    
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  Fig. 16.2    ( a ): Electron states in bone  [  4  ]  and ( b ): HAP  [  5  ]        
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    16.3.1.2   Nanolorry for Virus Like Particles 

 Virus like particles (VLP) are organic molecular structures that have organization 
similar to the viruses. However VLP does not have DNA or RNA inside. When the 
pharmacy is fi lled in the VLP they are in use as the drug delivery system addressing 
the specifi c biocells. To reach treatment of the human diseases, VLP having the drug 
inside are injected into the organism. To enhance treatment, VLP local concentration 
in the vicinity of the cell should be high. 

  Fig. 16.3    Osteoblast attached to HAP ( a ); the number of the attached osteoblasts depended on the 
HAP electron work function increment that directly relate to the surface negative charge  [  11  ]        
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 There are two ways to provide this. The concentration of the injected VLP is 
high. In this case toxic effects could appear. The other approach delivers high con-
centration of VLP directly to the cell, the average concentration in the organism 
being not high. For this, the number of VLP could be pinned to a single nanoparticle 
that becomes a carrier (nanolorry). To minimally disturb the VLP surface structure 
that is responsible for cell recognition, a weak communication to couple VLP and 
the nanolorry is preferable. A physical attachment is the most suitable for this in 
contrast with the chemical one. 

 Because VLP has a surface charge, the nanolorry was selected to have the oppo-
site electrical charge at the surface to attach VLP  [  12  ] . Nanoparticles prepared from 
Silicon (Si) having the different conductivity type were employed as the nanolorry. 
The specifi c VLP that were characterized with the greatest density of the positive 
surface charge were successfully attached just to the p-type Si, that surface had the 
highest negative charge in contrast with the n-type of Si and lowest  j   [  2  ] .   

    16.3.2   Electron Emission for Sensing 

    16.3.2.1   Radiation Sensor 

 When the radiation dose absorbed by the object is measured, both directly traveling 
in and scattered particles of radiation are detected. Scattering depends particularly 
on the boundary of the radiated entity. Such the processes are of the great impor-
tance in a case of the micro- and nano-objects (microorganisms, macromolecule, 
etc.). In these cases, the absorbed dose could be detected by the best way, when the 
detector is sized to the measured item. 

 The PbS nanodots imbedded into the Zr oxide glass were demonstrated as the 
possible detectors providing the signal by the emission of weak photoelectrons  [  13  ]  

.
  

The specifi c maximum responsible for the emission from PbS dots was identifi ed at 
the     / ( )dI dhv f hv=   spectrum. The square (Q) of the maximum related to the expo-
sure of the electromagnetic radiation (ultraviolet) (Fig.  16.4 ).   

  Fig. 16.4    Infl uence of the 
radiation exposure on the 
electron emission from PbS 
nanodots imbedded in Zr 
oxide glass  [  13  ]        
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    16.3.2.2   Chemical Sensor 

 Desorption of chemical molecules previously adhered to the semiconductor surface 
alter its density of the electron states. 

 If the photoelectron emission current is measured simultaneously, its magnitude 
follows desorption. Therefore the total emitted charge of electrons compared with 
the emission from the surface that does not have adhered molecules identifi es the 
number of the desorbed entities. 

 Figure  16.5  demonstrates correlation of the emitted charge increment (difference 
between the emitted charge from the surface adhering of the molecules and native 
(clean) one) on exposure of the Si substrate in the benzole fog. A sensitivity of such 
the approach was evaluated as 10 −5  gram/cm 2  (of the substrate surface).     

    16.4   Conclusion 

 Emission of the weak electrons could be in use to characterize nanoobjects having 
a size in a range 10–100 nm. The quantum mechanics limitation gives the size 
uncertainty around 0.2 nm, when the pre-threshold mode of emission is employed. 
At the same mode the surface charge measurements are amplifi ed with the electron 
emission current. Characterization of the substrate surface charge engineered to 
attach the micro-, nano-particles is available from measurements of the electron 
emission current detected at the pre-threshold mode. Sensors of radiation for nano-
dosimetry and adhered to the substrate chemical molecules could be reached on the 
base of the pre-threshold emission of weak electrons. The sensitivity of the chemical 
sensor, particularity to the benzole molecules could be achieved as 10 −5  gram/cm 2 

( of the substrate surface).      

  Fig. 16.5    Correlation of the emitted charge increment with Si substrate exposure in the 
benzole fog       

 



178 Y. Dekhtyar

  Acknowledgements   The author is deeply indebted to Mrs Kristina Perovicha for her permission 
to use the measurement results.  

   References    

    1.    Ibach H (1977) Electron spectroscopy for surface analysis. Springer-Verlag, New York, p 315  
    2.    Fomenko VS (1981) Emission properties of materials. Naukova Dumka, Kiev, p 338, in 

Russian  
    3.    Dobrecov LN, Gomoyunova MV (1966) Emission electronics. Nauka, Moscow, p 564, In 

Russian  
    4.      Dekhtyar Yu (2008) Photo- dual and exoelectron spectroscopy to characterize nanostructures. 

In: Vaseashta A, Mihailescu IN (eds) Functionalized nanoscale materials, devices, and systems 
for chem.-bio Sensors, Photonics, and energy generation and storage, Springer, Dordrecht, 
The Netherlands, pp 169–183  

    5.    Nesterenko BA, Snitko OB (1983) Physical properties of atomic clean surface of semiconduc-
tors. Naukova Dumka, Kiev, p 264  

    6.    Derjaguin BV, Landau LD (1941) Theory of the stability of strongly charged lyophobic sols 
and of the adhesion of strongly charged particles in solutions of electrolytes. Acta Physica 
Chimica 14:633–642  

    7.      Dempster DW (1996) Bone remodeling. In: Riggs BL, Melton LJ (eds) Osteoporosis. Etiology, 
diagnosis and management, Lippincott-Raven Publisher, New York, pp 85–108  

    8.    Hill PA, Orth M (1998) Bone remodeling. Br J Orthod 25:101–107  
    9.     International Osteoporsis Foundation (2009). http://www.iofbonehealth.org/facts-and-statis-

tics.html#factsheet-category-14     Accessed 20 Aug  
    10.    Rosenman G, Aronov D, Oster L, Haddad J, Mezinskis G, Pavlovska I, Chaikina M, Karlov A 

(2007) J Lumin 122–123:936–938  
    11.    Dekhtyar Yu, Polyaka N, Sammons R (2008) Electrically charged hydrohyapatite enhances 

immobilization and proliferation of osteoblasts. Proc IFMBE 20:357–360  
    12.      Dekhtyar Yu, Kachanovska A, Mezhinskis G, Patmalnieks A, Pumpens P, Renhofa R (2008) 

Functionalized nanoscale materials, devices, and systems for chem.-bio sensors, photonics, 
and energy generation and storage. In: Vaseashta A, Mihailescu IN (eds). Functionalized nano-
scale materials, devices, and systems for chem.-bio sensors, photonics, and energy generation 
and storage, Springer, Dordrecht, The Netherlands, pp 347–350  

    13.   Dekhtyar Yu, Polyaka N, Reisfeld R, Romanova R, Saraidarov R, Sudnikovics A (2008) 
Proceeding of the 6th International conference on medical physics “Medical physics in the 
Baltic States”, Kaunas, Lithuania, pp 27–31      



179A. Vaseashta et al. (eds.), Technological Innovations in Sensing and Detection 
of Chemical, Biological, Radiological, Nuclear Threats and Ecological Terrorism, 
NATO Science for Peace and Security Series A: Chemistry and Biology, 
DOI 10.1007/978-94-007-2488-4_17, © Springer Science+Business Media B.V. 2012

  Abstract   A new optical biosensor has been developed for detecting and  quantifying 
afl atoxins that are commonly found in a variety of agricultural products. In the 
biosensor we use a high-tech semiconductor material – silicon for the effi cient high-
accuracy registration of narrow spectral bands or specifi c wavelengths. On its base, 
we develop a structure with two oppositely directed potential barriers. The total 
current conditioned by these barriers depends both on the external voltage and on 
the wavelength of the absorbed radiation. It is possible to modify these parameters 
and obtain high-accuracy data on mycotoxic contaminants in food and provender in 
natural conditions.  

  Keywords   Photodetector •   Biosensor •   Spectral characteristics •   Photogeneration    

    17.1   Introduction 

 Today mycotoxins are considered to be the most important risk factors in dietology. 
They have much higher chronic effect than the effect of the toxins of plants, pesti-
cides and food supplements  [  1  ] . In agriculture calorimetric and luminescent sensors 
are applied for identifi cation of mycotoxins. The method is based on the ability of 
mycotoxins for natural fl uorescence  [  1,   2  ] . In fact, there is an urgent need for the use 
of fast-acting highly sensitivity methods of the identifi cation of mycotoxins since it 
is very important for public health and economic profi tability  [  3–  5  ] . We solve the 
problem by means of a new principle of selective registration of optical radiation 
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which allows us to detect mycotoxins not only by their fl uorescence, but also by 
their ability to absorb certain wavelengths. The work covers the fi eld of  optoelectronics 
which is based on silicon technology. The silicon technology has considerably 
changed and has rapidly grown within the last 5 years. According to the Road Map 
of Communication Technology of Massachusetts Institute of Technology (MIT), 
silicon is considered one of the top ten best technologies  [  6  ] .  

    17.2   Research Method 

 The work  [  7  ]  reports a solid-state two-barrier structure with spectrophotometric 
properties in the UV and visible radiation regions. In the structure the interference 
of the oppositely-directed potential barriers is changed by external voltage, and 
 low-intensity radiation does not infl uence the regularities of such change. 

 The structure of the sensor is presented in Fig.  17.1 . It consists of the Schottky 
barrier (the contact metal –  n – Si ) and  n-p  junction  [  7  ] . Depletion regions of junc-
tions cover the whole base of the structure with thickness  d . The contact point  x  

 m 
  of 

these regions has potential energy   j   
 m 
  and can be shifted by external voltage from 

zero to  d . The depths of depletion regions change one at the expense of another. This 
involves the corresponding change of values of drift and diffusion photocurrents  I  

 dr1 
  

and  I  
 dr2 

   + I  
 diff 

  created by junctions (Fig.  17.1 ).  

  Fig. 17.1    Structure of the photodetector and the potential distribution for electrons in п – base       
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 The base thickness is d  £  1  m m (in Fig.  17.1 ). It is considerably less than the 
diffusion length of holes in the  n -type base. Therefore, in the n-type base we observe 
not the recombination of photo generated electrons, but the electron emission 
through the low barrier   j   

 1 
  due to their storage in the potential well. The following 

equation presents:      

     
( )

1

1
0 1

m
dkT

f Tqn v e qF e
j j

a
−

− −= −
   

(17.1) 

  I  
 d1 

  does not make contribution into the external photocurrent since the holes of the 
depletion region of the surface barrier enter the metal and recombinate with a part 
of emitted electrons. Therefore, at the absorption of the integrated fl ux of radiation, 
the photocurrent is created by the minority carriers which photo generate in the 
depletion region of  п-p  junction by,

     
( )0

mx d
drI qF S e ea a− −= −

   

and in the diffusion region by
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L
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 The resultant expression for the photocurrent is
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(17.2)

where     a    is the absorption coeffi cient of electromagnetic radiation,     0F    - the total 
fl ux of incoming photons per unit area,  q  – electron charge,  n   

 i 
  – thermal velocity of 

electrons,     ( )0 1 dF e a−−   - the number of photo generated electronic-hole pairs in the 
base and in the diffusion region for quantum yield   b   = 1 at the absence of refl ection 
from surface,  d  

 1 
  – active region of the photodetector.

 i  = 1,2,3, … changes in integral fl ux with the change of wavelength of radiation, 
and  j  = 1,2,3, … changes with the change of bias voltage;  F( l   

 i 
  )  is total fl ux of 

 incoming photons with wavelength  l  
i
 . The width of p-region     w    is smaller than the 

diffusion length of electrons in p-region     nL   . For this reason the value     nL    was 
replaced by     w   . 

 With the increase of the applied voltage (+ on Schottky barrier) the minimum of 
potential energy of electrons is shifted to the left, and more short waves take part in 
the photocurrent generation. 

 To give the exact description of the change of the position  x  
 m 
 ,   j   

 m 
  and the 

 photocurrent value subject to parameters of radiation absorbed in structure, we 
 studied the system of equations connecting the structural parameters with the 
 radiation parameters and the external voltage. As a result, we got the following 
analytical expressions:
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where   j   
 m 
  is the minimum of potential energy of free electrons in the base, 

    
1 m

kT
fn e

j j−
−

   – the number of photo generated electrons with potential energy     1j   .
It should be noted that photo carriers are absent in the section     2 mx x d< ≤    where 
    2 1j j j≥ ≥    due to the emission through low barrier   j   

 1 
 .  

    17.3   Research Results and Discussion 

 We carried out the modeling of the process of the detection of mycotoxins in 
 foodstuffs and provender for toxins with the following parameters: 

 We considered the ultimate allowance for Afl atoxin B  [  8  ]  in ready food (up to 
5 mkg/kg) and in food raw materials (up to 10 mkg/kg) approved by the developed 
countries. The number of molecules for 1 g of substance will be: Afl atoxin B 1  – 
9.6 . 10 12  molecules, Afl atoxin  M1  – 9.2 . 10 12 molecules, Sterigmatocystin – 9.2 . 10 12  
molecules. 

 The curves of spectral absorption of toxins are received by means of the system 
of equations (17.3) and the equation for photocurrent (17.2), where the unknown 
quantities are     mx   ,     mj   and  n  

 f 
  which are dependent on  V ,  F  

 0 
  and   a  . Figure  17.2  shows 

the dependence of integral photocurrent on the change of the position of  x  
 m 
 , corre-

sponding to the absorption depth  1/ a  .The values of wavelengths corresponding to 
 1/ a   are presented along X-axis. When calculating     ( )0 iF l    we take the number of 
incident quanta per unit area equal to the number of molecules of toxins. The fi gure 
shows that the absorption depths of wavelengths for different toxins are spatially 
separated.  

 Considering the law of absorption     ( ) ( )0
i m j
x

i iF F e
a

l l
−

=    we calculated the 
absorption depth and threshold shift   D x  

 m 
  of the minimum of potential energy  x  

 m 
  for 

corresponding waves (Table  17.1 ). The difference of the absorption depths of waves 
for different toxins is rather big. Therefore, it is possible to capture alternately the 
contribution of separate wavelengths in the output photocurrent by the threshold 
shift  x  

 m 
 . In the threshold value   D x  

 m 
  we considered the threshold of sensitivity of the 

photodetector equal to 10 −14  Wt  . Hz −1/2   [  9  ] . The sensitivity according to the voltage 
( x  

 m 
 ) reaches a rather big value and can be easily measured. The results are presented 

in Table  17.2 .    
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    17.4   Conclusion 

 In the described two-barrier structures at longitudinal illumination it is possible to 
change the integral photocurrent at the expense of separate waves by changing the 
external voltage. The spectral resolution of such structures at threshold values of 
photocurrent change makes ~1 nm. For the detection of toxins in food and proven-
der the required spectral resolution is from 0.11 nm for Sterigmatocystins up to 
3.6 nm for Afl atoxin B1 which is feasible within the described methods.      

  Fig. 17.2    Curves of spectral absorption of toxins       

   Table 17.2    Toxin absorption depths, threshold shifts, and sensitivities   

 Absorption 
depth, nm 

 Threshold 
shift   D x  

 m,пop .
 , nm 

 Sensitivity  x  
 m 
  according 

to voltage, mB/nm 

 Afl atoxin B 1   130,6–271,6  3,34–6,94  1.42,9.56 
   D   = 141    D   = 3,6 

 Afl atoxin  M1   130,39–253,71  3,308–6,436  1.42,9.45 
   D   = 123,32    D   = 3,128 

 Sterigmatocystin  153,05–148,68  3,92–3,81  0.56,0.91 
 a   D   = 4,37   D  = 0,11 

 Molecular 
weight 

 Absorption in UV region
(wavelength – nm) 

 Afl atoxin B 1   312  265, 362 
 Afl atoxin  M1   328  265, 357 
 Sterigmatocystin  324  208, 249 

 Table 17.1    Experimental 
toxins and parameters  
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  Abstract   A technique to monitor chemical composition of materials during 
 manufacturing of ceramic products, in particular – of bricks, is investigated. The 
technique of monitoring is likely to offset environmental pollution and save 
energy. For this purpose, we use the Surface photo charge effect, which is gener-
ated for each solid body interacting with electromagnetic fi eld. The measure-
ment is express and can be performed in-situ in production conditions. The 
experimental work has shown that different samples of the investigated materials 
with different compositions produce different signals specifi c to each sample. 
For the same material, the signal varies with the change in chemical composi-
tion. More specifi cally, it is shown that for the material from which the bricks are 
fi red, the signal is a function of the percentage of coal sludge. The results indi-
cate that the characterization technique as a viable technique for control of 
incoming raw materials.  

  Keywords   Bricks  •  Ceramic products  •  Monitoring the chemical composition  
•  Field-matter interaction      

    O.   Ivanov   (*) •     Zh.   Stoyanov  
     Georgi Nadjakov Institute of Solid State Physics ,  Bulgarian Academy of Sciences , 
  72, Tzarigradsko Chaussee, Blvd., 1784 Sofi a ,  Bulgaria    
e-mail:  ogi@phys.bas.bg   

    B.   Stoyanov   •     M.   Nadoliisky  
     University of Architecture, Civil Engineering and Geodesy ,   Sofi a ,  Bulgaria    

    A.   Vaseashta  
     Institute for Advanced Sciences Convergence ,  International Clean Water Institute , 
  Herndon ,  VA ,  USA    

    Chapter 18   
 Fast, Contactless Monitoring of the Chemical 
Composition of Raw Materials 

 Contactless Monitoring of Chemical Composition       

       O.   Ivanov   ,    Zh.   Stoyanov   ,    B.   Stoyanov   ,    M.   Nadoliisky   , and    Ashok   Vaseashta      



186 O. Ivanov et al.

    18.1   Introduction 

 Many industries require constant monitoring of the chemical composition of the 
raw materials during production process. This is necessitated by the technological 
requirements for maintaining a high quality fi nal product. The safety of the factory 
is another priority that can be met by the constant control of what goes in. We have 
developed a technique that is likely to implement such in-situ monitoring and 
 control. This report examines the possibility of monitoring chemical composition 
during the manufacture of ceramics and bricks in particular. The production process 
is energy intensive due to its huge energy consumption. In order to reduce energy 
consumption of the product combustible waste materials such as coal slurries are 
added to the raw material. The coal slurries ignite and burn when blanks are inserted 
in the furnace. Thus, fi guratively speaking, bricks are self-baked. This way a serious 
environmental problem is solved too, because there are large quantities of coal 
sludge requiring special measures in order to be disposed of. A constant monitoring 
of the quantities of combustible additives is necessary; otherwise the quality of the 
bricks deteriorates. 

 Different methods exist for the control of the chemical composition of such 
materials, for example: X-ray diffraction (DRX) and Mass Spectrometry (MS) 
have been used in for physico-chemical characterization of bricks  [  1  ] . Laser-
induced breakdown spectroscopy (LIBS) is an interesting method for the study of 
powdered samples, in particular – the production materials for bricks and tiles  [  2  ] . 
In addition Fourier-transformation Raman spectroscopy (FT-Raman spectroscopy) 
and X-ray fl uorescence spectrometry (XRF) are applied for quality control of clays 
 [  3  ] . Finally, by X-ray electron probe, the soil mineral component is examined  [  4  ] . 
But these and similar methods have disadvantages. They are too slow, complicated 
or expensive and generally not suitable for use in production conditions to provide 
continuous monitoring. 

 Our research has shown that for this purpose an effect with the working title of 
Surface photo charge effect (SPCE) can be used. It is generated by any solid body 
interacting with electromagnetic fi elds. The measurement is express and can be 
performed on-line in production conditions. The equipment is not expensive. 
Surface photo charge effect is very attractive for various practical applications. 
The SPCE is based on the fact that, on irradiation with an electromagnetic fi eld all 
the investigated solids generate an alternating potential difference, the frequency 
of which is equal to the frequency of the incident electromagnetic wave. The volt-
age is measured contactless between the irradiated sample and a second solid 
whose potential is assumed to be zero. In a real experiment, the measurement is 
between the studied solid and the common earth terminal of the system. In con-
trast to other similar effects, the SPCE is present in every solid and each solid 
generates a specifi c signal. An important feature of the SPCE is its signifi cant 
dependence on the specifi c properties of the irradiated samples. This fact reveals 
opportunities for a rapid and contactless analysis, not only of solids, but also of 
liquids and gases  [  5  ] .  
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    18.2   Results and Discussions 

 As was mentioned above one of the features of SPCE, which is discussed in this 
article, is that each solid generates a specifi c signal. The amplitude of this signal 
depends on the chemical composition of the solid. This, naturally, renders an 
elucidation that we could quickly and without any physical contact, monitor the 
composition of a variety of samples  [  5  ] . Quality control is carried out by check-
ing whether a set of samples which are of interest to us, always generate the 
same signal. 

 A schematic diagram of the experimental set-up we used in our research can be 
found in  [  6  ] . For our study we used samples of clay, coal and coal slurries and mix-
tures of clay and coal slurries. All the samples were the same weight – 150 g. We 
analyzed them in ground form. They were placed in special holders ensuring that 
the upper surface of the sample has the same composition as the composition of the 
entire volume. For this purpose the holders enabled easy mixing of samples and 
release of the material volume to the surface. 

 To make sure that it is possible to work with the materials of interest to us, we 
initially examined wide spectra of samples of coal, coal sludge, clay and a mixture 
of clay and coal sludges. Table  18.1  shows the results of a study of a series of such 
samples. The results are in relative units.  

 The aim of our work is to verify that the signal generated by SPCE changes as a 
function of the chemical composition of samples. In this respect – we present the 
results of a study of the generated signal as a function of the percentage of sludge. 
On Fig.  18.1  is presented in graphic form how the electrical signal changes as a 
function of the quantity of sludge.  

 The data presented in Table  18.1  clearly shows that each material generates a 
specifi c signal. This result meets our expectations and opens the possibility for this 
kind of research. Interestingly, in sample N 4, which is a mixture of clay and 
sludge, there is a signifi cant increase of the signal compared to signals generated 
by the two components separately. Another intriguing aspect is that the signal tends 
to increase when the percentage of carbon contained in the sample is decreased. A 
similar trend is continued in the results of Fig.  18.1 . It should also be noted that 
samples with N 4, Table  18.1 , which represent a mixture of clay and sludge gener-
ated a relatively heterogeneous signals in amplitude compared to other types of 
samples. They were taken at the same time from a brick production factory and 
should have had the same percentage between the two components. This probably 

   Table 18.1    Comparison of series of samples of interest on this work’s topic   

 No.  Compound  Measured signal [Arb. Units] 

 1  Coal  0.55 
 2  Sludge with high concentration of coal  2.64 
 3  Sludge with lower concentration of coal  2.82 
 4  Clay with sludge  3.72 
 5  Clay  2.8 
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means that the mixture of clay and sludge in the devices of the plant is not 
 suffi ciently homogeneous. 

 The most important information, in terms of the theme of this work, is incorporated 
into the results given in Fig.  18.1 . They show that the measured signal from the Surface 
photo charge effect is proportional to the amount of coal slurries added to the clay. 
Thus a positive answer is given to the fundamental issue raised in our study. Namely, 
it is possible through the proposed method to control the percentage of this additive. 

 It should be noted that different batches of clay and sludge have lots of different 
possible variations in chemical composition. It is therefore necessary for the entry 
of new inputs to determine whether there is a need for a new calibration. Also, in 
addition to controlling the chemical composition of the mixture of coal and sludge, 
such a system could be applied to them separately. Then an adequate response to 
changes in one of two components could be provided. There are also possible ran-
dom deviations within one batch of raw materials. These deviations can be sifted 
through accumulation of a suffi cient number of measurements. 

 The proposed method to control the chemical composition of incoming raw 
materials is relatively simple compared to other methods used for this purpose. 
Some of which were mentioned. It could be carried out in production conditions, 
including continuous measurements for automatic adjustments of the composition. 
In this case a small part of the fi nal mixture must pass through the sensor and then 
be returned to the mainstream. The methods existing until now do not offer the pos-
sibility of continuous monitoring. The cost of our system is expected to be low. It 
does not contain expensive or diffi cult to maintain elements. 

 Such a system could be used in various industries for the control of incoming raw 
materials. This will affect positively the quality of the manufactured products. 
Beyond improving the technological conditions of work such a system also pro-
vides a high degree of security against terrorist attacks to which incoming raw mate-
rials are highly vulnerable. Their properties can be strongly modifi ed by intruders 
who want to sabotage the production process. On the other hand there are practi-
cally no methods easily applicable for continuous quality control of incoming raw 

  Fig. 18.1    Changes in the measurement signal as a function of the added quantity coal sludge       
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materials. This work aims to fi ll this gap. In the future we plan to develop a system 
for liquid and solid samples. Such devices could work together with other control 
methods and complement each other.  

    18.3   Conclusion 

 The proposed method for rapid and non-contact, quality control of chemical 
 composition of raw materials in the manufacturing of ceramics gives various options. 
Firstly we aim to improve product quality, but saving energy and having an environ-
mental impact can also be achieved. The latter follows from the fact that maintain-
ing the right balance between clay and coal slurries minimizes the need to adjust the 
temperature in the furnace by adding fuel. It could also encourage the use of waste 
materials as fuel. The option to automate the monitoring of mixing the two compo-
nents would be very useful in this regard. Materials are now observed in bulk form 
and information on their homogeneity can be obtained. Similar methods could be 
developed for other materials, including solids and liquids. This technology and its 
wide spectrum of uses provides a method for protection and optimization of produc-
tion facilities not only for ceramics, but for wide range of other industries, some of 
which are essential for the economic and social state of any given country. Those 
can be accomplished through monitoring expressly whether incoming plant  materials 
are not subject to malicious action. Such an action is likely to be executed by adding 
a component that will refl ect negatively on the technology cycle and will change the 
fi nished product.      
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  Abstract   Chemical and biological substances have been used as warfare agents 
by terrorists by varying degree of sophistication. It is critical that these agents be 
detected in real-time with high level of sensitively, specifi city, and accuracy. Many 
different types of techniques and systems have been developed to detect these 
agents. But there are some limitations in these conventional techniques and sys-
tems. Limitations include the collection, handling and sampling procedures, 
detection limits, sample transfer, expensive equipment, personnel training, and 
detection materials. Due to the unique properties such as quantum effect, very 
high surface/volume ratio, enhanced surface reactivity, conductivity, electrical 
and magnetic properties of the nanomaterials offer great opportunity to develop 
very fast, sensitive, accurate and cost effective detection techniques and systems 
to detect chemical and biological (chem.-bio) warfare agents. Furthermore, sur-
face modifi cation of the materials is very easy and effective way to get functional 
or smart surfaces to be used as nano-biosensor platform. In that respect many dif-
ferent types of nanomaterials have been developed and used for the detection, 
remediation and protection, such as gold and silver nanoparticles, quantum dots, 
Nano chips and arrays, fl uorescent polymeric and magnetic nanoparticles, fi ber 
optic and cantilever based nanobiosensors, nanofi brillar nanostructures etc. This 
study summarizes preparation and characterization of nanotechnology based 
approaches for the detection of and remediation and protection against chem.-bio 
warfare agents.  
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    19.1   Introduction – Nanoparticles, Nanotubes, 
Nanowires, Nanofi bres 

    19.1.1   Nanoparticles 

 Nanoparticles can be defi ned as the particles having different shape/geometry and 
base materials (i.e., metals, ceramics, polymers etc.) with the size range in submi-
cron and mostly < 200 nm. Nanoparticles have been used in many different types 
of applications including electronics, textile, and coating applications. Due to 
their unique size and ease of functionalization, they have gained attention for their 
use in diagnosis and/or therapy for applications in nano-medicine, especially in 
the last decades. Different polymeric  [  1  ]  and metal nanoparticles  [  2–  4  ] , liposomes 
 [  5–  7  ] , micelles  [  8,   9  ] , quantum dots  [  10–  13  ] , dendrimers  [  14–  17  ] , nanocapsules, 
cell ghosts, lipoproteins and many different nanoassemblies are the frontiers of 
these applications  [  18  ] . A schematic representation of these nanoassemblies is 
given in Fig.  19.1 .  

 The synthesis and fabrication procedures of nanoparticles are directly related to 
the nature of base materials of targeted nanoparticles, using approaches that are either 
bottoms-up or top-down  [  2  ] . Bottoms-up approaches are summarized as below.

   Homogeneous nucleation from liquid or vapor, or by heterogeneous nucleation • 
on substrates,  
  Phase segregation through annealing appropriately designed solid materials at • 
elevated temperatures,  
  Confi ning chemical reactions, nucleation and growth processes in a small space • 
such as micelles;    

 While, some of the top-down approaches for the nanoparticle production, 
include;

   Milling or attrition  • 
  Repeated quenching  • 
  Lithography.    • 

 Various applications of different nanomaterials in biosensoric devices are used 
for the detection of pathogenic microorganisms that have importance to food and 
environmental safety, biosecurity, and biowarfare. Magnetic polymer nanostruc-
tures are a new class of multifunctional nanomaterials that have received consider-
able attention for bioseparation  [  19  ] , tumor hyperthermia  [  20  ]  magnetic resonance 
imaging diagnostic contrast agents  [  21  ] , magnetically guided site- specifi c drug 
delivery agents  [  22  ] , immunological assays etc.  [  23  ] . Magnetic particles (MPs) are 
becoming increasingly popular for biosensors based on antibody recognition that 
have a wide range of monitoring applications in clinical, environmental, homeland 
security, and food security. Using a magnetic nanoparticle not only for labeling and 
separation of an analyte, but also for direct quantifi cation, provides an easy and simple 
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way of detection  [  24  ] . These magnetic nanoparticles easily show response to exter-
nal magnetic fi elds and are easily and readily removed from solutions. 

 Figure  19.2a , b show AFM images of magnetic Fe 
3
 O 

4
  (a) and magnetic Fe 

3
 O 

4
  

encapsulated chitosan nanoparticles (b). Highly sensitive detection of  E. coli  was 
achieved by using magnetic Fe 

3
 O 

4
  loaded chitosan nanoparticles that were syn-

thesized by co-precipitation method and are mostly core-shell structures with a 
range of approximately 180–220 nm in diameter and a saturation magnetization 
of 24.8 emu/g.  

 Streptavidin was used as a model antibody which covalently bonded onto the 
magnetic Fe 

3
 O 

4
  loaded chitosan nanoparticles via carbodiimide activation. The 

binding effi ciency of Avidin was 88%. These nanoparticles were used for the detec-
tion of bacterial cells from complex matrices. The capture effi ciency of  E. coli  from 
a complex medium was 56%. Based on these results these nanoparticles can be used 
for rapid, label-free, sensitive and selective detection of  E. coli .   

    19.2   Nanotubes 

    19.2.1   Carbon Nanotubes 

 Carbon nanotubes have stimulated extensive research into the properties of nano-
meter-scale cylindrical carbon networks after their discovery by Iijima in 1991  [  25  ] . 
The researchers have fabricated several forms of the carbon nanotubes (CNTs) doc-
umented in the form of books and reviews in  [  26–  29  ] . Carbon can exist in three 
allotropic forms in the solid phase such as graphite, diamond, and fullerene as seen 
in Fig.  19.2 . Graphite is made by layered planar sheets of sp 2  hybridized carbon 
atoms bonded together in a hexagonal network. The different geometry of the chem-
ical bonds makes graphite soft, slippery, opaque, and electrically conductive. Single 
Walled Nanotubes (SWNT) can be considered as long wrapped graphite sheets. 
Nanotubes generally have a length to diameter ratio of about 1,000 so they can be 
considered as nearly one-dimensional structures. The lengths of single-walled car-
bon nanotubes (SWCNTs) changes from several 100 nm to several micrometers and 
diameters of 0.4–2 nm and the diameter of coaxial multiple-walled (MWCNTs) 

  Fig. 19.1    Schematic representations for different types of nanoassemblies       
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  Fig. 19.2    (a) Magnetic. Fe 
3
 O 

4
  chitosan nanoparticles, (b). Magnetic Fe 

3
 O 

4
  encapsulated chitosan 
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carbon nanotubes changes between 2 and 100 nm  [  29  ] . Their remarkable material 
properties, such as strength, rigidity, durability, chemical vigor, thermal conduc-
tivity, and (perhaps most importantly) electrical conductivity, make them very 
versatile  [  30  ]  (Fig.  19.3 ).  

 The potential applications of CNTs include energy storage (i.e., hydrogen 
 storage, lithium intercalation and electrochemical supercapacitors), molecular elec-
tronics (i.e., FETs), nanoprobes/sensors, composite materials, templates and 
 biomedical applications. For biomedical applications, one of the concerns is due to 
lack of solubility in aqueous medium, which can be overcome by chemical modifi -
cation and functionalization. Additionally, recent studies have shown that biological 
and bioactive molecules such as amino acids, proteins, carbohydrates and nucleic 
acids can be conjugated with CNTs  [  31–  35  ] . 

 These modifi cations can be categorized into three main approaches; covalent 
attachment (chemical bond formation), noncovalent attachment (physical adsorp-
tion) and a hybrid attachment where a small molecule, called as anchor, is fi rst 
noncovalently adsorbed to the CNT followed by a chemical reaction between the 
anchor and the biomolecules of interest  [  29  ] .  

    19.2.2   Titania Nanotubes 

 High sensitivity, selectivity, the ability to operate in turbid solutions, amenability 
for rapid analysis and miniaturization are some of the advantages of electro-
chemical biosensors  [  36  ] . Modern electrochemical techniques are limited by 
very low detection limits (typically 10 −9  M) and electro activity of the enzyme or 
protein while immobilizing onto electrode surface. Furthermore, unfavorable 
orientation or nonspecifi c adsorption of biomolecules generates serious reduc-
tion in catalytic activity  [  37  ] . The regular structure and high reactive surface of 
inorganic nanostructured materials show much promise for use in protein bind-
ing and thermal stability. TiO 

2
  is a widely used inorganic material for coatings, 

medical devices in the forms of tubular, particle or fi bers. This material has also 
shown its utility in numerous applications such as gas sensing, solar cells and 
biosensing  [  38  ] . 

 Since the nanostructured TiO2 has magnifi cent physical and chemical properties, 
the preparation of oriented, highly ordered nanotubular TiO2 by anodization of 

Graphite Fulleren MWCNT Diamond

  Fig. 19.3    Allotropic forms of carbon       
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 titanium is an area receiving much attention in recent years. Titania nanotube layers 
can be easily produced by process called anodization. Nanotubular titania layers grow 
in acidic electrolytes under specifi c electrochemical conditions. TiO 

2
   nanotubes 

with large surface areas and good uniformity and conformability over large areas 
fabricated by the anodic oxidation of Ti substrates show much promise for the 

  Fig. 19.4    Two types of Titania layer production. ( a ) Nanoridges and ( b ) nanotubes       
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immobilization of biomolecules in electrochemical biosensor design  [  39  ] . Besides 
nanotubes, TiO 

2
  layers can be produced as nanoridges by altering the anodization 

parameters. The ability of generating different forms of titania layers give fl exibility 
towards design of electrode. 

 Surface-enhanced Raman spectroscopy (SERS) is a useful analytical tool that 
can provide signals with high information content (characterization of compounds 
due to the structural information) concerning a biological sample. This information 
is commonly used for detection of (bio) molecules. The SERS technique may pro-
vide up to 10 14 -fold enhancement in Raman signal intensity, and this is suffi cient to 
detect pico- to femtomolar amounts of biomolecules. Rough surface of conductive 
material is required for observation of the SERS signals. A biosensor design which 
combines highly rough TiO 

2
  nanotube layered and SERS tool would have an impact 

in detecting biomolecules from water sources (Fig.  19.4 ).    

    19.3   Nanowires 

 The nanowires are metallic, magnetic or semiconductive nanostructures with dimen-
sions of a few nanometers. At this size due to importance of the quantum mechani-
cal effects, nanowires can be called as quantum wires or nanorods. Silicon is the 
most widely used base materials for the production of nanowires, but silicon is not 
unique. Depending on the application; gold, silver, copper or manganese can be used 
to get incredible selectivity and specifi city with diameters down to 12 in the form of 
metallic or multi-layered structures. Furthermore, nanowires can be made from 
other various starting materials such as manganese oxide, magnesium oxide, nickel, 
cadmium selenide, germanium, titanium dioxide, alumina, bismuth, indium phos-
phide, palladium, gallium nitride, zinc oxide, and silicon carbide. The nanowires 
can be produced by suspension or deposition techniques. In the suspension tech-
nique; a suspended nanowire is created in a vacuum chamber, made by chemically 
etching a bigger wire, by blasting a larger wire with high energy particles or by 
pushing a nanoprobe’s tip into the soft surface of a partly melted metal and pulling 
it back to get a nanowire. In the case of deposition technique; metal nanowires can 
be produced by electrodeposition onto the cleaved edge of an molecular beam epi-
taxy, MBE-grown semiconductor heterostructure. The metal preferentially deposits 
onto the edge of one specifi c semiconductor layer, yielding a nanowire of a few 
nanometers in thickness  [  40  ] . 

 The nanowires have unique electrical properties due to their super small size. 
The main problem with the electrical properties of the nanowire is form the edge 
effect, which comes from the atoms that are on the nanowire surface that are not 
completely bonded to adjacent atoms (like those within the nanowire interior). The 
anbonded atoms cause defects within the nanowire which affects its electrical 
 conductivity. This effect increases by decreasing the size of the nanowire due to the 
higher amount of atoms on the surface than interior part in this size. Nanowires can 
be used in many different types of applications such as optical, magnetic, sensing, 
solar cell and/or electronic applications.  
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    19.4   Nanofi bers 

 Nanofi bers are fi bers having less than 100 nm in diameter that can be characterized 
by their fl exibility and aspect ratio of 1,000:1. Their high specifi c surface area, fl ex-
ibility and superior directional strength makes fi bers very attractive materials in 
many different types of applications within the textile industry, aerospace industry, 
biomedical applications and so on. Polymeric nanofi bers can be processed by a 
number of techniques such as drawing, template synthesis, phase separation, self-
assembly and electrospinning  [  41–  44  ] . 

 In the drawing process to produce nanofi bers; a micropipette with a few microm-
eters in diameter was dipped into the droplet near the contact line using a microma-
nipulator. The micropipette was then withdrawn from the liquid and moved at a 
speed of approximately 1 × 10 −4  m/s, resulting in a nanofi ber being pulled. The 
pulled fi ber was deposited on the surface by touching it with the end of the micropi-
pette. The drawing of nanofi bers was repeated several times on every droplet. The 
drawing process can be considered as dry spinning at a molecular level  [  45  ] . 

 A particular template or mold is used to produce required material or structure in 
the template synthesis. In the case of nanofi ber creation by template synthesis; the 
template refers to a metal oxide membrane with through thickness pores of nano-
scale diameter. The application of water pressure on one side and restrain from the 
porous membrane causes extrusion of the polymer which, upon coming into contact 
with a solidifying solution, gives rise to nanofi bers whose diameters are determined 
by the pores  [  46  ] . 

 In the drawing process, only viscoelastic materials that can withstand applied 
stresses can actually be used, which limits the application of this method. On the 
other hand, the template synthesis method does not result in the production of con-
tinuous fi bers. Therefore, phase separation, self-assembly and electrospinning are 
the most important methods that can be used for the production of nanofi bers. Each 
of these methods has its own advantages and limitations  [  47  ] . 

 In general, the technique the self-assembly technique involves the spontane-
ous organization of individual components into an ordered and stable structure 
with preprogrammed non-covalent bonds. While self-assembly process is respon-
sible for producing several essential biological components (nucleic acid syn-
thesis, protein synthesis, and energy transduction), it is a rather complex 
laboratory procedure that is limited to only a select few polymer confi gurations 
(di-block copolymers, triblock copolymers, triblocks from peptide-amphiphile, 
and dendrimers)  [  44  ] . 

 The most common of these confi gurations for the production of nanofi bers are the 
peptide-amphiphiles (PA). Other self-assembly methods include divalent ion induced 
self-assembly (addition of Ca 2+  ions to cause gelation of the solution) and drying on 
surfaces (simply allowing the pH 8 water solution to dry on a surface)  [  48,   49  ] . 

 Phase separation is a thermodynamic separation of a polymer solution into poly-
mer-rich and polymer-poor/solvent-rich components. Briefl y, a polymer is dissolved 
in a solution and the phase separation is induced, either thermally (most common 
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method) or through the addition of a nonsolvent to the polymer solution to create a 
gel. Afterwards the gel is cooled to the temperature below the glass transition value 
of the polymer and freeze dried under vacuum to produce scaffold with nanofi brous 
structure  [  41,   44  ] . 

 Porous nature of the scaffolds can be controlled by addition of any porogen such 
as sugar, inorganic salt or paraffi n spheres. Porogen concentration, size and geom-
etry can be used as the effective parameters over the pore size and nature. Actually 
phase separation is a simple technique, because it does not need very sophisticated 
equipment and phase separation and can be used to produce nanoporous foams in 
batch to batch consistency, but it is a time-consuming process and is limited only a 
few polymers. 

 The most popular and effective nanofi ber production technique is  electrostatic 
spinning  or briefl y  electrospinning  technique  [  50  ] . It was fi rst used by Formhals in 
1934 and it was patented by him shortly thereafter. The study consisted of an experi-
mental setup for the production of polymer fi laments by using electrostatic force 
 [  51  ] . In this technique; the nanofi bers can be created through an electrically charged 
polymer solution or melt. Here a low current and high potential (i.e., in kV range) 
DC power supply is used and the polymer drop was drawn into the fi ber form due to 
this high voltage application. A schematic representation of the electrospinning 
technique is given in Fig.  19.5 . As seen from the fi gure polymeric nanofi bers are 
formed from the solution/melt of the polymer stock between two electrodes 
(i.e., spinneret and collector as the anode and cathode) bearing electrical charges of 
opposite polarity. During the process charged polymer solution/melt is drawn out of 
a metal hole (i.e., from the end of a needle) and is converted into the jet form towards 
the collector.  

 Electrospun nanofi bers are accumulated over the collector and have randomized 
structures. An example of scanning electron microscope (SEM) micrograph of a 
polymeric nanoscaffold is given in Fig.  19.6 .  

  Fig. 19.5    Schematic representation of electrospinning technique for nanofi ber production       
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 The most effective parameters over the nature of nanofi bers in the  electrospinning 
technique can be categorized into the three main topics as follow:

   Polymer solution/melt characteristics (i.e., viscosity/molecular weight, elastic-• 
ity, surface tension of the polymer solution)  
  System parameters (i.e., spinneret characteristics, electric potential at the capil-• 
lary tip, gap between the spinneret and collector etc.)  
  Process conditions (i.e., polymer solution/melt temperature, medium humidity, • 
air velocity in the electrospinning chamber etc.)  [  52  ] .    

 Up to date many different types of applications have been investigated for elec-
trospinning technique  [  50  ] . Some of them include;

    • cosmetic applications  (i.e., skin cleaning and healing)  
   • medical applications  (i.e., drug delivery systems, wound dressing, tissue engi-
neering, artifi cial blood vessel and/or nerve guide),  
   • military clothes  (i.e., protective clothes against to chemical or biological hazard-
ous materials),  
   • sensor applications  (i.e., thermal sensor, piezoelectric sensor, biochemical 
sensor),  
   • fi ltration processes  (i.e., liquid or gas fi ltration, molecular fi ltration) and other 
industrial applications.     

  Fig. 19.6    Polymeric nanoscaffold prepared by electrospinning technique       
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    19.5   Cantilever Based Nanobiosensors 

 Biosensors are defi ned as analytical devices, which are able to detect the existence, 
amount and activity of biological molecules due to conversion of physical and 
chemical changes coming from the interactions between analytes and their recogni-
tion elements into signals by using transducers. Nanobiosensor systems consist of 
molecular recognition elements, reporter elements and microfl uidics. Whether it is 
micro- or nanoplatform biosensors, molecular recognition mechanisms are similar 
in principle and based on binding of targets (analyte molecules) with specifi c probes. 
However, related to advances in the miniaturization technologies, demand for por-
table analytical biosensing devices are increased dramatically. As the sensor size 
decreases, required sample volume and analysis time decreases  [  53  ] . 

 The importance of more advanced biosensor systems arise from their rapid 
response capabilities in lower concentrations, for potential use in defense against 
chemical and biological threats especially in pathogen detection or applications 
such as early diagnosis of cancer like diseases. There is a signifi cant demand of 
portable devices in fi eld studies, which are capable of performing analyzes pre-
cisely, accurately and rapidly, as fi eld laboratory type instruments  [  7,   54  ] . 
Nanotechnology based single cell detection methods investigate how the cells are 
responding to environmental conditions, and how they are interacting with neighbor 
cells  [  53,   55  ] . Nanobiosensors must consist of proper components to achieve 
 successful applications. Micro- or nanofl uidics (channels, pumps, mixers, valves) 
are crucial components, which control nanoliter amounts of fl uids in microscale 
volumes. It is important to design suitable conditions to biological elements. The 
other important factor for a sensor system is its operating mechanism. Nanobiosensor 
mechanisms are divided into labeled (gold nanoparticles, quantum dots, fl uores-
cence bindings, magnetic beads) and label-free (cantilever-based sensors, nano-
wires, surface plasmon resonance sensors, nanopores, and surface enhanced Raman 
scattering) methods  [  56,   57  ] .      
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  Abstract   We report on the coating with ZnO adherent thin fi lms of cotton woven 
fabrics by Pulsed laser deposition technique in order to obtain innovative textile mate-
rials, presenting protective effects against UV radiations and antifungal action.  

  Keywords   ZnO thin fi lms  •  Pulsed laser deposition  •  Antifungal action      

    20.1   Introduction 

 Fabrics combined with metal or oxide nanostructures may acquire properties that 
increase the wearer’s degree of comfort over time. One of the materials that increase 
the effi ciency of fabrics in creating comfort is zinc oxide (ZnO). ZnO is a semicon-
ductor compound from the II–VI family that is nontoxic, biocompatible, and chemi-
cally stable under exposure to high temperature with a direct band gap (3.37 e-V at 
RT) in the UV range  [  1  ] . A pulsed laser deposition (PLD) technique was applied to 
obtain high-quality ZnO fi lms  [  2–  7  ] . 

 The morphology and structure of ZnO depositions confer them a hydrophobic or 
hydrophilic behavior. When water comes in contact with the deposition, oxygen 
molecules are captured, thus minimizing the contact between water droplets and 
particles  [  8  ] . The hydrophobic behavior is associated with the high surface rough-
ness. The purpose of this study was to cover fabrics with metal oxides thin fi lms 
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(TFs) by PLD, in order to promote their UV protective, antifungal and super hydro-
phobic behavior.  

    20.2   Materials and Methods 

 The PLD experiments were conducted inside a stainless steel deposition chamber. For 
the multi-pulse ablation of ZnO targets, we used a UV KrF* Excimer laser source 
( l  = 248 nm,  t  

FWHM
   »  25 ns,  u  = 5 Hz). The incident laser fl uence was set at 3.3 J/cm 2 . 

 We manufactured targets in the form of 2 cm diameter and 0.5 cm thick ZnO 
pellets, from commercially available powders that were pressed in a mould and 
sintered. The used substrates were plane fabric samples containing 56/44% cotton/
polyester. For the deposition of one TF structure, we applied 10,000 subsequent 
laser pulses. The polyester side of the fabric was deposited with TF, while the cotton 
side, designed to enter in prolonged contact with the human skin, remained uncoated. 
For physical-chemical characterizations, we used Si(100) wafers, and for contact 
angle (CA) measurements, microscope slides. 

 The substrates were placed parallel to the target, at 4 cm separation distance. All 
depositions were carried out at room temperature. The ZnO TF coatings were 
deposited in high vacuum (2*10 −4  Pa). The identifi cation of crystalline phases was 
carried out on a thick micronic ZnO fi lm deposited on Si(100) by grazing the inci-
dence X-ray diffraction (GIXRD). We used a Bruker D8 Advance diffractometer, in 
parallel beam setting, with monochromatised Cu K 

 a 1
  radiation ( l  = 1.5406 Å). The 

incidence angle was set at 1°, and the scattered intensity was scanned in the range 
20–60° (2 q ), with a step size of 0.04°, and 30 s per step. The investigation of refl ec-
tivity properties on (200–3,300) nm domain were performed using a UV–Vis-NIR 
(Lambda 950, Perkin-Elmer) spectrometer. Air was considered as a reference. 

 The hydrophilic/hydrophobic features of the fabrics were investigated by static/dynamic 
CA studies. The measurements were made using the Drop Shape Analysis System, 
DSA100 model. The angle between the baseline of the drop and the tangent at the three-
phase-line (solid/liquid/vapor) was measured. CAs were estimated by fi tting a polynomial 
equation of second degree to the shape of the sessile drop and then calculating the slope of 
the tangent to the drop at the liquid-solid-vapor interface line. Aspergillus Niger (AN) 
fungi were used for mycological testing. The freshly prepared innoculus was mixed with 
the culture media (Czapek-Dox with 20% glucose) at 45°C. Further on, the mix was 
poured in Petri plates and left to solidify for 20 min. The textile samples were placed in the 
plates with the deposited side in contact with the medium. The samples incubation lasted 
up to 28 days and observations were performed after 3, 14, and 28 days, respectively.  

    20.3   Results and Discussion 

 As visible from SEM, the fi lms were smooth copying the fi bers morphology. 
A characteristic feature was the appearance of very fi ne cracks in the fi lms extending 
along fi bers. Their advent was a consequence of the tensions in the fi lms developing 
during the bending of the textile fi bers. 
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 A GIXRD analyses evidenced that the PLD fi lm consisted of a pure ZnO mono-
phasic hexagonal wurtzite-type structure identical to the raw powder material. 
From refl ection spectra, we observed that for control fabrics, the refl ectivity was 
high and relatively constant over all investigated spectral domains, while for coated 
fabrics, it decreased to 40% for VIZ-NIR and 50–60% in the UV domain. We can 
assume that the refl ectivity drop was due to the more intense absorption by the 
deposited ZnO TF. 

 For the CA studies, during the deposition process, a mask was interposed in 
order to functionalize only a precise region of the fabrics. Two water droplets (~2  m l 
each) were poured on the sample: one on the uncoated area (Fig.  20.1a ), the other 
one on the deposited region (Fig.  20.1b ). In the fi rst case, the water droplet was 
instantaneously absorbed into the fabric’s depth, while for the TF coating, it 
remained on the material’s surface, in minimal contact till evaporation. The CA in 
case of the water droplet poured onto the TF was of 156.6°. Such high values of the 
CA are specifi c to a super hydrophobic behavior  [  9  ] .  

 After 3 days on the control fabric, fungal activity was observed (Fig.  20.2a ). This 
activity was enhanced after 14 and 28 days, AN proliferating on the entire surface 
of the fabrics (Fig.  20.2c, e ). In case of the coated fabrics, fungal activity was com-
pletely stopped after 3 days (Fig.  20.2b ). After 28 days, no traces of AN were rem-
nant on the textiles, demonstrating the strong antimycotic effect of the TF structure 
(Fig.  20.2f ).   

    20.4   Conclusions 

 ZnO TFs were pulsed laser deposited onto textile materials, in order to obtain  antifungal 
and UV protective cloths for biomedical applications. SEM investigations evidenced 
smooth fi lms with fi ne cracks covering entirely the textile fi bers. The GIXRD investi-
gations showed that the ZnO TF consisted of the hexagonal wurtzite-type phase only. 

  Fig. 20.1    Fabrics on which two water droplets were poured: on non-deposited region ( a ), the 
water droplet was completely absorbed while on deposited region ( b ), it was repelled. Shown in 
the inset is the image of static water droplet on the deposited fabric       
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The optical measurements showed a decrease of refl ectivity by a PLD coating  suggesting 
the use of ZnO TF as anti protective layers. CA and wettability tests evidenced a super 
hydrophobic behavior for the ZnO depositions. Biological investigations presented 
inhibition of fungal development on the deposited fabrics, proving their antimycotic 
effect. All results support the conclusion that fabrics with TF coatings show improved 
UV protective, super hydrophobic, and antifungal performances.      
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  Abstract   Functional acrylic copolymers of linear molecular architecture and 
different molecular weights based on –SO 

3
 H and –OH groups containing monomers 

were successfully synthesized via AGET ATRP in mixed solvents medium and 
characterized by NMR, SEC. The polymers could fi nd different applications as 
stimuli-responsive modifi ers to prepare high sensitive sensor surfaces.  

  Keywords   ATRP  •  Acrylates  •  Polyelectrolytes  •  Sensing      

    21.1   Introduction 

 Nowadays, a controlled/living radical polymerization approach for the synthesis of 
polymers having well-defi ned structure, molecular weight and polydispersity  [  1  ]  
shows promise for preparation of advanced materials. These polymers could be 
widely used as sensors  [  2  ] , effi cient organics adsorbing, and/or ion-exchange mate-
rials for decontamination of environment  [  3  ] . 

 One of the major applications of anionic-type polyelectrolytes is the preparation 
of sensor surfaces. Any action on the polymer-coated surface, like solvent replace-
ment, change in a pH, temperature or other parameters of media induces changes in 
surface properties of modifi ed substrate. Schematically, this process could be 
 presented as follows (see Fig.  21.1 ).  
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 The aim of this work was to synthesize functional anionic polyelectrolytes  having 
well-defi ned structure based on 2-acrylamido-2-methyl-1-propanesulfonic acid and 
2-hydroxyethyl acrylate, which could be applied as effi cient modifi ers to prepare 
polymer-based sensor coatings.  

    21.2   Experimental 

    21.2.1   Materials 

 2-Acrylamido-2-methyl-1-propanesulfonic acid (AMPS; M 
1
 ), 2-hydroxyethyl acry-

late (HEA; M 
2
 ), NaOH, CuCl 

2
  (or CuBr 

2
 ), 1,1,4,7,10,10-hexamethyltriethylenete-

tramine (HMTETA; L), ethyl 2-bromoisobutyrate (EBB; I), L-ascorbic acid (LAA; 
R) were analytical grade. Methanol, pyridine (Py) and distilled water were used 
optionally as solvents. HEA was additionally purifi ed according to  [  4  ] .  

    21.2.2   Synthesis of Copolymers 

 The synthesis of linear poly(AMPS- co -HEA) copolymers was carried out via a 
typical AGET ATRP procedure  [  5  ] . Before polymerization, the AMPS monomer 
was changed in sodium salt form to prevent Cu-catalyst decomposition. The reagents 
ratio and conditions of the process were summarized in Table  21.1 . The resulting 
copolymer solutions were intensively dialyzed for 48 h against distilled water 
followed by passing methanol solution through silica gel column. The purifi ed 
polymers were dried on air at ambient temperature and further in a high vacuum to 
a constant weight. The scheme of the synthesis of poly(AMPS- co -HEA) polyelec-
trolytes is presented in Fig.  21.2 .    

    21.2.3   Characterization 

 A 1H-NMR was measured on a Bruker AC-250 instrument at room temperature 
with D

2
O as a solvent. The SEC curves were obtained using SEC instrument 

substrate substrate

  Fig. 21.1    Molecular response of sensor polymer coatings under external infl uence       
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equipped with two columns with PL gel MIXED-B LS, PL-ELS-1000 detector. 
A 0.1 M NaCl solution was employed as eluant at a fl ow rate of 0.5 mL/min and the 
injection volume of the sample solution of 0.1 mL. The values of M

n
, M

w
 and poly-

dispersity, PD, were estimated.   

    21.3   Results and Discussion 

 Copolymers composition calculated from  1 H-NMR data was summarized in 
Table  21.2 . It was found that a deviation of the composition of synthesized copoly-
mers, as well as molecular weights, from the initial (or theoretical) values is appli-
cable and could be due to some undesired processes realized during polymerization 
process. According to the literature data for polymers of similar chemical structure, 
the polydispersity values for AMPS/HEA-based polymers are narrow and depend 
on the components ratio in the initial reactive composition.  

   Table 21.1    Samples composition and synthesis conditions   

 Sample 
 [M

1
/M

2
]:[I]:[Cu2+]:

[L]:[R] ratio, mol  Medium (v/v) 
 Conditions 
(hours/°C) 

 PolyAMPS  200/0:1:2a:2:1   H
2
O  10/25 

 PolyHEA  0/200:1:2a:2:1  Py/H
2
O = 1/1  0.5/25b 

 Copolymer-1  180/20:1:2c:2:1  Py/H
2
O = 1/1  10/25 

 Copolymer-2  140/60:1:2c:2:1  Py/H
2
O = 1/1  10/25 

 Copolymer-2a  700/300:1:5a:5:2,5  Py/H
2
O = 1/1  10/25 

 Copolymer-3  100/100:1:2c:2:1  Py/H
2
O = 1/1  10/25 

   a CuCl 
2
     

  b Crosslinking 
  c CuBr 

2
   

  Fig. 21.2    Synthetic route of poly(AMPS-co-HEA) copolymers preparation       
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   Table 21.2    Characteristics of synthesized homo- and copolymers   

 Sample 

 [M 
1
 ]:[M 

2
 ], mol 

 M 
n,theor

  × 10 −3   M 
n,SEC

  × 10 −3   M 
w,SEC

  × 10 −3   PD  Initial  Obtained 

 PolyAMPS  200:0  200:0  46.1  297.3  715.1  2.41 
 PolyHEA  0:200  0:200  23.2  –  –  – 
 Copolymer-1  180:20  162:38  43.8  59.6  133.7  2.24 
 Copolymer-2  140:60  130:70  39.2  48.4  128.5  2.65 
 Copolymer-2a  700:300  681:319  196.0  57.2  177.2  3.10 
 Copolymer-3  100:100  100:100  34.6  104.4  196.2  1.88 

 Thus, the polydispersity of synthesized polymers have appropriate value for 
preparation of effi cient sensor polymer coatings on different substrates. To prove 
this conclusion, corresponding studies are planned.  

    21.4   Conclusions 

 Based on the results the follow conclusions are drawn. Functional acrylic copoly-
mer anionic-type polyelectrolytes have been successfully synthesized and charac-
terized. M 

n
  and M 

w
  values of the copolymers are varied in the range of ~0.48–1.05 × 10 5  

and 1.29–1.96 × 10 5 . The polydispersity values of poly(AMPS- co -HEA) for such 
molecular weights are appropriate for preparation of effi cient sensor, stimuli-
responsive polymer coatings.      
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  Abstract   Hollow silica microspheres (HSM), as effi cient drug delivery carriers, 
were successfully prepared via a facile water-in-oil emulsion method using water 
glass precursor. The kinetics of drug release in aqueous medium was simulated 
using water-soluble erythrosine. Hollow silica microspheres show intensive release 
of active component at the beginning stages of introduction into aqueous (organism-
imitating) conditions. Release rate of the model compound decreased and desorp-
tion time increased in the follow range: hollow silica microspheres > porous silica 
microparticles > silica nanoparticles.  

  Keywords   Silica microspheres  •  Carriers  •  Absorbents  •  Controlled release      

    22.1   Introduction 

 The highly intensive search of new materials for drug delivery is a priority area in 
medicine and chemical science for the last decade  [  1  ] . Some known carriers do not 
provide an appropriate release rate when introduced into the inward parts of human 
body. Thus, the search and development of high-performance nontoxic and biocom-
patible carriers for effi cient drug delivery and release procedures is a very important 
goal for modern material, medical and pharmaceutical sciences. 

 In this work, the hollow silica microspheres, HSM, were successfully 
synthesized and analyzed for effi cient drug release using water-soluble model 
compounds.  

    I.   Bei   (*) •     A.   Tolstov   •     A.   Ishchenko  
     Institute of Macromolecular Chemistry of the NAS of Ukraine ,   Kharkivske shose 48 , 
 02160   Kyiv ,  Ukraine    
e-mail:  irynabei@meta.ua   

    Chapter 22   
 Synthesis of Hollow Silica Microspheres 
with High-Developed Surface Area 

 Synthesis    of Hollow Silica Microspheres       

       I.   Bei      ,    A.   Tolstov   , and    A.   Ishchenko      



216 I. Bei et al.

    22.2   Experimental 

    22.2.1   Reagents 

 Water glass (Na 
2
 O·xSiO 

2
 ·yH 

2
 O, Na 

2
 O/SiO 

2
  = 3.0, density 1.40 g/mL), hexane, 

 distilled water, NaHCO 
3
 ,  i -C 

9
 H 

19
 C 

6
 H 

4
 O(C 

2
 H 

4
 O) 

n
 H and N,N-di-(2-hydroxyethyl)-

cocamide (both are non-ionic surfactants) were analytical grade and used as received. 
A water-soluble erythrosine was used as a model compound. For reference samples 
two types of silica, namely highly porous silica microparticles and silica  nanoparticles 
(AEROSIL A-175) were used.  

    22.2.2   Preparation of Hollow Silica Microspheres 

 Preparation of HSM was carried out using a slightly modifi ed water-in-oil emulsion 
technique  [  2  ]  using hexane as organic (oil) phase and non-ionic surfactants of other 
chemical structure. Raw microspheres were washed by hexane and water for several 
times to remove all reagents.  

    22.2.3   Loading and Release of Erythrosine 

 Erythrosine, which was used as a model, has been loaded into HSM by immersing 
of the sample in 1 mg/mL water solution for 96 h. After that, the solution was 
decanted from the silica sample and kinetics of the model release in aqueous medium 
was studied. A release rate (mg/h) of erythrosine during desorption process and 
desorption time were determined and discussed. The same procedures were per-
formed with other types of the silica samples.  

    22.2.4   Characterization 

 FTIR studies of the samples were carried out by a Bruker Tensor TM  37 FTIR ana-
lyzer. SEM characterization was performed by a JEOL JSM 6060 microscope at 
an  operating voltage of 30 kV. The kinetics of erythrosine release was studied by 
a spectrophotometer SP-46. The erythrosine content was determined at 
 l  

abs
  = 540 nm.   
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  Fig. 22.1    SEM image of prepared hollow silica microspheres. Inset image is an enlarged photo-
graph of a single sphere       

    22.3   Results and Discussion 

 In Fig.  22.1 , it can be seen that the size of prepared HSM is in the range of 
100–350 nm, but actually, a sphere size of main fraction (>90%) is at about 250 nm. 
The wall thickness of prepared spheres is about 35 nm and varied unsubstantially.  

 Figure  22.2  shows FTIR curves of HSM, model compound and HSM/model 
before desorption process. Due to a relatively low concentration of erythrosine, cor-
responding bands of the model are unresolved at presented scale. This fact did not 
make it possible to determine the physical bonding of model compounds with 
silanol groups of HSM surface. However, it was clearly found that a strong high 
frequency shift of  n  

OH
  complex band centered at 3,291–3,394 cm −1  occurred due to 

adecreasing H-bonded hydroxyls content as a result of adsorption of the model 
molecules onto silica surface and their interaction with one.  

 Erythrosine release kinetics studies are presented in Table  22.1 . It was found that 
the particle size did not play a signifi cant role in the release process, whereas poros-
ity and, especially, structure features of the particles are very important parameters. 
The hollow structure of silica microspheres provides an erythrosine release rate ten 
times higher than that of the other types of silica samples. Moreover, desorption 
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time of erythrosine for HSM sample is shorter than that for silica samples. These 
features of behavior should also provide fast delivery of corresponding active agents, 
like antibiotics, for effi cient action of the drugs on pathogens.   

    22.4   Conclusions 

 The results suggested that it is possible to prepare hollow silica microspheres carri-
ers for effi cient release of drug simulated compound. The release kinetics studies 
have shown that these microspheres are much more effi cient than other silica 

  Fig. 22.2    FTIR curves of ( 1 ) HSM, ( 2 ) erythrosine, and ( 3 ) HSM/erythrosine system. The inset 
image presents the structure of erythrosine       

   Table 22.1    Erythrosine release kinetics studies data   

 Sample 
 Averaged SiO 

2
  

particles size,  m m 
 Release rate, mg/g·
hour (for fi rst 10 h) 

 Desorption time, hours 
(desorption >90%) 

 Eryth-SiO 
2
 -spheres  0.25  0.204  33.6 

 Eryth-Silica gel  30  0.018  36.3 
 Eryth-AEROSIL  0.012  0.019  39.0 
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 samples (micrometer sized silica gel, silica nanoparticles). Prepared hollow silica 
particles could be widely applied as non-toxic and biocompatible drug delivery 
 carriers for internal uses.      
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  Abstract   Virus like particles (VLP) are used to transport immune response- 
modulating agents to target cells to treat them. In order to deliver a high  concentration 
of VLP to the cell, a number of VLP can be attached to a nanoparticle to be used as 
a nanolorry. In this study, SiO 

2
  nanoparticles were attached to Hepatitis B VLP. 

Spectrophotometry measurements, electron, and fl uorescent microscopy evidence 
showed that the SiO 

2
  – Hepatitis B VLP complexes were formed.  

  Keywords   Virus like particles  •  Silica nanoparticles  •  Nanolorry  •  Immunomodulation      

    23.1   Introduction 

 Virus like particles (VLP) can be used as immune response-modulating agents 
that stimulate immune system to respond effectively to a viral infection. VLP 
are injected into the blood vessels to be delivered to specifi c cells, thus causing 
treatment effects. Treatment effi ciency is higher when the concentration of VLP 
near the target cells is high as well. However, the latter can lead to toxic effects. 
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To avoid this, the high concentration of VLP has to be supplied only in a  vicinity 
of the target cells. To reach this, a number of VLP could be attached to a nano-
particle that will act as the nanolorry to deliver VLP. Thus, the overall concen-
tration of VLP in the human organism will be decreased in spite of the high 
concentration near the cell. Taking into account that the electrical charge is 
localized at the surface of VLP  [  1  ] , the latter could be attached to the nanopar-
ticle due to the Coulomb interaction, if the surface of a nanoparticle has an 
opposite charge. The nanoparticle must be harmless in respect to the human 
organism. Both conditions are satisfi ed by SiO 

2
  nanoparticles  [  2,   3  ] . The aim of 

the study is to verify a capability of SiO 
2
  nanoparticles to attach VLP, hepatitis 

B viral capsids being in use as a model.  

    23.2   Materials 

 VLP (hepatitis B viral capsids) were provided by the Latvian Biomedical Research 
and Study Centre. Certifi ed SiO 

2
  nanoparticles were bought from the Sigma-Aldrich. 

Size of the nanoparticles was equal to 10–20 nm.  

    23.3   Methods 

 To study the capability of SiO 
2
  nanoparticles to attach VLP, the optical absorbance 

spectra of VLP, SiO 
2
  nanoparticles and VLP+SiO 

2
  mixture in buffered solutions 

were recorded and compared. Alterations of optical absorbance spectra of VLP+SiO 
2
  

mixture and their time dependent behaviour in comparison with the spectra of VLP 
and/or SiO 

2
  were expected because of the attachment of VLP to silica 

nanoparticles. 
 The Thermo Spectronic Helios Gamma spectrophotometer was in use to 

record absorbance at wavelengths 200–1,090 nm. VLP were contained in buff-
ered solution prepared from 20 mM Tris-HCl pH 7.8, 5 mM EDTA, 150 mM 
NaCl, and 1 l distilled water. NaCl concentration was equal to the concentration 
in the physiological solution. 1 mg of SiO 

2
  nanoparticles was mixed with 1 ml 

of the buffer solution. The concentration of VLP was 12  m l in 1 ml of the solu-
tion that corresponded to optical absorbance value 1 (±5%) at wavelength 
260 nm. The value 12  m l resulted from the calibration procedure to reach the 
Beer-Lambert condition. Transmission electron microscopy (TEM) and fl uores-
cence microscopy (FM) were employed to observe VLP. JEOL JEM-1200EX 
microscope was in use for TEM, and Leica DMI 3000 B microscope for FM. To 
record the fl uorescence, VLP were marked with green FITC agent that forms 
covalent bonds with VLP amino acids. Fluorescence was excited at 490 nm and 
detected at 515 nm.  
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    23.4   Results and Discussion 

 Figure  23.1  provides the optical absorbance spectra of the SiO 
2
  and VLP+SiO 

2
  

 solutions. The absorbance decreased during 24 h and precipitations were observed 
at the bottom of the test-tube. Precipitation could obviously result due to the gravita-
tion forces. The absorbance of the VLP solution did not change during 24 h and no 
precipitations were formed. It was assumed that SiO 

2
  nanoparticles remained 

motionless during the absorbance measurement because measurement time was 
much shorter (~1 min) than the time interval needed to observe the instability of the 
spectra (24 h).  

 The absorbances of the VLP and SiO 
2
  solutions relaxed in time were superposed 

at 260 nm and compared with the one observed from the experiment (Fig.  23.2 ). 
The superposed graph (the dashed line) differs from the one from the experiment 
(the solid line).  

 This gives evidence that VLP and SiO 
2
  nanoparticles form complexes. TEM 

showed that VLP and SiO 
2
  nanoparticles attached to each other (Fig.  23.3 ).  

 Fluorescence microscopy gave more evidence on the VLP+SiO 
2
  coupling 

(Fig.  23.4 ). The VLP solution without the nanoparticles had homogeneous fl uores-
cence. When SiO 

2
  nanoparticles were added to the VLP solution, fl uorescence 

existed only in the areas where SiO 
2
  nanoparticles were present.   

  Fig. 23.1    The alteration of optical absorbance of the VLP, SiO 
2
  and VLP+SiO 

2
  solutions infl u-

enced by time       

 



224 Yu. Dekhtyar et al.

  Fig. 23.2    Changes in the 
optical absorbance (at 
260 nm) in solutions during 
24 h       

  Fig. 23.3    TEM micrographs of the VLP, SiO 
2
 , VLP+SiO 

2
  solutions       

  Fig. 23.4    FM micrographs of VLP and VLP+SiO 
2
  solutions       
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    23.5   Conclusions 

 Spectrophotometry and fl uorescence microscopy showed that the hepatitis B 
VLP+SiO 

2
  complexes were achieved in buffered solution. The hepatitis B VLP+SiO 

2
  

complexes perhaps could be in use to transport VLP to the cells.      
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  Abstract   Poly-perfl uorosulfonic acid (PFSA) membranes modifi ed by  sulfonamide 
groups are obtained by ammonia treatment followed by a glycerine treatment. 
Fourier transform infrared spectroscopy (FT-IR) was used for identifying the  specifi c 
functional groups. Thermal properties, such as glass transition and degradation, are 
studied by Differential Scanning Calorimetry (DSC) and by Thermo Gravimetric 
Analysis (TGA). The in-plane four-electrode technique was used for obtaining 
 proton conductivity values as function of temperature.  

  Keywords   PFSA membrane  •  Proton conductivity  •  Fuel cell      

    24.1   Introduction 

 Proton exchange membrane fuel cells research focused on developing new proton 
conducting polymer membranes operating at high temperatures, of up to 200°C, and 
less expensive catalysts for replacing Pt and Ru – based catalysts and bipolar plates 
 [  1  ] . Among proton exchange membranes, PFSA membranes are the most commonly 
used  [  1  ] . A major disadvantage of PFSA membranes is the low ionic conductivity at 
a low relative humidity and/or at high operating temperatures, because of the chemi-
cal degradation processes  [  2–  4  ] . In this paper, physical properties of  perfl uorosulfonated 
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modifi ed/cross linked by amide groups are studied as a  potential mechanical and 
chemical stable proton exchange membrane for fuel cell applications.  

    24.2   Experimental 

 A Fumapem-1050 PFSA membrane was treated as follows: immersed in a solution 
of 500 mg potassium hydroxide in 50 ml of 28% aqueous ammonia at 10°C for 3 h, 
heated at 200°C for 30 min, then the procedure was repeated, treated in 10% solu-
tion of potassium hydroxide for 2 h at 80°C, acid exchange treatment in 10% hydro-
chloric acid solution, soaked in glycerine for 48 h. Samples were indexed as follows: 
F1050 – the initial PFSA membrane, F1050-NH-Gy – the modifi ed membrane. 

 The membrane water uptake (WU) was determined as follows: samples were soaked 
in water for 24 h and weighed immediately after blotting the free surface water; then, 
the wet membranes were dried for 12 h at 80°C: WU(%) = (M 

wet
 −M 

dry
 )/M 

dry
 *100. 

 The ion exchange capacity (IEC) was determined as follows: acidic form mem-
branes were converted to salt form by immersion in 1M NaCl solutions for 24 h; the 
exchanged H+ ions in solutions were titrated with 0.05 M NaOH solutions: 
IEC(meq/g) = ml NaOH x molarity NaOH/dry membrane weight. The FT-IR spectra 
were obtained in transmission in the interval 4,000–400 cm −1  with a FT-IR Jasco 
Spectrometer, 4 cm −1  resolution. 

 Thermal analyses were performed by means of DSC (Mettler Toledo) and TGA 
(Mettler Toledo) in air at a heating rate of 10°C/min in range 25–470°C. The con-
ductivity was measured via four-point BekkTech conductivity test cell (BT-512 
Membrane Conductivity Test System, Bekktech LLC, USA) in the temperature 
interval 30–95°C.  

    24.3   Results 

 Conformational differences between F1050 and F1050-NH-Gy have a strong infl u-
ence on WU and on IEC (Table  24.1 ). This difference can be justifi ed by the cross 
linking of the membrane, an effect that limits the hydration level and affects also 
IEC values.  

 FT-IR spectra (Fig.  24.1 ) show specifi c peaks of the perfl uorosulfonated mem-
brane backbone, similar to other reported results  [  5  ] . In the F1050-NH-Gy spec-
trum, the 2,300 cm −1  peak shows an increase in cross-linking degree, due to 
carboxyl groups.  

   Table 24.1    PFSA membrane 
characteristics   

 Sample code  Water uptake (%)  IEC (meq/g) 

 F1050  28.50%  1.018 
 F1050-NH-GY  17.02%  0.625 
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  Fig. 24.1    FT-IR spectra of F1050 and F1050-NH-Gy membranes       

  Fig. 24.2    Thermal behaviour of F1050 and F1050-NH3 – TGA and DSC (^exo)       

 DSC and TGA curves (Fig.  24.2 ) reveal specifi c thermal behavior features. 
Although the onset temperature is lower for the modifi ed membrane, the mass loss 
associated to this process is lower.  

 Ionic conductivity measured at a fi xed relative humidity (70%) has a specifi c 
dependence on the temperature, whereas three distinct regions appear in the con-
ductivity vs. temperature logarithmic representation (Fig   .  24.3 ).   
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    24.4   Conclusions 

 F-1050 PFSA membrane was modifi ed by sulfonamide groups via ammonia 
 treatment followed by a glycerine treatment. DSC and TGA analyses prove that 
the modifi ed membrane has a thermally stable structure. The F1050-NH-Gy mem-
brane shows a higher conductivity than F1050 at low temperatures, without a  notable 
infl uence at temperatures above 55°C. Therefore, studies are planned in order to 
analyze the possibility of direct methanol fuel cell application.      
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  Abstract   We report on the deposition of triacetate-pullulan polysaccharide thin 
fi lms on drug pellets (diclofenac sodium) by matrix assisted pulsed laser evapora-
tion method. The radiation generated by a pulsed excimer KrF* laser source 
( l  = 248 nm,  t  = 20 ns) operated at 2 Hz repetition rate was used for ice targets 
evaporation. The timed – controlled drug delivery was proved by spectroscopic 
 in vitro  studies and  in vivo  anti-infl ammatory investigations on rabbits. We showed 
that the coating of drug pellets with triacetate-pullulan thin fi lms resulted in the 
delayed delivery of the drug for up to 30 min.  

  Keywords   Controlled drug release  •  Triacetate  •  MAPLE      
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    25.1   Introduction 

 Research in drug delivery and targeting systems has traditionally focused on 
 maintaining the drug levels within a desired therapeutic range inside the affected 
regions, and to prevent side effects associated with over and under dosing  [  1–  3  ] . 
However, to accomplish precise control of the drug, biodegradable coating multi-
layers are required and these prerequisites are generally incompatible with conven-
tional wet chemical casting. We proposed the use of biopolymer (triacetate-pullulan) 
coating of active drug substance pellets (diclofenac sodium) to ensure the controlled 
drug delivery in the organism of test (rabbits) animals. To this purpose, we depos-
ited triacetate-pullulan thin fi lms onto the surface of active drug pellets by matrix-
assisted pulsed laser evaporation (MAPLE) method using a KrF* excimer laser 
source ( l  = 248 nm,  t  = 20 ns,  n  = 2 Hz). The novel part of our contribution consists 
in studying the biocompatibility and active substance release by dedicated  in-vitro  
and  in-vivo  studies.  

    25.2   Experimental 

    25.2.1   Materials 

 We synthesized triacetate-pullulan, a derivative of pullulan (P-20 type), following a 
patented original method by the National Institute for Chemical-Pharmaceutical 
R&D, Bucharest, Romania  [  4  ] . Triacetate-pullulan with a substitution degree of 
about 2.9 was obtained by an esterifi cation reaction of the hydroxyl groups with 
acetic anhydride in acetic acid medium and in the presence of sulphuric acid. This 
biopolymer is soluble in organic solvents as chloroform, methylene chloride, ace-
tone, DMF and DMSO. In our study we used the chloroform (having a melting 
point of 209 K) as a solvent in MAPLE experiments because of its good absorptivity 
at the 248 nm (the KrF* laser wavelength)  [  5,   6  ] . As an active pharmaceutical agent, 
we selected the diclofenac sodium in tablets of 25 mg dose. This is a well-known 
non-steroidal anti-infl ammatory drug.  

    25.2.2   Deposition Conditions 

 The colloidal solutions containing less than 2% triacetate-pullulan in chloroform 
were carefully mixed and then frozen at liquid nitrogen temperature. After freez-
ing, the obtained ice targets were rapidly mounted inside the deposition chamber 
and rotated with 0.25 Hz to avoid overheating and possible piercing by multipulse 
laser evaporation. Prior to deposition, the chamber was evacuated down to a resid-
ual pressure of 13 Pa. Thin fi lms of triacetate-pullulan were obtained with a KrF* 
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laser source generating pulses of 248 nm wavelength and 20 ns duration at a 
 frequency repetition rate of 2 Hz. The laser radiation was focused by a fused silica 
lens placed outside the chamber. The incident angle of the laser beam was 45°. 
During deposition, the drug pellet substrate was kept at room temperature. The 
target–substrate distance was set at 4 cm. After preliminary tests and according to 
previous experience  [  7,   8  ]  we used an incident laser fl uence of 400 mJ/cm 2 . The 
irradiation spot area was 11.5 mm 2 . The number of pulses applied for the deposi-
tion of one fi lm was 15,000. 

 For  in vitro  tests, few trials have been performed in view of establishing the 
dispersion/solubilization conditions of the active substance. The diclofenac sodium 
was solved in different dispersion/solubilization environments: (i) Physiologic 
serum (pH = 5.5), (ii) Basic physiologic serum with NaOH, (pH = 8.5 correspond-
ing to small intestine), and (iii) Acidic physiologic serum with HCl, (pH = 3 cor-
responding to stomach). The used concentration was 25 mg active substance in 
10 ml dispersion/solubilization environment. To measure  in vitro  time-release pro-
fi les from uncoated and coated (with MAPLE-deposited thin fi lms) drug pellets we 
followed a specifi c protocol: two sets of uncoated and coated pellets were immersed 
in 50 ml basic physiologic serum (pH = 8.5) placed in two Erlenmeyer recipients. 
All experiments were performed at 37°C while recipients were stirred at every 
30 min. UV/VIS spectra of the active substance in solution were recorded with a 
Secomam – Dathelie UV/VIS spectrophotometer taking the dispersion/solubiliza-
tion environment as reference. In case of  in vivo  tests the pellets were administered 
(12 mg/kg) to two sets of  Chinchilla  rabbits. After 30 min, both rabbits’ ears were 
moistened for 35 times with an infl ammatory solution: pyridine (10 ml), distilled 
water (2.5 ml), volatile Oleum Sinapis and ethylic ether. The ear thickness was 
monitored every 30 min.   

    25.3   Results and Discussion 

    25.3.1   In Vitro Tests 

 The dispersion/solubilization conditions and corresponding response times of 
 gastroresistant coating were given in Table  25.1 . Following these data, the basic 
physiologic serum with NaOH, pH = 8.5 was further used due to the resonable 
response time of 30 min only. The diclofenac sodium concentration in the disper-
sion/solubilization environment was 0.05 mg/ml.  

 To monitor  in vitro  time release profi le of the active drug the UV/VIS spectra 
were recorded (Fig.  25.1 ).  

 The spectrum in Fig.  25.1  exhibits two absorption maxima at 214 and 277 nm.  In 
vitro  time release profi les of the active drug were next obtained at these two charac-
teristic wavelengths. The absorbance results at 214 and 277 nm for 3 h and 30 min 
recording time were represented in Figs.  25.2  and  25.3 .   
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   Table 25.1    Dispersion/solubilization conditions and response times   

 # 
 Dispersion/solubilization environment 
@ 37°C (25 Mg/10 Ml) 

 Dispersion/solubilization response 
time of gastroresistant coating (H) 

 1  Physiologic serum, pH = 5.5  6 – too slow 
 2  Basic physiologic serum with NaOH, pH = 8.5  0.5 – optimal conditions 
 3  Acidic physiologic serum with HCl, pH = 3  No solubility 
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  Fig. 25.1    Absorbance spectra of diclofenac sodium in physiologic serum w/NaOH       
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 From Figs.  25.2  and  25.3 , a retard of about 1 h was visible in case of both 
uncoated and coated pellets. In Fig.  25.2 , a larger active substance delivery was 
noticed after 1.5 h for the uncoated pellets indicative for the existence of a con-
trolled release effect. After 2 h, the delivery got again similar for the two pellets.  

 

 



23525 Functionalized Polysaccharides Processed for Drug Delivery 

    25.3.2   In Vitro Tests 

 Ear oedema presence, consistence and vascular patterns were monitored after the 
infl ammatory solution application. The total observation time was 3 h and 30 min. 
Initially the ear aspect was rather similar in both cases. Then the vascular pattern 
was accentuating reaching a maximum after 1–1.5 h from induced infl ammation 
(1.5–2 h after drug administration). 

 From Fig.  25.4 , it is observed that the coating of pellets does not impede 
enteric active drug dispersion and absorption. Nevertheless for coated pellets a 
slight (30 min.) retardation of infl ammatory effect was noticed. Indeed, in the 
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case of uncoated pellets the maximum effect was reached after 30 min to the 
 difference of coated pellets when the maximum effect was reached after 1 h from 
the infl ammation installation. Results indicated that the triacetate-pullulan thin 
fi lms coating induced a retard dispersion/absorption effect of the active drug 
action at the enteric level.    

    25.4   Conclusion 

 We showed that MAPLE can provide an improved approach to growing high quality 
triacetate-pullulan thin fi lms with close resemblance to the starting composition and 
accurate thickness highly required in controlled release drug delivery systems.  In 
vitro  tests revealed that MAPLE-deposited thin fi lms allowed proper dispersion/
solubilization of active diclofenac sodium. Our spectroscopy studies performed at 
the diclofenac sodium absorption peak maxima at 214 and 277 nm evidenced a 
noticeable time release difference between uncoated and coated drug pellets. The 
coating with triacetate-pullulan thin fi lms induced a retard effect (up to 30 min) of 
the drug release. This data were congruent with the results of the  in vivo  anti-infl am-
matory tests on rabbits after the dosage of the uncoated and coated drug pellets.      
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  Abstract   An electron beam-generated plasma source developed at NRL was used 
to modify polystyrene microtitre plates. A combination of complementary surface 
analytical and biochemical techniques was applied to evaluate the relationship 
between the biotic and abiotic layers, with particular emphasis on the effi ciency of 
the preparation of polymer surfaces and its effectiveness for bioimmobilization. We 
conclude that the development of novel interface materials with superior transduc-
ing capabilities is dependent on the deeper understanding of the complex physico-
chemical, nanoscale interactions between the substrate surface and the biological 
components attached to it.  

  Keywords   Polystyrene  •  Silanization  •  Characterization  •  Functionalization      

    26.1   Introduction 

 Microtitre plates are widely used in clinical diagnostics, biotech and pharmaceutical 
research and development. They are manufactured using a variety of polymeric 
materials, but polystyrene is most commonly employed because it readily adsorbs 
proteins, has excellent optical as well as mechanical properties, and is cost- effective. 
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Typically, biomolecules are non-covalently immobilized through physisorption to 
the polymer substrate. However, this type of biomolecule attachment is often unsta-
ble and may cause protein denaturation, desorption and/or loss of biomolecule 
activity  [  1  ] . Thus, covalent biomolecule immobilization schemes are often preferred 
because they provide more stable attachment and functional display of the biomol-
ecule of interest  [  2  ] . 

 Plasmas are widely used as a preparation step of polymer substrates prior to 
bioimmobilization as signifi ed by numerous review articles on this subject  [  3,   4  ] . 
Plasmas are effective in polymer surface functionalization, thin fi lm deposition, and 
grafting of different functionalities onto the polymer surface. However, even though 
plasmas can produce the desired chemical modifi cations, in most cases, they also 
cause morphological modifi cations. The latter has been shown to affect the activity 
of the immobilized biomolecules  [  2  ] , which is dependent on biomolecules presenta-
tion and orientation  [  5  ] . Therefore, we sought to develop a method that allows for 
precise control over polymer surface characteristics and thus allowing for better 
control over the biomolecule attachment. We use a combination of dry and wet 
chemistry to enhance selectivity in biomolecule immobilization. As a fi rst step 
we use an electron beam-generated plasma characterized by its ability to introduce 
chemical modifi cation without surface roughening  [  6  ]  to activate the polymer sur-
faces. After microtitre plates functionalization, they were silanized and then cross-
linkers were used to immobilize biomolecules of interest. We explored a broad 
range of experimental parameters to determine the optimal conditions for successful 
attachment of the biological recognition elements on a transducing polystyrene sub-
strate surface.  

    26.2   Materials and Methods 

    26.2.1   Materials 

    26.2.1.1   Preparation of Fluorescently Labeled IgG 

 Rabbit IgG was conjugated with Cy3 mono-reactive dye following manufacturer’s 
instructions. The labeled IgG was purifi ed from unincorporated dye by gel fi ltration 
on BioGel P-10.  

    26.2.1.2   Surface Characterization 

  Contact angle measurements  were performed with an automated goniometer (AST 
Products, Inc.) and surface energy estimations were performed as previously 
described  [  7  ] .  Surface elemental and chemical state analyses  were performed on 
K-Alpha X-ray photoelectron spectroscopy as discussed previously  [  8  ] . To produce 
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consistent fi ts of minor C 1s components, their widths were constrained to the 
FMHW of the fi rst peak (285 eV) and their positions were assigned as follows 
C-CO

2
 285.7 eV, C-O 286.6 ± 0.2 eV, C=O 287.6 ± 0.2 eV, O-C=O 289 ± 0.2 eV, 

π-π* 291.7 ± 0.2 eV. A linear combination of Shirley and linear functions with 
consistent parameters was used to model the background.  The polymer surface 
morphology  was examined using an atomic force microscope (Nanoscope III, Veeco 
Metrology, Santa Barbara, CA) operated in tapping mode. Surface images were 
obtained from 5 × 5  m m 2  scans at resolution of 256 × 256 pixels and scan rate of 
1 Hz. For a quantitative evaluation of the topography changes the root-mean square 
(RMS) roughness was calculated as previously shown  [  8  ] .  

    26.2.1.3   Plasma Treatment of Microtitre Plates 

 The experimental apparatus has been discussed previously  [  9  ] . The microtitre plates 
were placed on a 10.2 cm diameter stage located at 2.5 cm from the nominal edge 
of the electron beam. The stage was held at ground potential and room temperature. 
The total gas fl ow rate was held constant at 50 sccm. The experimental conditions 
are summarized in Table  26.1 .   

    26.2.1.4   Microtitre Plate Silanization and Immobilization of IgG 

 Plasma-treated or untreated NUNC Microfl uor I microtitre plates (Thermo Fisher 
Scientifi c) were treated for 30 min with 2% (3-mercaptopropyl)triethoxysilane 
(MPTES) in acidic methanol (pH 4). Plates were treated for 30 min with 1 mM 
4-maleimidobutyric acid N-hydroxysuccinimide ester (GMBS, Amersham-
Pharmacia). Cy3-labeled antibody (1, 3, or 10  m g/mL in PBS) was added into each 
microwell and incubated for 2 h at room temperature with gentle agitation; each 
concentration was patterned in quadruplicate. The plate was read on a Tecan Safi re 
microplate reader.    

   Table 26.1    Summary of 
experimental conditions   

 Exp. #  Pressure (mTorr)  Time (min)  Duty Factor (%) 

 1  60  0.5  10 
 2  90  2  10 
 3  95  2  10 
 4  90  1  10 
 5  90  5  10 
 6  90  2  20 
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    26.3   Results and Discussion 

    26.3.1   Effects of Process Parameters on Reactive 
Species Generation 

 It is important to note that plasma production by electron beams differs from 
 conventional discharges. When high electron energy beam is injected in the back-
ground gas approximately half of its energy goes into gas ionization and dissocia-
tion and only a small fraction into gas excitation. Because there is no electric 
fi eld to heat the secondary electrons (those produced during electron-impact 
 ionization), they quickly cool to produce a large population of low energy elec-
trons. These electrons determine the plasma density, electron temperature, and 
thus plasma potential. The latter is particularly important to the polymer modifi -
cation process, since it will determine the kinetic energy of the ions as they impact 
the polymer surface. 

 We have already shown that the electron temperature in argon is about 1 eV  [  10, 
  11  ]  and is largely independent of process parameters. As shown in Fig.  26.1a , the 
ions bombarding the surface have energies in the range of about 3 eV. In conven-
tional discharges, ion energies could be greater by an order of magnitude or more. 
Energies of a few eV are comparable to the bond strengths in polystyrene; C–C 
( p -bond) energies are 2.6 eV, while C–C and C–H are higher (~4 eV). Thus, the 
mechanism of hydrogen abstraction might differ from the well-accepted physical 
sputtering mechanism in conventional discharge processing.  

 Metastables and photons are important species to consider in polymer  processing. 
Metastables carry approximately 11 eV of energy, which is substantial and can cause 
hydrogen abstraction, radical formation, local heating and thus chain  scission and/or 
crosslinking. Photons are important because they can penetrate deep into the polymer 
structure and cause crosslinking and further surface rearrangement as well. In conven-
tional discharges, metastables and photons are often the dominant species. However, 
their infl uence in this work is limited because their production rates are low in electron 
beam-plasmas. Based on theoretical predictions, in argon the amount of metastables 
is an order of magnitude lower than the amount of ions produced  [  6  ] . 

 A summary of experimental conditions is shown in Table  26.1 . The infl uence of 
process parameters, e.g. duty factor, treatment time, and pressure, on the generation 
of species and the fl ux on the surface of polystyrene has been explored  [  12  ] . 
Variations in the duty factor and treatment time are directly correlated with the fl ux 
of species. Increasing the duty factor increases the time the beam is on, i.e. the time 
between beam pulses is reduced, while increasing the treatment time simply 
increases the total plasma exposure time. However, changing the operating pressure 
affects both the electron beam intensity  [  12  ]  and plasma density  [  10  ]  in this system. 
Figure  26.1 b shows the increase in beam current density with increasing argon pres-
sure. While ion and electron production is increased, their destruction via ambipolar 
diffusion to the walls is decreased (D 

a
 ~1/p), which leads to enhanced ion fl ux 

bombarding the polymer surface. Thus, changing the pressure signifi cantly infl uences 
polymer processing.  
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    26.3.2   Polymer Surface Characterization 

 As variation in pressure has the greatest influence on the production of plasma 
species – charged particles, metastables and photons, it is expected to produce 
the most pronounced difference in oxygen incorporation. The highest degree of 
oxygen incorporation was observed at a pressure of 90 mTorr (exp #2, 
Tables  26.1  and  26.2 ) (O/C = 0.3) resulting in the highest polar component of 
the surface energy as well. The most likely mechanism of polystyrene modifi-
cation in argon is the formation of carbon-centered polymer free radicals (P•), 
which preferentially crosslink. However, chain scission and formation of poly-
enes are also possible  [  13  ] . Higher pressures (exp # 3, Table  26.1 ) did not 
improve the surface chemical composition. In fact, the O/C ratio, C–O group 
concentration and  g  p  decreased. This might be due to an excessive ion flux, 
which may cause an increase in etching and favor chain scission over crosslink-
ing as the dominant mechanism. The surface roughness decreased at all pres-
sures, which might be caused by ablation of low molecular weight fragments 
residing on the polymer surface.  

 Variations in both treatment time and duty factor at a fi xed pressure led to 
similar conclusions. Increase in treatment time from 1 to 2 min (exp # 4 and 2, 
Tables  26.1  and  26.2 ) resulted in higher O/C ratios, increased amount of oxygen 
functionalities (C–O, C=O, COO groups) and improved polar component of the 
surface energy with no change in surface roughness. However, when the polysty-
rene substrate was treated for 5 min (exp # 5, Tables  26.1  and  26.2 ) the O/C ratio 
decreased and surface roughness increased. These results suggested that prolonged 
plasma exposure increases etching, increases surface roughness and promotes chain 
scission and not crosslinking. Increase in duty factor (exp #2 and #6) did not increase 

  Fig. 26.1    Ion energy distribution at a pressure 50 mTorr ( a ) and beam current density as a function 
of pressure ( b )       
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the oxygen incorporation. In fact, it resulted in decrease of O/C ratio as well as a 
decrease of the polar component of the surface energy by a factor of two. Although 
the reasons are not clear, it appears that reducing the time between pulses does not 
promote the incorporation of OH-groups.  

    26.3.3   Biomolecule Immobilization 

 Covalent bioimmobilization was observed only at a pressure of 90 mTorr, treat-
ment time of 2 min and 10% duty factor (exp. #2 Table  26.2 , Fig.  26.2 ). At this 
condition the increase in fl uorescent signal, signifying specifi c biomolecule 
attachment, was 26-fold above the background levels. These results are in direct 
correlation to the presence of oxygen functional groups on the polystyrene sur-
face. That is, when the oxygen functionalities concentration on the polymer sur-
face was optimized, it allowed for effi cient silanization and thus  specifi c  
biomolecule immobilization occurs.    

    26.4   Conclusions 

 The relationship between the plasma generated reactive species and photons, the 
chemical and morphological characteristics of the plasma treated surface and the 
following bio-immobilization were explored. High fl ux of low energy ions, low 

  Fig. 26.2    Biomolecule immobilization effi cacy as a function of plasma treatment time       
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amount of metastables and photons are needed for successful hydroxylation of the 
polystyrene surface without increase in surface roughness. Covalent bio-immobili-
zation was achieved at narrowly defi ned conditions characterized by the highest 
oxygen functionalities concentration and by the highest surface energy.      
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  Abstract   Fullerene N-doped fullerene (C 
50

 N 
10

 )O 
3
 H 

10
  has been synthesized at 

 thermal transformation of pyridine molecules. The synthesis was carried out at spe-
cial reaction conditions, which are optimum for polycondensation of pyridine mol-
ecules. O and H atoms bind to nitrogen atoms and they are positioned exohedrally 
with respect to the pyridine net, (C 

50
 N 

10
 ). Nitrogen atoms in (C 

50
 N 

10
 )O 

3
 H 

10
  molecule 

reside in a hypercoordinated state: there are four bonds with carbon atoms belong-
ing to the pyridine net and one bond is realized either with surface oxygen atoms 
(participating in 3 N–O–H bonds) or hydrogen (participating in 7 N–H bonds). 
N-doped nanocarbon (or “pyridine” nanocarbon) has also been synthesized with 
content of nitrogen not less than 10%wt. containing pyridine (not graphene) frag-
ments. Methods of FTIR, XPS, X-ray diffraction patterns, NMR  13 C and  1 H, mass-
spectroscopy were used.  

  Keywords   N-doped fullerene  •  Hyper-coordinated nitrogen  •  Pyridine  •  Nanocarbon  
•  Polycondensation      
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    27.1   Introduction 

 Carbon nanomaterials are the most effective detectors in the change of properties of 
separate molecules both in live organisms and gas phases. Chemical nanosensors 
based on carbon nanotubes allow the determination of mutations in DNA, the degree 
of ionization of molecules, and traces of explosive substances. Carbon nanotubes 
used as coating materials have unique sensing characteristics according to the syn-
thesis method used. 

 Since inventing fullerenes and single-walled carbon nanotubes (SWCNT), much 
research has examined mechanisms for constructing these types of molecules. At 
issue is how to resolve the selective synthesis of graphene isomers (chair and zig-
zag) of carbon nanotubes. The hypothesis prevails that spherical molecules and 
carbon nanostructures with different morphology (multi-walled carbon nanotubes, 
onions, toroids, nanofi bers) are formed from carbon atoms, which are generated at 
superhigh temperatures (>3500 o C) of graphite evaporation (or another carbon 
material) and at catalytic destruction of organic molecules. The growth of nano-
tubes during pyrolysis process is carried out in accordance with the vapor- liquid-
solid (VLS) mechanism  [  1,   2  ]  on the surface of a catalytic active particle that is 
subsequently a component of SWCNT and other carbon nanostructures. The 
 possibility of formation of fullerene molecules as well as of fullerenes hydrides at 
the usual process of pyrolysis of hydrocarbons in accordance with the VLS mecha-
nism was excluded completely. However, experimental results by Kharlamov et al. 
 [  3,   4  ]  have demonstrated that it is possible to develop a new route of transformation 
of organic molecules at which a direct thermal polycondensation and polymeriza-
tion of benzene molecules  [  5,   6  ]  in fullerenes and their hydrides can be quite real 
(Fig.  27.1 ) and technological. Note that direct synthesis of fullerenes from benzene 
is carried out in fl ame jet at benzene combustion at defi cit of oxygen and at low 
pressure  [  7,   8  ] .  

 Pyridine, C 
5
 H 

5
 N, is a heterocyclic analogue of benzene, C 

6
 H 

6
 , with high basity. 

Therefore, it is suggested that thermal polycondensation of pyridine molecules 
can realize with the formation of a nitrogen-containing fullerene-like molecule. In 
this work, we report results of a new route of thermal transformation of pyridine 
molecules.  

    27.2   Experimental Procedure 

 These studies were carried out using modifi ed (concerning input of initial reagents 
and concentration of reaction products) equipment usually used for synthesis of 
carbon nanostructures. Studies of thermal transformation of pyridine are made in 
reaction conditions providing realization of basically reactions of polycondensation 
and polymerization. Pyrolysis results in the destruction of precursor molecules, and 
subsequent polycondensation and polymerization result in the formation of aro-
matic polymer molecules present on its surface. Kharlamov et al. have established 
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  Fig. 27.1    Mass-spectra of positive and negative ions of toluene extract from products of direct 
transformation benzene molecules       

that among dissolved pyrolysis products, there are transparent threadlike carbon 
crystals  [  9  ]  in addition to fullerenes and fullerenes hydrides  [  3,   4  ] . Therefore, this 
study focuses on solid and solving products of pyridine thermal transformation. 

 The XPS valence-band and core-level spectra of the product synthesized were 
measured using the UHV-Analysis-System assembled by SPECS Surface Nano 
Analysis Company (Germany). The system is equipped with a PHOIBOS 150 hemi-
spherical analyzer. A base pressure of a sublimation ion-pumped chamber of the 
system was less than 5 × 10 −10  mbar during the present experiments. The Mg K a  
radiation ( E  = 1253.6 eV) was used as a source of XPS spectra excitation. The XPS 
spectra were measured at the constant pass energy of 25 eV. The energy scale of the 
spectrometer was calibrated by setting the measured Au 4f 

7/2
  and Cu 2p 

3/2
  binding 

energies to 84.00 ± 0.05 eV and 932.66 ± 0.05 eV, respectively, with regard to  E  
F
 . 

Figure  27.1  shows a survey of the XPS spectra of the products studied. For this 
sample, all the spectral features are attributed to the constituent element core-levels 
or Auger lines. 

 NMR  1 H and  13 C studies were carried out using a universal AVANCE 400 spec-
trometer (Bruker, Germany). Extracts of reactionary mixtures and solutions of indi-
vidual compounds in D 

2
 O, C 

2
 H 

5
 0H and (CH 

3
 ) 

6
 N 

3
 PO 

2
 H 

2
  (hexamethylthreeamides of 

phosphorous acid) were placed in glass ampoules with 5 mm diameter; solids speci-
mens were placed in rotors made from ZrO 

2
  with 4 mm diameter (rotation speed at 

magic angle was 12 kHz). When determining chemical shifts ( d , m.d.) in the NMR 
spectra, signals of tetramethylsilane and adamantane (CPMLS) were used. 

 The FTIR spectra in a refl ectance mode were recorded in the range from 4,000 to 
400 cm −1  with a spectral resolution of 8 cm −1  using a Nexus Nicolet FTIR  spectrometer 
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(Thermo Scientifi c) equipped with a Smart Collector refl ectance accessory. Samples 
under investigation were powdered with KBr in 1:10 ratio.  

    27.3   Studies of Products of Thermal Transformation 
of Pyridine 

 A study of the thermal conversion of pyridine is also important with respect to the 
possibility of the synthesis of N-doped carbon as nanotubes and nanofi bers, nano-
spheres and nanographite with high nitrogen content. It is assumed that the 
 introduction of nitrogen atoms (as well as boron and oxygen atoms) into graphene 
layers can lead to signifi cant modifi cation of electro-physical and acidic-basic prop-
erties of nanomaterials and, as a consequence, to signifi cant changes of their cata-
lytic and absorption characteristics. Non-aromatic nitrogen-containing organic 
substances (in particular, acetonitrile, ethyl and diethylamines) as well as melamine 
and ammonia are used usually as precursors in the pyrolysis processes for obtaining 
N-doped nanocarbon. However, carbon nanotubes derived by pyrolysis (900°C) of 
acetonitrile, contain less than 3 wt.% of nitrogen  [  10  ]  (less than 10% of nitrogen 
contained in acetonitrile passes to carbon nanotubes). When using a mixture of 
ammonia as a nitrogenized reagent with ethylene, the nitrogen content in synthesiz-
ing nanocarbon increases up to 7 wt.%  [  11  ] . 

    27.3.1   Synthesis of “Pyridine” Nanocarbon 

 Pyridine having undergone thermal polycondensation transforms into a product 
consisting of a solid phase as well as a liquid phase on the surface of the solid phase. 
From this product, substance (A) solved mainly in alcohol (water, toluene) are 
extracted consequentially. Precipitate B after treatment of the product with different 
chemical solvents is a nanocarbon as evidenced from data of chemical and XRD 
analyses  [  12  ]  and electron microscopy. In accordance with the chemical analysis, 
nanocarbon derived at different conditions contains nitrogen (up to 15 wt.%), oxy-
gen (up to 7 wt.%), and hydrogen (up to 0.8 wt.%) atoms. It is worth mentioning 
that nanocarbon deriving at a usual process of pyridine pyrolysis contains up to 
4 wt.% of nitrogen. 

 From XPS (Fig.  27.2 ), it is seen that this sample of nanocarbon comprises also 
nitrogen and oxygen. The binding energy of C1s is 285, 0 eV and N1s is 399,8 eV. 
However, the spectrum of O1s has two different intensity maximums: 530,1 eV 
and 532,0 eV.  

 From comparison of FTIR spectra of samples of N-doped nanocarbon with dif-
ferent nitrogen content it is obvious that these spectra resemble each other except of 
the absorption band at 1,680 cm −1 . Absorption bands at 1,428 cm −1  and (1,558–
1,570) cm −1  can be attributed to vibrations of carbon skeleton with conjugated bonds. 
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Bands which are characteristic of valence C–H bonds are absent (Fig.  27.3 ). 
The band at 1,686 cm −1  (as well as the band at 1,524 cm −1 ) is most likely responsible 
for the presence of amide groups, NH–C (O): the tendency of increasing the inten-
sity of this band with increasing contents of nitrogen and oxygen in the sample has 
been detected. Additionally, the absorption bands at 1,361, 1,308 and 1,281 cm −1  
can be attributed to strain (N-H) and (C-N) vibrations. It is worth mentioning that in 
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  Fig. 27.2    XPS survey and core level N1s, O 1s, and C 1s spectra of nanocarbon       
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 paircyanogen (CN) 
x
  and many other substances containing C═N bonds, the 

 absorption occurs at 1,570 cm −1 , i.e. like the band for conjugated bonds C═C. 
Consequently, N-doped nanocarbon derived from pyridine and containing pyridine 
nets (not grapheme ones) is “pyridine carbon”.   

    27.3.2   Synthesis of N-doped Fullerene (C 
50

 N 
10

 )O 
3
 H 

10
  

 The substance A is precipitated from alcohol (or water) solution either as 
 transparent bright-red crystals or as a nanopowder (at quick alcohol  evaporation). 
The degree of substance crystallinity depends on solvent and intensity of its 
precipitation  [  4  ] . 

 After several subsequent recrystallization events, the substance A in accordance 
with the chemical analysis contains nitrogen (17.1 wt.%), oxygen (5.5 wt.%), hydro-
gen (1.2 wt.%) and carbon (72.2 wt.%) and its formula can be written as 
C 

6.01
 N 

1.22
 O 

0.344
 H 

1.2
 . 

 Figure  27.4  shows the survey XPS spectrum of the product under study. For this 
sample, all the spectral features are attributed to the constituent element core-levels 
or Auger lines. It is obvious that the substance A contains carbon, nitrogen and 
oxygen atoms. XPS N 1s and O 1s core-level spectra have their maxima at binding 
energies 399.6 eV and 531.8 eV, respectively. It can be suggested that the molecule 
of the substance under study contains two energy-different types of carbon. The 
value 285.1 eV is characteristic of C 1s binding energy of all carbon modifi cations. 
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The presence of a shoulder on the C 1s core-level spectrum with its binding energy 
at 286.5 eV indicates the existence in the molecule under study of carbon atoms 
binding with a more electronegative atom, i.e. with nitrogen. Therefore, the mole-
cule of the substance under consideration with respect to the electronic structure of 
carbon is heteroatomic.  

 An alcohol solution of C 
6.01

 N 
1.22

 O 
0.344

 H 
1.2

  was studied using chromatographic and 
mass-spectrometry methods. The mass-spectrum demonstrates the presence of four 
lines with the following mass values: 802.6, 413.0, 364.8, and 339.9. The main, 
most intensive peak corresponds to a molecular mass 802.6. Therefore, the molecu-
lar formula of the main substance, in accordance with its content, can be written as 
(C 

50
 N 

10
 )O 

3
 H 

10
  with a molecular weight of 798 (the small difference in four units can 

be explained by the presence of higher isotopes of some elements). 
 In the Raman spectrum of (C 

50
 N 

10
 )O 

3
 H 

10
   [  4  ] , the presence of absorption lines 

indicate the existence of conjugated –C═C– bonds as well as bonds in the OH and 
NH groups in the molecule. Two intensive lines at 1,375 and 1,500 cm −1  correspond, 
respectively, to sp 3 - and sp 2 -hybridized states of carbon atoms. The line correspond-
ing to the sp 2 -hybridized carbon atom is shifted signifi cantly (by about 90 cm −1 ) 
towards lower values of frequency. Probably, the shift is accompanied with the pres-
ence of nitrogen atoms in the system of the conjugated bonds. 

 The FTIR spectrum of (C 
50

 N 
10

 )O 
3
 H 

10
   [  4  ]  reveals absorption bands at 1,656, 1,556 

and 1,387 cm −1  which are characteristic of a carbon skeleton with the conjugated 
bonds and that of amide NH-C(O) groups. Nevertheless, despite the FTIR spectrum 
of N-doped nanocarbon, the FTIR spectrum of (C 

50
 N 

10
 )O 

3
 H 

10
  indicates the presence 

of bands at 3,182 and 3,300 cm −1 , that can be originated from O-H and N-H groups 
respectively. Furthermore, the spectrum contains the absorption band at 2,218 cm −1 , 
which usually is characteristic of nitrile –CN group conjugated with olefi n or ben-
zene. Since the bands that are characteristic of C–H bonds are absent in the FTIR 
spectrum, we suggest that carbon atoms in the molecule under consideration partici-
pate in bonds with carbon and nitrogen atoms. 

 The NMR  13 C spectrum of (C 
50

 N 
10

 )O 
3
 H 

10
  solution in (CH 

3
 ) 

6
 N 

3
 PO 

2
 H 

2
  is presented 

in Fig.  27.5 . The spectrum reveals two signals  d  at 116.4 ppm and 105.1 ppm cor-
responding to two states of sp 2 -hybridized carbon atoms. The NMR  13 C spectrum of 
a water solution of (C 

50
 N 

10
 )O 

3
 H 

10
  also contains two signals (Fig.  27.5 ). However, the 

 d  values of these signals (110 and 105 ppm.) differ slightly from those observed in 
the spectrum of (C 

50
 N 

10
 )O 

3
 H 

10
  solution in (CH 

3
 ) 

6
 N 

3
 PO 

2
 H 

2
  that is likely explained by 

differences of molecular interactions in these systems.  
 In the NMR  1 H spectrum (Fig.  27.6 ) there are signals which characterize the H-O 

and H-N bonds: the most intensive signal with  d  at 8.05 ppm. reveals the presence 
of 3 H–O bonds, while the signals with  d  at 8.66, 8.39, 8.02, 7.67 and 7.46 ppm. 
reveals the existence of 7 H-N bonds. The observing differences in  d  values indicate 
that in (C 

50
 N 

10
 )O 

3
 H 

10
  molecule nonequivalent H-N bonds exist.  

 Thus, according to data of XPS (Fig.  27.4 ) and NMR (Fig.  27.5 ), spectra carbon 
atoms in pyridine net (C 

50
 N 

10
 ) of synthesized molecule ((C 

50
 N 

10
 )O 

3
 H 

10
 ) are in two 

different valent states: namely (C 
2
 )– C –C and (C 

2
 )– C –N. The polycondensation of 

pyridine molecules is formed by the transition of the polymeric aromatic structure 
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  Fig. 27.6    NMR  1 H spectrum of the solution of (C 
50

 N 
10

 )O 
3
 H 

10
  in ((CH 

3
 ) 

6
 N 

3
 PO 

2
 H 

2
 )       

(C 
50

 N 
10

 ) with a number of conjugated –C═C– and –N═C– bonds in which nitrogen 
and carbon atoms can be in the excited state. Further interaction between nitrogen 
atoms with unshared electronic pair and a nearby (in this plane transition structure) 
carbon atom in the neighboring pyridine ring results to forming of a new covalent 
N–C bond and the appearance of curved (or closed) net (C 

50
 N 

10
 ). The fi fth electron 

of the nitrogen atom in this net (N-doped fullerene) can participate in forming of 
exohedral bonds with atoms of hydrogen and oxygen. Therefore, the nitrogen atom 
in molecule (C 

50
 N 

10
 )O 

3
 H 

10
  is in the hypercoordinated state having four bonds with 

carbon atoms in (C 
50

 N 
10

 ), one bond is realized with surface oxygen atoms (3 N–O–H 
bonds), and hydrogen atoms (7 N–H bonds). Due to these polar exohedral bonds, 
the substance dissolves in water and alcohol.   
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    27.4   Conclusions 

 We propose a new route of pyrolysis process – the direct transformation molecules 
of benzene and pyridine to fullerene C60 (and fullerenes hydrides) and closed 
fullerene-like (C 

50
 N 

10
 )O 

3
 H 

10
  molecule (N-doped fullerene) respectively. These new 

substances that were synthesized show promise as good optical sensors.      
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  Abstract   Silver containing polymer composites were successfully synthesized via 
 in-situ  reduction approach. Different functional polymers with hydroxyl, amide and 
amine functionalities have been used as matrices. An infl uence of polymer structure 
and functionality on a size and shape of silver nanoparticles was established via 
FTIR/TEM complex analysis. The materials based on these composites could be 
effectively applied as advanced antibacterials.  

  Keywords   Nanocomposite  •  Controlled synthesis  •  Antibacterial materials      

    28.1   Introduction 

 The development of new effi cient antimicrobial agents is important to combat newly 
appearing highly resistant microorganisms, which has potential to be weaponized 
by terrorists. Nobel metal nanoparticles, especially silver nanoparticles, due to low 
price and high activity, are attracting attention as highly effi cient antibacterial and 
antiviral drugs and materials  [  1  ] . In this work, we synthesized silver containing 
polymer nanocomposites based on polymer matrices of different chemical structure 
via in-situ reduction approach. The size and shape of silver nanoparticles, and 
chemical structure and functionality of the polymer component was studied in this 
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investigation. The results show that it is possible to use developed materials as 
 effi cient antimicrobial coatings for multiple applications.  

    28.2   Experimental 

    28.2.1   Materials 

 As a source of Silver- silver nitrate (Aldrich) was used. Poly(vinyl alcohol) (PVA), 
(M 

w
  = 1.3 − 2.1 × 10 4 ; CCE GmbH), polyacrylamide (PAAm), (M 

w
  = 1.0 × 10 4 ; 

Aldrich) and especially developed poly(ether-urethane) (PEU), and epoxy amine 
resin (EAR), based on commercially available low-molecular or oligomer precur-
sors have been used. Solvents used in this work, viz. water, 1,4-dioxane, methanol 
as received, were used.  

    28.2.2   Preparation of Polymer/Silver Nanocomposites 

 Preparation of the polymer/silver composites was carried out via in-situ reduction 
of silver salt in a polymer solution followed by casting of prepared solutions. The 
silver nitrate dissolved in corresponding polymer solution (polymer content varied 
from 20 to 50 wt.%). The Silver content was 5 wt.% for all prepared compositions. 
In situ reduction was primary induced by short time lightening followed by continu-
ation of the reduction in dark. Prepared polymer fi lms were treated at 80°C for 1 h. 
for solvents removing and fi nishing the reduction process.  

    28.2.3   Characterization 

 FTIR analysis of the composites was carried out using a Bruker Tensor TM  37 FTIR 
analyzer in the spectral region of 4,000–600 cm −1 . TEM characterization was per-
formed by a JEOL JSM 6060 LA microscope at an accelerating voltage up to 
120 kV.   

    28.3   Results and Discussion 

 The mechanism of controlling reduction of silver ions to silver nanoparticles in the 
polymer matrix can be explained from FTIR data (Fig.  28.1 )  [  2  ] . The shift of char-
acteristic bands of OH stretching vibration centered at 3,421 cm −1  (pure PVA) to 
3,253 cm −1  (PVA/Ag) is due to coordination of Ag +  and, latter, Ag nanoparticles by 



25728 Controlled Synthesis of Polymer Composites 

hydroxyls of the polymer. The shift of C-O stretching vibration band from 1,088 to 
1,064 cm −1  also justifi es our conclusion above. Figure  28.1 b shows the coordination 
behavior of silver ions/particles by PAAm functional groups. NH of amide groups 
do not create any coordination bond with silver species (the position of NH band at 
3,347 and 3,193 cm −1  and C–N band at 1,412 cm −1  did not change), whereas C=O of 
amide bonds with silver species results in a shift of  n  

CO
  bands from 1,670 to 

1,656 cm −1 . The data summarized in Table  28.1  show the coordination mechanism 
of silver ions/particles with corresponding functional groups of the polymer  matrices 
for all prepared composites. Early experiments show that coordination interactions 
between metal ions and polymers provide the control of the silver nanoparticles 
formation process.   

 From Fig.  28.2 , it is clearly seen that it is possible to prepare polymer nanocom-
posites with different shapes and sizes of silver nanoparticles, when polymer 
 matrices of different functionality were used. As found from literature  [  3  ] , the anti-
bacterial activity of silver nanoparticles drastically depends on shape and size of the 
particles. Most effi cient antibacterial activity is observed for triangular shaped par-
ticles, even though their size is relatively large.   

  Fig. 28.1    FTIR curves of ( a ) poly(vinyl alcohol) and ( b ) polyacrylamide based composites: 
( straight line ) – pure polymer; ( dot line ) – composite with 5 wt.% of silver       

   Table 28.1    Characteristics of polymer/silver nanoparticles composites   

 Sample  Coordination/stabilization  Particles shape  Particles size, nm 

 PVA/Ag  –(H)O···Ag··· O(H)–  Spheres  ~15 
 PAAm/Ag  –C=O···Ag···O=C–  Triangular prisms; rods  ~25; 120 × 235 
 EAR/Ag  –R···Ag···R–, (R = NR 

3
  and/or OH)  Rods  12 × 180 

 PEU/Ag  –(R) 
2
 N··Ag··N(R) 

2
 –  Spheres  ~4 
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    28.4   Conclusions 

 Silver nanoparticles containing polymer composites have successfully been synthesized 
via an  in-situ  reduction approach. Changing functionality of polymers and, respec-
tively, strength of coordination bonding between silver ions/particles and functional 
groups of polymer matrices provide a formation of polymer composites with defi ned 
shapes and sizes of silver nanoparticles. It supports a possibility for controlling or 
improving the antibacterial activity of synthesized materials.      
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  Abstract   Clean water is one of our most valuable natural resources. In addition to 
providing safe drinking water it assures functional ecosystems that support fi sheries 
and recreation. Human population growth and its associated increased demands on 
water pose risks to maintaining acceptable water quality. It is vital to assess source 
waters and the aquatic systems that receive inputs from industrial waste and sewage 
treatment plants, storm water systems, and runoff from urban and agricultural lands. 
Rapid and confi dent assessments of aquatic resources form the basis for sound 
 environmental management. Current methods engaged in tracing the presence of 
various bacteria in water employ bulky laboratory equipment and are time consum-
ing. Thus, real-time water quality monitoring is essential for National and 
International Health and Safety. Environmental water monitoring includes measure-
ments of physical characteristics (e.g. pH, temperature, conductivity), chemical 
parameters (e.g. oxygen, alkalinity, nitrogen and phosphorus compounds), and 
abundance of certain biological taxa. Monitoring could also include assays of bio-
logical activity such as alkaline phosphatase, tests for toxins such as microcystins 
and direct measurements of pollutants such as heavy metals or hydrocarbons. Real 
time detection can signifi cantly reduce the level of damage and also the cost to rem-
edy the problem. This paper presents overview of state-of-the-art methods and 
devices used for point-of-access water quality monitoring and suggest further 
 developments in this area.  
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    29.1   Introduction 

 Water is not a commercial product, but a heritage which must be protected, 
defended and treated as such. The water industry is one of the major sectors in the 
EU. Strong scientifi c base is needed for training, new knowledge and innovation to 
support the sector. In May 2007, the European Parliament proposed increasing 
from 33 to 61 the toxic products covered by European legislation on water quality. 
Forty fi ve of these were classifi ed as priority substances and should no longer be 
used by 2015. 

 Current measurements of nutrients, such as phosphorous, ammonia and volatile 
fatty acids in water are mostly based on off-line monitoring and imply low fre-
quency data sampling and delay between sampling and availability of the results. 
According to the World Health Organisation (WHO), waterborne diseases are the 
world’s leading cause of death  [  1  ] . To ensure a life-cycle approach to water treat-
ment, the EU’s WFD requires member states to establish monitoring programmes to 
assess the status of surface and groundwater. Real-time monitoring of wastewater 
quality remains an unresolved problem to the wastewater treatment industry. Thus, 
new standards and improved comparability and reliability of existing techniques are 
imperative  [  2  ] . 

 Environmental water monitoring includes measurements of physical characteris-
tics (e.g. pH, temperature, conductivity), chemical parameters (e.g. oxygen, alkalin-
ity, nitrogen and phosphorus compounds), and abundance of certain biological taxa. 
Monitoring could also include assays of biological activity such as alkaline phos-
phatase, tests for toxins and direct measurements of pollutants such as heavy metals 
or hydrocarbons. Real time detection can signifi cantly reduce the level of damage 
and the cost to remedy the problem. 

 Traditionally, the quality of treated wastewater is defi ned by the measurement of 
global parameters such as Biological Oxygen Demand (BOD), Chemical Oxygen 
Demand (COD), Total Organic Carbon (TOC), and Total Suspended Solids (TSS) 
 [  3  ] . Table  29.1  above summarizes normal methods of analysis of some water quality 
parameters.  

 When ammonia is present in levels above 0.1 mg/l N, sewage pollution or indus-
trial contamination may be indicated. The vast majority of water supplies are treated 
with chlorine, a powerful oxidizing agent and an extremely effi cient disinfectant 
requiring continuous monitoring. The treatment works for a public water supply 
characterized by a geographically distributed system that may be prone to leaks. 
Phosphorus is widely used as an agricultural fertilizer and within domestic 
detergents. 

 Table  29.2  above lists current techniques in monitoring wastewater quality and 
their limitations. Examples of molecular methods used to identify specifi c microor-
ganisms and to assess microbial community diversity using DNA sequences  [  4  ]  are 
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listed in Table  29.3 . These methods are applicable for detecting and identifying 
microorganisms (e.g. fecal indicators, pathogens) and examining community com-
position using microbial community DNA  [  5,   6  ] .   

 Consequently, alternative cost-effective point-of-source solutions are necessary 
to assure the safety of water consumption, in particular for real-time wastewater 
quality monitoring.  

   Table 29.1    Normal methods of analysis of some water quality parameters   

 Water quality parameter  Normal method(s) of analysis 

 Acidity  Titration with Sodium Hydroxide 
 Aluminium  Colorimetry; Atomic Absorption Spectrometry 
 Antimony  Atomic Absorption Spectrometry 
 Ammonia  Colorimetric (Manual; Nessler’s Reagent; Automated; Berthelot 

Reaction) 
 Chlorine  Colorimetric 
 Phosphates  Manual or Automated Colorimetry 

   Table 29.2    Status of current techniques in monitoring wastewater quality and their limitations   

 Parameter  Technique  Limitations  [  2  ]  

 BOD  Non-specifi c sensor array 
(electronic nose) 

 Relationship is source/site specifi c and 
time dependent, further development 
needed 

 BOD, COD  Oxidation by hydrogen 
peroxide with UV light 

 Limited range and long (~55 min) 
measurement times, range and 
correlation are source dependent 

 OD, COD, TOC, 
TSS, Nitrates 
and anionic 
surfactants 

 UV spectral measurements 
and multivariate 
calibration 

 Sample handling is problematic, 
 acquisition of reference spectra and 
calibration necessary for samples of 
different origin 

 BOD, nitrates, 
(TOC and 
COD) 

 Optical scattering 
(fl uorescence) 

 Still in infancy, research needed, fl uores-
cence affected by pH and temperature, 
correlation with BOD is plant sensitive. 

 BOD  UV adsorption (280 nm)  Poor sensitivity, uses only one wavelength, 
interferences from particles and toxic 
metals 

 COD, TOC  UV adsorption  Immerged sensor (fouling), infl uence of 
suspended particulate material 

 RQ value  Off-gas analysis (CO
2
 and O

2
)  Does not distinguish C-oxidation from 

N-removal, only big changes in 
nitrifi cation activity can be monitored 

 COD, NH
4
, NO

3
  Artifi cial neural net-

work + multi sensor (pH, 
temp, conductivity, redox 
potential DO, turbidity) 

 Approximate estimation, training needed, 
problems in case of sudden changes in 
wastewater composition, reliable for a 
short period only 
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    29.2   Conventional and Analytical Techniques 

 Water quality assessments are based on the analysis of the physical, chemical and 
bacteriological parameters and require customized apparatus and trained staff. Such 
analytical procedures differ in duration. For example, conventional and standard bac-
terial detection methods such as culture and colony counting methods, immunology-
based methods and polymerase chain reaction based methods, may take up to several 
hours or even a few days to yield an answer. Recently many researchers are focusing 
towards the progress of rapid methods and lead to the design and construction of 
high-selectivity biosensors enabling the presence of chemical and biological water 
pollutants to be detected rapidly. Felfoldi et al.  [  7  ]  studied the occurrence of 
Pseudomonas  aeruginosa  and  Legionella  species with taxon-specifi c PCRs in sam-
ples taken at ten points of a municipal drinking water supply system in 3 months. 
Sequence analysis confi rmed the positivity of samples and revealed a diverse com-
munity of legionellae. The results showed that chlorination was an important and 
effective disinfection method against pathogenic bacteria in drinking water, but 
pathogenic bacteria could reoccur in the system farther away from the chlorination 
point. No strong correlation was found between the presence of the investigated 
potentially pathogenic bacteria and the measured abiotic and biotic parameters within 
the investigated range. It was hypothesized that instead of physicochemical parame-
ters, the main factors infl uencing the presence of pathogens in the drinking water 
were rather the composition of the microbial community, the biotic interactions 
between individual non-pathogenic and pathogenic  microorganisms (competition or 

   Table 29.3    Status of current genomic tools that can be used to assess water quality   

 Tool  Description  Current status 

 Direct hybridization  Detection of genes, gene expression  Requires sequence 
knowledge and DNA to 
label for probe 

 PCR, RT-PCR  Rapid, sensitive detection of specifi c 
taxa, genes, or gene expression 
(RT-PCR) 

 In wide use, requires DNA 
sequence information 

 RAPD, RFLP, AFLP, 
AP-PCR, DGGE, 
T-RFLP, RFLP,
ARDA 

 PCR-based, provides “fi ngerprint” 
of microbial community or the 
genome of microbial strains. 
Useful for description of 
community composition 
and source tracking 

 Widely used 

 Q-PCR, real-time PCR  Rapid, sensitive, quantitative 
detection of target 

 Use increasing rapidly, 
requires sequence 
knowledge 

 Fluorescent in situ 
hybridization (FISH) 

 Allows detection, visualization of 
individual cells 

 Widely used, requires 
actively growing cells. 
Can be combined with 
activity assays 
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promotion of growth) and the structure of biofi lm grown on the inner surface of the 
supply system. 

 Lee et al.  [  8  ]  developed a DNA microarray with 21 oligonucleotide probes to 
detect most of the common waterborne protozoan pathogens. The DNA microarray 
accurately identifi ed 3 test protozoa strains based on the small subunit (SSU) rRNA 
gene sequence. The detection limit was approximately 1 × 10 3  target genes, or 50 
 Cryptosporidium  parvum oocysts, per assay. The detection method developed by 
Kim et al.  [  9  ]  to test for the presence of  E. coli O157:H7  was a multiple use  technique 
which has very low susceptibility to background contaminants. It can be constructed 
mostly from off the shelf components minimizing costs. The sensor targets a DNA 
sequence specifi c to  E. coli O157:H7 . This process amplifi es by approx. 10 9  the 
target DNA present in the sample. The amplifi ed sample is deposited onto a microar-
ray containing the exact opposite DNA sequence. If the target DNA is present in the 
sample the two sequences bond together. 

 Sungkanak et al.  [  10  ]  demonstrated the fi rst cantilever based  cholerae  sensor. 
Commercial gold-coated AFM microcantilevers are immobilized with monoclonal 
antibody (anti-V.  cholerae O1 ) by self-assembled monolayer method.  V. cholerae 
O1  detection experiment was conducted in concentrations ranging from 1 × 10 3  to 
1 × 10 7  CFU/ml. the reported that the microcantilever-based sensor has a detection 
limit of ~1 × 10 3  CFU/ml and a mass sensitivity,  D m/ D F, of ~146.5 pg/Hz, which 
was at least two orders of magnitude lower than other reported techniques.  

    29.3   Onsite Monitoring Stations 

 The monitoring demands are not being met due to the infrastructure and mainte-
nance costs of conventional sensing models. Advanced autonomous platforms capa-
ble of performing complex analytical measurements at remote locations still require 
individual power, wireless communication, processor and electronic transducer 
units, along with regular maintenance visits. Hence the cost base for these systems 
is prohibitively high, and the spatial density and frequency of measurements are 
insuffi cient to meet requirements. Fay et al. developed a wireless aquatic navigator 
for detection and analysis water quality using a cost effective approach  [  11  ] . The 
paper demonstrated a low cost mobile sensing/communications platform together 
with very low cost stand-alone ‘satellite’ indicator stations that have an integrated 
colorimetric sensing material. The mobile platform was equipped with a wireless 
video camera that is used to interrogate each station to harvest information about the 
water quality. VanderNoot et al.  [  12  ]  presented a unattended water sensor which 
employed microfl uidic chip-based gel electrophoresis for monitoring proteinaceous 
analytes in a small integrated sensor platform. The instrument collects samples 
directly from a domestic water fl ow. The unattended water sensor prototype was 
confi gured to detect protein biotoxins such as ricin as a fi rst step toward a total bio-
analysis capability based on protein profi ling.  
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    29.4   Polymer Nanocomposite Sensors 

 Conducting polymer nanocomposite (CPC) materials are of special interest to the 
gas sensor industry where arrays of polymer composites may be used to detect gases 
and odours. These composite gas sensors operate at room temperature, which pro-
vides an advantage over thick fi lm metal oxide gas sensors. Arshak et al.  [  13  ]  
reported the use of an array of conducting polymer nanocomposite sensors contain-
ing both carbon black and polyaniline to detect and identify the food and water-
borne bacterial pathogens such as  Salmonella  spp.,  Bacillus cereus  and  Vibrio 
parahaemolyticus  through production of an individual response pattern for each 
bacterium. Four sensor materials were used to analyse the bacteria vapors. The fi rst 
material consisted of 20% wt. short chain polyaniline (emeraldine salt) grafted to 
lignin (PgL). The next three materials contained polyethylene adipate (PEA) and 
hypermer PS3 surfactant with 10%, 15% and 20% w/w of polyaniline loaded car-
bon black (PAN\CB), respectively. Figure  29.1  shows the responses obtained for the 
PgL sensor when exposed to the vapors given off each bacterium.It has been reported 
that the PgL sensor produced the highest response when exposed to vapours given 
off  Salmonella  with a 70% drop in baseline voltage. However, it did not return back 
to its original baseline voltage afterwards. The sensor’s responses to  B. cereus  and 
 Vibrio  were similar showing that this sensor could not be used on its own as a means 
to differentiate between these three bacteria. The sensor with 10 w/w% PAN\CB 
produced the highest response to each bacterium. This was followed by the sensor 
with 15% PAN\CB while the lowest response was obtained from the sensor with 
20% PAN\CB. Their results showed that sensors with lower volume fraction of 
conducting particles have higher sensitivity. Later the same group  [  14  ]  studied the 
responses of polymer nanocomposite sensors to detect the presence of  Ralstonia 
pickettii . M9 minimal growth medium was used to grow the bacteria and three dif-
ferent concentrations were prepared by taking samples after 2 , 4 and 6 h of growth. 
The sensor responses to  Ralstonia pickettii is shown in Fig.  29.2 . The sensors showed 
large sensitivity to each concentration of bacteria and produced a decrease in 
response over the growth cycle of the bacteria. These sensors demonstrated the 
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 ability to detect early stage actively growing cells in real time, which is of large 
benefi t to high purity water applications. The paper demonstrated that these kinds of 
sensors can be used to detect both lag phase and late exponential and stationary 
phase growing cells in a minimal nutrient environment.    

    29.5   Conclusion 

 Time is a vital factor in water quality monitoring, as there is the potential risk that 
pathogens will be transmitted in the aquatic environment, which is also open to 
bioterrorist attacks. The research at the intersection between nanotechnology, bio-
technology and information technology is enabling the development of effective 
solutions to highly complex problems that were previously irresolvable. Biosensors 
combine the sensitivity and selectivity of classic analytical methods with a wide 
spectrum of advanced technological designs. The integration of biosensor technolo-
gies for water quality analysis with informatics systems for rapid, reliable and cost 
effective detection of contaminants is dependent on optimising sensor response and 
selectivity. To apply biosensor systems for water quality and site monitoring it is 
necessary to consider factors such as low detection limits, the toxicity of the com-
pound, routes of migration and the concentration at which a compound becomes a 
signifi cant threat to environment and health.      
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  Abstract   Water is essential for life, a strategic resource for every country and 
 population. Its availability and sanitary safety is highly connected with the health 
and economic status of a population. The burden of disease due to polluted water is 
a major public health problem throughout the world. Many pollutants in water 
streams have been identifi ed as toxic and harmful to the environment and human 
health, and among them arsenic, mercury and cadmium are considered those with 
the highest priority. Iron is the fourth most abundant element in the Earth’s crust, 
and reactions involving iron play a major role in the environmental cycling of a 
range of important contaminants. Our earlier research has shown that Fe oxides/
oxyhydroxides are particularly effective adsorbents of a range of contaminants 
(toxic metals), due to their high (reactive) specifi c surface area. It has been proven 
that Fe is particularly effective in As removal as a chemical bond is created on Fe 
surface and As is stabilised and can be safely deposited. Removal of contaminants 
from waste streams through precipitation with (hydrous) ferric oxides is an estab-
lished methodology in a number of industrial processes (high density sludge  systems 
for arsenic control in effl uents from the mining industry, and in the treatment of 
textile dye effl uent).  

  Keywords   Iron oxides  •  Water remediation  •  Toxic metals  •  Arsenic      
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    30.1   Introduction 

 In most developed nations, we take access to safe water for granted along with 
accessible water supplies. However, still today nearly one billion people (about 1/8) 
lack access to clean water  [  1  ] . Water contamination provides a signifi cant threat to 
human health and the environment, and has been caused by a number of natural and 
anthropogenic ineffi ciencies, such as, spillage of pesticides and herbicides,  industrial 
discharges from metal fi nishing, wood preserving operations and textile production 
and discharges from service industries involving fuels, solvent use, cleaning and 
paint removal. Over time, these toxic compounds can be carried downstream to 
contaminate groundwater or other receiving streams, poisoning sensitive ecosys-
tems and contaminating drinking water resources. Many pollutants such as heavy 
metals, radionuclides and other substances in water streams have been identifi ed as 
highly toxic and harmful to the environment and human health. Heavy metals are 
non-biodegradable species and thus the special attention should be given to the 
development of techniques for their removal and/or immobilisation. In the aqueous 
environment they occur in dissociated forms (cations i.e. Cd 2+ , Pb 2+ , Cu 2+ , Zn 2+ ; 
anions/oxyanions i.e. HAsO  

4
  2−  , CrO  

4
  2−  , HSeO  

4
  −  , HSeO  

3
  −  , HMoO  

4
  −  ). Various 

 treatment processes have been proposed for the removal of toxic substances from 
aqueous solutions including oxidation/reduction, coagulation/precipitation, reverse 
osmosis, adsorption and ion exchange. These methods are quite effi cient for cations 
removal; however, their applicability for anions removal is quite limited. As cation 
removal is explored quite well, the proposed study deals with design of nanoscale 
materials suitable for removal of toxic metal anions/oxyanions i.e. chromates, 
 arsenates, molybdenates etc. from waters. 

 Arsenic is considered as a high priority pollutant and carcinogen as well. In natu-
ral waters it occurs in the form of oxyanions as arsenites (As III ) and arsenates (As V ). 
Redox potential (Eh) and pH are the most important factors controlling As specia-
tion. The arsenic distribution in aqueous system calculated and designed using 
Geochemist workbench 6.0 is given in Fig.  30.1 .  

 It is obvious from the thermodynamic diagram (Fig.  30.1 ) that under oxidizing 
conditions arsenate species (H 

3
 AsO 

4
 , H 

2
 AsO  

4
  −  , HAsO  

4
  2−   a AsO  

4
  3−  ) predominate, 

while under reducing conditions arsenite species (H 
3
 AsO 

3
  a H 

2
 AsO  

3
  −  ) are predomi-

nant. Under oxidizing conditions, H 
2
 AsO  

4
  −   is dominant at low pH (less than about 

pH 6.9), whilst at higher pH, HAsO  
4
  2−   becomes dominant (H 

3
 AsO  

4
  0   and AsO  

4
  2−   may 

be present in extremely acidic and alkaline conditions, respectively). Under reduc-
ing conditions at pH less than about 9.2, the uncharged arsenite species H 

3
 AsO  

3
  0   

will predominate  [  2,   3  ] . As the presence of arsenic species in drinking water, even 
in low concentrations, is a threat to human health, the World Health Organization 
(WHO) recommended the new maximum contaminant level (MCL) of arsenic in 
drinking water to 10  m g.L −1  from an earlier value of 50  m g.L −1  [ 4 ]. This greatly 
reduced limit was recently accepted by authorities of European Union (EU) as well 
as by United States Environmental Protection Agency (US-EPA)  [  5,   6  ] . 
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 In the environment, iron plays an important role in contaminant mobility, sorp-
tion and breakdown due to its role as an electron donor (i.e. during the oxidation of 
Fe 2+  to Fe 3+ ), and in its various forms, as a precipitant/sorbent substrate. Freshly 
precipitated, amorphous Fe oxyhydroxides (hydrous ferric oxides or HFO) are 
known to be particularly effective adsorbents of a range of contaminants, due to 
their high (reactive) specifi c surface area  [  7  ] . Removal of contaminants from waste 
streams through precipitation with (hydrous) ferric oxides is an established method-
ology in a number of industrial processes (high density sludge systems for arsenic 
control in effl uents from the mining industry, and in the treatment of textile dye 
effl uent). Iron based oxides are known to be good sorbents for oxyanion removal. 
Sorbed contaminants can either be surface adsorbed, co-precipitated or incorpo-
rated into the (Fe) oxide structure. Our earlier research has shown that Fe-oxide/
oxyhydroxide based nanomaterials have high affi nity towards arsenic and chro-
mium oxyanions. However, the use of free nanoparticles is problematic due to their 
diffi cult manipulation and/or non-controllable behavior, as well as potential health 
and environmental effects. Thus, the incorporation of iron nanoparticles into a well 
organized zeolite matrix is an effective technique for the secure deposition of nano-
particles, while retaining the sorption affi nity of both iron and zeolite sites towards 
toxic species in both anionic as well as cationic forms from aqueous media. This 
contribution presents the development, characterization and testing of Fe-zeolite 
composite sorbents towards arsenic oxyanions from aqueous media.  

0 2 4 6 8 10 12 14

–.5

0

.5

1

pH

E
h 

(v
ol

ts
)

As(OH)4
-

AsO4
---As(OH)3

AsO2OH--

H2AsO4
-

H3AsO4

HAsO--

25°C

G Thu Oct 19 2006

4

  Fig. 30.1    Arsenic distribution in aqueous system       
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    30.2   Experimental 

 Analytical grade chemicals were used in all experiments. Arsenic model solutions 
were prepared by dissolving AsHNa 

2
 O 

4
 ·7H 

2
 O    in deionized water; NaNO 

3
  was used 

as electrolyte (0.01 and 0.1 M). The pH of the solutions was adjusted with suitable 
concentrations of analytical grade NaOH and HNO 

3
 . 

 Natural zeolite (clinoptinolite type) from Nizny Hrabovec (Slovakia) was used 
for the preparation of the Fe-zeolite composite. Zeolite was added in a reaction 
 vessel together with salts of Fe(III) and Fe(II) and a suitable quantity of alkaline 
solution was added. The suspension was stirred and magnetic zeolite was produced. 
The new sorbent was washed and dried. Its surface area and pore volume were 
determined using low temperature nitrogen adsorption and its point of zero charge 
was calculated from zeta potential measurements (ZetaPlus, Brookhaven 
Instruments). 

    30.2.1   Sorption Study 

 The sorption properties of modifi ed zeolite were tested under both static (batch) as 
well as dynamic (column) conditions. The effect of pH, ionic strength, initial arse-
nic concentration, sorbent concentration, temperature, contact time of sorbent and 
arsenic solution were studied. The batch type experiments were performed in a 
rotary shaker set at 30 rpm and equilibrium time 24 h. The column experiments 
were performed using laboratory column as shown at Fig.  30.2 . The arsenic  quantity 

  Fig. 30.2    Scheme of 
column experiment       

 



27330 Fe-Oxides in Water Remediation

in solutions was determined by AAS and UV-Vis spectrophotometry before and 
after the sorption experiments.    

    30.3   Results and Discussion 

 Zeolites (natural or synthetic) are very well known for their effectiveness in  removing 
metal cations from water streams. They have been studied also for the removal of 
radioactive materials (i.e. thorium and uranium) and found to be quite effective. 
However, their affi nity to metal anions is very limited. In our previous studies, iron 
oxides have been used effectively to remove arsenic from water streams. Their 
effectiveness increases with a decrease of the particle size. Nanosize materials are 
found to be very effective on the removal of As from water  [  3  ] . However, the subse-
quent solid/liquid (S/L) separation is more diffi cult as the particle size decreases. 
Magnetic iron oxides have the advantage of easy S/L separation but due to their 
small particle size are not suitable as fi llers in sorption columns as the pressure drop 
increases dramatically. Moreover, there is an increasing number of reports on toxic-
ity of manufactured nanoparticles for microbes, plants and mammals and the impact 
of free nanoparticles release to the environment, which create a lot of concerns and 
restrictions of the use of free nanoparticles. The magnetic zeolite produced here has 
shown good magnetic properties and also size suitable for sorption columns. The 
added value of this material is that the iron particles are safely incorporated into 
porous zeolite matrix while retaining the bulk of their particle reactivity. It is well 
known that the pH of solution plays an important role in sorption experiments in 
aqueous systems. It determines the aquatic chemistry of the system and also the 
charge density of the solid surface. It is related to the sorption mechanisms and 
refl ects the nature of the physicochemical interactions of the species in solution and 
the active sites on the sorbent. For this reason, the pH is one of the fi rst parameters 
that are examined in sorption studies. 

 The effect of initial arsenic concentration (20–200 mg/L) was studied with 2 g/L 
sorbent concentration, ambient temperature and pH values 3.5, 5.0 and 7.0. The 
results are given in Fig.  30.3 . Sorption isotherms were fi tted using the Freundlich 
model. The maximum sorption capacity was around 33 and 19 mg As(V)/g for pH 
values 3.5 and 7.0 respectively. The coeffi cient of determination (R 2 ) was over 0.95 
and shows a good agreement of the model to the experimental data. As expected, the 
sorption capacity was much higher at acidic pH (3.5) than at neutral (pH 7.0). 
However, the results at pH 7.0 are also considered promising, as it is the usual pH 
of drinking water treatment. A techno-economical study that will take into account 
the actual quantities of water to be treated, the additional treatment needed for the 
removal of other contaminants and the cost of the total process will be needed in 
order to defi ne if it is more cost effective to use As removal at pH 3.5, where the 
sorption effi ciency is greater but the additional steps of pH adjustment before and 
after treatment are needed or remove it at pH 7.0 with less effi ciency but no extra 
steps. In order to get additional information about the sorption process, the 
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 experimental study has been supported by thermodynamic calculations using the 
Geochemist Workbench 6.0 sw. Figure  30.4  presents the effect of redox potential on 
the speciation of arsenic in the presence of iron (100 mg/L).   

 It is obvious that at acidic pH and oxidizing conditions, arsenic reacts with iron 
to form the mineral scorodite. Magnetite has both iron(II) and iron(III) on its sur-
face and can locally create a redox system with arsenic. It is not possible to measure 
the redox potentials at the surface of small particles at the moment, so, the behavior 
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was simulated in the software by assuming a certain amount of iron in solution 
(100 mg/L in this case). However, the iron in magnetite is fi xed on the surface and 
it is available to more alkaline pH values and it is expected to form chemical bonds 
with arsenic at higher pH values as well. This has also been confi rmed by Deliyanni 
et al.  [  8  ] . The greater effi ciency of magnetic zeolite at pH 3.5 than pH 5.0 and pH 
7.0, coincides very well with the predictions of the thermodynamic diagram. 

 The zeta potential of zeolite and magnetic zeolite was measured as a function of 
pH (pH values 3.0–9.5)  [  9  ] . Zeolite was negatively charged at the whole pH range 
studied showing a smooth increase of negative charge from −5 mV at pH 3.0 to 
around −30 mV at pH 9.5. A point of zero charge (PZC) was not observed in this pH 
range. Given that arsenic is also negatively charged at this pH range (see Fig.  30.1 ) 
the electrostatic forces are repulsive. The only way for arsenic to be sorbed on zeo-
lite is through specifi c sorption usually by creation of chemical bonds. The low 
sorption effi ciency of zeolite for arsenic shows that special sorption forces do not 
exist in any signifi cant degree. The shape of the zeta potential curve of magnetic 
zeolite has been totally different. A PZC was observed at pH around 5.0. Its surface 
was positively charged at pH values smaller than 5.0 with around +17 mV at pH 3.0 
(around +15 mV at pH 3.5). At pH values greater than 5.0 its surface was negatively 
charged. The charged decreased sharply (increased negative charge) from pH 5.0 to 
pH 9.5 where it was around −30 mV (it was −25 mV at pH 7.0). This coincides 
pretty well with our sorption experiments. At pH 3.5 magnetic zeolite has a positive 
surface charge and the arsenic form that predominates is the negatively charged 
H 

2
 AsO  

4
  −  ; the electrostatic forces are attractive and help the chemical affi nity forces 

(formation of scorodite as shown in Fig.  30.4 ) and sorption affi nity is high. At pH 
5.0 the surface of magnetic zeolite is neutral so, only chemical sorption is present 
and the material has still quite good effi ciency. At pH 7.0, the negative HAsO  

4
  2−   pre-

dominates and the electrostatic forces with the negatively charged magnetic zeolite 
forces are repulsive. The effi ciency of the material is mainly due to the higher attrac-
tion created by the chemical forces, but their effect is reduced by the opposite 
 electrostatic forces and lower effi ciency is observed. This is also proven by the shift 
of the PZC and the reverse of the charge from positive to negative when the zeta 
potential is studied in the presence of 100 mg/L arsenic in solution  [  9  ] . 

    30.3.1   Column Experiments 

 Column experiments were performed using two different size fractions of magnetic 
zeolite (250–400 and 400–500  m m) and the results are shown in Fig.  30.5 . It is 
shown that the performance of both materials is very similar. At the important part 
(before the breakthrough point), their performance is almost identical. If we  consider 
that the bigger size (400–500  m m) has a smaller pressure drop, this size fraction 
would be more economical to be used as a fi ller in sorption columns.    
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    30.4   Conclusions 

 Magnetic zeolite is an effi cient sorbent for the removal of arsenic from water streams. 
The best effi ciency is observed at acidic pH values (pH 3.5) but its  effi ciency was signifi -
cantly good also at pH 7.0 which is very close to the pH of natural waters. Iron oxides 
incorporated within a zeolite structure of particle size 400–500  m m can be used as fi llers 
in sorption columns and have good performance in removing  arsenic from water. 
Sorption of arsenic on magnetic zeolite is of chemical nature (creation of scorodite min-
eral on the surface); at pH values smaller than 5.0 (which is the PZC) the electrostatic 
forces are attractive and favour arsenic removal while at pH values greater than 5.0 the 
repulsive electrostatic forces decrease the overall effi ciency of the sorbent.      
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  Abstract   An electrochemical oxidation method for the degradation of synthetic 
reactive azodyes found in textile wastewaters is discussed. Four commercial syn-
thetic dyes (black, blue, red and yellow) commonly used in dying operations were 
studied in single, binary and ternary mixtures. Low (100 mg/L) and high (500, 1,000 
and 2,000 mg/L) initial dye concentrations were studied. The effect of various 
sodium chloride concentrations (as supporting electrolyte) on the effectiveness of 
electrochemical oxidation was examined. The effect of current intensity (1.5, 2.5 
and 3.0 A) and pH (vales 3, 5, 7 and 10) was studied as well. The kinetics of the 
electrochemical oxidation for each dye were studied and compared. The conditions 
for effective dye degradation even from 2,000 mg/L initial concentration were 
established. The method was proved very effective even with binary and ternary 
mixtures of basic synthetic dyes. The Chemical Oxygen Demand (COD) and the 
Total Organic Carbon (TOC) were reduced by 60% and 25% respectively, meaning 
that the treated solutions were friendlier to the environment.  
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    31.1   Introduction 

 Textile industries produce large quantities of wastewater from the dyeing and fi nishing 
processes that cause severe pollution problem. Textile wastewater is strongly 
colored and has high values of pH, temperature and COD, while it shows low bio-
degradability. The release of colored effl uents into the environment is undesirable 
because of their color, and because many dyes from wastewater and their break-
down products exhibit toxic, even mutagenic or carcinogenic properties, affecting 
the aquatic ecological system  [  1–  5  ] . 

 Today nearly one million metric tones of dyes is annually produced in the world; 
azo dyes (R 

1
  − N = N − R 

2
 ) represent about 70% on weight basis of this amount. 

Recent estimates indicate that 12% of the synthetic dyes used yearly are lost to 
wastewater streams. Approximately 20% of these enter the environment through 
effl uents from wastewater treatment plants  [  6  ] . 

 Increased color intensity is the most serious problem from textile industry waste-
water. Additionally, azodyes can produce hazardous aromatic amines and highly 
toxic by-products that occur from metabolic processes in plants and animals after 
disposal in lakes, rivers, or seas. The low biodegradability of the synthetic azodyes is 
due to the lack of natural biodegradation paths, and to stereochemical  interferences 
concerning the accession of the reductant or oxidant molecule to the azo-group  [  1  ] . 

 Textile industry wastewaters are treated by conventional methods such as adsorp-
tion, chemical oxidation or reduction, and biological degradation. Adsorption shifts 
the pollution problem into solid waste disposal, while chemical treatment produces 
fi nal wastewaters contaminated with signifi cant amounts of chemical reagents. 
Biological treatment, the most commonly used procedure, causes sludge formation 
and cannot degrade the pollutants completely given that huge polyaromatic organic 
molecules are hard to biodegrade because of stereochemical interferences  [  2,   3  ] . 

 Because textile wastewater composition varies widely, traditional treatment 
methods are becoming less effective; however, newly developed electrochemical 
treatment of textile wastewaters is proving very effective because of its versatility, 
energy effi ciency, automation, and cost effectiveness. Electrochemical treatment 
methods remove color with little or no consumption of chemicals; and degradation 
of recalcitrant pollutants can be achieved  [  7,   8  ] . This study demonstrates the effec-
tiveness of electrochemical degradation of four synthetic reactive azodyes widely 
used in the textile industry at both low and high initial dye concentrations.  

    31.2   Materials and Methods 

 Four (4) commercial synthetic reactive dyes (Kahafi x Reactive Black XL, CI Direct 
Red 239, CI Reactive Blue CI 19 and CI Reactive Yellow 176) were used for creat-
ing the simulated solutions. Kahafi x Reactive Black XL is a mixture of 75% 
Reactive Black 5% and 25% Reactive Orange, and is widely used for cotton dyeing. 
The other colors used were single colors. The electrochemical cell used in the 
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 experiments was constructed from Plexiglas, with a working volume of 500 mL 
and electrode placements at 1 cm distance. One anode placed between two cath-
odes in the center of the cell was used as electrodes. The anode was made of niobe/
synthetic diamond doped with boron (Nd/D) and the cathodes from stainless steel 
(SS). Initial solutions were prepared by dissolving appropriate amounts of the 
respective dye in deionized water. The examined concentrations were 100, 500, 
1,000, 2,000 mg/L. Sodium chloride (NaCl) was used as supporting electrolyte. 

 All experiments were carried out at room temperature. For each experiment a 
model dye solution was prepared of a certain concentration. The pH was adjusted 
to the desirable value (3–10 ± 0.2) by the addition of NaOH or HNO 

3
  solutions. 

A  certain volume of the dye solution (500 mL) was transferred to the electrochemical 
cell, a small amount of supporting electrolyte (4–20 mL NaCl 1 mol/L) was added 
and potential was applied with a galvanostat. The current intensity was kept  constant 
(at 1.6, 2.5 A or 3 A) during the experiment. An air pump supplied air at the base of 
the cell. Samples of 10 mL were taken at various time intervals. The concentration 
of the dye was determined by measuring the absorbance peaks, at wavelengths cor-
responding to each azodyes using a Hitachi 2000 UV-Vis spectrophotometer. COD 
was measured with cuvette test LCK 114 and LCK 314 and TOC using a Shimanzu 
TOC-V CSH, Total Organic Carbon Analyzer.  

    31.3   Results and Discussion 

    31.3.1   Kinetics of Dye Degradation 

 The physical methods used to remove azodyes from the wastewaters of textile 
industries, such as sorption procedures and membrane ultrafi ltration, produce 
azodye concentrates that are disposed off as toxic wastes. The best solution is to 
degrade them to smaller biodegradable compounds before disposal. Our previous 
work showed that electrochemical oxidation is effective in degrading synthetic dyes 
from low initial dye concentrations (5–100 mg/L). This work examined higher 
 initial dye concentrations (500, 1,000 and 2,000 mg/L) that are not usually found in 
textile wastewaters (due to the dilution from washing operations), but are produced 
from other treatment methods. For example, concentrates of reactive dyes produced 
by fl otation of synthetic dye solutions were degraded effectively by power ultra-
sounds  [  9  ] . 

 The kinetics of the commercial black dye degradation is given in Fig.  31.1a, b . This 
dye is a mixture with black and orange components both were measured at the respec-
tive wavelengths (602 nm for black and 489 nm for orange). The treatment conditions 
were current intensity 2.5 A, pH 10.0 and 12 mL of 1M NaCl added as electrolyte. 
A fast decoloration was observed for all the examined solutions. The time needed for 
the degradation of the dye increased proportionally with the initial dye concentration. 
Almost complete decoloration was achieved for all concentrations in about 30 min, 
showing the effectiveness of the method. This is considered a great achievement since 
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other advanced oxidation methods need more than 60 min to achieve similar results 
with lower initial dye concentrations. Very little published work demonstrates high 
concentrations reduced to less than the current limit (of 1 mg/L) for pure dyes in such 
a short amount of time. With 500 mg/L initial concentration, the black component was 
completely removed in 10 min (Fig.  31.1a ) while 15 min were needed for the orange 
color component (Fig.  31.1b ). For initial  concentrations 1,000 mg/L and 2,000 mg/L, 
more time was needed for complete decoloration (20 min for black and 30 min for 
orange component). However, both were completely decolorized at the end of the 
respective time treatments. As expected, higher initial dye concentrations needed 
more time for complete decoloration. However, after 30 min treatments, complete 
decoloration of all dye solutions was obtained (   even that of 2,000 mg/L initial dye 
concentration). Final concentrations were below the limit and no further treatment 
was needed for color removal. The results showed that the black color component had 
faster kinetics than the orange component at all studied concentrations.  

 The corresponding half-lives of black and orange components are given in 
Table  31.1 . The optimized oxidation conditions used here of 7.2 min are enough to 
reduce dye concentration to half even from 2,000 mg/L.  

 Real textile wastewaters contain other components that may adsorb at different 
wavelengths. Sometimes when a dye is oxidized, components that adsorb at different 
wavelengths may be formed. To examine this effect, the full visible spectra of the 
studied dyes were recorded at different treatment times with results given in 
Fig.  31.2 . The initial values were clipped at three units of Absorbance (meaning that 
the original absorbance was more). The initial dye has a high absorbance at the 
whole range of the visible spectra (400–700 nm).  
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  Fig. 31.1    ( a ) Black dye degradation (measured at 602 nm) as a function of time. ( b ) Orange dye 
degradation (measured at 489 nm) as a function of time       

   Table 31.1    Half-lives for various initial dye concentrations   

 Initial dye conc. (mg/L)  500  1,000X  2,000 

 t 
1/2 (Reactive Black)

  (min)  3.5  4.6  5.2 

 t 
1/2 (Reactive Orange)

  (min)  4.9  6.5  7.2 

 



28131 Electrochemical Oxidation of Dyes in Wastewaters

 With a 5 min treatment, the black component was reduced by 50% (Table  31.1 , 
1,000 mg/L) but the absorbance is still very high. After 10 min of treatment, a visible 
effect in the black region is observed. At 20 min, the absorbance is decreased sig-
nifi cantly at the whole visible range. After 30–35 min treatment, the decoloration is 
almost complete. A very small absorbance is observed after 45 min of treatment. 
Under these conditions, the rate of dye degradation is controlled by mass transfer 
limitations. The dye molecules diffuse to the electrodes’ surfaces, react there, and 
the reaction products diffuse from the electrodes’ surface to the bulk of the solution. 
As the concentration increases, the reaction rate becomes diffusion controlled, since 
the rate of the electron transfer is much faster than the diffusion rate, rendering the 
degradation rate proportional to the bulk concentration of the dye  [  8  ] .  

    31.3.2   Effect of Electrolyte Concentration 

 In electrochemical processes, the type and concentration of the supporting electro-
lyte is very important. Typical textile wastewaters contain signifi cant quantities of 
NaCl for improving the dye effi ciency, thus our study used NaCl as the supporting 
electrolyte. The results are presented in Fig.  31.3a  (black) and  31.3b  (orange). 
Clearly, NaCl signifi cantly affects the kinetics of dye decoloration. With increased 
quantities of NaCl (4, 8 and 12 mL), the decoloration rate increases signifi cantly. 
However, further addition of an electrolyte (12, 16 and 20 mL) had minimal effect 
on the decoloration rate.  

 The drastic effect of chlorides on the dye’s degradation rate can be explained, if 
the electrolysis of NaCl is considered. The electrolysis of NaCl results in some very 
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  Fig. 31.2    The UV-Vis spectra of the black azodye during the electrochemical treatment. Initial 
dye conc. 1,000 mg/L, current intensity 2.5 A, 16 mL NaCl 1M and pH 10.0       
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strong oxidants, such as free chlorine (Cl 
2
 ), at the anode, with subsequent formation 

of hypochlorite anions (ClO − ). The whole decoloration proceeds via direct oxida-
tion reactions on the electrodes, enhanced by indirect oxidation reactions by the 
produced oxidants. Stronger oxidants achieve better enhancement. Consequently, 
dye molecules can effectively be degradated in aquatic media containing chloride 
anions (Cl − )  [  2  ] . Concentrations of chloride ions above certain value cannot improve 
the decoloration rate. So, the best results are taken by the addition of 12 mL of 1M 
NaCl, which achieves a satisfactory degradation process with minimum production 
of environmentally unfriendly chemical compounds. Note that chloride ions are 
present in signifi cant quantities in textile industry wastewater and adequate decolor-
ation should occur with no further addition of electrolyte.  

    31.3.3   Effect of pH 

 In all wastewater treatment operations, the pH of solution is an important parameter 
to be tested. However, as total concentrations increase, the effect of pH becomes 
less important. We studied the effect of pH on dye decoloration under optimized 
oxidation conditions for 1,000 mg/L initial dye concentration. The results are shown 
in Fig.  31.4 a for black and  31.4 b for orange dye component. Four different pH values 
(3, 5, 7 and 10) common to pH values of wastewaters were used. A small effect of 
pH is observed on dye decoloration and is the same for both black and orange com-
ponents. At acidic pH values, the degradation process is initially faster, achieving a 
higher degree of decoloration than at higher pH values. However, after 20 min for 
black and 25 min for orange, the fi nal decoloration is similar at all pH values studied. 
Acidic-neutral pH is the optimal range for the production of some very important 
oxidants, such as (Cl 

2
 ) and (ClO − ) anions, which enhance the decoloration process. 
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In alkaline pH, the formation of the above-mentioned important agents is restrained. 
However, our results show that the pH does not play an  important role for the com-
plete treatment at 30 min.   

    31.3.4   Effect of Current Intensity 

 The amount and the type of the supporting electrolyte are strictly coupled with the 
applied voltage for the same current intensity. A high concentration of electrolyte 
needs low voltage to attain the current intensity, while a low concentration requires 
higher voltage for the same result. In any case, the lowest possible potential value 
should be applied to achieve a satisfactory level of decoloration. Higher values lead 
to energy loss, high temperatures and faster electrode damage. As the voltage varies 
during the process, the current intensity was chosen as the parameter to keep con-
stant through the experiments. The current intensity directly affects the fl ow of elec-
trons, and consequently the whole oxidation process. However, once enough 
electrons are present for all redox processes, further increases should not affect the 
whole process. In previous work with smaller current intensities (0.5–1.5 A), the 
increase of current intensity increased the kinetics of the process. We chose 2.5 A as 
a value for effective and fast treatment of dye solutions with initial concentrations 
up to 2,000 mg/L. However, to test if a further increase in current intensity would 
affect the kinetics, 3.0 A was also tested and the results were compared with those 
for 2.5 A current intensity. The results are presented in Fig.  31.5 a for the black and 
 31.5 b for the orange component of the dye. A small difference is observed at the 
initial decoloration steps but the fi nal result is the same for both current intensities; 
thus 2.5 A was chosen for our work.   
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  Fig. 31.4    Effect of pH on ( a ) black dye component removal (at 602 nm). Dye conc. 1,000 mg/L, 
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    31.3.5   Decoloration of Artifi cial Mixtures 

 The real wastewaters of textile dying operations contain mixtures of dyes and 
many other components. Basic dyes such as blue, red, yellow, and black are usu-
ally found with varying concentrations. Therefore, a good treatment method to 
be applied in existing installations should be able to effectively treat various 
mixtures of dyes. For this reason, we studied the electrochemical oxidation of 
basic synthetic reactive dyes of Blue (CI 19), Red (CI 239) and Yellow (CI 176) 
in single, binary and ternary mixture solutions. The results are presented in 
Fig.  31.6 a for single solutions and in Fig.  31.6 b for mixtures of the basic dyes. 
The applied current intensity was 1.6 A and 4 mL of NaCl 1M was added as an 
electrolyte. Results showed that in single solutions, the blue color is degraded 
faster than the other two (Fig.  31.6a ), and red is degraded faster than yellow. 
At around 30 min, all colors are degraded satisfactory. With single solutions, it 
is easy to determine the fi nal concentration of each color; but with mixtures of 
colors, it is much more diffi cult. The American Dye Manufacturers Institute rec-
ommends the ADMI units method that determines all visible wavelengths, so 
even colors produced from treatment are accounted for. The limit for safe dis-
charge is 300 ADMI units. The ADMI units’ method was used for presenting the 
results from electrochemical oxidation of binary and ternary mixtures shown in 
Fig.  31.6b . The horizontal line represents the discharge limit of 300 ADMI units. 
Results showed that the yellow and blue mixture is degraded in 12 min which is 
much faster than the degradation of the yellow and red mixture of approximately 
30 min. The ternary mixture containing contains all three colors degraded slowly 
but completely after 55 min of treatment (Fig.  31.6b ). The decoloration curves 
show some hysteresis at the beginning which might be due to the partial reac-
tions taking place between the intermediate products from the oxidation of dyes. 
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  Fig. 31.5    Effect of applied current intensity on ( a ) black dye component removal (at 602 nm). 
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Comparing the yellow-blue and yellow-red mixtures (Fig.  31.6b ) with the  yellow 
degradation curve (Fig.  31.6a ); it seems that the presence of the blue color causes 
the yellow to degrade faster. This might be due to interactions between partial 
oxidation products of the basic dyes, but further study with analysis of  intermediate 
products is needed. The fi nal conclusion is that electrochemical oxidation is 
effective in treating mixtures of basic dyes to values below the discharge limit of 
300 ADMI units.   

    31.3.6   Total Organic Carbon (TOC) and Chemical Oxygen 
Demand (COD) 

 A signifi cant decrease of COD (63% from 1,000 mg/L, 55% from 2,000 mg/L) 
and TOC (22% for 1,000 mg/L and 28% for 2,000 mg/L) values is observed after 
the electrochemical oxidation. This shows that around 25% of organic carbon has 
been oxidised to harmless inorganic compounds and the fi nal wastewater is friend-
lier to environment. As the colour completely disappeared, the recalcitrant non-
biodegradable polyaromatic compounds were broken into smaller more 
biodegradable compounds which could be easily eliminated by existing biological 
treatment methods. Similar TOC reduction was observed for the other colours. 
Figure  31.6 a results show that the blue colour degrades most quickly meaning that 
the break of the azo bonds is fast, but as the TOC decrease is only 6%, the oxida-
tion does not proceed to carbon mineralization. The yellow colour degrades most 
slowly, but carbon mineralization is obtained by 21%, indicating that the fi nal 
products from yellow colour are friendlier to the environment than ones coming 
from the blue colour.   
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    31.4   Conclusions 

 Electrochemical oxidation is an effective method for decoloration of commonly 
used commercial synthetic reactive azodyes from solutions of single dyes and binary 
and ternary mixtures of blue, red and yellow dyes. It effectively treats high initial 
concentrations of a commonly used commercial black dye. Chloride anions play a 
very important role in decreasing the decoloration time. Since this electrolyte exists 
in the textile wastewater as a remaining dye-bath additive, experiments with real 
samples should run without further addition of any chemical reagent. The process is 
effective in a wide range of pH between 3.0 and 10.0 when high initial concentra-
tions of dyes and appropriate current intensity are used. This wide optimal pH range 
renders the method rather versatile. The fi nal treated wastewaters are friendlier for 
the environment as the TOC is reduced by 25% and the COD by 60%.      

  Acknowledgements   The dye and relevant information on their use were supplied by KYKE 
Hellas.  
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  Abstract   Hydrogen sulfi de and sulfur dioxide are hazardous to the environment 
pollutants. They are contained in industrial and utility waste gases and waters as 
well as in some natural lakes and Seas. The present paper is a review of our studies 
on the electrochemical oxidation-reduction processes for SO 

2
  and H 

2
 S cleansing by 

their oxidation with oxygen contained in the air. An innovative Carbon-Tefl on struc-
ture of the electrodes (membranes) allows for the simultaneous electro-catalytic 
reactions of SO 

2
 , H 

2
 S and oxygen, proceeding on dispersed micro-galvanic ele-

ments, based on their chemical affi nity without external power application. The 
physical model of electrochemical reactions in Carbon-Tefl on electrodes is presented. 
The electrochemical nature of the processes is revealed using the additive principle. 
The results are used for development of processes for purifi cation of SO 

2
  and H 

2
 S 

from industrial gasses and waters. The major relations describing the processes, 
namely the impacts of sulfur dioxide and sulfuric acid concentrations have been 
studied. The revealed simplifi ed expressions facilitate the performance estimation 
of an innovative process for SO 

2
  cleansing in waste gases, labeled ELCOX.  

  Keywords   Hydrogen sulfi de  •  Sulfur dioxide  •  Electrochemical processes      

    32.1   Introduction 

 Many electrochemical systems feature one or more oxidation-reduction couples. 
When in disequilibrium, two opposing processes of reduction and oxidation 
occur onto one and the same surface  [  1–  3  ] . These two processes take part in a 
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 commensurable manner and with equal rate, preserving the parity between the lost 
by oxidation and gained by reduction electrons per unit of time. The  electrochemical 
mechanism assumes that the individual processes of oxidation and reduction obey 
their inherent potential-current relationships accountable for the process rate. The 
joint process kinetics is determined by the kinetics of the partial oxidation and 
reduction processes that not necessarily occur on the same point on the surface. The 
independent but commensurable occurrence of these processes allows for the appor-
tioned process consideration taking into account the partial anodic and cathodic 
processes. The common current density (the process rate) is obtained as the sum of 
the current densities i 

1
  ( e ) and i 

2
  ( e ) refl ecting the individual processes for the cor-

responding equal potentials. This concept has been proposed by Wagner and Traud 
 [  4  ]  who introduced the additivity principle applied to the partial polarization curves 
when particular system contains two, or more, redox couples. 

 It is well known that the oxidation-reduction processes  [  5–  9  ] , more particularly 
the metals’ oxidation (corrosion), may proceed only when   e   

 red 
  is more negative than 

  e   
 ox 

 . If the metal is spatially separated from the oxidant, a galvanic element of the 
following type may be expressed as: Me│Mez+││ox, red │Me’, where Me is the 
due for oxidation active metal; “ox” and “red” designate the oxidized and reduced 
form of the oxidant; Me’ is the hypothetic inert metal that is not being oxidized by 
the given oxidant, but onto which the kinetics of the process ox → red is the same to 
that onto the active metal Me. On this account the metal surface is considered as a 
system of anodes (basic metal) and microscopic cathodes. The electrode surface not 
necessarily includes only two types of anodes and cathodes. The simultaneous 
 existence of several admixtures results to developing of a system with multiple elec-
trode elements, characterized by several types of cathodes and anodes with differing 
potentials and polarization characteristics. The founder of the theory of the local 
elements existence is A. de la Reeve  [  10  ] .  

    32.2   Formulation of the Problem and the Present 
Study Basic Concept 

 Hydrogen sulfi de and sulfur dioxide are harmful to the environment pollutants and 
their cleansing is still a challenge to the contemporary science and technology. At 
present SO 

2
  and H 

2
 S oxidation by the oxygen takes place at elevated temperatures 

and is incomplete  [  11  ] . The present paper subject is to develop methods for elec-
trochemical oxidation-reduction processes of SO 

2
  and H 

2
 S oxidation by the con-

tained in the air oxygen at room temperatures. Our innovative idea is the SO 
2
  and 

H 
2
 S oxidation to proceed electrochemically according to the theory of the conju-

gated oxidation-reduction reactions. Our aim is to demonstrate the feasibility of 
SO 

2
  and H 

2
 S oxidation at room temperature onto scattered micro-galvanic cata-

lysts. Our belief is these elements’ origination is facilitated by the specifi c Carbon-
Tefl on structure of the gas diffusion electrodes, GDEs. These GDEs are similar to 
the developed at the IEES  [  12  ]  oxygen electrodes. The fundamental construction 
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 element of a GDE is the material containing tefl onized acetylene blacks (XC-30) 
developed by Iliev, Kaisheva et al.  [  13  ] . Utilizing XC-30 as a mixture with the 
relevant catalyst, the active GDE layer creates a system of pores that are: (i) dry 
(for gas transport); (ii) wetted (for electrolyte transport); and (iii) partially wetted, 
thus creating a tri-phase boundary where the electrochemical reactions occur. To 
clarify our concept we present a physical model of the Carbon-Tefl on structure 
shaping up the GDEs’ active layer. Figure  32.1  illustrates registered by scanning 
electron microscope images of a GDE’s surface. It should be emphasized that the 
incorporated in the electrode tefl onized blacks considerably hinder the microscopic 
methods accuracy. Nonetheless it can easily be seen that the tefl onized blacks, 
Fig.  32.1a , create a grid-like structure built up of threads, fi bers and chains of tefl o-
nized blacks that are obtained after electrode preparation at to = 320°C and 
P = 300 bar.  

 The catalyst is deposited on these fi bers, Fig.  32.1b , and follows the padding 
structure. The image illustrates a catalyst that has been electrochemically deposited 
since in such cases all fi bers are best visible. Figure  32.2  depicts schematically a 
structure of this type where several internal pores of a GDE are present. The same 
Fig.  32.2  illustrates two fi bers, chains of tefl onized blacks with deposited catalytic 
particles (the yellow points). The chains are surrounded by electrolyte. The sulfur 
dioxide and oxygen arriving through the dry pores (Tefl on) reach the electrolyte 
where they are dissolved and react onto the neighboring catalytic particles accord-
ing to the designated reactions. The electronic transfer is implemented through the 
charcoal (red lines) while the ionic transfer is realized through the sulfuric acid 
(violet arrows).  

 In this manner galvanic couples are created where with no external current fl ow 
the process of the sulfur dioxide oxidation takes place setting up a mixed potential.  

  Fig. 32.1    Scanning electron microscope images of a GDE’s surface ( a ) Gas diffusion membrane, 
GDM; ( b ) GDM + catalyst       
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    32.3   Investigations on the Reactions’ Electro-Catalytic 
Mechanism 

 All studies of the simultaneous SO 
2
  or H 

2
 S oxidation and O 

2
  reduction reactions have 

been conducted on gas diffusion electrodes, GDEs. First, however, the most suitable 
for the purpose catalysts had to be determined as well as the electrodes structure and 
composition optimized. No passable theory exists backing up the relation of the elec-
trodes’ electrochemical characteristics to the techniques of their preparation, namely 
the quantity and type of catalyst used, the electrodes’ components, their ratio, etc. 
Therefore the GDEs’ optimization is experimentally performed. Each parameter is 
varied with all others constant. The procedure, described previously  [  14  ] , asks for 
setting up of numerous experiments and relies heavily on the researcher skills. To be 
more precise it should be noted that the originally developed at IEES hydrophobic 
blacks were tefl onized to full hydrophobicity, i.e. they were not wettable and were 
electrochemically neutral. Similar materials had been utilized for the GDEs’ gas 
conducting layer. In some cases of GDEs active layer optimization, etc., we have 
used lower Tefl on content to allow for wetting of the materials, hence to provide for 
electrochemical reactions to proceed. On this account we designate these materials 
as tefl onized charcoals (blacks) to distinguish them from the hydrophobized blacks.  

    32.4   Hydrogen Sulfi de Oxidation with Concurrent 
Oxygen Reduction 

 The experimental GDEs have geometric area S equal to 200 cm 2 . The experimental 
reaction cell was of the illustrated in Fig.  32.3  particular design, where: 1 – GDE; 
2 – Reaction space; 3 – Line for waste solution; 4 – Argon gas cylinder; 5 – Line 

½O2+ 2H++ 2e-®H2O

SO2+ 2H2O ®H2SO4+ 2H++ e-

SO2+ 1/2O2+2H2O 
®H2SO4

Carbon

H2SO4

Теflon

E= Eмix

E=Ean

  Fig   . 32.2    Diagram of the internal pores of charcoal-Tefl on structured GDE       
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feeding operational solution; 6 – Reference electrode (Hg/HgO); 7 – Counter 
electrode.  

 Functionally the GDE is a wall of the cell shaping the reaction space (2) where 
the electrolyte containing 10% Na 

2
 S (15 gS 2− ·L −1 ) and 1% NaOH (0.25 N NaOH) 

enters into the cell. The GDE active layer faces the electrolyte while its arresting 
layer contacts the air. The electrolyte circulates between the two reservoirs assisted 
by a peristaltic pump. Samples for analysis are taken at every other hour. The elec-
trodes’ potential is measured by a mercury-mercury oxide reference electrode (Hg/
HgO) and all potentials are referenced to it. The catalysts’ complex is cobalt(II) 
phthalocyanine [CoPc(SO 

3
 H) 

2
 ] and nickel hydroxide Ni(OH) 

2
  deposited onto the 

GDE active layer by means of appropriate solutions (ethyldiamin hydrochloride and 
nickel nitrate), followed by heating to 100°C. The common sulfi de oxidation reac-
tion rate was measured by administering of 10% Na 

2
 S (15 gS 2− ·L −1 ) and 1% NaOH 

(0.25 N NaOH) solution through the reaction space. Under these conditions the 
sulfi de ion is oxidized by the oxygen entering via the GDE arresting layer. The reac-
tion takes place with no external current fl ow. The reaction rate (V) is determined as 
gram equivalents of transformed sulfi de per unit area, at equal for all electrodes 
solution fl ow rates and room temperature. The quantity of the converted to sulfur 
sulfi de is analytically determined  [  15  ] . The reaction rate transforms again into cur-
rent following the Faraday equation:

    
2 2

F FV NS / t I / nF I  V.nF NS .nF/ t− −= Δ Δ = = = Δ Δ    (32.1)       

Ar 
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2 
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b
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  Fig. 32.3    ( a, b ) Schematic diagram of a reaction cell:  1  – GDE;  2  – Reaction space;  3  – Line for 
waste solution;  4  – Argon gas cylinder;  5  – Line feeding operational solution;  6  – Reference elec-
trode;  7  – Counter electrode       
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 where: V (M/s) is the reaction rate; n is the number of the exchanged electrons; F is 
the Faraday constant; ΔNS2 are the oxidized per time unit Δt gram-equivalents.

  The partial polarization curves of GDEs with, or without, a catalyst were mea-
sured employing the same cell. The partial curves of the sulfi de ion oxidation onto 
the respective electrode were measured by isolating the cell from the oxygen con-
tained in the air, Fig.  32.4b . The GDE arresting layer is shut for air penetration and 
in concert with the electrolyte is argon blown. The electrolyte content remains the 
same, namely 10% Na 

2
 S (15 gS −2 ·L −1 ) and 1% NaOH (0.25 N NaOH).  

 The oxygen partial curves were measured by transporting oxygen (air) through 
the GDE but with no sulfi de ion in the electrolyte, i.e. the electrolyte content was 
only 1% NaOH (0.25 N NaOH). The calculated values for the mixed potential E 

mix
  

were compared to the experimentally determined open circuit potentials (with no 
external current fl ow) while the cell was open for oxygen penetration and sulfi de 
ions were present in the electrolyte (15 gS −2 ·L −1  and 0.25 N NaOH), i.e. with both 
redox couples present. 

 The measured relationship reaction rate versus solution fl ow rate (within the 
range of 14–53 cm 3  per minute) disclosed an optimum solution fl ow rate of 24 cm 3  
per minute. It was this fl ow rate used for the measurements of the partial polariza-
tion curves of the sulfi de ion oxidation and oxygen reduction. Figure  32.4  illustrates 
these relationships for non-catalyzed GDE. 

 The crossover point determines both the mixed current and potential. The point 
designated (▲) illustrates the open circuit potential. Figure  32.5  depicts the partial 
curves for a catalyzed GDE. Both the steepest anodic plot slope and shifted in 
cathodic direction mixed potential, compared to the non-catalyzed GDE, stand for a 
hindered oxygen reaction. The higher mixed currents magnitudes (higher process 
rate) point out to an increased electrode catalytic activity. Table  32.1  summarizes 
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the values for the calculated from the electrochemical partial curves mixed currents 
and potentials, as well as the values of the measured open circuit potentials. 
Presented also are the magnitudes of the analytically measured reaction rates con-
verted into currents obeying the Faraday equation. The good agreement of these 
magnitudes for the non-catalyzed GDEs substantiates the electrochemical nature of 
the process.   

 A GDE with a cobalt(II) phthalocyanine [CoPc(SO 
3
 H) 

2
 ] shows I мix

  > I 
F
  and more 

negative E 
mix

  values, compared to E 
oc

 , which is a deviation from the additivity prin-
ciple. This probably is due to reaction products adsorption as already explained 
theoretically. The observed with the nickel hydroxide Ni(OH) 

2
  catalytic activity is 

higher than anticipated. This presumes that two simultaneous reactions take place – 
oxidation on the GDE and homogeneous sulfi de oxidation in the solution  [  16  ] :

     
2 0

2 2S HO H O S  3OH− − −+ + → +    (32.2)   

 The peroxide ions presence in the reaction solution has been spectrally confi rmed 
 [  17  ] . The results presented evidence that the sulfi de ion oxidation process proceeds 
predominantly in accord with the predicted electrochemical mechanism.  
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  Fig. 32.5    Partial polarization curves: Cathodic plots (15 gS −2 ·L −1  and 0.25 N NaOH + Ar), 
( a ), (▼) – Ni(OH) 

2
  and ( b ), (●) – [CoPc(SO 

3
 H) 

2
 ]; Anodic plots (0.25 N NaOH +O

2 
, Air) (B-x), 

( c ), (▲) – Ni(OH) 
2
  and ( d ), (■) – [CoPc(SO 

3
 H) 

2
 ]; Flow rate – v 

r
  = 24.15 cm 3  per minute; 

S 
GDE

  = 200 cm 2 ; t o  = 25°C       

   Table 32.1    Electrochemical and chemical parameter determinations for the three catalysts 
studied   

 Catalyst  E мix
  [mV]  E 

oc
 [mV]  I мix

  [mA]  I 
F
 [mA] 

 GDE  −295  −297  125  124 
 GDE/CoPc(SO 

3
 H) 

2
   −348  −320  615  556 

 GDE/Ni(OH) 
2
   −385  −408  645  908 
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    32.5   Studies of the Sulfur Dioxide Oxidation and Oxygen 
Reduction Electrochemical Nature 

 To clarify this issue, the measured at different potentials magnitudes of current fl ow 
were compared to the respective values calculated by the Faraday law from the 
experimentally determined quantity of sulfur dioxide at the very same potentials 
 [  18  ] . The experiment has been carried out with a GDE of 200 cm 2  area, catalyzed 
solely with Noirt–NK. The large operational area results to an increased sulfur diox-
ide “consumption” by the GDE. This provides for more accurate determination of 
the SO 

2
  concentration differences. A concentration of C 

SO2
  = 1% by volume has been 

selected since this value represents a good agreement with the SO 
2
  content in the 

industrial waste gases. Figure  32.6  illustrates an experimental (i 
F
 ) and calculated 

(i 
cal

 ) i/E relations.  
 The current intensity corresponding to the transformed (oxidized) in the GDE 

total quantity of sulfur dioxide has been determined applying two different 
techniques:

    (a)    From the sulfur dioxide concentration changes in the gas mixture at the gas 
chamber inlet and outlet, maintaining constant gas mixture fl ow rate of 50 L/h, 
where the current corresponding to the sulfur dioxide concentration alteration 
is calculated applying the Faraday law:

     

2 ,
Nso F

I
t

Δ
=

Δ    (32.3)  

where ΔN is the oxidized during the experiment (Δt, sec.) quantity of sulfur 
dioxide (gram-equivalent). 
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  The calculated current intensity is recalculated and presented as current density 
related to the GDE area of 200 cm 2 . These measurements are taken repeatedly 
during the experiment and show constant values within the error limits of the 
iodometric titration, for our case defi ned as some 2%.  

    (b)    From the sulfuric acid changes in the electrolyte at the initial and fi nal experi-
mental points, maintaining a constant volume of V = 400 mL. This particular 
change is converted to current intensity according yet again to Eq.  32.3 . There 
is a satisfactory agreement of the two measurements’ data.     

 The illustrated in Fig.  32.4  two plots comparison reveals considerable differ-
ences since fairly large sulfur dioxide quantities are additionally oxidized not under 
the Faraday current fl ow impact. This is particularly noticeable at the point desig-
nated i 

F
  = 0, i.e. when there is no external current fl ow through the electrode. In this 

case the sulfur dioxide oxidation rate, expressed as current density, is comparatively 
high, i 

cal
  = 2 mA·cm −2  or I 

cal
  = 412 mA. Imposing low overvoltages does not consider-

ably increase the oxidized sulfur dioxide quantity. In cases when the process pro-
ceeds at higher electrode polarizations (over 100 mV) the sulfur dioxide is oxidized 
mostly by the fl owing through the electrode current. 

 This, naturally, raises some queries related to the oxidation mechanism with no 
external current fl ow. In this case the sulfur dioxide oxidation reaction could take 
place chemically in a gas phase  [  11  ] :

     2 2 3

1

2
g g gSO O SO+ →    (32.4)  

     3 2 2 4
gSO H O H SO+ →    (32.5)  

or electrochemically onto short circuited micro-galvanic elements dispersed in the 
GDE catalytic layer. The presumptive reactions are:

     2 21 / 2 2 2 (cathode)O H e H O+ −+ + =    (32.6)  

     
_

2 2 2 42 2 2 (anode)SO H O H SO H e++ = + +    (32.7)  

     2 2 2 2 4total : 1 / 2SO O H O H SO+ + →    (32.8)   

 Supporting the electrochemical nature of the oxidation process is the experimen-
tally established fact that the SO 

2
  oxidation to SO 

3
  in gas phase at room temperature 

proceeds infi nitely slow. 
 This assumption for electrochemical mechanism may be tested by the anodic and 

cathodic partial curves measurements taken at similar to the illustrated in Fig.  32.6  
conditions (since the electrode area is S = 10 cm 2 , the fl ow rate is correspondingly 
reduced to 2.5 L/h). In our case these are the cathodic (reagent-Air) and anodic 
(reagent-Ar + SO 

2
 ) curves shown in Fig.  32.7 . The symbol Δ denotes the magnitude 

of E 
OC

  at external current i 
F
  = 0 for a gas mixture of Air + 1% vol. SO 

2
 . From the 

partial curves crossover point we may judge for the mixed (short circuited) current 
density i мix

  = 2 mA·cm −2 , which accurately coincides with the calculated from the 
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sulfur dioxide quantity value at zero external current fl ow illustrated in Fig   .  32.6 . 
Good agreement is exhibited also for the E 

OB
  potentials coincidence in the case of 

i 
F
  = 0 for the gas mixture  

 (Air + 1% SO 
2
 ) in Figs.  32.6  and  32.7 , and E 

CM
  corresponding to the cross-

over point of the anodic and cathodic potential curves in Fig.  32.7 , i.e. 
E 

OC
  = E 

MIX
  = 590 – 600 mV. 

 The equivalence of the values for the mixed current and the calculated by 
Eq   .  32.3  current as well as the equivalence of the mixed potential E 

MIX
  and the open 

circuited potential E 
OC

  confi rm the electrochemical nature of the sulfur dioxide oxida-
tion by the contained in the air oxygen when no external current fl ow is registered 
through the electrode. 

 Another interesting fact should also be mentioned here. Figure  32.6  demonstrates 
that when external anodic current is imposed, up to certain values, simultaneous 
sulfur dioxide oxidation processes within the electrode take place due both to the 
imposed current and to the micro-galvanic elements’ current. This indicates that 
within one and the same physical object (electrode) with imposed anodic current 
two concurrent anodic and cathodic processes occur simultaneously. 

 This effect occurrence and the mechanism of the processes onto the micro- 
galvanic elements of electrodes with charcoal-Tefl on composition may be explained 
by the specifi c structure created within these electrodes. We shall make an effort to 
clarify this by presenting in Fig.  32.8  the physical model of a charcoal-Tefl on struc-
tured electrode. The internal, operational, GDE surface is highly developed. The 
roughness factor is close to f.r. = 500  [  19  ] . The active layer is partially hydrophobized, 
in other words some pores are dry and some are wet. It is even possible that part of 
a single pore may be wetted, while the other part is dry, etc  [  20  ] .  
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 In this manner galvanic couples or elements are shaped. With no external current 
applied the process of sulfur dioxide oxidation proceeds onto these micro-galvanic 
elements resulting to establishment of mixed potential. When imposing low exter-
nal current (i = 0.5 – 2.0 mA·cm −2 , Fig.  32.6 ) it does not fl ow through each of the 
fi bers due to the highly developed surface area including huge number of fi bers. For 
some reason certain paths are more resistive than others and the electronic current 
does not fl ow there. The reason may be due to the high Tefl on content since no 
 matter how experienced the experimenter is, the nonuniform Tefl on distribution is 
quite unavoidable. In such cases the paths with no current fl ow exhibit no external 
(in our case anodic) current and consequently potential. These routes are isolated 
while mixed potential still exists there as well as micro-galvanic elements where 
sulfur dioxide is oxidized. The physical model displayed reveals that the charcoal-
Tefl on structured GDEs do not represent a unifi ed physical object but consist of 
multiple micro-electrodes. This explains the simultaneous occurrence of oxidation 
and reduction processes onto one and the same electrode when external (in this case 
anodic) current is imposed. 

 The analytical calculations of such systems are quite complex. This is the reason 
we expressed the major relations describing the processes taking place experimen-
tally. These are namely the impacts due to the sulfur dioxide concentration in gas 
mixtures (concentrations under 1% by volume sulfur dioxide have been studied, 
corresponding to the industrial waste gases concentrations) and the sulfuric acid 
concentration. The C 

SO2
  and C 

H2SO4
  infl uence has been investigated by measuring the 

short circuit current densities derived from the crossover point of the anodic (with a 
reagent of Ar +  varying SO 

2
  concentrations) and cathodic (with Air as a reagent) 

curves. The C 
H2SO4

  infl uence at constant C 
SO2

  < 1.0% vol. within the range of 1–10 
H 

2
 SO 

4
  is negligible. The short circuit current density versus sulfur dioxide content 

in the gas mixture is presented in Fig.  32.9 . Within the concentrations range of 

½ O2 + 2H+ + 2e-→H2O

SO2 + 1/2O2 + 2H2O 
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H2SO4
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  Fig. 32.8    Schematic diagram of the internal pores of a charcoal-Tefl on structured electrode       
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0.03–0.3% vol. SO 
2
  a linear region is observed (shown in red), which allows for 

exploiting the following expression: 

     
2

2
sc SO

SO

i N
v kC

F t
= =

Δ
Δ

=    (32.9)  

where, v is the SO 
2
  oxidation rate represented as a number of gram-equivalents 

oxidized for a given period of time Δt. 
 The SO 

2
  concentrations range under 0.3% by volume is very interesting from the 

practical point of view when cleansing of waste gases is the main concern. All exist-
ing techniques for “hot” SO 

2
  oxidation do not perform well within this range of 

concentrations. Based on the results described above an innovative technique for 
SO 

2
  cleansing in waste gases has been developed and labeled ELCOX  [  21  ] . The 

revealed simplifi ed expressions facilitate the performance estimation of functioning 
according to the already described principle ELCOX equipment for waste gases 
cleansing within the operational concentrations range from 0.03% to 0.3% (300–
3,000 ppm) sulfur dioxide in air  [  22  ] .  

    32.6   Conclusions 

 An original investigation on simultaneous electrochemical reactions of oxidation of 
H 

2
 S and SO 

2
  by oxygen has been conducted. The additivity principle has been 

employed. The electrochemical nature of processes has been revealed. It has been 
proven that reactions proceed on spread micro-galvanic elements. An original 
Carbon-Tefl on structure of the electrodes has been achieved by use of tefl onized 
blacks. 
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 The mechanism of simultaneous anodic and cathodic reactions taking place in 
the same electrode with or without external current has been explained. A physical 
model of the system has been presented. It has been shown that Carbon-Tefl on 
structure of GDE creates a discrete (disordered) system. There are parts with differ-
ent charge and potentials. The electrode is not unifi ed physical object but a sum of 
micro-electrodes.      
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  Abstract   This study examines the coherence properties among the Stokes and 
anti- Stokes fi elds and their applications in Communications. We investigate a novel 
two-photon entangled sources approach which takes into account the coherence and 
collective phenomena between the fi elds. The quantum propriety of realistic sources 
of powerful coherent bi-boson radiation (coherent entanglement of Stokes and anti-
Stokes photons) is analyzed. Finally, we examine experimental applications of 
coherence between the Stokes and anti-Stokes photons obtained in super-radiance 
and resulting lasing effects in quantum communications and cryptography.  

  Keywords   Collective phenomena  •  Correlation  •  Photonics losses  •  Two-photon 
lasing      

    33.1   Introduction 

 Cryptography in the digital world can be used to protect identities and data from 
unauthorized access or modifi cation. Cryptography is essential for modern 
e- commerce and standard transactions; however, the Internet is inherently insecure. 
Data is the cornerstone of Information Technology and is vulnerable at every stage 
of its life cycle; conversion, storage, processing, transmission, retrieval, etc. 
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 The property of entanglement between the emitted photons in the processes of 
light generation is an enabling technology of quantum computing, and information 
security  [  1  ] . Research connected with the manipulation of quantum fl uctuations of the 
generated light and its application in transmission and detection of information with 
a high degree of security play an important role in modern defense arsenals. Some 
interesting behavior of Stokes  [  2  ]  and anti-Stokes generated modes in the Raman 
processes  [  3  ]  can be observed for the small number of the pumped photon in non-
linear media. The cooperative coherent establishments between these two modes 
can be used for transmitting and processing of information with higher crypto-
graphic levels  [  4  ] . This article proposes a new type of two photon comunication 
through the bi-boson fi eld which can be regarded as a two coherent fi eld generated 
in the lasing process  [  5–  7  ]  of Stokes and anti-Stokes modes in nonlinear mediums. 
Such quantum correlations can be obtained in the processes of Raman scattering 
 [  3  ] . New coherent states are obtained between Stokes and anti-Stokes fi elds 
 belonging to SU(2) algebra that could be used in quantum communication. The 
cooperative nonlinear scattering processes between two resonator modes stimulated 
by the excited atomic beam has been studied  [  6  ] . 

 We demonstrate that these collective scattering phenomena between the Stokes and 
Anti-Stokes cavity modes take place due to information transfer between the photons 
of two fi elds. Study of the quantum fl uctuations of the number of photon using the 
Stokes and Anti-Stokes fi elds are proposed for communication with a higher degree 
of information security. The new peculiarities of the second order  correlation func-
tions between these fi elds are considered as potential algorithms in cryptography and 
are expressed through the lasing parameters of the source. In the second section, a 
review of information transmission through entangled photons obtained in parametric 
down conversion  [  4,   8  ]  is provided. In this section, we propose a new method of infor-
mation transmission involving the two-fi eld coherent states. 

 The main difference between the Ekert model  [  9  ]  and new possibilities which 
include the second order coherent effects is given. We consider that such coherence 
between the photon of two fi elds can be conserved in the process of propagation of 
the Stokes and anti-Stokes photon through different fi bers over long distances. The 
information encapsulated into coherent bi-boson light can be destroyed in the dis-
persive medium and restored over a certain distance. In both methods of transmis-
sion of the Stokes and anti-Stokes photons, the nature of the quantum communication 
between two points  A  (Alice) and  B  (Bob) does not allow eavesdropper,  E  (Eve), to 
decrypt the transferred information.  

    33.2   Descriptions of Quantum Cryptography, History 
and New Architecture 

 Confi dential communication needs encryption in order to ensure that no unauthor-
ized party could misuse the content. Quantum cryptography provides long-term 
security and thus conforms to the requirements of a number of recent legal 
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 regulations for protecting information. Quantum cryptographic technologies  provide 
 information-theoretically secure keys for encryption. The basic approach includes 
sending streams of specially prepared particles of light (photons), their  measurement 
by the legitimate parties and the subsequent post-processing of the measurement 
data. The output is the cryptographic key consisting of identical random bit strings. 
A potential eavesdropper cannot gain any information on this key irrespectively of 
his resources. This property which has no classical counterpart is due to the funda-
mental laws of quantum physics which ensure that any measurement leaves indeli-
ble traces behind. These traces manifest themselves in an error-rate that can be 
identifi ed by the legitimate users. There exists a quantitative relationship between 
the error-rate and rate of key generation. In case the error is below a certain upper 
bound, and therefore the eavesdropper’s invention was suffi ciently weak, the pro-
cess of generating the cryptographic key is still possible with the same security 
standard but at a accordingly reduced rate. The latter gets equal to zero if the error-
rate exceeds the bound. Below we shall discuss the cryptographic model on the 
basis of two entanglement photons obtained in parametrical down conversion and 
our model based on the two-fi eld coherence effect between the Stokes and anti-
Stokes fi elds. These models are described in the Sects.  33.2.1  and  33.2.2 . 

    33.2.1   Protocol with Entanglement Effect Between Photons 

 This QKD system was developed by an Austrian-Swedish consortium consisting of 
the University of Vienna, the Austrian Research Centers GmbH and the Royal 
Institute of Technology from Kista. The principal idea of this setup is to use the 
unique quantum mechanical property of “entanglement” in order to transfer the 
 correlated measurements into a secret key  [  1  ] . A passive system performing mea-
surements was implemented, where all photons fi nd their way towards their detec-
tors without the need to control any of their properties actively. As a result, correlated 
measurements are generated at Alice and Bob without any input for choice of basis 
or bit value for individual q-bits. For long-distance fi ber-communication systems it 
is essential to have a high fl ux of photon pairs that we realized using spontaneous 
parametric down conversion (SPDC) in the orthogonally oriented two crystal geom-
etry (see Fig.  33.1 ). Our compact source (40 × 40 cm) is pumped by a 532-nm-laser 
and its polarization is rotated to 45° for equal crystal excitation. The two nonlinear 
periodically-poled KTiOPO4 (ppKTP) crystals are quasi-phase matched for all 
three wavelengths.  

 The transmission of information through entangled photons is based on Ekert’s 
protocol  [  9  ] . This protocol is encoded by its physical nature, and the system based 
on the entanglement effect between the photons consists as follows: Alice receives 
one of the photons of the pair and Bob the second. Alice and Bob have the same 
detection basis and for every particle pair, each chooses an axis independently, and 
measures the polarization along the axis. After that a series of photons pair are 
transmitted, they announce what axis of polarizer were chosen in the process of 
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measurement and analyze in which cases they obtained the particles simultaneously. 
This process establishes the channel. This system is encoded automatically. 
A detailed description can be found in the literature  [  9  ] . 

 The pulses formed from pairs of entangled photons can be applied in quantum 
communication and cryptography as investigated in quantum optics. It was dem-
onstrated that in the process of transmission of correlated two photons which 
were obtained with parameter down-conversion effect through two optical fi bers, 
the correlation between the photons pairs is conserved at a very big distance 
(30 km)  [  9  ] , for more than 6 km in free-space  [  1  ] . Recent revolutionary progress 
was achieved by introducing the idea of a decoy state, and by transforming the 
concept into systematical and rigorous theory and scheme. Using a decoy state, 
much higher key generation rates and longer distances are possible, in the same 
level compared with the case of using true single photon sources which was suc-
cessfully demonstrated by Lo’s group from Canada for 15 km, and later for 
60 km. Recent research by Pan Jianwei has extended the distance to 200 km. 
Alternatively, it is possible to have cryptographic channels that cannot be eaves-
dropped (Eve), because the nature of the communication through pairs of  photons 
does not allow this. 

 The below listed Fig.  33.3  describes the process of transmission at a distance of 
13 km. The generator of pairs of photons is by a nonlinear MgO:LiNbO3 crystal 
without an inversion center. The fl ux of entangled photons was separated into two 
directions, as shown in Fig.  33.2 . Each pair was separated so as “one idler photon” 
goes to right and “one signal photon” goes to left (de facto, the same photon goes to 
left and to right). The fl ux was expanded using a optic telescope. The signal was 
compressed with telescopes of the same type at the detectors, Alice and Bob situ-
ated in USTC (University of Science and Technology of China, see Fig.  33.3 ) and 
the place Taouhua. The protocols Alic and Bob coincided indicating high effi ciency 
in the information transmission process.    
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HWP ppKTPx2L1 Dichroic L3

L2

1 nm

BP 810
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Birefringent
wedges

SMF
BP1550

400 GHz
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V H

  Fig. 33.1    Schematic of the source of entangled photons. Within the nonlinear ppKTP crystals, 
single pump photons are converted to two photons at 810 and 1,550 nm. If two indistinguishable 
conversion processes are possible within the V- and H-oriented crystals, polarization entanglement 
is generated       
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  Fig. 33.3    The experimental realization of E91 protocol in China       
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  Fig. 33.2    The scheme of E91 protocol       

    33.2.2   New Architecture Using the Coherence Between Stokes 
and Anti-Stokes Fields 

 We propose a novel architecture for quantum communication. The amplitude of 
a simple block of coherent Stokes and anti-Stokes photons obtained after two- 
photon interaction in scattering lasing effects can be described by the square value 
of  electrical vector      2

0 0 0
ˆ ˆ( ) [ ( ) ]k k k a sk

t b a Exp t k k ze w j+ +
−Π = − − +∑   .     ( ) A St E E+Π =   , 

representing these amplitudes through     ,
ˆ exp[ ( )]A k A z k ak

E b i t k z gw+ += −∑    and 

    ,
ˆ exp[ ( )]S k S S k Sk

E a i t k z gw− = − −∑   , where     ˆkb+   and     ˆka+   are creation photon operators 
in the anti-Stokes and Stokes fi elds respectively,     ˆkb    and     ˆka    are annihilation photon 
operators in these fi elds. 

 In the quasi-classical limits the amplitude     2
0 ( ) k kk

t b be +Π = ∑   , has the same 
proprieties as amplitude of coherent laser fi eld. In this approximation, a nice idea is 
to use the modulation of this square amplitude for transmission of information. At 
fi rst glance, it is observed that this method does not have a substantial differences in 
comparison with classical methods of information processing, but if we send this 
information in dispersive media, which separates anti-Stokes and Stokes photons 
from coherent entanglement fi elds, the information is drastically destroyed, because 
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    0k kb+
+    and     kb+    take zero values. The possibility of restoration of information on 

the square amplitudes     0 ( ),tΠ    is interesting problem of many particle coherent 
states, formed from blocks of Stokes and anti-Stokes photons  [  2  ] . 

 These studies are necessary because in a bi-boson lasing effect, the photon sta-
tistics depend on the statistics of the ignition fi eld. Of course, the start up from 
vacuum fl uctuations preserves the entanglement character of the generated Stokes 
and anti-Stokes coherence state. This effect is very interesting in quantum 
communication. 

 We propose an interesting effect that takes into account the classical method of 
registration of information. As  P (t) plays the role of electromagnetic fi eld intensity 
strength for the two- fi elds Stokes and anti-Stokes, at the detector can be considered 
as a classical fi eld described by     0 0( ) ( )cos[ ( ) ]a st t t k k zw jΠ = Π − − +�   , where     0Π    is 
the envelope of cooperative two-photon interaction in scattering processes. A large 
number of modes in the coherent states give as the possibilities of the increase the 
security of information storages in bimodal fi eld. 

 In this approximation, the classical information may be introduced in the ampli-
tude     0( )tΠ   . At the fi rst glance one observes that such registration of information 
may have nothing to do with the traditional method. If the bi-boson pulses pass 
through a dispersive medium, the anti-Stokes and Stokes photons from the fi eld 
change their directions. Focusing the anti-Stokes and Stokes photons into different 
optical fi bers we are totally dropping the coherence among the photons. However, 
after a certain time interval, anti-Stokes and Stokes photons from the fi eld are mixed 
again, and we shall show that the coherence is restored (see Fig.  33.4 ).  

 The coherent state obtained in two-photon coherent emission 
    exp 0+ −⎡ ⎤Ψ = Π − Π⎣ ⎦   , takes into account not only entanglement between the pair 
photons but the coherence between the fi elds too, and can be used in mixed process-
ing problems in which the quantum entanglement between the Stokes and anti-
Stokes photons is used simultaneously with classical coherence  [  10  ]  between the 
fi elds. Of course the probability of experimental realization of logic gates for quan-
tum circuits in this case increase. In the next section we demonstrate that such 
coherent states between Stokes and anti-Stokes fi elds can be realized in cooperative 
scattering effects  [  8  ] .   

  Fig. 33.4    Mixing of the anti-Stokes and Stokes photons into different optical fi bers       
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    33.3   Cooperative Generation of the Coherences States 
Between Stokes and Anti-Stokes Fields 

 We consider a stream of atoms  [  11–  17  ]  with two levels traveling through the cavity 
as is shown in Fig.  33.5 . The total Hamiltonian which describes the interaction of 
the atoms with Stokes and anti-Stokes fi elds of the cavity can be represented through 
the atomic and fi eld operators

     { }0
1 1

( ) (( ), )
N N

T zj a b a b j j
j j

H R a a b b i G k k R J tt J Rw w w+ + − + − +

= =

= + + + −∑ ∑� � �    (33.1)  

where the last term represent the interaction Hamiltonian, here     zjR   is the population 
inversion of atom j;     +ˆ

jR   and     −ˆ
jR    represent the operators which describe the transi-

tions from     g   - ground state to     e   - excited state and from     e   - excited state to     g

  - ground state, respectively (see Fig.  33.6 ). The operator     ( )a a+    is the creation (anni-
hilation) of Stokes photons and     + ( )b b    is the creation (annihilation) of anti-Stokes 
fi eld operators. The interaction constant     ( , )a bG k k    describes the effective nonlinear 
coupling of atom  j  with cavity modes     ak    and     bk    with the energies     aw�    and     bw�   .   

  Fig. 33.5    The atomic pump of scattering process with transformation of n-Stokes photons in 
anti-Stokes fi eld       

v

b+ ba+a

R j
R j

e

g

6

  Fig. 33.6    This scheme shows the collective excitation of atom with absorption of Stokes photon 
and generation of anti-Stokes quantum and vice versa       
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 In order to describe the scattering processes, let us introduce the collective 
 operators for Stokes and anti-Stokes modes,     + +=J ab    and     − +=J ba   . The operator 
    + +=J ab    describes the simultaneously process of creation of anti-Stokes and anni-
hilation of Stokes photons. The inverse process is described by operator:     − += .J ba    
As the full number of photons in the cavity  [  5  ] , in the small time moment the inter-
action is conserved  [  7  ] , we shall introduce the operator of photons inversion between 
the Stokes and anti-Stokes photons:     + += −( ) / 2zJ b b a a    and energy difference: 
    b aw w w= −�� � �   .  

Taking into account, that the lifetime of atoms in the cavity are shorter than the 
time of scattering processes and considering that the atomic system is prepared in 
excited state, let us eliminate the atomic operators     +ˆ

jR    and     −ˆ
jR    from Heisenberg 

equation of arbitrary fi eld operator     ˆ ( ).O t    After consecutive elimination of free parts 
of these operators the master equation for Stokes and anti-stokes fi eld can be repre-
sented in the fourth order on the interaction constant     ( , )a bG k k   

    

{ }1

2

2 2 2

2

ˆ ˆ ˆ ˆˆ ˆ ˆ ˆ ˆ ˆ ˆ( ) [ ( ), ( )] 2 ( ) ( ) ( ) ( ) ( ) ( ) ( ) ( ) ( )

1 ˆ ˆˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ( ) ( ) ( )[ ( ), ( )] [ ( ), ( )] ( ) ( ) ( )
(1 )

1 ˆˆ ˆ ˆ( ) ( )[ ( ), (
1

z

d
O t i J t O t J t O t J t J t J t O t O t J t J t

dt

J t J t J t O t J t J t O t J t J t J t

J t J t O t J

cg a

ca
c

c

− + − + − +
⊥

− + − + − + − +

− − +

= + − −

⎧ − ⎡ ⎤− +⎨ ⎣ ⎦+⎩

+
+

�

�

2 2

ˆˆ ˆ ˆ ˆ ˆ)] ( ) ( )[ ( ), ( )] ( ) ( )

2 ˆ ˆˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ( ) ( ) ( )[ ( ), ( )] [ ( ), ( )] ( ) ( ) ( )
(1 )

t J t J t J t O t J t J t

i J t J t J t O t J t J t O t J t J t J t
c
c

+ − − + +

− + − + − + − +

⎡ ⎤+⎣ ⎦

⎫⎡ ⎤+ − ⎬⎣ ⎦+ ⎭    
(33.2)

   

 Here the new constants are represented through interaction parameter,     2 ( )a bG k k   , 
detuning,     0w w−�   , number of atoms,  N,  and atomic losses  [  9  ] ,     g   :     1 1a a t ⊥=�   ; 
    2 2

1 ( ) /a bNG k ka = �    and     1 2/ ( 1)t g c−
⊥ ⊥= +   , where     1

0( )c w w g −
⊥= −�   ,     IIg g g⊥≈ ≈   , 

respectively,     1 1 2
2 2 ( )IIa a g g− −

⊥=�    and respectively     4 4
2 2 ( , ) / .a bG k k Na = �   The fi rst 

term in Eq.  33.3  describes the rate of collective transformation of anti-Stokes pho-
tons into Stokes photons. 

 The constant     1a   , represents the transformation rate of this processes. The terms 
proportional to the constant     2a   , represents the attenuation processes of generation 
which together with fi rst term in Eq.  33.4  have the tendency to stabilization of scat-
tering process. Passing from atomic operator     ˆ ( )O t    to density matrix 
    { ( ), (0)} { (0), ( )}Sp t O Sp O tr r=    in Eq.  33.3 , one can obtain the following master 
equation

     

{ }+ − − + − +
⊥

+ − + − − + − + + − + − − + − +

+ + − − + − − + + +

= − + − −

⎧ − ⎡ ⎤− − + −⎨ ⎣ ⎦+⎩

+ − +
+

�

�

1

2

2 2 2

2

( ) ˆ ˆ ˆ ˆ ˆ ˆ ˆ[ , ( )] 2 ( ) ( ) ( )

1 ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ( ) ( ) ( ) ( )
(1 )

1 ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ( ) ( ) ( )
1

z

d t
i J t J t J t J J J J t

dt

J t J J J t J J J J J J J t J J J J J t

J J t J J J t J J J J J t

r cg r a r r r

ca r r r r
c

r r r
c

− − − + + −

+ − + − − + − + + − + − − + − +

⎡ ⎤−⎣ ⎦

⎫⎡ ⎤+ − − + ⎬⎣ ⎦+ ⎭
2 2

ˆ ˆ ˆ ˆ ˆ( )

2 ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ ˆ( ) ( ) ( ) ( ) .
(1 )

J J J J J t J

i J t J J J t J J J J J J J t J J J J J t

r

c r r r r
c    (33.3)   
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 This equation describes the collective transformation of Stokes photons in 
anti-Stokes fi elds and is similar to super-radiant master equations studied tradi-
tionally in this study  [  11,   18,   19  ] . As we neglect the losses from the cavity the 
steady state solution of this equation are applicable for the time intervals 
    1 1t kg − −< <   . The numerical and analytical studies of the kinetics of this process 
are given in the next section. Following is the solution of the master Eq.  33.3 . In 
according with the mathematical approach we can expand density matrix on the 
coherent states like this is proposed in the papers  [  11,   18,   19  ] . As follows from 
Q- and P-diagonal representation  [  3  ]  of density matrix  [  12  ] , in the case when the 
right hand side of master equation has biquadrate form relatively the operators     +J    
and     −J    the solution of master equation it is represented through diagonal bra-ket 
operators of SU (2) algebra

     ( ) ( ) , , | .
j

mm j
t C t m j m jr

+

= −
= 〈∑    (33.4)   

 Here the Hilbert’s vector     ,m j    belongs to angular momentum vector sets. 
Introducing the representation ( 33.4 ) in Eq.  33.3  it is easy to obtain the following 
system of equations for the coeffi cient     ( )mC t   .  

 The coeffi cients     { }mC   describe the probability of simultaneously existence of 
(2j + 1) Dicke states in the scattering process. The initial condition for the system of 
Eq.  33.5  is     − − + − += = = = =1 21, ... 0j j j jC C C C   .

     

{ }

}

1 1

2
2 2

2 12 2

22

1

( )
( )[( 1)( )] ( )[( )( 1)]

1
2 [ ( )[( 1)( )] ( )[( )( 1)]

(1 )

1
[ ( )[( 2)( 1)][( 1)( )

1

( )[( 1)( )][( )( 1)]] ;

m
m m

m m

m

m

dC t
C t j m j m C t j m j m

dt

C t j m j m C t j m j m

C t j m j m j m j m

C t j m j m j m j m j

a

c
a

c

c

−

−

−

−

= − + + − − + +

−
− − + + − − + +

+

+ − + + − − + +
+

− −

⎧
⎨

+ + − + + ≤

⎩

−

�

�

;m j≤    (33.5)

   

 Following, we demonstrate the steady state solution from the system of Eq.  33.5 . 
In according with this system of equation we obtain the following recursion alge-
braic equation between the coeffi cients. In according with this, the following recur-
sion algebraic equation between the coeffi cients     −1,m mC C    and     −2mC    is 
established:

     

1 2 3
1 2

1 2

3
2 2

1 2

[( 1)( )]{ [( 1)( )] [( )( 1)]}

[( )( 1)] [( )( 1)]

[( 2)( 1)][( 1)( )]
;

[( )( 1)] [( )( 1)]

m m

m

j m j m j m j m j m j m
C C

j m j m j m j m

j m j m j m j m
C

j m j m j m j m

b b b
b b

b
b b

−

−

− + + − − + + + − + +
=

− + + − − + +
− + + − − + +

−
− + + − − + +    

(33.6)

  

where     
2

1 1 2 2 2 2

1
;

(1 )

c
b a b a

c
−

= =
+

� �    and     3 2 2

1

1
b a

c
=

+
�   . 

 The distribution function is described by these coeffi cients. This steady state 
solution describes the stabilization process in the resonator. As a function of time, 
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the correlation function achieved its maximum value corresponding to a steady state 
stabilization of scattering processes in the resonator  [  5–  7  ] . As a result, the transfor-
mation of 2j + 1 = 26 Stokes photons into 26 anti-Stokes photons take places in a 
very interesting way. For example, the distribution of probabilities C 

 m 
  as function of 

the label number “ m ” at earlier stage of radiation,     10.1 /t a= �   , is described in 
Fig.  33.7 a while in Fig.  33.7 b this distribution is plotted at later time moments 
    10.4 /t a= �   . This distribution can be regarded as the probabilistic repartitions 
between Stokes and anti-Stokes photons: (0,25); (1,24); (2,23); (3,22); (4,21); …
(21,4); (22,3); (23,2); (24,1); (25,0), which are described by simultaneous existence 
of such repartitions with the probabilities:     12 ( )C t   ,     11( )C t   , …     0 ( )C t   …     −12C   . In the 
brackets, the fi rst number (n, m) represents the Stokes photons and the second 
number – the anti-Stokes photons. The sum of these probabilities is equal to unity: 
    

+

=−
=∑ ( ) 1.

j

mm j
C t   In Fig.  33.7  we have plotted the distributions of the energies.  
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  Fig. 33.7    ( a ,  b ) The distribution of the energies between Stokes and anti-Stokes photons in the 
time moments,     10.4 /t a=   , The dependence  P  

 m 
  as function label “ m ” is shifted by number 

j = 12 – 6.5       
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 This effects have many analogies with anti-bunging behavior of Stokes and anti-
Stokes fi elds, described by     +J    and     −J    operators of SU (2) group. The intensity of 
such fi eld is described by second order correlation function     τ+ −< − >( ) ( )J t J t
  which is proportional to     cos[( ) ]a s tw w f− +    as in traditional coherence effect with 
single mode laser fi eld.  

    33.4   Conclusions 

 Recent advances in quantum communication by using quantum optical proprieties 
of light are reviewed. The quantum communication protocols are carefully dis-
cussed. On the basis of these protocols, much research investigates the development 
and implementation of quantum optics devices. We proposed a new method of 
quantum communication, which takes in to account the coherence between the 
entangled photon fi elds and the application of this effect in cryptography and quan-
tum communication. Considering coherent and corpuscular properties of light, con-
sisted of photon fi elds, the new scheme for quantum communication has been 
offered for the quantum communications. At present, the most accessible two and 
even multi photon entangled states are produced by optical parametric down con-
version. Such sources are probabilistic and post-selection is needed in some cases. 

 It is demonstrated that this non-stationary collective effect has many analogies 
with super radiance in atomic subsystems in free space. The dynamical transforma-
tion of Stokes photons in anti-Stokes photons and vice versa as function of the 
preparation of atomic inversion is investigated. The unique features of the fi eld con-
sisted from both Stokes and anti-Stokes photons are studied by solving numerically 
the master equation.      
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  Abstract   The application of coherence proprieties of bimodal fi eld in quantum 
lithography and quantum holography is proposed. The coherence effect between the 
photons from Stokes and anti-Stokes waves generated in Raman lasing emission is 
established. The application of Stokes and anti-Stokes bimodal coherent fi eld in 
lithography and holography are given in according with the defi nition of amplitude 
and phase of such entangled states of light. The optical scheme of holographic rep-
resentation of object in bimodal representation is proposed.  

  Keywords    g - and x-ray radiation  •  Extended nuclei system  •  Two-photon sources  
•  Cooperative emission      

    34.1   Introduction 

 The creation of entangled photons in two- and multi-quanta processes opens new pos-
sibilities in quantum lithography and quantum holography. For example in the paper 
of Teich et al.  [  1  ]  it is proposed to make use of quantum entanglement for extracting 
holographic information about a remote 3-D object in a confi ned space which light 
enters, but from which it cannot escape. Light scattered from the object is detected in 
this confi ned space entirely without the benefi t of spatial resolution. Quantum holog-
raphy offers this possibility by virtue of the fourth-order quantum coherence inherent 
in entangled beams. This new concept is based on the  application of second ordered 
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coherence function, proposed fi rst by Glauber and Sudarshan  [  2,   3  ] , which has 
 subsequently been intensively developed in the last few years. The possibility by vir-
tue of the fourth-order quantum coherence of entangled beams was studied by Belinskii 
and Klyshko  [  4  ]  which proposed a two-photon analog of classical holography. 

 This article is describe applications of coherent emission of two subgroups of 
photons, the sum (or difference) energies of which can be regarded as a constant so 
that coherence appear between the blocs of product of two electromagnetic fi eld 
strength. It was shown recently that spatial-multimode broadband squeezed light 
can generate coherent states of bimodal electromagnetic fi eld, as observed in photon 
counting experiment, the statistics of which are regular not only in time, but also in 
the plane of observation. The application of second order space-time coherence of 
light formed from entangled photons in holography and lithography follows from 
the defi nition of the quantum states of such bimodal fi elds. 

 In the second part of this article, a defi nition of bimodal coherent states is given 
in analogy with single photon coherent states. The defi nition of phase and amplitude 
of this bimodal fi eld is provided. Taking into account the coherent states of Stokes 
and anti-Stokes modes the lithographic limit for this bimodal fi eld is defi ned. 

 In the third part of this article, an application of product strength amplitudes and 
phases in holographic registration is proposed. The superposition of two vectors of 
bimodal fi eld obtained in two-photon or Raman laser effect is proposed for contrac-
tion of holographic image of the object. For observation of this hologram, the two-
photon detection scheme is proposed.  

    34.2   Coherent Proprieties of Two Photon Fields and Their 
Application in Lithography 

 Let us consider two nonlinear processes of light generation in lasers and collective 
decay phenomena. In the second order of interaction of light with matter these pro-
cesses strongly connect two waves in output detection region and give us the 
 possibility to study the coherent effects between these fi elds. One of these effects is 
connected with lithographic optical limits in measurements  [  5  ] . Taking into account 
a concept of the dropped lithographic limit     / 2lΔ ≥    in two quanta coherent pro-
cesses, Boto et al.  [  6  ]  have observed a new lithographic limits in parametrical down-
 conversion effect. This process generates two waves with frequencies     sw   -signal 
and     iw   -idler. The lithographic limit for these two waves is smaller than traditional 
limit     / 4lΔ ≥   . Following this concept, we introduced a similar coherence between 
the photons in Raman lasing processes. In this case one photon in from driving fi eld 
is absorbed (Stokes photon     sa   ), and the other photon is generated as (anti-Stokes 
    

ab +   ). Taking into account product of Sakes and anti-Stokes amplitudes     ( ),P t z−   , 
one can construct a common phase interference fi gures between two space points     z    
and     z + Δ   . These interfere fi gures are similar with coherence coincidences 
observed in double slits experiment with single amplitude coherent fi eld 
    ( ) ( )2 ( )G P z P z− +Δ = + Δ   . 
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 (A) Let us fi rst describe the nonlinear effects in which coherence between two 
photons is possible. The experiments for determination of two-photon decay time 
for metastable states for hydrogen-like or helium-like atoms (see Fig.  34.1 ) rela-
tively to dipole-forbidden transitions     →2 2

1/2 1/22 1S S    and     →1 1
0 02 1S S    was studied 

in the experiments  [  7,   8  ] .  
 The two-photon co-operative phenomena can appear in similar experi-

ments if at the distance less than the mean value of radiation wavelength    
    0 2

2S 1S2hc / (E E ) 2400 [A ] /m Zl = − =    certain number of inverted atoms  N »  10 – 
100 is situated. In this case, the transition probability is found in the second order of 
perturbation theory     

1 21 2 2s 1( , ) ( (E ))k k sM k k Ed w w+ − −� �    of the living time of 
metastable state 2S. The cooperative decay time,   t   

 r 
   =  t   

 0 
   /N , delay time of super-

radiant pulse  t  
 0 
   = ( t   

 0   
  /N) lnN  decreases in accordance with the superradiance law .  

Here   t   
 0 
   =  0.121 Z  −6  s is the two-photon decay time for hydrogen- or helium-like 

atoms,  Z  is the order number of the element. In extended systems of atomic radia-
tors the super-fl uorescence is observed in the case when the mean distance between 
the atoms is of the order of the radiation wavelength  [  9  ] . These experiments give the 
hope that in gamma diapason, when the mean distance between the inverted nuclei 
is comparable with the radiation wavelength, the super-radiance can be observed as 
well. An interesting effect of two photon cooperative emission is possible in micro-
cavities     2hc ml =   . In this case the mode structure of the cavity stimulate the two-
photon decay effect in comparison with cascade effect  [  9,   10  ]  (see Fig   .  34.2 ).  

  Fig. 34.1    The two-photon spontaneous emission in ( a ) Hydrogen-like ( b ) and Helium-like 
atoms       
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  Fig. 34.2    Two-photon 
cooperative decay stimulated 
by discrete mode structure of 
micro-cavity ( chain line ) 
observed in experiment  [  10  ]        
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 The property of entanglement between the photons emitted in the two photon 
lasers and parametrical dawn conversion has a great impact in application in quan-
tum information. The possibility of induced two-photon generation per atomic tran-
sition was suggested by Sorokin, Braslau, and Prohorov  [  11  ] . The scattering effects 
in two-photon amplifi er attenuate the possibility to realize two-photon lasing. 

 The fi rst experiments demonstrated that two-photon amplifi cation and lasing in 
the presence of external sources are possible  [  12  ]  (see Fig.  34.3 ). These ideas open 
new concept about the coherence. By introducing the amplitude of two boson fi eld 
crated in two-photon lasers we can observe that the generation amplitude is described 
by the fi eld product

     ( )( ) ( ) ( )
0, ( , ) ( , ) ( , ) exp[ ( ) ];b a b a a bP t z E z t E z t G k k ab i t i k k zw+ + += = − +

   (34.1)  

where     0 21b aw w w w= + =    is the total frequency of generated photons. In this case 
we can introduce the following operators of bi-boson fi eld,

     
; ; ( ) / 2zI b a I ab I a a b b+ + + − + += = = +

   (34.2)    

 In with coherent state of single photon lasers we can introduce the following coher-
ent state for these bi-boson fi elds

     
2exp{ } , . {1 | | }jI j jm m m+= −

   (34.3)  

which belong to     (1,1)SU   symmetry represented in the Fig   .  34.3a, b . Here     m    is 
the coherent displacement of bi-boson oscillator. In accordance with this con-
cept, the function     ( )+( ) ,P t z    has the same behavior as the electrical component of 
single photon laser. For example, the mean value of this function on the coherent 

(n+1)P

(n+1)S

nS

nS

a b

  Fig. 34.3    Sources of entangled photons in multi-photon processes. ( a ) Scattering diagram for 
two-photon laser beam amplifi cation in laser-driven two level-atoms; ( b ) Hyper Raman four-pho-
ton process with emission of two big energy entangled photons and absorption of two photons with 
smaller energy       
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state ( 34.3 ) can be represented through the harmonically functions with phase 
and amplitude

     ( )( )
0 0, exp[ ( ) ]a bP t z P i t i k k zw j+ = − + +

   (34.4)  

where     0
ˆˆ( , )b aP G k k ab=   is the amplitude and     ˆˆArg abj =    is the phase of 

 electrical fi eld strengths of two fi elds  a  and  b . In Fig.  34.4 a it is represented time or 
z- dependence of such functions. The lithographic limit follows from the difference 
between the maximum and minimum of two slits experiment represented in 
Fig.  34.4b . According with expression ( 34.4 ) and the distinguish distance     Δ    
between the slits follows that the second order correlation function 
    ( ) ( )2 ( )G P z P z− +Δ = + Δ    pass from maximal to minimal values for the value of 
    

1 2( )sink k q pΔ + =   . From this expression follows that lithographic limit is realized 
for     sin 1q →   . Or the distance between two stresses on the (x,y) plan must be,

     / [2( )]a b a bl l l lΔ → +    (34.5)    

 In the case when the wavelengths of the fi elds “ a ” and “ a ” coincide we 
    a bl l l= =    obtain the lithographic limit  [  11  ] . 
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  Fig. 34.4    ( a ) The proprieties of two-ray coherence have similar behavior as a coherent strength of 
single photon laser fi eld. ( b ) Two slits experiments with interference between pairs of modes which 
form the strengths product of EMF. The interference picture can be observed in photon excitation 
of the detector       
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 (B) Let us propose the coherent phenomena which can appear between two fi elds 
in Raman processes. If we study generation of Stokes light under the non-coherent 
pumping with anti-Stokes fi eld we can introduced the following representation of 
bi-boson fi eld

     ( ) ( )
0

ˆˆ, ( , ) ( , ) ( , ) exp[ ( ) ]s a s a s a a st z E z t E z t G k k a b i t i k k zw− + − +Π = = − −
   (34.6)  

where     + −( ) ( , ) ( , )s aE z t E z t        +( ) ( , )sE z t    and     − ( , )aE z t    are positive and negative defi ned 
strength of Stokes and anti-Stokes fi eld (see Fig.  34.5 ),     + +ˆˆ ,s aa b    and     ˆˆ ,s aa b    are the 
annihilation and creation operators of electromagnetic fi eld at Stokes,     sw   , and anti-
Stokes,     aw   , frequencies respectively;     0a sw w w− =    is the fi xed frequency of bi-
boson fi eld accordingly with the transition diagram represented in Fig   .  34.5a .  

 According with this defi nition, one can introduce the new bi-boson operators 
    ; ; ( ) / 2zJ b a J a b J a a b b− + + + + += = = −    which for constant number of photons in 
resonator it is possible for conservation of Kasimir vector,     = + +2 2 2 2

z x yJ J J J    rep-
resented in Fig.  34.5b  (here     + −= +( ) / 2xJ J J   ,     + −= −( ) / 2yJ J J i   ). 

 If we consider that at initial time the number of anti-Stokes photons is N = 2j, one 
describes the two photon scattering lasing processes by coherent state for this 
bi-boson fi eld belonging to SU(2) algebra

     
2exp{ } , {1 | | } ,jJ j ja a a+ −= − +

   (34.7)  

where     tan( / 2)a q=    is the amplitude of this bi-boson fi eld obtained in the Raman 
lasing processes. Taking into account the coherent state ( 34.7 ) one can fi nd the 
mean value of strength product

     

( ) ( ) ( )
( ) 0 0

, [ , , ] / 2

, cos[ ( ) ],a s

t z t z t z

t z t k k zw j

− +Π = Π + Π

Π = Π − − +
   (34.8)  

  Fig. 34.5    Scattering-generation diagram with generation of Stokes (or Anti-Stokes) photons ( left ) 
and the representation of the symmetry of such generation in phase space of bimodal fi eld ( right )       
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where     0
ˆˆ( , )s a s aG k k a b +Π =   and     ˆˆarg s aa bj +=   are the amplitude and phase of 

bimodal fi eld formed from Stokes and anti-Stokes photons. The minimal distance 
between maximal and minimal values of amplitude of correlation function 
    ( ) ( )2 ( )G z z− +Δ = Π Π + Δ    in the two slits experiments observed with two photon 
detectors corresponds to lithographic limit of this conjugate entangled bimodal fi eld 
(see Fig.  34.6 ).  

 This distance is inversely proportional with wave vectors difference 
    / ( )a sk kpΔ ≥ −    and of course is manifested in the second order coherence between 
Stokes and anti-Stokes fi eld. We emphasize here that Stokes and anti-Stokes fi eld 
can be incoherent fi eld in its boson representation. Of course, these two fi eld repre-
sentation must be regarded as a bi-boson coherent state of light formed from the 
action of the operator product of Stokes and anti-Stokes fi elds     s aa b +    on the vacuum 
of electromagnetic fi eld respectively. If the frequency of anti-Stokes fi eld is larger 
than the Stokes frequency, we can approximate this limit with the expression 
    / 2alΔ ≥   ,     

al    and     al    are the anti-Stokes and Stokes wave length respectively. 
This coherent phenomenon between Stokes and anti-Stokes fi elds can be used in 
Holography and other coherent processes with phase memory (see Fig.  34.7 ).  

 The minimal distance between maximal values of amplitude of the above corre-
lation corresponds to lithographic limits of this conjugate entangled bimodal fi eld, 

  Fig. 34.6    The pump of bimodal fi eld in the Raman scattering effect in pencil shape cavity 
 according with the scheme represented in Fig.  34.5        

  Fig. 34.7    The time dependence of mean value of vector <P (z,t)> and method of detection       
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    ( )z−Π   . This distance is inversely proportional with wave vectors difference 
    / ( )a sk kpΔ ≥ −    and of course is manifested in the second order coherence between 
the Stokes and anti-Stokes fi eld. We emphasize here that the Stokes and anti-Stokes 
fi eld can be an incoherent fi eld in its boson representation. Of course these two fi eld 
representation must be regarded as a bi-boson coherent state of light formed from 
the action of operator product of Stokes and anti-Stokes fi elds     s aa b +    on the vacuum 
of e.m. fi eld respectively:     | exp[ ] | 0s a s aa b a bm m m+ +>= − >  , where     μ   is the ampli-
tude of this bi-boson fi eld obtained in the Raman lasing processes,     >| 0    is the vac-
uum state of this bi-boson fi eld. If the frequency of anti-Stokes fi eld is larger than 
the Stokes frequency we can approximate this limit with expression     / 2alΔ ≥   ,     

al    
and     

al    are the anti-Stokes and Stokes wave length respectively. This coherent phe-
nomenon between Stokes and anti-Stokes fi elds can be used in Holography and 
other coherent processes with phase memory.  

    34.3   Holographic Proprieties of Bi-Boson Coherent Field 

 In this section we discuss how a hologram can be constructed using the recording 
phase information of bimodal fi eld on a medium sensitive to this phase, using two 
separate beams of bimodal fi eld (one is the “usual” beam associated with the image 
to be recorded and the other is a known as the reference beam). By exploiting the 
interference pattern between these bi-boson fi elds described in the last section in 
principle, this is possible. For example the Stokes and anti-Stokes fi elds can be 
regarded as a fi eld with electromagnetic strength product ( 34. 6 ), so that the common 
phases     0 0t k zf w= −    of this two fi elds amplitude     sa    and     +

ab    has similar behavior 
as the phase of single mode coherent fi eld, here     0 a sw w w= −    and     = −0 a sk k k    are 
the frequencies and wave vectors difference between the Stokes and anti-Stokes 
fi elds respectively. The coherent propriety of this product of electric fi eld compo-
nents is proposed to apply in possibilities to construct the time space holograms of 
real objects, taking in to account the conservation of phase of amplitude product in 
the propagating and interference processes. The quantum phase between the radia-
tors can be used in holography too. 

 At present, there are several experiments that manifest holographic principles of 
processing of quantum information. One of them is the model of Teich  [  1  ] , which 
describes correlation between the entangled photons obtained in parametrical down-
conversion. In the Fig.  34.8  the principle of such holography is given. Here S is a 
source of entangled-photon pairs. C is a (remote) single photon-sensitive integrating 
sphere that comprises the wall of the chamber concealing the hidden object (bust of 
Plato). D is a (local) 2-D single-photon-sensitive scanning or array detector. In addi-
tion,  h1  and  h2  represent the optical systems that deliver the entangled photons from 
S to C and D, respectively. The quantity  p2(x 2) is the marginal coincidence rate, 
which is the hologram of the concealed object. Thin and thick lines represent optical 
and electrical signals, respectively. The hologram in parametrical down conversion 
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is realized in terms of the correlations between the entangled photon in the single 
pair. The coherence between the pairs is not takes in to account.  

 Following the idea of second order coherence proposed in papers  [  6,   9  ] , we pro-
pose the new type of hologram registration in bimodal photon fi eld based on the 
coherent proprieties ( 34.5 ) and ( 34.8 ). As is well known that the holographic code 
in single photon coherent effects is based on mixing of the original wave (hereafter 
called the object wave)     0I    with a known reference wave     rI    and subsequently 
recording their interference pattern in the z = 0 plane. The intensity of the sum of the 
two waves is added photographically. 

 Recorded and a transparency of complex amplitude transmittance T, proportional 
to the intensity, is proposed in the literature (see for example  [  13, 14  ] ). Following 
this idea, we can construct such a hologram using the vector ( 34.1 ) for two-photon 
coherence or vector ( 34.6 ) for scattering bimodal fi eld. According to its classical 
defi nition, one can represent the original bimodal fi eld through 
    ( , ) ( ( , ) ( , )) / 2O O OP z t P z t P z t+ −= +    and known reference bimodal wave through,

     ( , ) ( ( , ) ( , )) / 2r r rP z t P z t P z tt t t+ −+ = + + +     

 In this case the sum of interference pattern is represented in Fig.  34.9  and has 
many analogies with classical holograms. The transmittance is given by interfer-
ence between the original and reference bimodal wave in the point in point z = 0. 

     

2: ( ( , ) ( , )) : (0, ) (0, ) (0, ) (0, )

(0, ) (0, ) (0, ) (0, ) .

O r O O r r

O r r O

T P z t P z t P t P t P t P t

P t P t P t P t

t t t

t t

− + − +

− + − +

=< + + >=< > + < + + >

+ < + > + < + >    (34.9)   

 This transmittals can be detected by two photon detectors on the plane (x,y) and 
the interpretation of imagine can be expressed in classical terms

  Fig. 34.8    The hologram 
principle of registration of 
information with entangled 
photons proposed in paper  [  1  ]        
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     2 2 2 22 cos[arg( (0, )) arg( ( , ))]O r r O O rT G G G G P t P r t t+ += + + − +
   (34.10)   

 Here     2 (0, ) (0, )O O OG P t P t− +=< >   is the intensity of detected bi-photons. From the 
original bimodal fi eld;     2 (0, ) (0, )r r rG P t P tt t− +=< + + >    is the intensity of detected 
bi-photons from reference bimodal wave from the object. The phase dependence of 
the imaginary component can be described by argument of complex number

     (0, ) (0, ) or arg .( (0, )) arg( ( , ))O r O rP t P t P t P r t− + + +< + τ > − + τ     

 The same behavior has the bimodal fi eld formed from the Stokes and anti-Stokes 
photons. In this case, in expressions ( 34.9 ) and ( 34.10 ) the fi eld     + (0, )P t    must be 
substituted with     (0, )t+Π   . The propriety of last bimodal fi eld is described by the 
expressions ( 34.6 – 34.8 ). The detection scheme on the plan z = 0 is represented in 
Fig.  34.6 .  

    34.4   Conclusion 

 We propose new possibilities in decreasing of lithographic limit using coherent 
bimodal electromagnetic fi eld formed from the Stokes and anti-Stokes waves. If 
initially the fi eld is prepared in the Stokes state with photon number  N = 2j  and 
atoms in excited state, the lithographic limit is described by the expression 
    / (2( ))a a s al l l lΔ ≥ −   . In the case, when wave-length of generated anti-Stokes 
fi eld fall in the x-ray spectral region, the lithographic limit can achieved in the 
Nano-scale diapason. This is an important limit for modern Nano-electronics and 
bio-physics. The application of coherent effect of bimodal fi eld in holography opens 
the new perspectives in transmission of information not only through entangled 
state of photons but through the second order coherence. Much of current literature 
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  Fig. 34.9    Two-photon coherent light and principle of hologram registration taking into account 
the phase and amplitude of bimodal fi eld       
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addresses holographic principles of processing quantum information [ 15,   16 ]. All of 
these methods manifest new perspectives in the coding and decoding of information.      
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  Abstract   The convergence and wealth of informatics, bioinformatics and  genomics 
methods and associated resources allow a comprehensive and rapid approach for the 
surveillance and detection of bacterial and viral organisms. Coupled with the con-
tinuing race for the fastest, most cost-effi cient and highest-quality DNA sequencing 
technology, that is, “next generation sequencing”, the detection of biological threat 
agents by ‘cheaper and faster’ means is possible. With the application of improved 
bioinformatic tools for the understanding of these genomes and for parsing unique 
pathogen genome signatures, along with ‘state-of-the-art’ informatics which include 
faster computational methods, equipment and databases, it is feasible to apply new 
algorithms to biothreat agent detection. Two such methods are high-throughput 
DNA sequencing-based and resequencing microarray-based identifi cation. These 
are illustrated and validated by two examples involving human adenoviruses, both 
from real-world test beds.  

  Keywords   Bioinformatics  •  Genomics  •  Adenoviruses  •  Threats      

    35.1   Introduction 

 Biological pathogens, including “biological threat” (biothreat) agents, pose unique 
problems in that they will amplify, i.e., grow and reinfect, in a susceptible popula-
tion and perpetuate their biological effects if unchecked. In other words, by defi ni-
tion, biological agents are living organisms that reproduce and sustain an epidemic 
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until either a biological or a man-made barrier (or intervention) is reached. Therefore, 
applying a defi ned and validated protocol for recognizing and identifying the cor-
rect organism is the fi rst step in the interruption of the cycle. 

 Biotechnology and technology have provided solutions to problems recently, 
particularly in the context of recombinant DNA technology and the resources 
 available through the world-wide web and computational power. In addition, bio-
technology and technology have also generated additional, new and unanticipated 
problems for society- as the proverbial ‘double-edged sword’. While a goal is and 
should always be the alleviation of human pain and suffering, with the improvement 
of living conditions, there are those who pursue a counter goal- one that produces 
bio-threat agents for example. While this may seem to be a major and unproductive 
problem, that is, one that may divert resources from the “more noble” goals, it may 
also be approached as a re-phrasing of another long-standing biological problem, 
one that must be solved to ensure human health and safety. This related problem is 
that of detecting, identifying and characterizing naturally occurring pathogens, par-
ticularly in the food chain. 

 Both aspects of this same problem may be refl ected upon and solved given the 
context of the many advances and available resources in technology, e.g., computa-
tional power, database development, information technology and internet-based 
networking, and in bioinformatics, e.g., genomic data and computational tools for 
data mining. Described in this presentation is the recent convergence of informat-
ics-, bioinformatics- and genomics- based approaches for the molecular surveil-
lance and detection of biothreat agents, whether they are “nature-made”, i.e., naturally 
occurring, or “man-made”, i.e., laboratory-conceived. These resources include pro-
tocols, data, databases and accessibility.  

    35.2   The Problem 

 Biological pathogens interact with humans and the human population as viruses, 
bacteria and eukaryotic organisms (e.g., fungi). These pathogens represent a very 
diverse range of organisms with no seemingly common attributes, other than 
 affecting their hosts. Again, the organisms may be the result of naturally occurring 
events, i.e., evolution, or man-made events. The problem, therefore, is how are they 
recognized and identifi ed. 

 As naturally occurring pathogens, these organisms may arise as “common” 
occurrences causing ‘expected’ illnesses, such as infl uenza on a healthy population, 
or “special cases” occurrences, such as secondary opportunistic pathogens on an 
immune suppressed or defi cient population, causing coinfections (multiple simulta-
neous infections of pathogens) and often ‘unanticipated’ but more severe illnesses. 
Another related but less common problem is that the human populations, both 
healthy and immune suppressed, may be subjected to “unanticipated” illnesses 
through consuming contaminated or infected foods, such as meats and vegetables. 
These agricultural products may become (accidental or introduced) carriers for 
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pathogens that affect only the human ‘end-users’. The pathogens may include 
 variants of bacteria normally found associated with humans commensally, such as 
 Escherichia coli  as strain O157:H7 and other  E. coli  strains  [  1  ]  or those synthesized 
potentially. 

 For all intents and purposes, “The Problem” comprises detection, identifi cation 
and characterization of these pathogens, the topic of this discussion. These are the 
fi rst steps in the containment of pathogens and in the treatment of the health prob-
lems caused by these organisms. Of course, once identifi ed, the overall problem is 
only partially solved but it is a necessary fi rst step. Both human pathogens and non-
human pathogens, e.g., those acting against fl ora and fauna, e.g., agriculturally 
important produces, may be approached using the same paradigm: exploitation and 
application of the genome sequence data. Logically and practically, the detection, 
identifi cation and characterization of naturally occurring and synthetic “man-made” 
biological pathogens call for the same protocols, tools and approaches. These are 
enhanced and improved by current advances in informatics, bioinformatics and 
genomics.  

    35.3   Historical Perspectives 

 The association of disease with microorganisms, specifi cally bacteria (and includ-
ing eukaryotic, such as fungi), has not changed since Robert Koch   ’s postulates 
(1890) were established detailing the etiology of anthrax and tuberculosis. These 
postulates include isolating the microorganism in all organisms suffering from the 
disease, growing the putative pathogen in culture and demonstrating that subse-
quent reinfection with this passaged organism causes the identical symptoms and 
disease in virgin and susceptible hosts (  http://en.wikipedia.org/wiki/Koch%27s_
postulates    ). Current accepted and standardized clinical laboratory protocols and 
practices call for identifying bacterial pathogens using laboratory assays that include 
physical cell staining (e.g., Gram stain), biochemical methods for proteins and other 
metabolites, and immunochemical assays, including antibody reagents. In addition, 
recent updates from technological advances are now being used, e.g., genomics-
based approach, including the sequencing of certain defi ned genes and DNA 
sequences (especially including rRNA)  [  2  ] . 

 Viruses are treated in a similar manner, albeit with the caveat that they must be grown 
in particular and specifi c hosts as they are not independently replicating life forms. 
Previously, the lack of success in growing viral pathogens was a barrier to the identifi ca-
tion and association of a particular virus with a disease; this is partially overcome by 
random primer-based DNA sequencing (metagenomics and database mining). Past and 
current methods of characterizing viral pathogen include electron microscopic examina-
tion of shape and size, biochemical assays of proteins, immunochemical assays of pro-
teins, including antibody reagents, and reinfection of virgin and susceptible hosts. As 
with the bacterial pathogens, identifi cation of viral pathogens also now includes the 
acquisition and analysis of partial or full genomic sequence data  [  3,   4  ] .  
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    35.4   A Solution 

 In the past, the available laboratory tools limited microbial pathogen surveillance 
and identifi cation. Prior to DNA sequencing, the highest resolution techniques 
 provided only protein and peptide-level structures as targets for analysis and assays. 
As indicated earlier, many of the established and currently used protocols call for 
examination of the shape and size of the pathogen along with the examinations of 
expressed proteins through biochemical and immunochemical assays. Proteins are 
unique and therefore defi ne a particular organism (pathogen). However, they are 
“interpretations” of the genome with their own physical properties. Secondary and 
tertiary structures of proteins, for example, form epitopes as three-dimensional 
structures for antibody recognition, an immunochemical assay. Using this as the 
primary method for the identifi cation of an organism may lead to the misidentifi ca-
tion of a pathogen, as using epitopes may be switched and not refl ective of the 
complete primary genome sequence data and the pathogen itself  [  3  ] . 

 The advent of DNA sequencing  [  5  ] , and its refi nement, including more effi cient and 
cost-effective high throughput methods (“Next Generation” sequencing technology), 
allows the examination of a pathogen at the highest level of resolution. The DNA 
sequence, i.e., the particular nucleotide composition and their order, is absolutely unique 
to a particular pathogen. Minute changes, as in naturally occurring mutations as well as 
man-made modifi cations, in the genome sequence may be monitored by genome and 
DNA sequence analysis, along with other genomics-based methods that will not be 
discussed due to time limitations, e.g., polymerase chain reaction-based methods, geno-
typing, etc. Methods for taking advantage of the genomics and bioinformatics approach 
allow for rapid and exact identifi cation of microbial pathogens, including viral, bacterial 
and eukaryotic. The methods to be discussed include Sanger-based DNA and genome 
sequencing and microarray-based organism identifi cation and DNA sequencing (as 
“resequencing”). To simplify the discussion, these are illustrated and validated by two 
examples involving human adenoviruses, both from real-world test beds. The fi rst 
example is whole genome sequence determination and analysis, as discussed earlier in 
the context of identifying a reemergent human adenovirus pathogen  [  3  ] . 

 As noted, three potential solutions to pathogen detection and surveillance are pre-
sented: whole genome sequencing, microarray-based pathogen detection and microar-
ray-based genome resequencing. The whole genome sequencing and microarray-based 
genome resequencing will be explored in the context of adenoviruses, a human patho-
gen. Adenoviruses are viruses that affected all vertebrates and have been studied 
extensively in the context as a human infectious disease agent. It is an important 
model organism in biology and is shown recently to be a model organism for under-
standing and applying pathogen detection methods. The biological, pathogenic and 
clinical implications of adenoviruses will not be discussed due to the immensity of the 
subject; the audience is directed to one of many excellent reviews  [  6  ] . Suffi ce it to say, 
strains of human adenoviruses can cause highly contagious respiratory and ocular 
human diseases, among other diseases, with high  infection rates, high morbidity and 
rare but observed mortality. These are of particular importance in dense populations, 
which includes basic military training cohorts- the site of a real world test-bed valida-
tion of a microarray-based  surveillance tool  [  7  ] . 
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 Additionally, novel virus strains and types arise as emergent and reemergent 
pathogens, as exemplifi ed by the human adenoviruses  [  3,   8  ] . The focus of my 
research is primarily in these adenoviruses, with emphasis on the molecular evolu-
tion mechanisms by which novel types arise, and by using the genomics and bioin-
formatics approach  [  9  ] . As part of this work, a microarray-based assay tool has been 
developed and validated to monitor genome changes in adenovirus pathogens; this 
has been applied to a real world test-bed and was shown to be useful in monitoring 
and characterizing adenoviral pathogens  [  10  ] . 

    35.4.1   Convergence of Informatics-, Bioinformatics- 
and Genomics-Based Approaches for the Molecular 
Surveillance and Detection 

 The non-availability of tools limits and restricts possibilities and research! Informatics 
has allowed world-wide networking opportunities and open computational and data 
resources to be made available via the world-wide web (internet),  including databases 
such as GenBank as well as computational tools (as bioinformatics) and resources for 
genome and sequence data mining and analysis (e.g., genomics:   http://www.binf.gmu.
edu/wiki/index.php/Main_Page     and   http://molbiol-tools.ca/    ), allow researchers and cli-
nicians to utilize and exploit genome and DNA sequence data fully. These valuable 
resources, e.g., internet, allow bioinformatics, e.g., computational analysis of genomes 
and databases, to be widely available and therefore useful, particularly given the con-
tinuing acquisition and accumulation of genomics data (e.g., genome sequences, genome 
pathogen signatures). Microarray-based approaches and tools allow the application of 
informatics, bioinformatics and genomics to the detection, identifi cation and character-
ization of human and non-human pathogens, as demonstrated with human adenovirus.  

    35.4.2   Genome Sequencing and Bioinformatics 

 There are currently over 70 human and simian adenovirus genomes archived in GenBank, 
with the number of newly sequenced adenoviral genomes rising as  tremendously as a 
tsunami. This is refl ective of the genomes of other organisms, including pathogens. Data 
mining and analysis of these genomes are providing insights into viral (both non-patho-
genic and pathogenic) emergence, reemergence and evolution  [  3,   4,   8  ] . Bioinformatics 
tools and protocols have been developed to take advantage of the rapid increase in data 
 [  9  ] . Comparative genomics of human adenovirus types, strains and substrains have 
revealed underlying genome stability amongst types  [  11–  13  ]  with genome drift, e.g., 
base substitutions and insertion/deletions (indels), observed as would be expected for a 
double-stranded DNA virus, as well as recombination events that cause antigen shifts 
and changes in epitopes that are recognized by the host immune response system  [  8  ] . 

 Genome sequence analysis of a query, and potential biothreat, agent can reveal 
changes, e.g., insertions, into the genome. As an example and as an in silico exercise, 
the insertion of an antibiotic resistance gene (ampicillin resistance) into a human 
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 adenovirus genome is immediately detected using a rapid sequence comparison and 
alignment tool called BLAST. There are multiple versions of this tool, one of which is 
freely accessible on the internet from the NIH webserver (  http://blast.ncbi.nlm.nih.gov/
Blast.cgi    ). BLAST allows for the 1:1 comparisons and alignments of nucleotide 
sequences and provides alignments and scores of homologs, similar and divergent 
sequences. When subjected to this analysis, the in silico insertion of a 1,000 base gene 
into a 35,000 base adenovirus genome results in an unambiguous determination of an 
altered query genome. This is presented as a table, with quantitative alignment scores. 

 Following this BLAST analysis with the application of a dot-blot genome 
sequence comparison tool, PipMaker  [  14  ] , an immediate visualization of the insert 
within the adenovirus genome is available. PipMaker is also freely accessible on the 
internet (  http://pipmaker.bx.psu.edu/pipmaker/    ). This method of comparative 
genomic analysis may be used also to determine the naturally occurring mutations 
within circulating viral pathogens, for example in natural variations of human ade-
novirus strains as demonstrated in comparisons of two strains  [  13  ] , in which genome 
changes, including insertions and deletions are detected and visualized. 

 As an aside, genomics and bioinformatics tools and techniques have revealed origins 
of some human pathogens. For example, an important and predominant acute respira-
tory disease viral agent currently circulating as a public health problem in the U.S. mili-
tary training cohorts is human adenovirus “HAdV-E4”. This particular type has been 
shown to have a zoonotic origin, that is, it “jumped” from the chimpanzee to the human 
 [  15  ] . This was shown using bioinformatics tools, including comparative gene and pro-
tein sequence analysis and phylogenetic analysis, all of which relied on the existing 
informatics resources, including GenBank, an open access genome and genes database, 
as well as the recently available bioinformatics and genomics resources.  

    35.4.3   Microarray-Based Pathogen Detection 

 GenBank whole genome sequence data and whole genome sequencing, along with bio-
informatic analysis, of pathogens provide researchers with access to the DNA sequences 
of organisms. In comparisons with non-pathogen counterparts, “genome sequence sig-
natures” may be revealed, allowing the detection of pathogens. “Genome sequence 
 signatures” are defi ned as unique DNA sequences, however long, that are found in one 
genome and not in another. A “pathogen genome sequence signature” is one that is 
found in a pathogen uniquely and may be used to identify the particular pathogen. 

 DNA and genome sequencing allow the exploitation of these pathogen genome 
signature sequences, once identifi ed and characterized. One application is the 
microarray-based assay that incorporates multiple DNA sequence probes, that defi ne 
multiple pathogens, onto a single physical entity  [  16  ] . These microarray-based 
 methods call for the identifi cation, synthesis and attachment, of specifi c DNA probes 
corresponding to unique signatures from multiple potential pathogens, to a physical 
substrate (chip) to allow the interrogation of a query biological sample. If present in 
the biological sample, a pathogen will give positive signals in multiple, redundant 
and confi rming locations within this “chip”  [  16  ] .   
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    35.5   Microarray-Based Pathogen Resequencing Chip 

 An enhancement and a variation of the microarray probe technique are demon-
strated by the microarray-based DNA resequencing chip. In this approach, the 
pathogen genome signature sequences are assembled onto a microarray chip as 
multiple permutations of the sequence. As this microarray chip interrogates the 
genome DNA, which is isolated from the biological query sample, one of the unique 
microarray-embedded permutations of a particular pathogen sequence (there are 
multiple pathogens that may be assembled onto a chip) will hybridize and therefore 
provide the exact DNA sequence information for that portion of the genome. By 
incorporating and interrogating a contiguous series of such probes, either a limited 
or full genome sequence for the query pathogen will be revealed, depending on the 
extent of the sequence data embedded onto the microarray chip. As demonstrated 
for human adenovirus respiratory pathogens, specifi cally ones that are in circulation 
and are of interest to the U.S. military and as a demonstration of a real world test-
bed, this approach was applied successfully and the microarray-based resequencing 
detection method was validated  [  10  ] . As an aside, this approach also allowed fi rst 
observation of and the confi rmation of adenovirus coinfections, a situation in which 
two or more adenoviruses may infect a host  [  17  ] . This may provoke an increased 
morbidity and perhaps increased mortality due to the multiple viruses. Interestingly, 
the coinfection of two adenoviruses does not necessarily lead to a recombination 
event  [  12  ]  that may produce an emergent  [  8  ]  or reemergent pathogen  [  3  ] , although 
it provides an opportunity for recombination events to occur.  

    35.6   Conclusions 

 Innovations and advances in informatics, bioinformatics and genomics are allowing 
tremendous possibilities and potentials in pathogen detection and surveillance. This 
confl uence allows for a solution to the problem of determining if a biological agent or 
pathogen is present in an environment, regardless of whether the pathogen is naturally 
occurring or man-made. Realizing this as a single problem has made the approach and 
solution cost-effective, that is, the resources developed have multiple applications. 

 As discussed here, the circulation and recurring epidemics of human adenovirus 
pathogens, for example, the ones causing acute respiratory disease, allow for the 
development and validation of “advanced molecular diagnostic” tools, specifi cally 
microarray-based assays that can survey and identify multiple diverse viral and bac-
terial (and eukaryotic) pathogens based on their genome and DNA sequences. The 
requirements are genome sequences and bioinformatics tools that allow the identi-
fi cation and selection of particular and specifi c probes. Again, as shown, these 
probes may allow the simultaneous partial or full determination of the query genome 
sequence. This has been tested in a small military test-bed both as a broad popula-
tion-based screening tool and as a single genome sequence determination tool. The 
recent availability and convergence of informatics, bioinformatics and genomics 
tools allow previously unimaginable queries into human pathogens and epidemics.      
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  Abstract   This article explains quantum computing and its potential for rendering 
current encrypted communication via public channels insecure. A review of 
 quantum key distribution is given as a way to ensure secure public-channel com-
munication regardless of the computational power of an adversary, that may pos-
sesses a quantum computer. Finally, state-of-the-art quantum key distribution is 
discussed with an insight into its future.  

  Keywords   Quantum computing  •  Quantum key distribution  •  Quantum crypto-
graphy  •  Quantum communication  •  Information security      

    36.1   Introduction 

 For business and pleasure, we need to send secrets through public channels, 
whether by telephone, fax, telex or the internet. Let us consider the following 
example. Suppose you wish to make a payment via a web page using your credit 
card, but you want to ensure that your credit card details are safe from eaves-
dropping criminals. 

 This criminal eavesdropper, whom we call “Eve”, could be powerful beyond 
your dreams, for example using devices and mathematics we do not yet imagine. 
Is our communication protected against such powerful adversaries? Here is one 
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way that our communication is kept safe nowadays. Alice, who works for the 
company waiting for your payment, generates a pair of numbers expressed as 
strings of binary digits, or “bits”. She sends you one string, which is called the 
public key, and she keeps the other string for herself, which is called the private 
key. 

 The message you plan to send, such as your credit card number, can also be 
expressed as a binary string. To send the message securely, you compute some 
function of both your message and Alice’s public key, and then you send her 
the calculated result. This function is considered to be hard-to-crack – without 
knowing the private key, inverting the function to reveal the message is believed 
to be beyond the capability of the eavesdropper’s computers within a reasonable 
timeframe. 

 When Alice receives the result of your computation, she uses her private key to 
decode the message from your result. Because Alice holds the corresponding pri-
vate key, inverting the function to fi nd the message, i.e. decoding, is easy for her. On 
the other hand, Eve knows the public key and the result but is unable to decode the 
message without having access to the private key. 

 We are prepared to take the risk that Eve could crack the code when making 
fi nancial transactions, but what about more important information? Could a national 
secret be transmitted safely via a public channel in this way? There are three reasons 
not to do so. One reason is that some secrets have to be secrets for a long time, 
maybe forever. For many years, the power of computers has improved exponentially 
so Eve could record the message and wait for a more powerful computer to be cre-
ated that would make cracking the code easy. Another risk is that Eve is so smart she 
devises a way to invert the function in a way that we have not fi gured out yet: the 
diffi culty of breaking these codes is not proven but rather just assumed, albeit with 
strong evidence supporting this assumption. 

 The third reason to be wary with computationally-secure cryptography is 
the threat posed by a quantum computer: a scalable quantum computer, mean-
ing a computer that can run quantum algorithms and can be made larger at a 
cost that grows only as a polynomial function of the computer’s size, renders 
these coding functions easy-to-crack. Thus, computationally-secure cryptogra-
phy can be regarded as secure against a non-quantum computer, subject to the 
provisos above, but insecure against a computer that exploits the full potential 
of quantum mechanics. 

 The quantum computer could make today’s methods of cryptography instantly 
unsafe and thereby threatens public-key cryptography. On the other hand, a tech-
nique known as quantum key distribution also uses quantum technology but for the 
purpose of creating a shared key that is intended to be unbreakable no matter what 
kind of computer Eve possesses or what algorithms she knows. In other words 
quantum cryptography, which uses quantum key distribution, is information- 
theoretically secure – it cannot be broken by computational attacks – in contrast to 
today’s bounded-computational security where Eve is believed to have limited com-
putational capability.  
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    36.2   The Quantum Computing Threat 

    36.2.1   What Is a Quantum Computer? 

 Let us consider what defi nes a quantum computer  [  1  ]  Defi ning the quantum  computer 
is, in fact, rather subtle  [  2  ] . As we believe that quantum mechanics underpins all of 
science, then all computers are quantum, in the same sense that everything around 
us is quantum. Yet we are safe in regarding most things in the world as non-quantum 
so a better criterion is needed. 

 We know that the Heisenberg uncertainty principle  [  3  ]  and entanglement  [  4  ] , 
which are two of the distinguishing features of quantum mechanics, are negligible 
in our macroscopic world. Therefore, we could think of a quantum computer as a 
computing machine that exhibits quantum properties whereas existing computers 
do not. The problem with this defi nition is that modern computers use transistors, 
and transistors operate on quantum principles. 

 Perhaps the best defi nition of a quantum computer is as a computing machine 
that is described by quantum mechanics and can perform computations that a device 
built entirely out of non-quantum components could not do. This defi nition gets 
around the problem of a modern computer using a transistor: although we use tran-
sistors that operate on quantum principles, we could equally well build the com-
puter out of billiard balls and achieve the same computational power, albeit more 
bulky, fragile and expensive. More technically, a quantum computer is a computing 
machine that can run any quantum algorithm.  

    36.2.2   What Will the Quantum Computer Look Like? 

 In the early days of computers, logical elements were built from different media: 
vacuum tubes, germanium or silicon. Similarly, various quantum computer media 
are available, and we are fi guring out which one is the best. 

 One type of quantum computer technology uses light  [  5  ] . Light is quite versatile. 
Its degrees of freedom include polarization of the fi eld, path of the beam, time of the 
pulse and more. One polarization state can be the logical zero state and the other 
polarization state the logical one, or a beam can take two possible paths labeled zero 
and one. Alternatively the pulse can be created early to make a zero or late to make 
a one. In this way, the state of the light fi eld can encode a bit, and a quantum fi eld 
can encode a superposition of zeros and ones, hence encode quantum information. 

 The electromagnetic fi eld can be processed with passive optical elements, linear 
and parametric amplifi ers, nonlinear phase modulations and photon counting with 
feedback to enable universal transformations of the fi eld state. In this way, a quan-
tum computer can be realized with light by exploiting one or more of light’s degrees 
of freedom. 
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 Electronic states of atoms provide another promising quantum information 
medium. A lower energy state can be a zero and an upper energy state a one, with 
other energy levels available for helping to prepare, control and read the state. The 
atoms can be neutral or ionized, with each case offering its own advantages and 
disadvantages. The electronic state can even be coupled with the nuclear state to 
take advantage of the long nuclear lifetimes for storage and memory  [  6  ] . 

 Each approach and each medium has advantages and disadvantages. One medium 
may be better at storage, another better at effecting quantum gates and another bet-
ter at readout. At this stage of research, we do not know which media will be win-
ners and which will be losers. More investigation is required.  

    36.2.3   Hybridizing the Technology 

 We will probably fi nd it easier not to overcome the disadvantages of one medium 
but, rather, combine several media to take advantage of the positives and avoid the 
negatives. To make such a hybrid device we need to transfer quantum information 
between media at opportune times. As mentioned above, coupling the electronic 
and nuclear degrees of freedom enables the quantum computer to exploit the advan-
tages of both degrees of freedom. We can generalize this idea of combining the 
advantages of various media. 

 For example we could couple electronic and light degrees of freedom, which 
presents the advantage that light is the favored medium for communicating long 
distances and electrons are natural quantum information media in solid-state  systems 
so may work well with existing computer chips. Another exciting possibility is 
using superconducting junctions in conjunction with microwave fi elds and using 
molecules to couple microwave and optical fi elds together to deliver scalable quan-
tum information processing  [  7  ] .  

    36.2.4   Scaling Up 

 The goal of scalability is to make a quantum computer work on a small scale – 
 dozens of qubits and dozens of gate operations – and then to increase the size and 
number of operations effi ciently. By ‘effi ciently’ the increasing size and complexity 
should come at a cost that is no worse than a polynomial function of the size of the 
problem to be solved. This mathematical characterization of ‘effi ciency’ is germane 
to the computer science notions of effi cient  vs  hard problems. 

 Although quantum computer technology is improving steadily, we are still wres-
tling with getting small systems to work. Fortunately we do not have to make quan-
tum computers as big as today’s computers to make quantum computers outperform 
today’s computers. For example, it might take the storage capacity of thousands of 
laptops in a network to break existing encryption algorithms in a few years, whereas 
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storage capacity of only a 100 quantum kilobytes would break existing encryption 
algorithm in less than a second. 

 In a similar vein, a laptop computer operates at gigahertz speeds that completes 
billions of operations per second, but the quantum computer could operate as fast 
and complete the calculation in a few thousand cycles, namely in a millionth of a 
second. The important message is that, for certain problems, a quantum computer is 
so powerful that even a small prototype is more threatening to information security 
than combining thousands of the most powerful computers in existence today, if we 
continue to use the same means for encryption.   

    36.3   Quantum Cryptography to the Rescue 

 The quantum computer dashes our hope of information security using existing 
encryption schemes, but two alternatives restore this hope: new encryption 
schemes or using quantum cryptography  [  8  ] . Here we consider the second possi-
bility, especially as the technology is viable now whereas quantum computing is 
still a futuristic technology. 

    36.3.1   Encryption Mechanism 

 Existing public-key encryption works by having sender Alice transmit to receiver 
Bob a public key and keeping her own private key. The goal of quantum key distri-
bution is to have Alice and Bob generate an identical key: at the end of the genera-
tion process, Alice and Bob would each hold identical strings of bits using a public 
channel in such a way that omnipotent Eve is denied enough knowledge of this key 
so that she is incapable of learning anything about the messages encoded by this 
key using a ‘one-time pad’. Secret keys used with one-time pads are information- 
theoretically secure. 

 Sounds impossible? The uncertainty principle  [  3  ]  traps Eve: if she wants to learn 
the shared random keys, her observation disturbs the system, and Alice and Bob can 
learn of her intrusion before they make the mistake of using the key to construct 
messages. Alice and Bob discuss publicly the noise in their keys and use a technique 
known as ‘privacy amplifi cation’ to circumvent Eve from using a little knowledge 
to crack the codes. 

 There are four important catches though. One is that Alice and Bob need to 
authenticate the channel in advance; otherwise Eve could impersonate them. So far 
the only information-theoretically secure way to authenticate is to use a private 
channel. As information-theoretically secure authentication through a public chan-
nel has not been achieved, quantum key distribution is actually a key amplifi cation 
scheme whereby the initial authentication key is amplifi ed, but here we use the 
standard terminology of “distribution” rather than amplifi cation and bear in mind 
the authentication problem. 
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 The second catch is that Eve could just disrupt the communication by a 
 denial-of-service attack whereby Alice and Bob do not have a working communica-
tion channel: Alice and Bob do not reveal their secrets but unfortunately also fail to 
communicate secrets with each other. Thus, security is maintained at the expense of 
not communicating at all. 

 The third catch is that current quantum key distribution technology is limited to 
distances of hundreds of kilometers. In principle, effi cient quantum communication 
over any length scale is possible using quantum repeaters, but quantum repeaters are 
almost as hard to build as quantum computers. 

 The fourth catch is that equipment does not work perfectly, and Eve may know 
weaknesses that Alice and Bob do not. She thereby exploits a hidden weakness to 
learn the key without Alice and Bob realizing that weakness is exploited. Recently, 
though, entanglement-based quantum key distribution has been shown to offer 
another stunning advantage. Alice and Bob can check quantum correlations between 
their received quantum signals and thereby rule out attacks based on imperfect 
devices  [  9  ] . This kind of “device-independent security” is not possible in non-quan-
tum cryptography.   

    36.3.2   State of the Art 

 Quantum key distribution works and is even available as a commercial technology, 
but its performance is not yet competitive with other key distribution technologies. 
This statement needs some qualifi cation, though. 

 If existing key distribution is regarded as insecure, for any of the reasons 
given in Sect.  36.1 , then even a poorly-performing but secure quantum key dis-
tribution system is infi nitely better than a better-performing but insecure key 
distribution based on today’s computationally-secure protocols. However, quan-
tum key distribution needs to reach comparable levels of performance to exist-
ing schemes, i.e. achieve high levels of key generation rates, if quantum key 
distribution is to be regarded as viable in the sense that it can step in and replace 
existing key distributions with a small price to pay in terms of secure-bit distri-
bution rates. 

 Due to loss, the key generation rate is sensitive to distance. Let us consider a 
10-km distance, commensurate with urban-scale security. A rate of two million 
pulses of light generated per second is reasonable. For security, the average energy 
per pulse corresponds to one photon per fi ve pulses. Yes, this means that most pulses 
are effectively empty (no energy), but which ones are empty is random. 

 Avalanche photodiodes are typically used as detectors, although better detectors 
are on the horizon. These photodiodes operate with a quantum effi ciency of 0.1, a 
dark-count probability of 0.00001 and a gate time of 2 ns. The gate time is not 
reducible without causing deleterious after-pulses. With this technology, and after 
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sifting, error correction, privacy amplifi cation and authentication of the raw key, the 
resultant key rate is around 10 kHz. 

 This rate of 10 kHz is signifi cantly slower than existing key distribution rates but 
can be dramatically improved by new detector technology and eventually faster 
software and integrating the processors on a single chip. New protocols and faster 
encoding on the pulses will also help to enhance performance.  

    36.3.3   Symmetric Encryption 

 For quantum key distribution to deliver information-theoretic security that is imper-
vious to non-quantum computational attacks, the key should be employed in a 
Vernam cipher, or one-time pad. In practice, the Vernam cipher is off-putting 
because the length of the shared key needs to be as long as the message. 

 In practice, the key is used much more effi ciently when employed in a symmetric 
encryption scheme such as the Advanced Encryption Standard, or AES, based on a 
substitution permutation network. As this method of encryption can be broken, the 
key is changed frequently; this is known as refreshing the key. Quantum key distri-
bution can be used to generate the key for AES. Then the key rate is important 
because the length of the key per refresh and the rate of refreshing determines the 
level of communication security attained.  

    36.3.4   Long Distance 

 Because of losses of light during transmission, the secure key rate falls precipi-
tously with increasing distance. Rather than send through optical fi ber or free space 
over the earth, an alternative method is to use satellites to communicate. The great 
advantage of satellites is their long reach, on a planetary scale, without too much 
intervening air, which induces losses and scattering of the light. The effective dis-
tances, taking into account air density, is much shorter for satellite communication 
than for over-earth communication although the actual distances can be much 
larger. 

 Another strategy to beat the distance limit is to plug in quantum repeaters  [  10  ]  
along the path. Quantum repeaters are much harder to make than existing repeaters 
used in communication networks. The quantum repeater exploits entanglement-
swapping processing of the resultant quantum states to deliver a fi xed key rate at a 
cost that is only a polynomial function of overall distance, hence “effi cient” in com-
puter-science parlance. Much effort is now directed to quantum memories  [  11  ] , 
which will store and release quantum states on demand, and are required for manag-
ing a quantum communication network with quantum repeaters.   
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    36.4   Conclusions 

 Quantum cryptography is a rapidly developing technology that aims to deliver 
information-theoretically secure communication. In other words, quantum cryptog-
raphy’s goal is to circumvent the weakness of today’s methods: an adversary with a 
suffi ciently strong computer, obtained by recording and breaking the code in the 
future or by possessing a computer more powerful than envisaged or by building a 
quantum computer, could break the code. Quantum cryptography would eliminate 
the computational bound assumption built into today’s belief in security. 

 Development of a quantum computer is slow but steady. Challenges exist in each 
of the candidate media for realizing quantum computation, but clever ways are 
being found to surmount the challenges such as hybridizing the media. Hybridization 
enables quantum information to be prepared or processed or read in various media 
depending on their strengths and transferred to another medium that is more suit-
able for one of the tasks. The outlook for quantum computing would be described 
as optimistic, but patience is required. 

 Quantum cryptography is a prudent tool to protect against quantum computing. 
Although the quantum computer will take a long time to build, quantum cryptogra-
phy also requires a long time to bring its performance up to today’s standards for 
non-quantum key distribution, including high key rates, developing an appropriate 
authentication protocol, and breaking the current distance barrier. Therefore, quan-
tum cryptography needs to be studied and developed as a long-term strategic effort 
to protect communication against future communication-security threats.      
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  Abstract   The second-order coherent function at two-photon cooperative emission is 
investigated. As was observed the co-operative generation of  g -ray light is possible if 
the duration of X-ray pulse is longer than the co-operative delay super-radiant time of 
gamma photons. In this case, the amplitude of the X-ray fi eld is constant in the process 
of co-operative  g -photon emission and the quasi-energetic levels for the extended 
nuclei system are dressed. Achievement of viable two-photon sources of correlated 
photons in optical, X- and gamma-rays diapasons would have major impact applica-
tions in biological and medical diagnostics of bio-molecules, viruses etc.  

  Keywords    g - and x- ray radiation  •  Extended nuclei system  •  Two-photon sources  
•  Cooperative emission      

    37.1   Introduction 

 The coherent generation of  g -rays in the excitation process of long-living isomeric 
states stimulated by X-ray photons, and the possibility of realizing the cooperative 
emission from long-living isomeric states in process of two-photon transitions are 
ones of the most interesting problems of quantum nucleonic. An important mech-
anism for coherent emission in the gamma spectrum region is the super-radiant 
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 emission of photons  [  1–  4  ] . The coherence of gamma emission from quantum states 
excited by the primary X-ray pulse depends strongly on the coherent property of the 
X-rays. 

 Recently, the Cooper pairing of Luttinger liquid with bosonic atoms has been 
predicted. In fact, the collective coupling between biphoton and nuclei is abruptly 
reduced upon entering regime III, indicating that the phase transition is most likely 
triggered by Copper paring with the 4-photon singlet rather than with a biphoton 
BEC  [  5,   6  ] . 

 Here we analyse the second order coherent effects between the X-ray and  g -ray 
photons in order to understand the interaction with excited nuclei of the generation 
fi eld. We investigated the feasibility of the two-photon super-radiant emission from 
extended excited nuclear systems to produce intense sources of correlated photons 
in X-ray and  g -ray regimes.  

    37.2   Two-Photon Cooperative Gamma Ray Generation 

 The resonant photo-excitation of 19 isomeric nuclei and the possibility of coherent 
 g -ray emission of the stored energy were examined in recent works  [  1,   2  ] . The phe-
nomenon of new cooperative emission associated with the dipole-forbidden transi-
tions of inverted radiators can be observed  [  5,   6  ]  in the two-photon spontaneous 
emission. It has been shown  [  7  ]  by the present authors that in the process of sponta-
neous emission, the radiators enter a regime of two-photon super-radiance, and the 
rate of bi-photon emission increases with the square of the radiator number. It has 
also been demonstrated that for hydrogen- or helium-like atoms, the dipole-forbid-
den transitions 2s-1s generate pairs of correlated photons (bi-photons)  [  7–  9  ] , as is 
illustrated in Fig.  37.1 .  

 The two-photon decay time for metastable states of hydrogen- or helium-like 
atoms relative to dipole-forbidden transitions     →2 2

1/2 1/22 1S S    and     →1 1
0 02 1S S    has 

been studied experimentally  [  9,   10  ] . The two-photon cooperative phenomena appear 
in similar experiments if a certain number of inverted atoms ( N  »   10 ~ 100) is clus-
tered within a distance less than the mean radiation wavelength  l  

m
  = 2hc/

(E 
2s

  − E 
1s

 ) = 2,400/Z 2  in the unit A°. In this case, the lifetime of the metastable state 
2S decreases in accordance with the super-radiance law:  t  

 a 
   = t  

 0 
   = ( t   

 0 
  /N)  ln  N.  Here 

  t   
 0 
   =  0.121 Z  −6  s is the two-photon decay time of hydrogen- or helium-like atoms,  Z  is 

the atomic number. In extended systems of atomic radiators, super-fl uorescence is 
observed when the mean distance between atoms is of the order of the radiation 
wavelength  [  11,   12  ] . These experiments suggest that the super-radiance may also be 
observed in gamma diapason when the mean distance between the inverted nuclei is 
comparable to the radiation wavelength. 

 As the lifetime of the metastable state 2s in hydrogen- and helium-like atoms is 
long for low Z, the cooperative emission can be stimulated by an external coherent 
or incoherent electromagnetic fi eld  [  13,   14  ] . It is shown by Collins  [  1–  3,   8  ]  that in 
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analogy to the formation of metastable helium, there is the excitation of protons in 
the interesting region of the periodic table near Hafnium and Tantalum. In the case 
of Hf, the ground state is persistent 7/2  [  4  ]  (Fig.  37.2 ) for protons with all lower 
levels fi lled.  

 Exciting one of the protons to the fi rst open state 9/2  [  14  ]  and “fl ipping” it, one 
obtains an analogy of the metastable He atom. Since there are two unpaired particles 
contributing to the total  J , such a combination is termed a 2-quasiparticle state of 
excitation. The resulting total angular momentum is  J  = 7/2 + 9/2 = 8 with  K  = 8. This 
is a state of very large total angular momentum for spontaneous radiation. A typical 
example is Hf, with  K  = 8 state that has a half-life of about 4 s – quite long for 
nuclear excited states. The excitation energy is equal to the energy required to break 
a pair, and is about 1 ~ 1.5 MeV. A long-living excited isomer makes a transition to 
its ground state under the action of photon, neutron, or alpha-particle pulses. In a 
similar situation, the stored energy of excited isomers can be transformed into 
 g -rays. It is known that the projection  K  of the total angular momentum on the sym-
metry axis of a deformed spheroidal nucleus is a constant of motion. In isomers, 
however,  K  is not conserved in general  [  3,   12,   15–  17  ] . The excited isomer states are 
separated from the ground state by some potential barrier of a nucleus, depending 
on the  g -deformation parameter  [  16  ] . 

 Nonlinear characteristic emissions of K- a , K- b  and K- g  with a signifi cant triplet 
splitting at room temperature are observed by Cheng et al.  [  5,   6  ]  from the long-lived 

  Fig. 37.1    The energetic schemes for the dipole forbidden transition in ( a ) hydrogen- and 
( b ) helium-like atoms       

  Fig. 37.2    The possible 
transition in Hf nucleus from 
isomer to the ground state       
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nuclear state of  103m Rh excited by bremsstrahlung irradiation. A pronounced 
 phase-transition-like narrowing of the emission profi les occurs immediately after 
the sample is cooled down to 77 K. The room temperature profi les reappear again 
abruptly and almost reversibly as the temperature drifts freely back to approximately 
the ice point after the fi lling with liquid nitrogen is stopped. These emission proper-
ties at 300 K and at low temperature may indicate that the  103m Rh nuclei are in col-
lective states. Entering the strong-coupling regime, the loss of the energy and the 
momentum due to the biphoton emission via the Stokes process is immediately 
recovered by the anti-Stokes process, thereby conserving energy and momentum by 
exchanging the biphoton with the phonon. The small Stokes and anti-Stokes shifts 
of the biphoton lead to the observed AE peaking around EM/2; i.e., at 19.9 keV for 
 103m Rh, 6.2 keV for 45mSc, and 15.4 keV for  93m Nb. Analogous to the plasma mode 
screened by electrons,  103m Rh is screened by the biphoton fi eld at resonant nuclei 
forming a nuclear spin-density wave (NSDW), also called a nuclear exciton. Via the 
Anderson-Higgs mechanism the NSDW conspires with the longitudinal phonon to 
acquire an eV mass. The hard-core neutral quasiparticle carrying a spin current 
travels over the  103 Rh matrix like a quantum fl uid. Due to the light eV mass, NSDWs 
exhibit a giant magneton on the order of meV/G. The strong end-to-end interaction 
between NSDWs forms 1D spin chains with a 2D antiferromagnetic ordering due to 
their bosonic exchange. The anisotropic emission of the NSDW texture depends on 
the macroscopic sample geometry, revealing that rotational symmetry is spontane-
ously broken. Beyond a critical density, massive quasiparticles undergo dynamic 
Bose-Einstein condensation (BEC).  

    37.3   Two-Photon Super-Radiance and Second Order Coherent 
Effects Between the X-Ray and  g -Ray Photons 

 In order to investigate the two-quantum transitions between the excited isomer state 
and ground state of nuclei, we will calculate the quantum transition probability of 
such processes as a function of the intensity, frequency, and the coherence proper-
ties of the applied external X-ray or  g -ray radiation. Such model corresponds to the 
two-photon super-radiance of excited radiators relative to dipole-forbidden transi-
tions (Fig.  37.3 ).  

 The quantum properties of a system of radiators with dimensions smaller than 
the radiated wavelength were studied extensively in the literature  [  7  ] . It is, however, 
interesting to study the possibility of two-photon cooperative emission in the 
extended system of radiators since the inter-nuclear distance plays an important role 
in the gamma emission diapason. 

 We emphasise here that the problem of two-photon cooperative emission is more 
complicated than the one-photon super-radiance in extended system. In Dicke’s 
super-radiance, the exchange integral between j-th and i-th nuclei is described by a 
simple function     ( )0 0sin /ji jik r k r    while in two-photon super-radiance, the exchange 
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integral between two radiators is given by more complicated function 
    ( ) ( )1 1 2 2sin / ·sin /ji ji ji jik r k r k r k r    where      0k   ,      1k   ,     2k    and     jir    are the wave vectors of 
emitted waves and the distance between radiators, respectively. In the case of two-
photon emission where the transition frequency of the two-level radiator is  
    21 02ck=w   , we have the biphoton wave vectors connection     + =1 2 02k k k   . The pure 
two-photon super-radiance is possible when the decay time  t  

0
  is larger than the fl y-

ing time of the entangled photon pairs through the sample. In the case when the 
fl ying time L/c has the same value as the cooperative decay time  t  

0
 /N the two- 

photon induced effect becomes comparable with the cooperative one and the behav-
iour of the inverted. 

 It is obvious that all these two-photon transitions take place virtually through 
the  K -mixing states of nuclei. If the nuclear recoil is neglected, the scattering of the 
super-radiant pulse occurs with the absorption of non-coherent  g -photons from the 
external applied fi eld. The study of such collective effects in scattering processes 
with the generation of  g -quanta of energy larger than the gap between the ground 
and isomer states is described below. 

 Let us investigate a system in which the transition from long-lived isomer state 
    2    to ground state     1    occurs via the mixing states of nuclei in the process of pho-
ton absorption from coherent X-ray or incoherent  g -ray pulses. We will consider 
that the external X-ray pulse is in resonance or off resonance with the short-living 
mixed state     3    (see Fig.  37.4a, b ).    It will be shown that in the resonance case the 
co-operative generation of  g -ray light is possible if the duration of X-ray pulse is 
longer than the co-operative delay super-radiant time of gamma photons. In this 
approximation one shall consider the amplitude of X-ray fi eld constant in the pro-
cess of the co-operative  g -photon emission. Here it is possible to fi nd the dressed 
quasi-energetic levels for the extended nuclei system. 

 In the second case when the X-ray pulse is off resonance with the short-living 
mixed state 3       (   Fig.  37.4b ), the co-operative two-photon transition from the excited 
to ground isomer state is possible via the virtual mixed states of the nucleus and the 
super-radiant decay rate is proportional to the intensity of X-ray fi eld. The two-
photon transition takes place with the absorption of X-ray photons and the emission 
of  g -photons, or with the radiation of both X-ray and gamma photons, simultane-
ously. In other words, the two  g -pulses of the co-operative emission from the isomer 
state to the ground one of the nucleus in two-photon transitions are also possible. 
When the frequency of the X-ray pulse is near resonance with one of the mixing 

  Fig. 37.3    Two-photon super-radiance of excited radiators relative to dipole-forbidden transitions       
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states, the two-photon co-operative emission of one X-ray photon  absorption and 
one  g -photon emission dominates the transition with the simultaneous emission of 
one X-ray and one  g -ray photons. 

 In the following we investigate the coherent properties of the emitted fi eld in 
these processes. For this purpose, we introduce two different second-order coherent 
functions. The fi rst function is given by

     ( ) ( )− − + += Π Π Π + Δ Π + Δ1( ) ( ) ( )G z z z z z    

where     ω+ −Π = − +
0

2
0 0( , ) exp{ 2 ( )}kz t g I i t k z    contains only positive-frequency Fourier 

components of the product of two components of the electromagnetic fi eld strength 
of  g - rays,     −

−= ∑ 02k k k
k

I a a    and  I   +    = [I   −   ]   +   satisfy the commutation relations for the 

SU(1,1) algebra  [  3  ] , and  2 w   
 0 
   = 2 p (E  

 e 
   – E  

 g 
  )/h . 

 For two-photon detectors, the coherent function can be regarded as a correlation 
between the bi-quanta of the product of the fi eld strength intensity   P   obtained from 
the double slit experiment at  z  and  z  +  D  at the detection point in the Young scheme 
3. The second-order correlation is larger than the fi rst-order correlation function in 
the two-photon super-radiant light obtained in the fi rst type of the proposed emis-
sion. For instance, it is shown  [  7  ]  that for the concentrated system of radiators, the 
two-photon absorption probability is proportional to the rate G 

1
 (z) at which the 

coherent radiation photon pairs are produced. The coherent propriety of such pho-
tons was already studied  [ 18 ,   19  ]  and biphoton coherent states were obtained from 
the vacuum state     0    of the electromagnetic fi eld by using the displacement; 
    ξ ξ+ −− *exp{ } 0I I   . 

 The excitation rate of two-photon detectors with such fi elds is more effi cient than 
the excitation rate obtained from the usually coherent sources. Evidently, this type 
of coherence is less manifested in the one-photon measurements. The quantum 
interferometric lithography of such fi elds beats the usual diffraction limit. For 
example, the usual limit for a coherent fi eld is   D  =  l  /2  while the diffraction limit for 
the two-photon coherent fi eld is only half of that, namely,   D  =  l  /4   [  20  ] . 

  Fig. 37.4    Schemes for a three level nuclei in ( a ) resonance and ( b ) off resonance with external 
x-ray pulse       

 



35337 Co-operative Gamma Ray Generation

 Other model deals with the cooperative emission of entangled photon pairs, in 
which the entangled photons from a pair propagate in opposite directions (Fig.  37.5 ), 
which differ from  g  pulses of the induced radiation.  

 It is well known that the Doppler shift to the frequencies of such biquantum 
emissions are equal in value but opposite in sign (for the case when     ω�

1k    =      ω�
2k   ) 

 [  20  ] . As was shown by Rivlin in  [  20  ] , when any nucleus of the system emits simul-
taneously two quanta in opposite directions, there is no recoil and the coherence in 
the induced radiation increases. In this case, the cooperative emission rate in the 
case of excited isomers nuclei is increasing substantially. 

 These schemes for the two-photon super-radiation in the  g  diapason can be used 
for the short-lived inverted nuclei (isomers) relatively to the dipole-forbidden transi-
tions. In many cases the excited isomers have a long living time, for example  178 Hf 
 [  3  ] . In order to obtain the super-radiance in the pencil shape system it is necessary 
to ignite such two-photon cooperative transition by two  g -ray non-coherent counter-
propagating beams     [  21  ] . It is clear that the recoil in the cooperative radiation pro-
cesses of two quanta with opposite directions of wave vectors and with the same 
energies equal to a half of the nuclear transition energy  E  

 0 
   = h n   

 0 
  may be neglected 

too. On the other hands, this ignition drastically accelerates the two photon coopera-
tive spontaneous emission and in this way the excited isomers can emit the stored 
energy in a shorter time. Taking into account the estimation obtained from coopera-
tive radiance this lifetime is inversely proportional to the number of radiators in the 
system. 

 For two-photon cooperative emission of long-living nuclei excited on the isomer 
states, accompanied with the absorption of the X-ray photons from the external 
pump fi eld and the radiation of the  g -ray photons, one can introduce a new second-
order coherent function

     − +Δ = + Δ2 ( , ) ( ) ( ) ,G z P z P z    

where     γ
+ − +=( ) ( ) ( )xP z E z E z    and     γ

− + −=( ) ( ) ( )xP z E z E z   .  

 As     − ( )xE z   ,     γ
− ( )E z    and     + ( )xE z   ,     γ

+ ( )E z    are the negative and positive frequency 
part of both the X-ray and  g -ray fi elds, the strength product of these two fi elds can 
have the fi xed phase in the detection point     0( ) exp{ ( ) ( ) }x xP z P i t i k k zw w+ = − − − −γ γ   . Taking 
into account the relations     21xγ − =w w w    and     γ ω− = 21 /xk k c   , one observes that the 
two-photon excitation of the detector with absorption of  g -ray and generation of 

  Fig. 37.5     C ooperative emission of entangled photon pairs propagating in opposite directions       
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X-ray photons are proportional to  G  
 2 
  (z) . Thus, the correlation function of two 

 coherent sources of such fi elds can be approximated as

     
γΔ = − Δ2 2( , ) ( )exp{ ( ) }xG z G z i k k     

 The minimal difference between the maximal and minimal two-photon detection 
rate correspond to     γπΔ = −min / ( )xk k    (or     γ γλ λ λ λΔ = −min ( ) / (2 )x x   ). This new 
behaviour of     Δmin    which can be observed in the Stokes two-photon coherent excita-
tion of detector nuclei is studied in the collective anti-Stokes emission of the  g -ray. 
The fi rst order coherence is manifested when external X-ray source is coherent. In 
this case the second order coherent function can be factorized

     
γ γ

− + − +Δ = + Δ + Δ2 ( , ) ( ) ( ) ( ) ( ) ,X XG z E z E z E z E z    

and the coherence properties of  g -rays are traditional. The  K -mixing states are situ-
ated very high in many nuclei so that it is impossible to depopulate the excited iso-
mers with traditional X-ray sources. Instead, one uses the coherent  g -ray light to 
depopulate such isomer states  [  22  ,  23 ] . Thus, the fi rst-order coherence function is 
zero, but the second-order coherent function between the excited and the emitted 
 g -fi eld can be nonzero. Then the coherent two-photon Stokes excitation of the detector 
is possible.  

    37.4   Conclusions 

 In this paper, we have presented a model that describes the second order coherent 
effects between the X-ray and  g -ray photons in order to understand the interaction 
with excited nuclei of the generation fi eld. As was observed in the resonance case, 
the co-operative generation of  g -ray light is possible if the duration of X-ray pulse 
is longer than the co-operative delay super-radiant time of gamma photons. In this 
approximation, one shall consider the amplitude of X-ray fi eld constant in the pro-
cess of the co-operative  g -photon emission; and it is possible to fi nd the dressed 
quasi-energetic levels for the extended nuclei system. The possibility of the two-
photon super-radiance with minimal recoil in the processes of opposite propagation 
of the photons from an entangled pair was investigated.      
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  Abstract   The aim of this work is to prepare environmentally friendly and  practically 
applicable alginate magnetic biopolymers encapsulated tri-n-butyl phosphate (TBP) 
for the removal uranium ions. Some important process parameters such as initial 
pH, initial U(VI) concentration, adsorbent dosage, time, temperature and sorption 
isotherms for uranium uptake were studied and the thermodynamic parameters for 
U(VI) were determined.  

  Keywords   Adsorption  •  Extraction  •  Uranium  •  TBP  •  Magnetic alginate beads      

    38.1   Introduction 

 Alginate, a natural polysaccharide extracted from brown seaweeds, is a very 
 promising biosorbent material due to several advantageous properties, viz. biode-
gradability, hydrophilic properties, natural origin, abundance and presence of 
 binding sites due to its carboxylate functions. Alginate consists of linear copoly-
mers composed of  b -D-Mannuronate (M) and  a -L-Guluronate (G), linked by  b  
1,4- and  a  1,4-glycosidic bounds  [  1  ] . In the environmental fi eld, alginate beads are 
widely used for the removal of heavy metals from wastewater  [  2  ] . On the other 
hand, alginate beads containing different components to enhance the adsorption 
capacity of the system are also widely investigated  [  3  ] . Recently the applications of 
microcapsules (MCs) enclosing extractants for the separation and recovery of metal 
ions attracted considerable interests. However, a limited amount of information is 
available concerning the uptake behavior of radioactive nuclides on these polymer 
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gels  [  4  ] . In environmental applications, the use of magnetic alginate beads remains 
rare  [  5,   6  ] . Nevertheless the incorporation of magnetic particles in a polymer matrix 
might provide several advantages such as the facility to remove beads from the 
effl uent to reuse them after their regeneration  [  7,   8  ] . In this study, an organic extract-
ant tri- n -butyl phosphate (TBP) and magnetic iron particles was encapsulated by 
calcium alginate to develop magnetic alginate beads to remove uranium from 
 aqueous solutions at reasonable cost. The effect of some experimental parameters 
on removal of U(VI) ion was investigated and also sorption isotherms and thermo-
dynamics parameters were discussed.  

    38.2   Experimental 

    38.2.1   Preparation of Magnetic Alginate Beads 

 Magnetic alginate beads encapsulated with TBP were prepared as follows. 1% of 
TBP was dispersed in 2% of viscous sodium alginate solution (w/v) and then, 1 g of 
Fe metal fi lings were added to this solution. Thereafter, this resultant solution was 
added dropwise to a 0.5 mol/L CaCl 

2
  solution using a needle with stirring at 4°C for 

1 h. After 1 h aging, beads prepared were separated from the solution, washed with 
distilled water and fi nally dried at 55°C for 5 h. The average diameter of the dry 
beads was 1.42 ± 0.20 mm with the loss of volume 89% after drying.  

    38.2.2   Adsorption Experiments 

 The removal effi ciency of the U(VI) ions from aqueous solutions using magnetic 
alginate beads encapsulated with TBP was studied in a batch mode by mixing 10 mL 
of aqueous solutions of UO 

2
 (NO 

3
 ) 

2
 .6H 

2
 O at different concentrations with 25 mg of 

dried beads. The pH value was adjusted to the desired pH with either nitric acid or 
sodium hydroxide solution. The beads were then easily removed from the solution by 
a magnet. The amounts of uranium in the solution were determined by PAR method 
with UV-VIS spectrophotometer at 510 nm. The adsorption capacity and the percent 
adsorption (%) were calculated using the  following equations:

     
−

= i(C )
q  (mg/g)eC V

m    (38.1)  

     
−

= i(C )
Ads.(%) x100e

i

C

C    (38.2)   

 Where C 
i
  and C 

e
  are the concentrations of the metal ion in initial and equilibrium 

solutions respectively. V is the volume of the solution (mL), m is the weight of the 
adsorbent (g).   
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    38.3   Results and Discussion 

 The dependence of metal adsorption on pH is related to both the metal chemistry in 
the solution and ionization state of the functional groups of the biosorbent, which 
affects the availability of binding sites. The effect of the pH on the U(VI) adsorption 
by biosorbent was studied in the pH region between 1.0 and 6.0. As seen in 
Fig.  38.1a , the removal of uranium reached a maximum of 98% at pH 1 and 4, above 
pH 4; the sorption yield decreases with increasing pH. TBP extraction is consider-
ably effi cient at pH 1. Therefore pH 1 was considered as an optimum condition and 
was used for further studies. The optimized process parameters were as follows; 
50 mg/L of initial U(VI) concentration, 30 min of shaking time, 1 g/L adsorbent 
dosage and 15°C of temperature shown in Fig.  38.1 . The percent adsorption (%) for 
uranium were found as 91 ± 3 under the optimized experimental conditions.  

 The sorption data fi t the Langmuir isotherms well (Table  38.1 ), but do not fi t the 
Freundlich and Dubinin-Radushkhevic (D-R) (R 2 : 0.5313) isotherm. The adsorption iso-
therms of UO  

2
  2+   exhibit Langmuir behavior, which indicates a monolayer adsorption.  

 Various thermodynamic parameters, such as  D H°,  D S°,  D G° were calculated from 
the experimental data. The thermodynamic of the U(VI) ion/adsorbent system indi-
cate exothermic, spontaneous and reversible nature of the process. The  numerical 
value of  D G increase with an increase in temperature as shown in Table  38.2   indicating 
that the reaction is spontaneous and more favorable at lower temperature.   

    38.4   Conclusion 

 The experimental studies showed that potential biomaterial magnetic alginate 
 biopolymer beads encapsulated with TBP could be used as an economic, effi cient and 
natural biosorbent to remove uranium ions from dilute aqueous streams. The process 
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is competitive with conventional and existing technologies. The percent adsorptions 
for uranium ions were more than 90% under the optimized experimental conditions. 
From the thermodynamic study, the negative value of enthalpy change indicates that 
the interaction between uranium ions and beads is exothermic in nature.      
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   Table 38.2    Thermodynamic parameters for the adsorption of uranium on magnetic alginate beads 
encapsulated with TBP   

 Thermodynamic parameters 

 Variation of enthalpy ( D H°)  −51.71 kJ/mol 
 Variation of entropy ( D S°)  −109.72 J/mol K 
 Temperature  288 K  298 K  303 K  313 K  323 K 
 Gibbs free energy ( D G°) in kJ/mol  −20.10  −19.00  −18.45  −17.36  −16.26 

   Table 38.1    Isotherm parameters of uranium ion adsorption on magnetic alginate beads 
 encapsulated with TBP   

 Langmuir parameters  Freundlich parameters 

  Q  
 0 
   (mg/g)   b (l/g)  R 2   K (mg/g)  n  R 2  

  44.05   0.13  0.9716  208.45  2.92  0.8783 
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  Abstract   PbS nanodots embedded in a zirconium oxide nanofi lm were explored as 
possible ultraviolet (UV) sensors for nanodosimetry purposes. The nanodots were 
excited by ultraviolet photons to get emission of weak electrons. The emitted charge 
correlated to UV exposure indicates that PbS nanodots have potential for use as UV 
sensors for nanodosimetry.  

  Keywords   PbS nanodots  •  Ultraviolet radiation  •  Electron emission  
•  Nanodosimetry      

    39.1   Introduction 

 Radiobiological effects of ultraviolet radiation (UV) depend on interaction of pho-
tons with biomacromolecules (BMM) and are induced by the absorbed dose. BMM 
are scaled to nanodimensions, therefore, it is necessary to have a UV nano volumet-
ric sensor. Such approach is likely satisfi ed by a nanodot sensor and by detection of 
its emission of low energy photo excited electrons (~1 eV) that have mean free path 
on the order of several nanometers. It was reported that lead sulfi de (PbS) nanodots 
inserted in a matrix using sol-gel method have interesting optical properties  [  1,   2  ] . 
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Taking this into account, the target of the research was to examine photoemission 
properties of PbS nanodots infl uenced by UV radiation for possible application of 
the nanodots for ultraviolet radiation nanosensor.  

    39.2   Samples 

 PbS nanodots were embedded in ZrO 
2
  matrix. To prove that PbS not the matrix is 

responsible for dosimetric effect, samples with PVA (polyvinyl alcohol) matrix 
were studied as well. Both ZrO 

2
 :PbS and PVA:PbS fi lms were made using the sol-

gel technology  [  3  ] . Samples with 10%, 20% and 50% concentration of PbS in ZrO 
2
  

matrix and 20% PbS in PVA matrix were studied. The fi lms were deposited on a 
glass substrate. Thickness of the fi lms was in a range 0.1−1  m m. Typical size of the 
PbS nanodots was 2–4 nm in ZrO 

2
  matrix and 2–3 nm in PVA matrix. To verify size 

of nanodots, the atomic force microscope Solver P-47 PRO was employed.  

    39.3   Methods 

 The samples were irradiated with xenon-mercury UV lamp for 0–50 min. The pho-
toemission spectra of irradiated and nonirradiated samples were recorded by a spec-
trometer, made locally. The photoelectron emission was excited by photons in 
energy range 4–6 eV, provided by a deuterium lamp (LOT-Oriel Europe). Emitted 
electrons were detected using secondary electron multiplier (VEU-6, Russia), in 
vacuum condition  » 10 5  torr.  

    39.4   Results and Discussion 

 Derivatives of photoelectron emission (PE) current of nonirradiated ZrO 
2
 :PbS and 

PVA:PbS fi lms are shown in Fig.  39.1 .  
 ZrO 

2
 :50%PbS fi lm has an emission interval 4.8–6 eV with a maximum at 5.5 eV. 

Interval width is 1.2 eV that exceeds several times the uncertainty 0.02 eV of the 
photon energy h v . Therefore, the interval can be associated with emission from 
localized states inside the energy gap. The monotonous rise of the derivative curve 
when UV photon energy exceeds 6 eV might belong to the edge region of the 
valence band. 

 Derivatives of PE current of ZrO 
2
  fi lms with smaller PbS concentration (10% and 

20%) have an infl ection point at the same photon energy as the maximum detected 
for ZrO 

2
 :50%PbS fi lms (5.5 eV). The infl ection point is followed by monotonous 

rise of the derivative curve when UV photon energy exceeds 5.7 eV. That is similar 
to the behavior of ZrO 

2
 :50% PbS spectrum when UV photon energy exceeds 6 eV. 
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Considered features of the spectra allowed to suppose that localized states and the 
valence band are overlapped for ZrO 

2
 :10%PbS and ZrO 

2
 :20%PbS fi lms, and con-

centration of localized states is not suffi cient to provide a clear emission 
maximum. 

 The shape of PVA:20%PbS derivative of PE current (Fig.  39.1 ) is similar to 
ZrO 

2
 :50% PbS derivative but the maximum is shifted to 5.7 eV and the derivative 

curve starts to rise when UV photon energy exceeds 6.35 eV. 
 However, the shape of PVA:20% PbS spectrum differs from that of ZrO 

2
 :20% 

PbS spectrum. Taking into account the similarities in the spectra shape, it was pos-
sible to suppose that localized states were created by PbS nanodots but PVA matrix 
had strong infl uence on localized states. Figure  39.2  shows derivatives of PE current 
for 50 min UV irradiated fi lms.  

 UV radiation infl uences band structure of the fi lms in a way that makes it possi-
ble to evaluate UV radiation dose. Band structure of a solid can be described with 
the scheme shown in Fig.  39.3 . The information about all the parameters from the 
scheme was derived from the spectra in Figs.  39.1  and  39.2 . The band structure of 
ZrO 

2
 :PbS and PVA:PbS fi lms is shown in Fig.  39.4 .   

 Analysis of the Fig.  39.4  shows:

   Density of localized states decreases under infl uence of UV radiation for both • 
ZrO 

2
 :PbS and PVA:PbS fi lms. Tails appear at the edge of the valence band of 

nonirradiated ZrO 
2
 :10%PbS and ZrO 

2
 :20%PbS fi lms. Localized states of 

ZrO 
2
 :50% PbS fi lm disappear completely after 50 min of UV irradiation. This 

can indicate that interaction between the localized states increases with increase 
of PbS nanodot concentration.  
  The position E • 

1
  of localized states has a trend to be closer to the edge of the 

valence band when concentration of PbS increases.  

  Fig. 39.1    Derivatives of PE current of nonirradiated ZrO 
2
 :PbS fi lms:  1 : ZrO 

2
 :10%PbS; 

 2 : ZrO 
2
 :20%PbS;  3 : ZrO 

2
 :50%PbS;  4 : PVA:20%PbS       
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  The electron affi nity  • c  increases with increase in PbS concentration in ZrO 
2
  

matrix. According to  [  4  ] , increase in PbS concentration results in formation of 
larger PbS nanodots. Therefore, it is possible that larger nanodots are character-
ized with higher  c  values.    

 The electron affi nity of the irradiated ZrO 
2
 :PbS fi lms is smaller than of nonirradi-

ated fi lms. However, the difference  D  c  between irradiated and nonirradiated fi lms 
depends on PbS concentration.  D  c  is smaller for fi lms with higher PbS concentra-
tion. At the same time  D  c  of PVA: 20% PbS fi lms (0.75 eV) is signifi cantly higher 
than of ZrO 

2
 :20%PbS fi lms (0.2 eV). It means that the matrix (environment) has 

strong infl uence on  c . 

  Fig. 39.2    Derivatives of PE current of UV irradiated fi lms:  1 : ZrO 
2
 :10%PbS;  2 : ZrO 

2
 :20%PbS; 

 3 : ZrO 
2
 :50%PbS;  4 : PVA: 20%PbS       

  Fig. 39.3    Band structure 
of a solid:  ϕ  – electron 
work function;  Eg  – energy 
gap;  W  – electron work 
function from the valence 
band;  D  – half-width of the 
band of localized states; 
 E  

1
  – distance between the 

valence band and the 
midpoint of the band of 
localized states;  c  – 
electron affi nity       
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  Fig. 39.4    Band structure of ZrO 
2
 :PbS and PVA:PbS fi lms       

 The semi-width  D  of band of localized states increases with increase in PbS 
 concentration in ZrO 

2
 :PbS fi lms. It might mean that quantity of localized states 

increases with increase in PbS concentration that also might evidence that the 
detected emission was provided by localized states created by PbS nanodots. 

 Density of localized states of ZrO 
2
 :PbS fi lms can also be evaluated by calculat-

ing areas below the photoemission maximums at 5.5 eV shown in Figs.  39.1  and 
 39.2  (Fig.  39.5 ).  

 The area below the photoemission maximum decreases after irradiation. It means 
that UV radiation releases electrons from localized states. Films with 50% PbS have 
the largest value of area. It means that density of localized states increases with 
increase in PbS concentration. The area below the photoemission maximums 
decreases with increase in irradiation time. 

 Photoemission spectra of ZrO 
2
  and PVA matrixes were recorded as well. UV 

radiation did not change the spectra signifi cantly. This gave more evidence that the 
emission maximums shown in Fig.  39.1  were provided by PbS nanodots.  
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  Fig. 39.5    Area below 
photoemission maximum 
(5.5 eV) of ZrO 

2
 :PbS fi lms 

as a function of PbS 
concentration:  1 : non-
irradiated fi lms;  2 : 
irradiated fi lms (50 min)       

    39.5   Conclusions 

 Density of localized states of ZrO 
2
 :PbS fi lms increases with PbS concentration. UV 

radiation decreases quantity of localized states of ZrO 
2
 :PbS and PVA:PbS fi lms. 

The semi-width  D  of localized states band of ZrO 
2
 :PbS fi lms increases with PbS 

concentration that perhaps depends on increase of the nanodots size. Increase of  D  
might evidence that localized states are created by PbS nanodots. The electron affi n-
ity  c  of ZrO 

2
 :PbS fi lms decreases after UV irradiation. The electron affi nity  c  of 

ZrO 
2
 :PbS fi lms increases with increase of PbS concentration. However, higher con-

centrations of PbS nanodots lead to smaller difference  D  c  between nonirradiated 
and irradiated ZrO 

2
 :PbS fi lms. The matrix of fi lms infl uences  c  value and density of 

localized states. Density of localized states is higher in ZrO 
2
  matrix than in PVA 

matrix.      
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  Abstract   The aim of this study is to investigate the treatment of chemometric tools 
on remediation techniques for removal of Cs-137, Sr-90 and Ra-226 from environ-
mental samples. In this study; statistical data are collected from literature about 
applications of chemometric methods.  

  Keywords   Chemometric tools  •  Environmental sciences  •  Radionuclides      

    40.1   Introduction 

 Environmental science can be described as an academic fi eld which integrates 
 physical and biological sciences to study and solve environmental problems. 
Environmental science provides an integrated interdisciplinary approach to the 
study of environmental systems  [  1  ] . The nineteenth century industrial revolution 
and subsequent technological advances have dramatically increased environmental 
pollution, described as anthropogenic activities – contamination of air, water, and 
soil. Likewise, radioactive pollutants, which are formed by nuclear tests, explo-
sions, accidents, and leakages, are extremely dangerous in comparison to most pol-
lutants. The radionuclides of greatest concern that contaminate the soil, water, and 
air by these kinds of activities are – Cesium, Strontium, and Radium. With long 
half-lives, their effects on the environment remain active for many years. 
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 Environmental problems are increasingly complex and multilayered. Because 
modern analytical methods produce signifi cant amounts of data; classical descriptive 
statistics are ineffi cient in handling multidimensional data sets. Necessity and the 
availability of applications software that can analyze multivariate data sets, have led to 
the use of chemometric methods for diverse and complicated problem solving  [  2  ] .  

    40.2   Chemometrics 

 Chemometrics is best defi ned as the application of mathematical and statistical 
(both univariate and multivariate) methods to any kind of chemical data. 
Chemometrics is a powerful tool for comprehensive evaluation and interpretation; 
assessment of environmental data; and objective evaluation. Chemometrics have 
been applied in many areas of research such as food science technology, analytical 
chemistry, environmental and computer sciences. The fi rst known techniques were 
cluster and factor analysis of multiple regressions. In recent years, however, cluster 
imaging, multiway partial least squares (PLS) regression and projection pursuit 
have been developed and increased in usage  [  2  ] . 

    40.2.1   Opportunities and Challenges 

 There are many problems encountered while using classical statistical methods. 
These methods have failed in dealing with multivariate data sets. More complicated 
analytical questions need powerful statistical tools because

   the environmental data are multidimensional and highly variable due to geologi-• 
cal & meteorological effects,  
  the data contain uncertainties highly due to the analytical processes like sam-• 
pling, sample conservation, calibration and measurement  
  modern analytical methods like multi element ICP-OES and ICP-MS, and multi • 
component methods like GCMS and LCMS produce huge amounts of data.    

 Also, the usage of univariate statistical methods in addition to the quantity of 
information arising from data evaluation and the interpretation has often resulted in 
the neglect of correlation between different pollutants and relationships among dif-
ferent sampling sites. 

 We propose a solution requiring the application of additional methods of analysis 
which can provide a relationship using established and modern methods of multi-
variate data analysis (chemometric methods) in dealing with more complicated ana-
lytical questions. 

 The main benefi t of chemometric methods arises from the power to analyze com-
plex sets of multidimensional data. These tools enable a deeper and more 
objective assessment and interpretation of data. Chemometric methods can identify 
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 multidimensional data sets structures, similarities, and the substantial infl uencing 
factors. A generic strategy for a chemometric project can be seen from Fig.  40.1 . 
Chemometric methods are known to be effectual in these areas: to compress large 
data sets; to extract latent information; to eliminate redundancy and “noise”; to 
visualize multidimensional data sets; to hypothesize the information; and to detect 
pollution sources or correlate different environmental variables  [  2  ] .    

    40.3   Applications 

 Chemometric tools have been applied to a variety of areas for more than 25 years. 
In 1979, the fi rst known article involving a chemometric study was published in the 
area of “food science and technology”  [  4  ] . Since then, chemometric methods have 
been used in analytical chemistry, instrumentation, applied chemistry, computer 
sciences, and environmental sciences. Schuetzle et al.  [  5  ]  used chemometrics to 
model waste-water treatment processes as the fi rst chemometric study in “environ-
mental sciences”  [  5  ] . Since 1979, of 5,081 articles about chemometric methods 
applied in more than 140 subject areas, 197 of them are in “environmental sci-
ences”  [  4  ] . Also, chemometric studies increase yearly having an all-time high of 
572 in 2009  [  4  ] . The number of articles in environmental sciences from 1991 to 
May 2010 is shown in Fig.  40.2 .  

  Fig. 40.1    A generic holistic strategy for a chemometric project  [  3  ]        
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    40.3.1   Applications on Radionuclides 

 Three important radionuclides used in this work are Cs-137, Sr-90, and Ra-226. 
Cs-137 is a fi ssion product of uranium and plutonium which emits beta and gamma 
radiation with a half-life of ~30 years. Sr-90 is a radionuclide formed by nuclear 
fi ssion and emits beta radiation with a half-life of ~29 years. Radium is a naturally-
occurring radionuclide formed by the decay of uranium and thorium. The well-
known isotope of radium is Ra-226 which emits alpha and gamma radiation and has 
a half-life of 1,600 years  [  6  ] . 

 The literature shows that chemometrics is not used enough for remediation of 
radionuclides with only 3 results found for Ra-226, 2 for Sr-90 and 1 for Cs-137 [  4  ] . 
Only one study about these three radionuclides together is done by Tsikritzis  [  7  ]  to 
investigate the distribution and origin of K-40, Ra-226, Ra-228 and Cs-137 in trees, 
mosses and lichens in the basin of the West Macedonia Lignite Centre. Application 
of chemometrics assists in understanding of the origin of the radionuclides  [  7  ] .   

    40.4   Conclusion 

 Chemometric methods have been used for dealing with complex data sets in many 
areas for many years. Because radioactive pollutants are a heightened environmen-
tal concern, research on the origination and remediation of radioactive pollutants 
from the environment is very important. We conclude that chemometric tools are 
valuable in studying the distribution and remediation of radionuclides from environ-
mental samples.      

  Fig. 40.2    Number of publications in environmental sciences by year (total of 197)       
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  Abstract   The TRISO fuel has been used in some of the Generation IV nuclear 
reactor designs [ 1 ]. It consists of a fuel kernel of UO 

x
  coated with several layers of 

materials with different functions. Pyrolytic carbon (PyC) is one of the materials in 
the layers. In this study we investigate the possibility of using Glassy Polymeric 
Carbon (GPC) as an alternative to PyC. In this work, we are comparing the changes 
in physical and microstructure properties of GPC after exposure to irradiation fl u-
ence of 5 MeV Au equivalent to a 1 displacement per atom (dpa) for GPC prepared 
at 2,000°C. The GPC material is manufactured and tested at the Center for Irradiation 
Materials (CIM) at Alabama A&M University using Transmission electron micros-
copy (TEM) and stopping range of ions in matter (SRIM) software.  
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    41.1   Introduction 

 Current high temperature gas cooled rectors are designed with the use of coated fuel 
particles that are dispersed in a graphite matrix to form fuel elements called 
Tristructural-isotropic (TRISO)  [  1,   2  ] . As seen in Fig.  41.1  [  3  ] , TRISO consists of a 
microspherical kernel of uranium oxide (UO 

x
 ) coated with a layer of porous carbon 

buffer surrounding it to contain any particle dimensions changes or gas buildup. 
This layer is followed with an inner pyrolitic carbon (PyC) followed by a layer of 
silicon carbide (SiC) followed by an outer PyC layer.  

 The pebbles or the graphite blocks containing the TRISO fuel are directly 
immersed in the cooling fl uid that extracts the heat outside of the reactor core while 
keeping the inside within the operational temperature limits  [  4,   5  ] . If the fi ssile fuel 
is in direct contact with the cooling fl uid, there are great chances that radioactive 
fi ssion fragments will be carried out of the reactor core and contaminate all other 
equipment  [  6  ] . Therefore, in order to minimize such leaks, TRISO is designed with 
PyC as the diffusion barrier material. 

 GPC is widely used for various applications from artifi cial heart valves to heat-
exchangers and other high-tech products that are developed for the space and medi-
cal industries. This lightweight material can maintain dimensional and chemical 
stability in adverse environment and very high temperatures (up to 3,000°C). 

 The primary purpose of this study is to understand the changes in fundamental 
properties (chemical and mechanical stability) of GPC prepared at 2,000°C. The 
sample was bombarded with 5 MeV Au to an effect of 1 DPA. More generally, we 
are trying to understand the fundamental mechanisms of defect creation in 
sp 2 -bonded carbons under particle radiation. The type and concentration of such 
defects have deep  implications in the physical properties of carbon-based materials 
for various applications from carbon-based quantum electronics to structural com-
ponents for aerospace applications. Here, in particular, the specifi c application is in 

Outer Pyrolytic Carbon 
Silicon Carbide
lnner Pyrolytic Carbon
Porous Carbon Buffer

Coated particle

Fuel Kernel
(UCO, UO2)

  Fig. 41.1    TRISO fuel 
layers structure       
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an extreme radiation environment, the core of nuclear reactor. This study will help 
to determine GPC eligibility for future irradiation testing for a specifi c application 
in an extreme radiation environment in the nuclear reactor. It will also help to deter-
mine if GPC will be a good choice as a diffusion barrier in the TRISO fuel that will 
be used in the next generation of nuclear reactors.  

    41.2   Experimental Details and Discussion 

 A procedure for making the GPC sample was developed at CIM. It starts by taking 
phenolic resin that is placed in a beaker and in a sonication bath for about 1–2 h. The 
resin is then taken out of the sonication bath and is poured carefully in the desired mold. 
The mixture is then heated slowly at a rate of 20°C/day for 6 days to lower the possibil-
ity of any bubble forming during the gelling stage. The hardened gel is removed from 
the mold and heated to 2,000°C slowly over the course of 5 days. At this stage they are 
a fully pyrolized GPC sample. The heating profi le that was developed for GPC in our 
lab was followed during this process  [  7,   8  ] . This developed heating profi le can be used 
to heat samples up to 2,500°C. The sample is then left to cool off in the furnace until it 
reaches room temperature. Figure  41.2  shows a plot of the heating profi le that was fol-
lowed to prepare the sample. The material undergoes modifi cation of its molecular 
structure during different heat stages that are shown in Fig.  41.3 .   

 TEM was used for characterizing the microstructures of the pre irradiated GPC 
sample prepared at 2,000°C as seen in Fig.  41.4 . TEM was done at the Department 
of Nuclear Engineering & Radiological Sciences at the University of Michigan. 
This HRTEM shows the graphite-like layered structure. There is a noticeable 
 alignment of layers associated with this temperature.  

 The GPC sample irradiation took place at the Center for Irradiation of Materials 
(CIM) with 5 MeV Au with a fl uence of 1.3 × 10 16  ions/cm 2  to an effect of 1 dpa. 

  Fig. 41.2    Heating profi le used for the GPC sample in graphite furnace       
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  Fig. 41.4    TEM of pre-irradiated GPC sample prepared at 2,000°C  [  9  ]        

  Fig. 41.5    TEM of Au 
irradiated GPC       

  Fig. 41.3    Different resin/GPC heating stages       
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 TEM on the post irradiated sample was done at the Engineering Physics 
Department at the University of Wisconsin. Figure  41.5  shows that the gold distri-
bution was about 1.5  m m inside the GPC, matching the SRIM simulation as seen in 
Fig.  41.6 . Figure  41.7  shows a comparison of the preiradiated and irradiated GPC at 
an effect of 1 DPA.     

  Fig. 41.6    SRIM Simulation of Au irradiated GPC       

  Fig. 41.7    A comparison of unbombarded and bombarded GPC       
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    41.3   Conclusions 

 TEM showed the ordered, graphite-like, layered structure of GPC sample 
 fabricated at 2,000°C. TEM also showed that Au penetrated 1.5  m m deep into the 
sample, which matched the SRIM simulation. An observation of the bombarded 
and unbombarded GPC that the samples prepared at 2,000°C were completely 
damaged. The next step is to implant Ag and other fi ssion product elements to 
GPC prepared at 2,000°C and to compare the results of the diffusivity of these 
elements in GPC with PyC to determine if GPC was a better barrier for fi ssion 
products than PyC for use in the TRISO fuel for the next generation of nuclear 
reactors.      
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  Abstract   A high sensitivity speckle based fi ber-optic method for registration of 
low intensity IR radiation is described. The method is based on the effect of varia-
tion of the speckle pattern in the far-fi eld of a multimode fi ber. IR radiation that falls 
on a lateral surface of the fi ber leads to variation of the speckle image. Computer 
processing of the speckle image provides information on the amplitude of perturba-
tion that interacts with the fi ber. An algorithm was developed for processing of the 
speckle image and determining of the intensity of IR radiation. The results of the 
computer simulation correlate well with the experimental ones.  

  Keywords   Multimode fi ber  •  Speckle pattern  •  Modal interference  •  CCD  •  IR      

    42.1   Introduction 

 When injecting a coherent light beam into a multimode optical fi ber the light is 
guided in a determined number of propagation modes. Each of these modes has a 
specifi c propagation constant, spatial fi eld distribution, and polarization. The 
 number and the shape of confi ned modes are a function of the index of refraction, 
the diameter of the fi ber core, and the wavelength of light. At the exit end of the 
fi ber the propagation modes interfere in the far fi eld producing a random interfer-
ence image – the speckle pattern. This pattern is highly sensitive to external 
 perturbations and carries information on the conditions of light propagation in the 
fi bers. The changes in the speckle pattern produced by external perturbations may 
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be determined by variation in the optical path length due to changes in the index of 
refraction, geometrical path, and the propagation constants of each fi ber mode. This 
effect is laid dawn on the basis of a measurement technique that employs modal 
interference in an optical fi ber  [  1  ] . Speckle-based methods are widely used for reg-
istration of physical parameters  [  2–  4  ] . These methods have been extensively used 
for industrial applications in measurements of deformation and displacement, object 
shape, vibrations, etc.  [  5,   6  ] . Electronic speckle interferometry combined with PC 
processing technique offer powerful tools for registration of physical quantities and 
industrial control. In a previous paper  [  1  ]  we have reported a fi ber optic method for 
registration of low intensity infrared (IR) radiation based on the effect of interfer-
ence of propagation modes in the far fi eld of a multimode fi ber. In this paper we 
present new results and details on the method.  

    42.2   Experimental Set-Up 

 The experimental set-up is represented in Fig.  42.1 . It consists basically of a multi-
mode optical fi ber coupled to a coherent light source, a CCD detector, and a PC for 
processing of the speckle image. The probing light from the coherent light source is 
injected into the input face of the fi ber and at the output end of the fi ber in the far-
fi eld the modal distribution of the probing light intensity (the speckle image) is 
registered. When a physical perturbation hits the fi ber, the speckle pattern changes. 
The CCD is used for registration of the variations of the speckle pattern of the mul-
timode fi ber for subsequent PC processing.  

 The probing light source was a HeNe Laser at 633 nm. A segment of multimode 
commercially available optical fi ber with a parabolic index profi le and the core/
cladding diameter 50/125  m m was used as sensing element. A common electrical 
heater was used as IR radiation source. Variation of the intensity of IR radiation was 
performed by variation of the distance between electrical heater and optical fi ber. 
The speckle pattern in the far fi eld of the fi ber was registered with a HDCS-1020 
CMOS image sensor with the pixel size 7.4 × 7.4  m m and image array sizes VGA 
640 × 480. The full frame video rate at 8-bit resolution was 30 fps.  

  Fig. 42.1    Schematic representation of the method:  1  – a coherent light source;  2  – microscope 
objective;  3  – multimode optical fi ber;  4  – IR radiation source;  5  – CCD detector;  6  – computer       
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    42.3   Experimental Results 

 A typical speckle pattern of the fi ber used for measurements is shown in Fig.  42.2a . 
Analyses of spatial distribution of light intensity in the speckle pattern  I(x,y)  in the 
far-fi eld of the fi ber provides information about the conditions of light propagation 
in the multimode fi ber as well as on the perturbations that affect the optical fi ber. 
The speckle image represents the result of destructive and constructive interference 
of propagating modes in the far fi eld of the fi ber (Fig.  42.2b ). For a separate mode 
at the output end of fi ber the magnitude of electric fi eld     E

→
  can be represented as:

     0 cos( )E A t
→ →

= +w j    (42.1)  

where     0A
→

   is the amplitude of electric fi eld,   w   is the frequency of electromagnetic 
wave,  t  is the time. The phase for a separate mode   j   is determined by the geometri-
cal path length  L , the wavelength   l   and the effective index of refraction  n 

(     2
L

nj p
l

=   ). The total amplitude of the electric fi eld in any point of speckle 

pattern in the plane of CCD sensor can be represented as the sum of contributions 
of all  N  propagating modes of the fi ber:

     
1

exp( )
N

k k
k

E A jj
=

= ∑    (42.2)  

where  A  
 k 
  is the amplitude of the  k-th  mode of the fi ber,   f   

 k 
  is the phase for the  k-th  

mode at the output end of the fi ber 
 , 
   N  is the total number of modes propagating in 

the core of the fi ber.  
 When two modes interfere in the point  P(x,y)  of the CCD plane the resulting 

intensity  I(x,y)  can be described by the relation:

     1 1 1( , ) ( , ) ( , ) 2 cos( )k k k k k kI x y I x y I x y I I+ + += + + −j j
   (42.3)  

  Fig. 42.2    Illustration of the far fi eld speckle pattern of the fi ber registered by CCD sensor: ( a ) A 
typical speckle pattern of the fi ber; ( b ) Schematic representation of the interference of the modes 
in the far-fi eld of the fi ber       
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where     ( , )kI x y    and     +1( , )kI x y    are the intensities of the  k-th  and  (k + 1)-th  modes in 
the point  P(x,y)  of the CCD plane  X  

 d 
  Y  

 d 
 ,     kj    and     1kj +    are respectively the phase of the 

 k-th  and  (k + 1)-th  modes in the point  P(x,y) . The structure of the speckle pattern 
depends on the coherence properties of the laser beam, refractive index profi le, char-
acteristics of the fi ber and the external conditions at the core/cladding boundary. 

 The algorithm for processing of the speckle images registered by the CCD cam-
era is based on comparison of speckle image taken at  t = 0  and each one of the 
subsequent speckle images taken in the time moment  t  

 k 
  ,  where  k = 1,2,3,…k  

 max 
  .  A 

schematic illustration of the speckle processing algorithm is represented in the 
Fig.  42.3 . The CCD camera takes an image of the speckle in the initial time  t  

 0 
 , and 

this image is stored in the buffer memory. The following speckle images are taken 
at the time  t  

 k 
 . Then the initial image  I  

 0 
  is subtracted pixel-by-pixel from each of the 

current image  I  
 k 
 , and the current difference image     d

kI    is obtained, where for a sepa-
rate pixel belonging to     d

kI   , the procedure obeys the relation:

     
( ) ( )0 1 2( , ) , ,  , 1,2,3..., , 1,2,3..., ,d

k i j k i j i jI x y I x y I x y i r j r= − = =
   (42.4)  

where  i = 1,2,3…,r  
 1 
  ; j = 1,2,3…,r  

 2 
  ;  and  r  

 1 
  and  r  

 2 
  corresponds to the CCD’s  X  and  Y  

resolution respectively. The next processing step represents summation of all pix-
els’ intensity from the image     d

kI    and determination of the current sum  S  
 k 
  for the 

current moment  t  
 k 
  as follows:

     
( )

= =

= ∑∑
1 2

1 1

,
r r

d
k k i j

i j

S I x y
   (42.5)    

 The resulting value of the sum     kS    is plotted on the PC screen as the output signal 
of the CCD detector for a specifi c time moment  t  

 k 
 . The screenshot of the speckle 

  Fig. 42.3    Illustration of the speckle image processing algorithm       
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image processing software is represented in Fig   .  42.4 . The variation of the output 
signal after switching on the IR radiation is represented in Fig.  42.5 .   

 Application of this algorithm offers the possibility to plot on the PC screen in the 
real-time scale the difference of the speckles images as the output signal of the 
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  Fig. 42.5    Output signal characteristic after switching on the IR radiation P 
IR

  = 27  m W. The light 
source is a HeNe laser at 633 nm       

  Fig. 42.4    The screenshot of the speckle image processing software       
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method. The magnitude     kS    correlates with the amplitude of the perturbation that 
hits the fi ber and can be calibrated to represent exactly the amplitude of the pertur-
bation that affects the fi ber. Because we do not utilize too many routines for image 
processing, the rate of the procedure is suffi ciently high. 

 On the other hand, because we do not take into account the coordinate of the 
pixels, this algorithm does not permit to eliminate the elements that are symmetric 
in the speckle images. Consequently, this reduces the sensitivity and dynamic range 
of the method. The dependence of the output signal vs. the amplitude of the pertur-
bation keeps linear for a suffi cient wide segment of the speckle spot. Consequently, 
the output signal plotted on the PC screen keeps linear for a suffi cient large range of 
the intensity of IR radiation. The sensitivity of the speckle pattern to IR radiation 
strongly increases when cooling down the optical fi ber (Fig.  42.6 ).   

    42.4   Computer Simulation 

 Consider interference of propagation modes in the far-fi eld of the fi ber. According 
to the Huygens’ principle each of the point on the fi ber end face     ( , )f fs x y    can be 
considered as a source of spherical waves (Fig.  42.3 ). These waves interfere con-
structively or destructively in the image plane of the CCD camera. The speckle 
pattern represents the contributions of propagating modes with a certain mutual 
phase difference. When external perturbation (heat, IR radiation, et.) hits the fi ber 
the phase difference between modes will change. 

 The fi rst speckle image  I  
 0 
  is captured by CCD camera at initial time  t = 0  when 

launching the procedure. Then at each subsequent time moment  t  
 k 
   (k  = 1,2,3… k  

 max 
  )  

the CCD takes the current image  I  
 k 
  .  The difference of the two speckle images is 
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  Fig. 42.6    The amplitude of the output signal vs. the intensity of infrared radiation. The light 
source is a HeNe laser at 633 nm. The temperature of the fi ber: T, K = 290 ( 1 ); 278 ( 2 )       
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calculated by subtracting pixel-by-pixel of two images and the value of the sum     kS    
is calculated with subsequent plotting on the PC monitor. The program for computer 
simulation of the modal interference in the far-fi eld of the fi ber has been developed 
on the basis of  C++  language and run on the GNU/ Linux  platform. The PC techni-
cal profi le is characterized by  AMD Sempron Processor 3000+ 1.61 GHz, 1 GB 
RAM . The basic parameters that have been set for numerical simulation were as fol-
lows: CCD resolution, the pixel area  S  

 p 
  ,  the distance between the end face of the 

fi ber and CCD plane  D , the diameter of the core of the fi ber  d  
 core 

  ,  the total number 
of propagating modes  N,  and the wavelength of the probing light   l  . 

 Computer simulation of the output signal variation vs. the time after switching on 
the perturbation IR radiation has been obtained. The simulation procedure has been 
carried out for two cases:  (a)  the ideal case without noise;  (b)  the case when the far-
fi eld speckle pattern is composed of “true” signal speckle pattern, accompanied by a 
speckle noise. For modeling of the speckle pattern in the far-fi eld of the fi ber several 
points have been chosen randomly on the end face of the fi ber. The speckle pattern in 
the far-fi eld was obtained by coherently adding up the spherical waves originating 
from the random points. As few as 14 randomly selected points are enough to  produce 
a simulated speckle pattern that correlate quite well with the signal speckle. The 
distance between the CCD plane and the end face of the fi ber was set at 3 cm. 
The characteristics of the CCD in the simulation procedure have been set of the same 
values as ones for the real CCD in the experiment (512 × 512 pixels). 

 The results of simulation of the speckle patterns and the corresponding output 
signal curves are represented in Figs.  42.7  and  42.8 . The coordinates of the sources 
    ms    on the fi ber end face     ( , )fm fmx y    have been generated arbitrarily to follow the 
relation:

     
2 2 2 , 1,2,3,...fm fmx y m Nr+ ≤ =

   (42.6)  

where   r   represents half of the diameter of the core of the fi ber. The intensity in the 
point with the coordinates     ( , , )d d dx z y    that lay in the plane of the CCD sensor     d dX Y   , 
is determined by the interference of the light waves (modes) generated by the all the 
sources     ms    with the coordinates     ( , ,0)fm fmx y   :

     ( ) ( )ε
= ∫ 20

0

, , , ,
T

d d d d

c
I x y E x y t dt

T    (42.7)  

     ( ) 0
1 1

, , ( , , ) cos 2 2 2 ,
N N

m m
d d m d d m

m m

d t
E x y t E x y t E

T

j
p p

l l= =

⎛ ⎞= = − +⎜ ⎟⎝ ⎠∑ ∑ π
   (42.8)  

where     
λ

= c
T   , and  d  

 m 
  is the distance between the source point     ( , ,0)m fm fms x y    and 

the element of the CCD matrix with the coordinates     ( , , )d dP x z D   

     ( ) ( )= − + − +
2 2 2

m d fm d fmd x x y y D    (42.9)     
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  Fig. 42.7    Computer simulation of output signal for the case of no CCD noise       
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  Fig. 42.8    Computer simulation of the speckle pattern in the far-fi eld of the fi ber and the plot of the 
corresponding output signal for the case of CCD noise: ( a ) the image of the simulated reference 
speckle pattern; ( b ) the image of the difference of the reference and the current speckle patterns; 
( c ) the plot of the output signal       
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 As far as the index of refraction  n  varies very slowly across the fi ber cross-section 
and the optical pathway varies differently for different modes We assumed that the 
phase of the mode     mj    linearly changes for a small variation of the parameter   t   
according to the relation:

     0( )m m mj t j d t= +    (42.10)   

 Where     0mj    has been generated arbitrarily for the domain  [0,  l ] . The linearity coef-
fi cient     md    has been also generated arbitrarily, so that the phase variation     mΔj   for 
each mode is different. The fi nal intensity of the speckle image that contains a noise 
component the intensity of each pixel is represented as follows:

     ( ) ( )= +, , ( , )d d d d d dnoise
I x y I x y n x y    (42.11)   

 Where     ( , )d dn x y    represents the noise and     ( ),d dI x y    represents the true signal. 
 The results obtained from computer modeling agree quite well with the experi-

mental result. Figures  42.5 ,  42.7 ,  42.8 , and  42.9  demonstrate a good correlation of 
the results obtained in the simulation procedure and experimental results. Optimizing 

  Fig. 42.9    Computer simulation of the speckle image at the output end of the step index fi ber for 
different wavelengths,  l  = 600, 808, 1,000 and 2,000 nm       
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the geometry of the fi ber core/cladding structure, the glass composition, the core 
index profi le and its temperature dependence one can obtain high sensitivity IR 
sensing device.   

    42.5   Summary 

 A high sensitivity speckle based fi ber-optic method for registration of infrared radi-
ation has been proposed. The method is based on the effect of variation of the 
speckle pattern in the far-fi eld of the fi ber under the action of IR radiation. The IR 
radiation that falls on the lateral surface of the fi ber leads to variation of the phase 
difference between the propagating modes that gives rise to variation of the speckle 
pattern in the far-fi led of the fi ber. Computer processing of the speckle image pro-
vides information on the amplitude of IR radiation that hits the fi ber. The algorithm 
has been developed for processing of the speckle image and determining the inten-
sity of IR radiation. Both experimental results as well as computer simulation data 
are presented. The principle of the method can be applied for registration of IR 
radiation, temperature, vibrations, to name a few.      
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  Abstract   Real-time radiation detectors become an essential part of emergency 
 personnel who may have to respond to unknown accidents, incidents or terrorist attacks, 
which could involve radioactive material. More and more ordinary citizens are inter-
ested in personal radiation protection as well. Reasons include lost sources, nuclear 
industrial accidents, nuclear or radiological terrorism and the possibility of nuclear 
weapons being used in a war. People want to have the ability to measure it for them-
selves and they want to be notifi ed when the radiation levels are increased. To meet this 
demand, considerable research into new sensors is underway, including efforts to 
enhance the sensor performance through both the material properties and manufactur-
ing technologies. Deep understanding of physical properties of the  materials under the 
infl uence of radiation exposure is vital for the effective design of dosimeter devices. 
Detection of radiation is based on the fact that both the electrical and the optical proper-
ties of the materials undergo changes upon the exposure to ionizing radiation. It is 
believed that radiation causes structural defects. The infl uence of radiation depends on 
both the dose and the parameters of the fi lms including their thickness: the degradation 
is more severe for the higher dose and the thinner fi lms. This paper presents overview 
of modern methods of real-time gamma radiation monitoring for personal protection of 
radiation workers and general public and suggests further developments in this area.  

  Keywords   Gamma radiation monitoring  •  Real-time dosimetry  •  Personal protection      
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    43.1   Origin of Ionizing Radiation 

 Ionizing radiation is energy in the form of waves or particles that has enough force 
to remove electrons from atoms. One source of radiation is the nuclei of unstable 
atoms. As these radioactive atoms (also referred to as radionuclides or radioiso-
topes) seek to become more stable, their nuclei eject or emit particles and  high-energy 
waves. This process is known as radioactive decay. Some radionuclides, such as 
radium, uranium, and thorium, have existed since the formation of the earth. The 
radioactive gas radon is one type of radioactive material produced as these natu-
rally-occurring radioisotopes decay. Human activities, such as the splitting of atoms 
in a nuclear reactor, can also create radionuclides. Regardless of how they are cre-
ated, all radionuclides release radiation. The major types of radiation emitted during 
radioactive decay are alpha particles, beta particles, and gamma rays.  

    43.2   Modern Applications of Radiation 

 Ionizing radiation is encountered under many circumstances in medicine, and spe-
cifi cally in oncology. It is used to identify and locate the cancer, to target it, and to 
treat it, with approximately 50% of cancer patients receiving radiation therapy for 
management of their disease. High energy photons (referred to as x-rays and 
gamma rays) are known to damage tissue. Although the exact details of tissue 
 damage are still not fully understood, it is believed high energy photons induce 
ionization of important molecules within the cells, such as deoxyribonucleic acid. 
Ionization refers to removal of an electron from a molecule, making it unstable. 
These unstable molecules may react in a way that would prevent them from 
 functioning properly, eventually leading to cell death. Cell damage from ionizing 
radiation may result in several different outcomes, and depending on the type of 
damage and the tissue irradiated, the biological effect can take anywhere between 
a few hours (acute) to many years (late) to manifest. Therefore, care should be 
taken to ensure that radiation exposure to the patient is kept to a minimum where it 
is unnecessary. Contrary, in treating cancer, large doses of radiation are used to 
destroy diseased tissue. 

 In industry, radiation is benefi cial in quality control of materials, measuring the 
level of containers, or monitoring the thickness or consistency of paper, for exam-
ple. Devices which monitor industrial processes consist of radiation sources and 
detectors. When the material between the radioactive source and the detector 
changes thickness or density, the level of radiation detected also changes. The pro-
cess can be controlled by weakening or strengthening the signal from the detector. 
Industrial radiography is a method of non-destructive testing, used to check for 
fl aws in metal structures and welding seals, among others. The principle is the same 
as in medical imaging: radiation passes through the object to be tested and exposes 
the X-ray fi lm placed behind it. Dark patches in the developed fi lm reveal fl aws. 
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Radiography devices create radiation using either X-ray machines, or for thicker 
material, a gamma source or linear accelerator.  

    43.3   Need for Continuous Radiation Monitoring 

 Humans do not possess any sense organs that can detect ionizing radiation, there-
fore, they must relay entirely on instruments for detection and measurement of 
radiation  [  1  ] . A wide variety of instrument types are available. For example, the 
Geiger-Muller counter and scintillation counter measure particles; fi lm badges, 
pocket dosimeters, and thermoluminescent dosimeters (TLD) measure accumulated 
doses; while ionization-chamber type instruments can measure both the dose and 
dose rate. 

 Radiation dosimeters are different, since they are designed for various applica-
tions, such as, for example, routine environmental monitoring, monitoring of 
 occupational exposure, measuring contamination of surfaces, air, water and food 
 [  2  ] ; measuring radon level, medical radiation measurements; and non-destructive 
inspection in the context of antiterrorism and homeland security  [  3  ] . The specifi c 
operating requirements vary according to the intended use of the radiation measur-
ing instrument. Personal monitoring for external radiation is the continuous 
 measurement of an individual’ exposure dose by means of one or more of the above-
stated instruments, which are carried by the individual at all times. The choice of 
personal dosimeter should be compatible with the type and energy of the radiation 
being measured. 

 The rise in worldwide terrorism led to a great deal of concern that some of the 
licensed widespread radioactive sources that are being used for peaceful purposes 
might be stolen or diverted to a terrorist group for use in “dirty bomb”, which refers 
to a high-explosive bomb that is packed with highly radioactive material. Detonation 
of such bomb results in the dispersal of the packed radioactivity, and thus creation 
of an area of high-level contamination that could lead to radiation casualties as well 
as to a terrorized public  [  1  ] . Real-time radiation detectors become an essential part 
of emergency personnel who may have to respond to unknown accidents, incidents 
or terrorist attacks, which could involve radioactive material. More and more ordi-
nary citizens are interested in personal radiation protection as well. Reasons include 
lost sources, nuclear industrial accidents, nuclear or radiological terrorism and the 
possibility of nuclear weapons being used in a war. People want to have the ability 
to measure it for themselves and they want to be notifi ed when the radiation levels 
are increased. 

 To meet this demand, considerable research into new sensors is underway, includ-
ing efforts to enhance the sensor performance through both the material properties 
and manufacturing technologies. Therefore, continuous radiation monitoring is an 
issue of paramount importance. 

 It is necessary to evaluate exposure dose to workers or general public according 
to the As Low As Reasonably Achievable (ALARA) principle. Adequate dosimetry 



392 O. Korostynska et al.

with proper statistical controls and documentation is the key factor of the quality 
control process, which is necessary to assure safe radiation usage. International 
Commission on Radiological Protection (ICRP) offers recommendations for the 
maximum permissible dose of gamma radiation to which people should be exposed, 
that is 1 mGy per year for general public and 20–50 mGy per year for radiation 
workers  [  4  ] .  

    43.4   Impact of Radiation on Human Health 

 Radiation affects people by depositing energy in body tissue, which can cause cell 
damage or cell death. In some cases there may be no noticeable effect. In other 
cases, the cell may survive but become abnormal, either temporarily or permanently. 
Additionally, an abnormal cell may become malignant. Both large and small doses 
of radiation can cause cellular damage. The extent of the damage depends upon the 
total amount of energy absorbed, the time period and dose rate of the exposure, and 
the particular organs exposed. By damaging the genetic material (DNA) contained 
in the body’s cells, radiation can cause cancer. Damage to genetic material in 
 reproductive cells can cause genetic mutations that can be passed on to future gen-
erations. In rare occurrences where there is a large amount of radiation exposure, 
sickness or even death can occur in a limited amount of hours or days.  

    43.5   Interaction of Ionizing Radiation with Matter 

 The basic requirement of any instrument is that its detector interacts with the radia-
tion in such a manner that the magnitude of the instrument’s response is propor-
tional to the radiation effect of radiation property being measured. 

 The interaction of ionizing radiation with matter results in a dose deposited 
within that matter, where dose is defi ned as the absorbed energy per mass (J/kg, or 
Gy)  [  5  ] . The ionizing radiation can be directly ionizing (charged particles) or indi-
rectly ionizing (photons). The photons, as they pass through the medium, are attenu-
ated by the medium and scatter from their original path. The processes of attenuation 
are due to coherent scattering, photoelectric effect, Compton effect, pair/triplet 
 production, or photonuclear interactions. 

 Photoelectric effect is the predominant interaction for low-energy photons (below 
100 keV). In a Compton interaction, the photon interacts with a valence shell elec-
tron, transferring part of photon’s energy to an electron and the two then continue at 
a given angle from each other from the point of interaction, such that the momentum 
is conserved. In this interaction, the photon does not transfer all of its energy to the 
electron. The probability of this interaction occurring in a medium of given density 
is approximately independent of the atomic number (Z) of the medium, and is 
predominant for photon energies around 1 MeV. For high energy photons 
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(over 1.022 MeV) pair production can occur. In these interactions, as the photon 
interacts with the Coulomb fi eld near the nucleus, the photon is absorbed giving rise 
to an electron and a positron. 

 The probability of pair production for a medium of given density is roughly pro-
portional to Z of the medium. The electrons that result from these interactions of 
photons with the medium in turn travel through the medium themselves. The elec-
tron interacts with almost every atom in its path whose electric fi eld is detectable. 
Most of these interactions transfer small fractions of the electron’s energy, and thus 
the electron is often thought of as losing the energy gradually in a frictionlike pro-
cess. Some of these energy losses result in a photon (Bremsstrahlung) being emitted 
when the electron changes direction due to an electric fi eld from a nearby nucleus. 
The energy lost in this way does not contribute to the locally deposited dose. Electron 
interactions that do contribute to local dose will either excite the shell electrons of a 
nearby atom to a higher energy level, or ionize it. The rate of energy loss per dis-
tance decreases with increasing Z of the medium and increasing kinetic energy of 
the electron.  

    43.6   Recent Developments in Real-Time Radiation Dosimetry 

 Real-time low-power wireless neutron and gamma ray detector modules for personal 
dosimetry and remote monitoring were designed and tested in  [  6  ] . CdZnTe Frisch 
collar gamma-ray spectrometers have been used in this wireless package, and high 
resolution gamma-ray spectra have been sent through wireless communication to a 
central receiver where the pulse height spectral features were displayed. The battery 
life of such device can be extended, if instead of fi xed interval reporting (every 10 s) 
an as-needed event detection scheme is employed, where data are transmitted only 
when a pre-determined number of data points is collected, after a specifi ed time period 
has passed, or in the case of emergency if safe dose or dose rate are exceeded. 

 Dosimeters based on the Direct Ion Storage (DIS) technology were recently used 
as the fi rst approved electronic personal dosimeter in Sweden at the County Councils 
in Östergötland and Kalmar, according to  [  7  ] . The DIS dosimeter is based on a 
small ion chamber mounted directly on a open fl oating gate non-volatile solid-state 
memory cell. Ionization in the airspace between the chamber wall and the gate, 
caused by electrons generated by photon interaction in the wall material, will alter 
the charge of the gate. At read out the conductivity over the transistor (proportional 
to the charge) is measured non-destructively. Two DIS elements measure the per-
sonal dose equivalent Hp(10) covering the dose ranges 1–4,500  m Sv and up to 1 Sv 
respectively. The software determines which element to use for dose report. One 
MOSFET transistor is used for high doses up to 40 Sv, where the damage to the 
transistor itself is measured. Measurements of Hp(0.07) are provided by the third 
DIS element and a second MOSFET transistor behind a thin foil. The advantages of 
these dosimeters are longer issue periods and instant read outs, appreciated by both 
the service and the holders. 
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 The radiation-sensing properties of numerous thin and thick fi lms made from a 
wide range of metal oxides and their mixtures in various proportions were studied 
with cost-effective personal dosimetry application in mind  [  4  ] . In particular, the 
radiation nose concept was proposed  [  8  ] , where fi lms with different sensitivity to 
radiation and working dose range were combined into one sensors array system to 
offer better performance. 

 Similarly, small scale radiation detectors sensitive to alpha, beta, gamma, and 
neutron radiation using glass and quartz doped with  10 B nanoparticles utilizing 
CMOS fabrication techniques were recently developed  [  9  ] . They are based on the 
fact that radiation impinging the scintillation matrix produces varying optical pulses 
which are differentiated by on-chip pulse height spectroscopy. The quartz substrates 
are more transparent to the wavelength of the created optical pulses, resulting in 
higher count rates when compared to glass.  

    43.7   Conclusion 

 Radiation dosimeters have dose response characteristics with certain level of sensi-
tivity and working dose range, conditioned by particular sensing material properties 
and the device structure including its thickness  [  10–  13  ] . Therefore, a combination 
of a number of sensors with different response parameters into sensor arrays would 
enhance the overall performance of the radiation detection system, including broad-
ening the measured dose range and lowering a minimum detectable dose. Availability 
of cost-effective real-time radiation monitors is necessary to guarantee safe usage of 
radiation all over the world.      
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