Chapter 7

FLINTS, a Tool for Police Investigation
and Intelligence Analysis: A project

by Richard Leary explained by its author

7.1 Introduction: Motivations and History of the Project

This chapter is the result of research conducted by myself into the benefits that can
be gained by the application of a general theory and methodology for the process
of obtaining, managing and using evidence in police investigation and intelligence
analysis. Central to this thesis are methods and processes that help investigators
and intelligence analysts to ask better questions. This introductory section presents
a brief chronology of the development of those ideas and research. My standpoint
was informed by having been a Detective Police Officer for a number of years in the
United Kingdom.

My original ideas about improving police investigation and intelligence analy-
sis came from ideas that involved the combination of different types of evidence.
Furthermore, I had experimented with ideas about how we could improve police
investigation and intelligence analysis by developing a better understanding about
techniques for the reduction of “uncertainty” as presented in a paper at the First
World Conference on Criminal Investigation and Evidence at the Hague in 1995.
Uncertainty reduction (entropy) for me is at the heart of all good science and is the
bedrock of rational systems of discovery. Something I remain convinced upon to
this day.

In 1996, two additional papers were published in the Police Research Group’s
publication, Focus. The first was entitled A Revolution in Criminal Investigation,
and concerned extending the application of forensic principles and genetic evidence
within policing. The second was entitled DNA: The Promise; it challenged the tra-
ditional use of evidence, and proposed new ways for the systematic management
and use of evidence in the investigation of multiple cases rather than solely of
single cases. These three papers provided the ideas behind the systematic use of
large collections of evidence, and helped I to formulate the original ideas underpin-
ning a prototype system of software (called the “Forensic-Led Intelligence System”,
FLINTS) that became adopted by West Midlands Police. Prior to this, forensic
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evidence was almost exclusively used in the investigation of single, isolated events
such as a burglary, a murder, or a rape, rather than in the routine investigation of
linked series of crimes.

In 1996, I developed an interest in the methods of analysis and synthesis of evi-
dence developed by John Henry Wigmore.! Although this approach was exclusively
concerned with single, isolated cases, and was intended primarily for use by advo-
cates preparing for court, it provided a foundational methodology for the charting
of logical relations between evidence as an aid to developing powerful arguments.
I also developed an interest in the science of complexity, which provided valuable
ideas about how complex systems function and the way in which information in
such systems behaves and can be used. That same year, I won the Forensic Science
Society Scholarship and used that funding to continue this research into new ways
of using and managing forensic evidence. Systemizing the combination of different
evidence types and developing intelligence from forensic evidence were the focus
of this work.

At this time, I was seeking to operationalise my research findings in the form of
a system so as to accomplish two goals: to overcome five weaknesses identified in
police investigation and practice, and to draw on the lessons learned from Wigmore,
molecular biology, and complexity theory.

In 1998, I was appointed Scientific Officer to West Midlands Police and tasked
to implement new methods of managing and using forensic evidence. In 1999,
for the first time in the world, I and scientists from the Forensic Science service
experimented with the use of highly sensitive technology for recovering DNA from
surfaces that had merely been touched by humans. Although it was usual to recover
DNA from visible samples, the experiment focused on material that was invisible
to the human eye. The intelligence gained from this evidence was used to iden-
tify groups of criminals operating in networks. At this time, there was a national
crime problem involving the defrauding of elderly citizens. Confidence tricksters
were gaining access to the homes of elderly people on the pretext of being pub-
lic officials, and using the opportunity to steal cheque books and other valuables.
Using “supersensitive” recovery techniques, DNA was successfully recovered from
door knockers, handles and other objects that had merely been touched by offenders.
Applying new policy, procedures and techniques in accordance with the general the-
ory and methodology described in this thesis, evidence was recovered that resulted
in the detection of networks of criminals and crimes. This was later responsible for
the prosecution of key people involved in organizing and committing these offences.
The technique subsequently became a forensic service offered to investigators.

As a result of this work over a number of years I decided to implement some
the main themes of the work into a software system. The resulting software
was FLINTS. Mark Compton programmed the computer code under my guid-
ance; I provided domain expertise that shaped how the programmer embodied the
conceptual foundations behind my new approach to evidence management and
implement it into the software.

1 See Section 3.2 in this book.
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In 1999, Nick Tofiluk, Chief Superintendent (later, Assistant Chief Constable) of
the West Midlands Police, developed an interest in FLINTS and offered strategic
assistance in overcoming organisational barriers to implementation of the system
in the West Midlands Region. This resistance was an interesting reaction which
I learnt greatly from. In essence, the resistance emanated from protectionist atti-
tudes amongst some Detectives, Managers and the IT Department because adopting
FLINTS meant (A) admitting that we could do things faster, cheaper and more effec-
tively and (B) it involved the use of modern computing power and threatened job
security. Whilst the former was true the latter was not. FLINTS merely ensured that
humans could achieve more and be employed in the things they do best; reason-
ing, deciding, evaluating and decision making whilst the computer could access,
count, sift, sort and process information at breath-taking speed. I and Nick agreed to
work together and I was given great assistance in overcoming these organizational
barriers. Responsibility for the development of the methodology and conceptual
underpinnings continued to remain my own.

In 2002, I began work on a case study intended to develop a new approach to
managing the problem of shifting contexts and standpoints in evidence manage-
ment. In 2003, the first iteration of a new case study was programmed and used to
simultaneously manage and analyse evidence in hundreds of cases of fraud. Lawyers
involved in the original litigation had been unable to manage these cases without the
application of the approach because the body of evidence was too vast for manual
methods to succeed. Although the system, called MAVERICK, is outside the scope
of this chapter, it uses a unique methodology to manage the way in which evidence
is perceived and managed.

In 2004, using MAVERICK, I responded to requests in the provision of two
important areas of assistance to law enforcement and financial organizations: First,
I provided assistance in meeting the compliance obligations laid down by the
Proceeds of Crime Act and Terrorism Act of 2000. This assistance was in terms
of “disclosures” of material to the National Criminal Intelligence Service about
suspected terrorist funding and financial crimes committed during organised crime
involving fraud and deception. These disclosures were made on behalf of U.K.
lawyers representing large corporate organisations who had been targeted with
fraud. Second, I provided assistance in the management of a mixed mass of evidence
concerning 2 million financial transactions suspected to contain material subject to
the above legislation. My methodology and the MAVERICK software were used
throughout.

7.2 Early Beginnings
The traditional approach to the management of evidence in policing has involved

narrow conceptions of the way evidence is managed, analysed and used. My expe-
rience demonstrated that practitioners? adopted narrow views as well as uninspired

2 This includes police officers, Crime Scene Investigators and lawyers.
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approaches? towards the study and use of evidence as a science. This included the
way that evidence should be collected and the many uses to which it could be put. A
common experience was that whilst cases may appear to be overwhelming proven
“on paper”, by simply adopting another standpoint or considering an alternative
explanation about some aspect of the case, an alternative view could be deemed
not only plausible, but often persuasive. Often, this was the result of investigators
treating and interpreting evidence only in the light of the hypothesis they were pur-
suing. Evidence is too often seen in light of the support it can give to a narrow
or single hypothesis. Alternatives are not considered, or, if they are, they are dis-
missed too readily. Narrow or single hypotheses often appear in the form of a case
theory. For example, the theory may propose that a particular act had been perpe-
trated by a particular individual, or that an event took place “in the following way”,
thereby favouring a particular explanation. This narrow view has implications not
only for single cases, such as the investigation of historical events or crimes, but also
for intelligence analysis and predictive enquiry. In terms of single cases, it creates
barriers to the consideration of alternative explanations.

Evidence that may support an alternative theory may be ignored, resulting in the
wrong conclusion being drawn. In terms of intelligence analysis, the narrow focus
can prevent users of evidence from considering fruitful lines of enquiry that would
potentially prevent a threat from becoming a reality. Simple explanations or those
that appear obvious are considered at the expense of those more difficult to uncover.
Collections of evidence often contain many layers of information in which indirect
links and associations may not be immediately obvious. Accessing and testing these
areas of our collections of evidence present many opportunities for the discovery of
new knowledge.

This insight provided valuable lessons about the way evidence is sought, col-
lected and used, and seemed crucial to developing a better approach. What seemed

3 Following my appointment as a Detective in 1981 in the inner City of Birmingham, England, 1
found the lack of determination that some investigators adopted in the search for evidence in their
investigations was surprising. In particular, the search for evidence in pursuit of one side of the
story struck me. I cannot claim that this bias was borne of some high-grounded moral attitude, but
rather, quite simply, of the futility of learning all sides of the story. It became apparent fairly early
on that evidence is always available, in some form, somewhere, and it is only our determination
and ingenuity in finding it that is in question. Furthermore, any collection of evidence eventually
has to be tested by others. These may be Crown Lawyers, Defence Lawyers, a Jury or a Judge, and
any suspect; therefore, I had a responsibility not only to satisfy my own view of the evidence, but
also to demonstrate that I had tested arguments in favour of my hypothesis as well as those counter
to it. This paid off many times, particularly in generating new sources of covert information from
within the criminal fraternity. Balance and fairness demonstrates reliability, which was something
that informants sought from an investigator when seeking to impart information, especially in cases
involving violent or serious crime. Anticipating the opposing view, seeing evidence from different
perspectives and demonstrating that evidence had been collected in support as well as negation of a
hypothesis was crucial. Whilst it is never possible to overturn every possible stone, it is possible to
demonstrate that one has overturned every reasonable stone, bearing in mind the available evidence
and the issues under investigation.
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to be missing was the development of a truly systematic forensic* attitude towards
the management and use of evidence.

7.3 FLINTS 1

FLINTS is a modernised neo-Wigmorean approach to the management, analysis
and use of evidence in pre-trial criminal fact investigations. It was designed on the
basis of the methodology in this thesis to model the relationships between people,
crime, locations, times and evidence in ways useful to analysts, investigators and
policy makers. This kind of Wigmorean evidence modelling serves a number of
purposes in the generation and discovery of knowledge. However, there are two
principal purposes it is concerned with: first, the provision of understanding of the
attributes of evidence we already possess about events that have already take place,
and second, the provision of insights into evidence we do not yet possess, but need,
and into events that may yet take place. At the end of this chapter, a case study in
“linked burglary crime” is described, and the methodology and use of FLINTS are
demonstrated.

Policing has suffered” from a lack of knowledge about the structural and intellec-
tual questions surrounding the collection and use of evidence as a discipline and has
therefore been unable to construct a conceptual framework and a set of operating
principles that would allow police organisations to gain maximum knowledge from
their collection of evidence.

The mechanisms I put forward in my doctoral dissertation to aid the modelling
of relationships within networks of evidence are achieved by organising the sys-
tems and structures under which evidence is discovered, collected, considered and
stored so that links and connections inherent in the evidence can be speedily estab-
lished. This in turn aids the formation of new hypotheses and the elimination of old
hypotheses. Questions can be asked of the system to draw on the complex combi-
nations of evidence that already exist, but that are perhaps not readily known, as
well as those combinations and connections not known to exist but that are strongly
suspected to exist.

This demonstrates that although we may be in possession of information, we are
often unaware of the evidence’s existence, or, if we are aware of its existence, we are
sometimes oblivious to its meaning and the links that exist within the information.
The contribution that approaches like this can make to developing our understanding
of the environment in which we operate is underestimated. What we “possess” and
what we “know” are often very different. Establishing the difference between what

4 To this end, forensic is meant to portray an interrogative, questioning approach. The Shorter
Oxford English Dictionary defines the term as “pertaining to, connected with, or used in courts of
law; suitable or analogous to pleadings in court, or a speech or written thesis maintaining one side
or the other of a given question.”

5 I argued that much in chapter 1 of my doctoral dissertation.
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we possess and what we know provides the ability to establish what we “do not pos-
sess” and “do not know”. Optimising systems to undertake this function is crucial
in getting the most benefit from the evidence collections we have. Applications for
use of this approach are many.

Identifying links and connections between crimes and events that we know® have
taken place and people that we believe are connected to these occurrences helps us
to identify links and connections with other crimes, events and people that may be
linked, but for which evidence is currently not available to justify, negate or sustain
that belief.” Investigators can set out to establish whether sufficient evidence, even
if not presently available, does exist in some form, somewhere, to justify or negate
the hypothesis. This helps us to investigate crime not only on the basis of single
events in time, but also on the basis of chains of events in time and space, and thus
represents a whole new way of thinking about crime investigation and intelligence
analysis. Let us imagine a series of ten crimes of burglary linked on the basis of
DNA evidence.

Let us consider an example: a series of 10 crimes linked by a single DNA profile.
Figure 7.3.1 illustrates that at each of the 10 crimes, DNA evidence in the form of
a crime stain® was recovered. The hypothesis is formulated that these 10 events are
linked because DNA recovered at each crime scene has produced the same genetic
profile, namely that of suspect “A”.

We can formulate a hypothesis that the donor of the DNA at each of the scenes of
crime is the same person, even though we do not yet know their name.” In an effort

6 Here, the term “know” does not mean a fact that has been established beyond challenge. It means
instead “that which we are prepared to accept on the basis of reliable evidence currently in our
possession”.

7 Challenge may come in the form of counter-arguments put forward by our adversaries or, just as
importantly, counter-arguments we construct ourselves to test some argument that we are naturally
persuaded by. The former is simple; adversaries or colleagues may favour another argument or
explanation that they put to us in the form of a challenge, and we can deal with it on that basis. The
latter is sometimes difficult because it involves constructing counter-assertions ourselves, often
in the knowledge that we are already satisfied with the current explanation. The approach may
go something like this: “Is this explanation or argument sustainable if new evidence were to be
made available?” Alternatively, it may go like this: “Is my explanation or argument sustainable in
the light of the following alternative hypothesis?” This thought process may involve considering
a range of possible explanations or arguments ranging from that which is highly probable to that
which is highly improbable. It may also involve considering that which is impossible. The reason
for this is simple: that which is impossible on the basis of evidence currently available may become
possible in the light of new evidence or some other explanation. The process may instead be as
simple as viewing the evidence we currently have in a different light or from a different standpoint.
8 Crime stain means DNA recovered in some form from a crime scene and that awaits matching
against reference samples stored in a database. A match with one of these samples would enable the
investigator or analyst to formulate a hypothesis that the individual may have had the “opportunity”
to commit the crime. It does not necessarily mean that they did commit the crime.

9 In addition to the problem of false positives and adventitious matches, investigators and ana-
lysts should also keep in mind that identical twins share the same DNA code. Identical twins
(monozygotes) originate from a single embryonic cell and therefore share the same genomic DNA.
Therefore, wherever monozygotic twins are suspected of involvement in a crime, both must be
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Burglary Burglary
1. 10.

Fig. 7.3.1 A hypothetical series of 10 crimes linked by a single DNA profile

to identify the donor of the DNA, we might search for any matching DNA profiles
from former suspects and convicted persons stored in the National DNA Database.
However, it is possible that after the search, despite our establishing that the crimes
appear to be linked, no profiles from suspects and convicted persons matched Profile
A. We would then be left with the task of identifying the offender by other means.

7.4 1dentifying ‘“Unknown’ Offenders

How can we set about identifying “unknown” offenders? We could sit around and
hope that we “get lucky” or we could appeal for witnesses to the events in the hope
that someone, somewhere, might have the evidence we need. One effective approach
is to explore methods that reduce the level of uncertainty associated with the number
of people in the database that could account for the DNA profile.!”

We can create a “virtual offender” to account for the presence of DNA Profile A
at the scene of each of the crimes and await other evidence that might indicate a legal
identity. This can be done by systematically exploring the information we already
possess to ascertain whether there are any indications anywhere in our systems as
to the possible identity of the individual who possesses DNA Profile A. Not only
might this produce a suggestion of their identity, it might also lead us to search for
additional information in areas where we are likely to find useful indicators of the
offender’s true identity.

So far we have only considered DNA evidence recovered from each of the
10 crimes. There may be other evidence available that we have not considered.
Fingerprints, footwear, tool marks, handwriting, hairs, fibres, witness evidence and

considered “suspects” and therefore both must be treated for the purposes of an investigation as
requiring us to eliminate them from suspicion. The hypothesis that the virtual suspect or offender
may be one of two identical twins must always be considered.

10 The ideal position is to be able to eliminate all persons except one. Once we have reduced the
uncertainty to a single individual, we can then use other evidential tests to challenge the reliability
of the analysis and conclusion.
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other clues may provide a suggestion about the likely identity of the suspect if we
consider this evidence alongside the DNA.

Imagine that a fingerprint found at burglary 4 is identified as the index finger on
the right hand of a known former burglar called Mr. George Smith. The question
then arises: “Does George Smith have DNA profile A?” If he does, fingerprint evi-
dence has suggested a method to establish the identity of the original donor of DNA
profile A — possibly Mr. George Smith. If the answer affirms this, then Mr. George
Smith may be asked to provide a DNA sample for comparison and, if matched to
DNA recovered from one or more burglary scenes, asked to account for the pres-
ence of his DNA at each of the 10 scenes. Other evidence types can also be used in
this way.

Many types of evidence can help us to identify people that we know exist in the
population but for whom we have no means of distinguishing them as individuals.
Used in combination, these sources of evidence present us with a range of possibil-
ities to identify individuals uniquely. Some involve direct and some involve indirect
chains of reasoning.

7.5 Systemising the Identification of Unknown Offenders

Policing and intelligence work has for too long approached the identification and
elimination of suspects in a conceptually narrow way. The focus of attention has
been on the use of names rather than a wider concept involving the use of indicators
of identity.!! Intelligence systems employed in law enforcement use names as the
key identifier. The same is true of evidence systems used in fingerprint and other
forensic databases.

The ability to systematically (and routinely) identify persistent offenders has
great potential for decision-making and for optimising investigative effectiveness.
Identifying those persons who commit most of the crimes in our systems offers
greater returns on the investments we make in the deployment of staff and financial
resources.

The use of a wide range of indicators of identity can be used rather than narrow,
single indicators (typically only a name) to provide a more inquisitive methodology
for identification. Rather than simply referring to offenders by either their name or
as simply “unknown”, they can be referred to as “virtual unknowns”. They can be
classified and catalogued in a database alongside indicators of the characteristics we
do know. As the investigation of crime continues over time, we can explore different
combinations and different inferential chains of links by using these indicators in
combination to help us set about filling in the gaps in our knowledge. Researching

1T This concentration on the use of a name as a means to identify people is surprising bearing in
mind the large proportion of the population that share the same name. Some with the same name
even share the same date of birth.
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direct and indirect chains of links may eventually produce or suggest a possible
indicator as a means of identification.

Let us consider this approach in detail. If we are satisfied from the available
evidence that a crime has been committed, we can infer that someone who may
(as yet) be unknown committed the crime. Unknown persons can be classified as
“virtual suspects” simply by giving them a unique number to act as an identifier
until their true identity is discovered. Once we have allocated a unique number to
the “unknown”, we can then think about them as a “virtual unknown” person. This
provides us with a whole new way of thinking about the problem of identification.
We can use a range of indicators about their characteristics, their identity or their
personal circumstances to do so. Taken together, these indicators can provide the
means to link different aspects of identity until one or more of those indicators
provide a suggestion of a name.'?

It is the ability to develop and navigate direct and indirect chains of inference
between indicators that presents the opportunity to identity individuals. This is an
example of a broader use of the concept of evidence and the wider uses to which it
can be put to.

Table 7.5.1 is a multidimensional identification index designed to present a
systematic approach to the use of a range of indicators to identify people.

Referring to Table 7.5.1, let us imagine that Event 2 was a burglary in which
the offender shed hair. Subsequent DNA analysis of the hair produced a DNA pro-
file. However, no reference sample of the offender existed in the National DNA
Database, therefore the offender cannot be immediately identified by name. Genetic
information gained from DNA profiling of the hair provided further information
about the person’s physical characteristics: their hair colour, eye colour, ethnic
ancestry and height. These additional indicators are used to begin to fill gaps in
the virtual persons record that may become useful to us.

The same DNA profile is found at Event 4, the theft of a motor vehicle. A witness
to Event 4 states that the offender was seen to have a distinctive tattoo on his right
forearm: an eagle and sword. He was aged between thirty and forty years, was a
white European and had brown to red hair.

Because Event 4 revealed the same DNA profile as Event 2, we can begin to
cross-reference specific details of indicators from Event 4 to Event 2.' The index
demonstrates how we can use a method of cross-referencing evidence from one
event to another so as to provide us with a system to navigate inferential links,
gaining clues to the identification of individuals and even groups of individuals as
we progress. In this example, it can be seen that the DNA recovered in Events 2 and

12 A virtual suspect or offender is a person who is known to exist because evidence of their
presence at a scene of crime has been discovered, but whose identity is yet to be established.

13 For example, the original Indicators (DNA, tattoo, age and hair colour) that we discovered from
Event 4 are marked with a red # sign. Because the same DNA profile was found at Events 2 and 4,
we can infer that all details for Event 4 should also apply to Event 2. These inferred indicators are
marked with a blue # sign.
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Table 7.5.1 A multidimensional identification index

Events, Crimes and People;: 1-n

Evidential indicators of 1 2 3 4 5
identity
1. Sex
2. Birth date or age # #
3. Address zip code
4. E-mail address,

number

5. Father’s reference
number

6. Mother’s reference
number

7. Male siblings
8. Female siblings

9. Height

10. Eye colour

11. Hair colour # #
12. Ethnic origin # #

13. Shoe size
14. Biometric

identifiers:
(a) Eyes
(b) Facial
(c) Fingerprints (10)
15. DNA profile # #
16. Genetic # #
characteristics:
(a) Hair colour # #
(b) Eye colour # #
(c) Gender # #
(d) Ethnic ancestry # #
(e) Height # #
17. Body marks; # #
tattoos/scars

18. Vehicle number

19. Electoral roll
number

20. Nationality

21. Passport number

22. National Insurance
Number

23. Driving licence
number

24. Credit card number

25. Taxation number

26. Telephone number

27. Cell phone number

28. National
Identification
Number

29. Associates with

30. Employed by

31. Educated at

32. Related to

33. Criminal convictions

34. Occupation
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4 provided us with genetic information about the offender’s physical characteristics
and ancestral ethnicity, and these become a part of the index.

A search of the tattoo file in the multidimensional index reveals that two people
are known to have a tattoo of this description: a male aged sixty-five years, of West
Indian appearance and with a recorded name of Charles, and a thirty-two-year-old
male of White European appearance called Finney. Neither had previously provided
DNA profiles. The system could be automated to check for those persons within
the population with indicators that match a tattoo as well as any other indicators
available. This narrows down those in the system that could potentially match with
the available information.

Computers can be used to manage and track the chains of connections produced
by this kind of cross-referencing. Although the methodology is simple, the potential
links involved soon become complex and require an efficient means of tracking and
cross-referencing. This process helps us to eventually establish an identity using the
conventional method of a legal name, ultimately reducing the uncertainty about the
legal identity of the person of interest to us. Another useful attribute of this method is
that the indicators of identity can be searched in predetermined ways involving one
indicator or a combination of indicators to “cleave out” of the system configurations
of information of interest to us. We may need to identify a white male, aged fifty to
fifty-five years, with brown hair and blue eyes, and who drives a white BMW car.
This may produce a range of potential suspects, some with known legal names and
others still classified as “virtual unknowns”. Again, the process of cross-referencing
indicators, combining indicators and exploring inferential routes between records
may produce an indicator of interest in determining a true identity.

Let us consider another aspect to this process. The evidence we have does not
mean that the virtual suspect or offender was alone when the crimes were commit-
ted; they may have committed any one or any combination of these crimes with
any number of other individuals. The index may provide evidence of links between
individuals and hence their potential identity. Even the notion of virtual criminal net-
works can be used in this way. For example, we may have evidence in our system
to suggest that a number of crimes have been committed, and by means of a range
of indirectly linked indicators, a complex network of links between a group of peo-
ple may be suggested. These groups can be used as sources of suggested names for
elimination purposes. As with the fingerprint evidence at burglary 4 in Table 7.5.1,
if we can establish an accomplice of our “virtual offender” acting in concert at (say)
burglary 6, that evidence (whatever it may be)!* may suggest a potential name for
the donor of the DNA found at each of the 10 crimes.

14 Evidence should always be subjected to questions about its reliability, relevance and probative
force.
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7.6 Link Detection

Modelling networks of offenders can assist in the identification of suspects and
groups of suspects for crimes that may already have occurred and for crimes that
are yet to occur if action is not taken. Let us consider how this can be done and how
FLINTS can assist in this. Searching each of the 10 crimes for additional evidence
types such as a fingerprint or tool mark or footwear impressions may give rise to
suspicion about a group of suspects or even an additional single suspect who may
also have been involved.

Figure 7.6.1 demonstrates how a multidimensional approach to evidence man-
agement and analysis can aid in the detection of links between series of crime
evidence and people. The same approach can be used to detect links between groups
of people, geographic locations and chronologies using different mixtures of evi-
dence. Figure 7.6.1 is an illustration of a database of crimes that can be examined
for linkages on the basis of different evidence types. Each square in the illustration
represents one crime. Each blue square is a crime scene from which DNA of type A
has been recovered. As already stated, these 10 crimes are potentially linked.

A useful question might concern which of the remaining crimes in the database
are linked based on an analysis of a variety of evidence types and, importantly,
which are linked on the basis of combined evidence types. If any other evidence
type (for example, those listed in the illustration) can provide a suggestion of a
linked suspect, then we can set out to implicate or eliminate that suspect based on
the DNA evidence.

NA

Fingerprints

‘1
a
TN
i
T
\

- Toolmarks

At

Footwear

i = L Handwriting

Ballistics

Drugs

- Testimony

Other

Any Combination of
Above Evidence Types

Fig. 7.6.1 A multidimensional approach to evidence management and analysis!?

15 A finger mark at linked crime 6 suggests the name “George Smith” as a suspect. Smith may
possess DNA profile type A. If so, we can connect him with the series of 10 linked crimes. If he
does not, one of his associates may. Other evidence types may indicate additional links between
other crimes and Smith as well as other series of crimes and other suspects. Some of the new
suspects may be connected to Smith as associates.
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Inferential links may be discovered on the basis of high frequencies of offending
in particular geographic areas or where a crime bears a particular modus operandi.
These observations may reveal interesting patterns to consider as hypothetical links
within the original linked series. This may reveal evidence that suggests suspects
for consideration in the original series linked by means of DNA.!® Using this idea,
a search of the FLINTS system may reveal potential suspects on the basis of the
frequency of crimes bearing striking similarities to the series of 10 that are believed
to be linked.

Investigators and analysts can begin to discover and understand complex net-
works and connections between people, events, locations, times and evidence in
ways not previously possible. FLINTS not only allows this to be done — it allows it
to be done speedily, efficiently and with reliable and actionable results. In Foucault’s
Pendulum, Umberto Eco (1988, p. 225) describes an innate characteristic that
exists in databases of information. This description by Eco could well have been
a description of FLINTS:

No piece of information is superior to any other. Power lies in having them all on file and
then finding connections. There are always connections you have only to want to find them.

FLINTS is designed to act as an evidence integrator that brings together collections
of evidence and arranges them in such a way that users can formulate questions.
The principal objectives are to enable the marshalling of substance-blind sources of
evidence that enable links between people, events, locations, times and evidence to
be discovered by the process of analysis and questioning.

Figure 7.6.1 demonstrates the fundamental principle of integration, management
and analysis of evidence around the key attractors of people, events, locations, times
and evidence. If we begin from the left-hand side and work through the chart, we
see that evidence is put into the system from various sources. These may be sources
such as fingerprints and DNA, but in fact can be any class of information that we
determine as reliable. Accepted fact, a concept well understood in law, has great
potential in intelligence analysis. There are many facts about the way we live, work,
behave and communicate that are generally available. These characteristics can be
used as evidence in the form of accepted fact and treated in much the same way as
DNA, fingerprints and other forensic evidence types.

Evidence of many kinds is integrated in the FLINTS database around the key
attractors of people, events, locations, times and evidence so that links, associations
and connectivity within the data can be detected. The system allows questions to be
formulated in a structured way by investigators and analysts using a conventional
computer that runs Microsoft Windows. Figure 7.6.2 is an illustration of the flow of
evidence through FLINTS.

16 One of those crimes may have been detected or there may be an item of evidence at any one of
the crime scenes that may provide an insight into the identity of the “virtual suspect or offender”.
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Fig. 7.6.2 The flow of evidence through FLINTS

7.7 The First Generation of FLINTS

The prototype FLINTS system began managing forensic evidence matches in the
West Midlands Police department in April 1999 following a request from the force
to use the system.!” The system had been designed to demonstrate the benefits of
its underlying concept'® and used fingerprint and DNA evidence to do so. Evidence
based on footwear, handwriting, tool marks and drugs were soon to follow. The
system provided for the integration, management, analysis and performance mea-
surement assessments as well as for the systematic allocation and management
of enquiry work.'” Protocols designed for key managers and key analytical tasks
became part of the West Midlands Police strategic policy.

Forensic matches reported by departments for specific evidence types are input
into FLINTS by means of a standard formula. For example, DNA matches reported
by the National DNA Database, fingerprint matches reported by the West Midlands
Fingerprint Bureau?® and physical evidence matches such as footwear and tool
marks reported by forensic laboratories are brought together in the FLINTS Bureau
for entry into the underlying databases.

17 This system was the prototype version of FLINTS.

I8 FLINTS was designed on the basis of Intellogic as an executable computer programme for use in
forensic investigation. Other applications were not pursued as computer programmes at this stage.
19 The enquiry work referred to is often called an action package. This package is a file of evidence
produced by FLINTS that contains all the necessary evidence, photographs, plans and ancillary
intelligence necessary to carry out an enquiry and usually leads to the arrest of a suspect. The
suspect is normally the target in the action package.

20 Fingerprint matches are input automatically, but their quality must be checked by the intelli-
gence system’s manager.
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Strategic and analytical management tasks can be undertaken for a wide variety
of purposes. Some of the tasks undertaken: maintaining a “tracking system” for
the enquiry work allocated, assessing the performance of operational police areas
by individual evidence types as well as by individual scene examiners, comparing
evidence yields by operational areas and individuals, managing information about
suspects identified, and comparing operational areas for trends.

7.8 Integration, Linking and Analysis Tools

From the initial implementation, it became apparent that FLINTS gives the user
access to ranges and classifications of intelligence data about people, events, loca-
tions, times and evidence. The system enables the user to “visualise” the evidence
in a number of ways that provides a range of perspectives on the data. Geographical
visualisation, network visualisation and spreadsheets of varying kinds can be
requested and presented in user-friendly ways. Wigmore recognised the power of
visualising evidence for temporal analysis and the synthesis of arguments. FLINTS
thus uses a Wigmorean approach in the development of scenarios of interest to the
analyst and investigator.

Arthur Conan Doyle gave Sherlock Holmes a number of attributes important
to his task that are rarely all seen at once in analysts and investigators in real
life: keen curiosity, high native intelligence, a fertile imagination, powers of per-
ception, a superb stock of knowledge and extreme ingenuity. In Arthur Conan
Doyle’s 1887 novel A Study in Scarlet, the first story to feature the character of
Sherlock Holmes,?! Holmes explains to Watson the difference between some of
these attributes:

I have already explained to you that what is out of the common is usually a guide rather
than a hindrance. In solving a problem of this sort, the grand thing is to be able to reason
backwards. That is a very useful accomplishment, and a very easy one, but people do not
practice it much. In the every-day affairs of life it is more useful to reason forwards, and so
the other becomes to be neglected. There are fifty who can reason synthetically for one who
can reason analytically.

In The Five Orange Pips, Arthur Conan Doyle has Holmes explain to Dr. Watson
the importance of understanding how chains of events can be studied and reasoned
about. He says:

21 «“Although Conan Doyle wrote 56 short stories featuring Holmes, A Study in Scarlet is one of
only four full-length novels in the original canon. The novel was followed by The Sign of Four,
published in 1890. A Study in Scarlet was the first work of fiction to incorporate the magnify-
ing glass as an investigative tool” (http://en.wikipedia.org/wiki/A_Study_in_Scarlet). The novel’s
quite negative portrayal of Mormons was heavily prejudiced and even libellous, as Conan Doyle
allegedly eventually came to acknowledge (ibid.).


http://en.wikipedia.org/wiki/A_Study_in_Scarlet

782 7 FLINTS, a Tool for Police Investigation and Intelligence Analysis

The ideal reasoner would, when he has once been shown a single fact in all its bearings,
deduce from it not only all the chain of events which led up to it, but also all the results
which would follow from it.

There are no formal rules in existence for reasoning and, if they did exist, they
would represent a logic of discovery. Schum (1994, p. 479) believes that this illus-
trates what he calls bottom up and top down reasoning.?? These are useful metaphors
because they can aid investigators and analysts in understanding the frame of
thinking in which they are operating.

FLINTS goes some of the way towards helping analysts and investigators
develop their curiosity; because they are provided with high-quality data, and the
system operates on the basis of questions, the user’s imagination and perception of
events, people, locations and times are important. This mass of knowledge and data
is stocked, awaiting enquiry by users. Although FLINTS can never replace human
powers of reasoning, it does provide a foundation and system from which users
can access evidence, analyse it, synthesise questions and hypotheses, and visualise
results in ways that are easily understood. In addition, the system then allows the
results of those queries to be entered into the system as new inputs in the form of
new questions in a circular and almost endless quest for new knowledge. The analyst
and investigator can access substance-blind evidence about series of crimes, series
and networks of active criminals, crime patterns, and areas where the frequency of
crime is high. It can also identify travelling criminals. The system concentrates the
mind of the user on using the weight of the evidence to link nodes rather than on the
type of evidence involved.

Although by 2001 the Home Office was considering the potential of FLINTS
and the approach underpinning the software to enhance the use and management of
forensic evidence and intelligence nationally), a report from that year acknowledged
that much more could be done to train users to get the best from the system.?

The FLINTS system has the potential to support substantial improvements in police effi-
ciency and effectiveness in West Midlands. However, the force is far from using the system
to its full capability. This includes the as yet untapped potential for FLINTS [to be used] as
a senior strategic management information tool. West Midlands should therefore refine its

22 Schum (1994) provides a diagram illustrating these processes. Their uses are in the generation
and testing of hypotheses.

23 FLINTS was adopted by the West Midlands Police, the Warwickshire Constabulary, the West
Mercia Constabulary, the Staffordshire Police and the Hampshire Constabulary. The Tayside Police
in Scotland and the Dorset Police are also considering adopting the system. The national body
responsible for police technology — the Police Information Technology Organisation (PITO, a part
of the Home Office) — are considering adopting the forensic module of FLINTS as a national
system accessible to every police officer in England, Wales and Scotland. The system was recom-
mended as a “best practice” by two of Her Majesty’s Inspectors of Constabulary. The first, Keith
Povey, afterward became Her Majesty’s Chief Inspector of Constabulary; the second is Sir David
Blakey. See also Management Summary, Home Office Policing and Reducing Crime Unit (2001)
Evaluation of the Impact of the FLINTS Software System in West Midlands and Elsewhere (Home
Office, United Kingdom).



7.9 Expanding FLINTS to Other Police Areas 783

FLINTS Project Plan so as to maximise its beneficial impact [...] This national potential
includes the opportunity for forces to improve detection of crimes>* committed by offenders
across policing boundaries.?

7.9 Expanding FLINTS to Other Police Areas

In April 2001, following a recommendation from the Regional Forensic
Science Group,”® FLINTS began to manage forensic matches for West Mercia,
Warwickshire and Staffordshire by means of a wide-area computer network linking
the forces together. FLINTS gave the forces access to all West Midlands databases
dealing with crime, incident handling?’ and custody data via FLINTS computer
terminals of the type described towards the end of this chapter. In the future, it is
predicted that each of these forces will also integrate all their current non-forensic
databases of police information into FLINTS so as to realise the benefits that the
West Midlands region is seeing. At present, the Midland Region communicates
using high-bandwidth networking technology and shares all forensic intelligence
data. It is the first Region to have adopted this approach. In Fig. 7.9.1, the current
FLINTS communication channels are indicated by red lines; these represent the
flow of data as in the original installation of FLINTS, at the West Midlands Police.
However, note that these lines do not yet make for a complex system whereby each
force can communicate with any other force or combination of forces as needs

241t should be noted that the reference is plural. This is an important feature of the rationale and
design behind the FLINTS approach. FLINTS manages evidence and information about volumes
of crime as well as single crimes. The traditional approach is based on managing evidence and
information as single cases.

25 There are 43 police forces in England and Wales. These are distributed and resourced on the
basis of political boundaries, with separate Chief Officers and Police Authorities. Each force
decides its own policy for crime investigation, detection and reduction as well as the structural
arrangements for the delivery of the policing service to the community. There is a natural tendency
to concentrate on crime committed within the force’s boundaries, and crimes committed elsewhere
attract less attention. This provides the strategic opportunity for criminals who are prepared to
travel to commit crime with very little likelihood of being detected based on repetition of their
offences. Criminals who reside in one police area and who travel to commit crime in other police
areas are difficult to track and detect, and pose a serious threat to the community at large. Amongst
other things, the National Criminal Intelligence Service (NCIS) was set up in 1996 to provide
support to forces nationally in dealing with travelling criminals, yet no national system or ability
to both monitor nominals (suspected persons), crimes they have links to, their associate networks
and forensic evidence matches is capable of linking them with crimes and other persons. FLINTS
could fill that gap.

26 Forensic science and best practice is monitored jointly by a number of police and Forensic
Science Service Regional User Boards. These operate across regional areas and serve a num-
ber of police forces. The Midland Region is served by boards for West Midlands, West Mercia,
Staffordshire, and Warwickshire. It was chaired at the time by Mr. Peter Hampson, Chief constable
of the West Mercia Police.

27 The system is called Command and Control Data. This includes access to the emergency (999)
system.
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arise.”® The next stage was to envisage an expanded capacity whereby each force
would effectively input its data into one system, communicate in complex ways and
make thorough use of feedback looping (the blue lines in Fig. 7.9.1).

In addition to these police services, a number of others expressed an interest
in inputting their forensic match data into the system so that it can be shared in
exchange for the improved analytical capability they would obtain.?? This will
enlarge the network and database, and will extend the system’s analytical capability.
The benefits of extending the system to other police forces will be the wide-scale
integration of evidence managed in those force areas. As of April 2002, with the
exception of the Midland Region and Hampshire, each evidence type was managed
within isolated systems. The benefits of a substance-blind integration and treatment
of evidence has yet to be realised in those areas. For example, police forces out-
side the Midland Region cannot manage matches from their diverse evidence types
within one system, they cannot access management information about matches with
other evidence collections and they have yet to automate the preparation of Evidence
and Intelligence “action packages”. In short, Wigmorean approaches have yet to be
adopted, but the tide is beginning to turn and FLINTS, with its ancestral foundations
in Wigmorean analysis, is proving to be the catalyst for this change.

Access to accurate intelligence is central to being able to exercise good decision-
making in policing. FLINTS provides this access through the integrated manage-
ment of evidence as well as through a structured approach to the asking of questions
of and about the evidence itself. Wigmore knew even in 1913, when he published his
first edition of the Principles of Judicial Proof (Wigmore, 1913, 3rd edn. 1937) that

28 Feedback loops involving an iterative process of hypothesis generation, testing and re-
generation are limited. This type of process is important in the search for new knowledge in
systems.

29 Hampshire began using FLINTS in 2002, and as of April 2002, negotiations were underway
to include Kent, Metropolitan Police, Tayside, South Wales, Dyfed Powys and Strathclyde. Two
national Home Office projects, CRISP and VALLIANT, are studying the potential to link the
databases of every police force. On 10 April 2002, the CRISP Project Team met with the West
Midlands Police FLINTS Project Team, and subsequently reported that CRISP was considering
using FLINTS as the central analytical tool for managing and interpreting the information.
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the visualisation of evidence is crucial to gaining an understanding of the complex
relationships and dependencies that exist in evidence. The ability to visualise links
and networks is central to the ability to generate new knowledge about the evidence
we possess and the hypotheses we are constructing by asking questions.

7.10 Volume Crimes and Volume Suspects: Not Single Events
and Single Suspects

Police forces in the United Kingdom are based on geographical and political bound-
aries. Though there are benefits to the geographic organisation of the 43 police
services in England and Wales, one drawback is the fragmentation of intelligence.
Criminals can travel from one force area to another to commit crime, often frus-
trating intelligence strategies thereby. By identifying series of crimes linked on the
basis of their rationale, the gathering and linking of provable evidence across wide
geographical areas by means of intelligence networks enables the police service
to operate in a target-rich environment and circumvent the problems brought on
by geographical boundaries. Instead of second-guessing where crime is emerging,
FLINTS can give up-to-date and reliable indications of areas where activity is likely
to be most prolific and of those persons who are likely to be most active. FLINTS
can also give its users specific as well as linked cases in which evidence exists to
arrest offenders and often charge them with crimes. It can also be used to analyse,
disrupt, fragment and control organised networks of criminals. FLINTS is proving
to be a useful tool not only for crime detection in the Midlands but also nationally,
serving as a targeting tool for the identification and disruption of criminal networks.
Her Majesty’s Inspector of Constabulary reported in 2000 that nationally:

FLINTS has the capacity to link suspects with crimes that would not otherwise have been
linked, for example, linking chequebook evidence from frauds with that from stolen vehicle
crime [. . .] there is real potential for this system to be developed nationwide in the future. . .
As FLINTS is developed it should be possible to utilise it to help identify series of offences
which can then help to inform the tasking process. Potentially this database provides an
exciting tool for crime investigation [. . .]

7.11 Performance Monitoring and System Identification

Identifying the outcomes of those processes by which evidence is managed and
generated provides insights into new methods of generating and using evidence. As
well as identifying outcomes of evidence generation processes such as fingerprint
collection and DNA swabbing at scenes and classifying these outcomes by evidence
type, FLINTS enables more complex configurations to be identified.

In 1999, as part of developing the treatment of evidence as a complex substance-
blind commodity,*° it became apparent that if DNA could be extracted from objects

30 The term substance-blind evidence is borrowed from Schum (1994).
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merely touched by humans,?! it could also be extracted from objects merely touched
by persons committing crimes. This minute trace evidence had traditionally been
thought to be beyond the ability of forensic science, but possible application areas
now include crimes such as thefts of motor vehicles, deception, and fraud against
elderly victims, in which offenders produce false identification papers and pose
as government or public utility officials to gain access to the victim’s home®? to
steal.

If DNA could be extracted from minute sources,> in this case faint and smudged
fingerprints, it was proposed to the Forensic Science Service that in partnership with
the West Midlands Police, an experiment should be run to recover minute traces
by swabbing objects at crime scenes for DNA. These swabs would include DNA
from objects merely touched by humans. For example, vehicle crimes would provide
sources such as gear levers and steering wheels touched by the thieves. Thirty cases
of burglary were targeted for the use of the Low Copy Number DNA technique and
each involved elements of distraction tactics exercised against elderly victims.3*
National covert intelligence sources indicated® that a number of active individuals

31 DNA profiling has developed rapidly in recent years to become more and more sensitive and dis-
criminating. The Forensic Science Service (FSS) can now offer a specialist service that has major
implications for police investigating not just the most serious current crimes, but also those that
happened decades ago. DNA Low Copy Number (DNA LCN) is an extension of the routine FSS
SGM Plus™ profiling technique that enables scientists to produce DNA profiles from samples
that contain very few cells, such as a single flake of dandruff or the residue left in a fingerprint.
These profiles are fully compatible with those in the National DNA Database. DNA LCN pro-
files have been successfully generated from items such as discarded tools, matchsticks, nose and
ear prints, weapon handles and ammunition casings in support of the FSS Major Crime Service.
Given its high sensitivity, DNA LCN can be a particularly useful tool for investigating serious
crimes when other profiling techniques have been exhausted or when options for forensic evidence
appear to be limited. It can provide extremely valuable intelligence for Investigating Officers, but
its context and interpretation need to be considered carefully. The relevance of a profile obtained
through DNA LCN needs to be carefully considered, as it can offer valuable intelligence to police —
but only within the framework of each individual case. DNA evidence, whether obtained through
DNA LCN or another DNA SGN Plus™ technique, is always corroborative and its significance
will always depend on what else is known about the suspect.

32 Elderly people are chosen as victims on the premise that they may experience difficulties in the
recollection of identity. More disturbing is the premise that they will not be able to survive cross-
examination. In one extreme case, a criminal admitted to me that elderly witnesses, especially the
very elderly, may not survive long enough to give evidence in court.

33 This method is known as Low Copy Number DNA because it recovers small traces and then
amplifies the trace material into sufficiently large samples for profiling. Another term for the
procedure is supersensitive DNA.

34 A typical technique is to visit the victim with false identification and claim to be a member
of one of the public utilities. Once inside the premises, the offender has expertise in locating the
victim’s cash savings. Many elderly victims do not use bank accounts. It is not unusual for several
thousands of pounds to be stolen in cases of this sort. Many victims later die, but “proximity” in
terms of causation of death is almost impossible to prove.

35 Classified source.
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were involved. As a result of using the Low Copy Number technique, DNA profiles
were recovered from objects merely touched by the offenders that had committed
the crimes. These were places such as door handles, door knockers, bells and so
forth. As a result, 80% of the identified suspects were matched against DNA traces
and later convicted and given prison sentences.>°

7.12 Using FLINTS: A Tour of the System as the User Sees It

Here are three simple examples of the questions we might ask the system to deal
with at the start of an exploration of the evidence. The precise nature of the question
is a matter for the user to define, and will be determined by the type of problem
and enquiry they face. This problem or enquiry might be very focussed and might
search for particular items of information about specific people, events or locations.
However, it might also be quite broad and search for strategic masses of data that
could be used to formulate more focussed questions:

“Show me any links between suspect Mark Smith and any crimes.”

. “Show me robbery events over three months in Wolverhampton along with any
links between those events and people.”

3. “Show me a list of prolific offenders®’ and list them alphabetically.”

N =

The first two questions allow us to simply link people with crimes on the basis
of evidence that we can prove to high standards of reliability, and the latter ques-
tion enables the identification of those persons who repeatedly offend. Faced with
answers to questions like these, we can set about deciding the most appropriate
response to take in a rational and reliable way. The options may be to arrest the
suspect, use covert surveillance, investigate the crimes or the people involved in
detail, or engage in ampliative discovery by asking further questions to expand our
field of knowledge around the people, events, locations, times and evidence itself.
Let us look at the results of the questions we have posed above by accessing the
FLINTS system. The illustrations below (Figs. 7.12.1 and 7.12.2) are taken from
real questions asked of the database.

36 The idea to use Low Copy Number DNA to find small traces of DNA left at scenes was raised
at a meeting of Crime Scene Examiners in 1999 in the West Midlands Region. The hypothesis
was that use could be made of the technique providing that a location could be identified where
the offender was known to have touched some part of the scene. This would greatly assist the
swabbing process and enhance the likelihood of recovery of trace material for DNA profiling. A
national operation called “Operation Liberal” employs similar forensic techniques to target and
identify burglary offenders where elderly victims are involved.

37 That is, a list of people who have been linked by evidence to crimes on more than one occasion.
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QUESTION 1
“Show me any links between suspect Mark Smith and any crimes.”
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Fig. 7.12.1 An example of framing a question in FLINTS

QUESTION 2

“Show me all the robbery events in the last three months in Wolverhampton, along
with any links between those events and people.”
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Fig. 7.12.2 A second example of framing a question in FLINTS

FLINTS has answered the question by presenting us with a modified Wigmorean
chart illustrating the inferential dependencies by means of simple nodes and lines
(arcs). We can see a node (“Smith”) in the centre of the chart surrounded by seven
other nodes around the outside of the chart that depict links to events (crimes)
and other people (suspects). The arcs depict the inferential evidence — in this case,
fingerprints and DNA. The dotted line depicts a partial fingerprint match.
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Two charts result from this question. In the first (Fig. 7.12.2) we see that an
individual called “James” has been selected by the database as the centre of an inter-
esting network of four robbery offences and one burglary at a factory. Furthermore,
one of the links is between the node for James, currently the centre of the network,
and another individual node with a target sign adjacent to it. This indicates that
there is a second network of links to be investigated in addition to those in the first
chart. By asking the database for further information, we see in the second chart
(Fig. 7.12.3) a set of links between the James node and another node bearing the
name Massey. This tells us that James and Massey are implicated in yet another
robbery.

The detection of volume offending is greater than expected. In another chart
(Fig. 7.12.4), we can see that the node “Ford” has been identified by the system
as a volume offender on the basis of forensic fingerprint evidence and DNA. He
has been linked to twelve burglary offences at houses based on fingerprint evidence,
to one offence of theft of a car based on fingerprint evidence, to three offences
of burglary at houses based on DNA evidence, and to one offence of burglary at
a dwelling house based on fingerprint and DNA evidence. If other evidence types
such as footwear, tool marks, drugs, handwriting and so forth were added to the
list, the volume and frequency might be even higher. Without FLINTS, it would not
be possible to detect such complex linkages over time and geography by different
evidence types.

The information contained in the charts presented thus far has been detailed at
a micro level, with illustrations of links between certain sets of nodes. However, it
is useful to be able to switch between a macro and micro view in the same way
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Fig. 7.12.3 Links being formed in FLINTS
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Fig. 7.12.4 The network of links around Ford

that we read a text — sometimes quickly, by scanning the text looking for key areas
of interest, then slowly, reading the same text carefully, noting detailed meanings,
relationships, connotations and implications. In the chart below (Fig. 7.12.5), we
see a depiction of a “syllogistic tree” of all links in the database involving the node
“Smith”. This chart can help the analyst and investigator to understand networks
of links that we should know already exist and networks of links that may exist but
that have not yet been discovered. It can act as a prompt for asking further and better
questions. For example, we can now ask ourselves a question such as:

Faced with the following tree of links, and based on my knowledge of the prevalence
and geography of crime elsewhere in the system [Fig. 7.12.6], what other links may exist
between these nodes for which we do not yet have evidence?

Searching our database may begin with a simple question such as the one depicted
for the node “Smith”. The scenarios around Smith and other nodes of interest may
begin to develop as we begin to ask further questions and receive answers to them
that we can in turn use to formulate further questions. From this process, we begin
to see emerging items and combinations of evidence.

The locations of events and crimes, as well as the locations that suspects and vic-
tims habitually go to or reside at (Fig. 7.12.6) should be regarded as prime material
for intelligence generation. In this chart, the yellow dots refer to scenes of crimes
and the red dot refers to the location or last known residence of the suspect for
those crimes. Adding the dimensions of space and time to the range of tools pro-
vided by FLINTS has enabled analysts to examine crimes from the standpoint of the
geographer. Clustering events by their locations begins to give us insights into the
movements and activities of suspects and thus lets us synthesise potential as well as
real links, raise propositions about events that suspects may have been involved in
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Fig. 7.12.6 A regional pattern of incidents and potential links

as well as events that are still emerging, look for crimes where there are elements of
outstanding forensic evidence which we may use to either implicate or eliminate our
sets of currently interesting suspects, and even identify vulnerable areas where vic-
tims are at greater risk. The chart containing the map (Fig. 7.12.6) illustrates these
points.
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Fig. 7.12.7 A georeferenced view of forensic links to a suspect

In the illustrations in Figs. 7.12.6 and 7.12.7, and 7.12.8, we can see how we can
adopt macro and micro views of geography to help us gain a better understanding
of the characteristics and prevalence of the events and suspects we are currently
interested in, or perhaps that we should be interested in given the emergence of
new and interesting networks. Here, in our quest to gain insights into the activities
of a node called “Miller”, we learn that the suspect’s links to crime span almost
the length of the United Kingdom, notwithstanding the fact that his residence is in
Liverpool. In this case, the events are burglary offences at factory premises from
Liverpool in the northwest to the Midlands and on to London in the southeast. From
this we may infer that the suspect has been using either the motorway network
or the rail system to travel between events and crimes. Interestingly, one of the
events in the series involves the theft of a car, so we may also infer that Miller has
been stealing vehicles to undertake the journeys. Our next enquiry may be about
vehicles stolen at or near the crimes in and around Liverpool, the Midlands and
London.

One specific function the system undertakes is performance management by
using various measures and indicators. In the following illustration (Fig. 7.12.8)
we can see the way in which a variety of categories of data can be drawn together
to allow managers to assess the relative performance of police departments. On
the left-hand side can be seen a series of preformatted questions from “Unresolved
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Fig. 7.12.8 Sample performance reports that can be generated by FLINTS

Actions by OCU”8 to “Crime Type Distribution by OCU”. The dates between the
times of interest can be selected for the analysis and the resulting chart will reflect
these dates.

The chart shown in Fig. 7.12.9 is the result of asking the system to measure and
present the number of crime scenes, by operational area, in which matches®® have
been successfully achieved. Differences between areas can be evaluated, the way
that scenes of crime examiners are used between different areas can be assessed,
and the relative efficiency of staff in recovering evidence between different areas
can also be assessed. If one area is achieving a high success rate, the others can
examine the practices being adopted and try to emulate those achievements.

Other questions can be formulated to identify repeat offenders, and these ques-
tions can be used for strategic analysis and offender targeting. Offender targeting
can be the concentration of both overt and covert means of monitoring the activi-
ties of key suspects within a population strongly suspected of involvement in series
crime. One of the benefits of this function in FLINTS is the auditing and tracking
capability that results from the analysis. This can help to justify decisions to third
parties in later debates. In Table 7.12.1 we can see the answer to a question (where
‘hits’ means ‘matches’):

Show me the evidential hits in FLINTS for 1.6.1999 for suspects with more than one hit.

3¥0CUisa police area called an Operational Command Unit.
39 Police Forces use the term hit instead of match.
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HIT 0CUS By Buidence Type
300

Fig. 7.12.9 A histogram of hit OCUs, by evidence type

Table 7.12.1 Answers to a question concerning evidential hits in FLINTS

Surname Forename Birth date Crime Crime no. Evidence
Adams Paul 12.3.77 Burglary 101010 DNA
Adams Paul 12.3.77 Rape 1111010 DNA
Adams Paul 12.3.77 Auto Theft 1011010 Fingerprint
Jones David 17.11.52 Deception 11010001 Handwriting
Jones David 17.11.52 Theft 1001111 Fingerprint
Jones David 17.11.52 Theft 10010110 Tool mark
Jones David 17.11.52 Theft 1001111 Footwear
Jones David 17.11.52 Possess A 10010101 Drugs
Kelly Bart 18.4.58 Burglary 11110001 DNA
Kelly Bart 18.4.58 Burglary 11010001 Fingerprint
Kelly Bart 18.4.58 Burglary 10110001 Footwear
Kelly Bart 18.4.58 Burglary 11000001 DNA

In reality, the list in Table 7.12.1 would run to many pages. Lists can be prepared
for different police areas and over different time spans, thereby giving different per-
spectives on the evidence. Note the squares filled in blue: for these squares, the
crime reference numbers are the same, therefore Kelly and Jones may have com-
mitted this crime as accomplices. Fig. 7.12.10 illustrates how this correlation can be
identified and brought to the attention of investigators.

In Table 7.12.2, we can see the result of asking the system to prepare a list of
those scenes of crime that have been matched against suspects and list them by
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Fig. 7.12.10 A conclusion generated by FLINTS that calls a key finding (correlation) to the
investigator’s attention

operational area. In this case, we can see a list of persons identified as being sus-
pects for single crimes as well series-linked crimes, along with the evidence type
involved for the Sutton Coldfield area. The list has been abbreviated for illustration
purposes.

Analysts, investigators and scene examiners can access their own reports as well
as those of other areas to help formulate hypotheses about active offenders, crime
types and the prevalence of particular suspects by area, crime type and density of
offending.

The integrated approach to the management, analysis and synthesis of evidence
now seen in the FLINTS system is enabling the police service to take a more sophis-
ticated yet still pragmatic approach to the management and use of the evidence
contained in police data systems. This approach permits analysts to solve problems
that were known to exist yet that were too complex to tackle in the past.

A good example is the relationship between the incidence of crime and the ille-
gal use of drugs, which has until now been assumed rather than proven. No reliable
evidence has been produced to date to demonstrate this relationship, although intu-
itively many governments and police sources have claimed it to exist. Whilst there
is evidence that many persons arriving in police custody are under the influence of
drugs, the evidence to explain the networks of people and crimes involved has been
too complex to even bring together let alone to analyse. FLINTS treats evidence
and crimes in a substance-blind way. It is thus as applicable to the investigation
of drug offences as it is to the investigation of burglary, rape, theft or homicide.
Likewise, the evidence types it draws on are treated as “fuzzy” categories rather
than “strictly deterministic” categories, and are equally applicable to DNA, finger-
prints, footwear and a whole range of other forensic evidence types. Persuading the
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Table 7.12.2 A listing of suspects with more than one hit

01/04/1999 to 19/04/1999

For Suspects with more than one hit

Surneme: Fore Name(s) Do\ Crime humber Offence Ev. Type
BOW SHERMAN 152415189 POV DA
BOW SHERMAN 1514 3283/98 BOVY pMA

BR AD PNTHONY K17 960:98 poT DMA
BRAD JENTHONY K1 r4g08/88 poT Dha
BRAD IPNTHONY K11 28698 poT pMA
W
ICARR EDWARD CHAD41/98 D eception Fp

ELM JAMES D 27795898 B0V DA
ELM JAMES P 2/3499/38 BOVW DA
W
FIN MICHAEL F1r4283/97 goT DMA
FRA DOMNALD E3/5019:99 BOT DA
FRA DONALD F 189260 97 Criminal Damage DA
FRA DONALD F1/69260 /97 Criminal Damage DA
%
HAY A ARK D0O#1 8413185 =l DA

police service to treat evidence generically, in a substance-blind way, would pave the
way to accessing a rich matrix of linked networks of people, events, times, locations
and evidence.

A joint Government and Police Committee*? chaired by a Minister asked early
in 2001 that FLINTS be used to assist in identifying markets for the distribution of
illegal drugs in the United Kingdom. Identifying those who travel across boundaries
to commit a crime and who deal in drugs will aid the identification of travelling net-
works of criminals involved in drug trafficking or related offences. For example, at
present there is no evidence available about those persons who engage in the illegal
trafficking of drugs between the coastal towns of Sussex and the middle counties of
England and Wales, yet there are data available that drug importation does take place

40 The approach was made by Mr. Peter Hampson, QPM, Chief Constable, West Mercia Police, in
February 2001.
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Fig. 7.12.11 Link between one suspect and evidence

on the southern coast and that the drugs arrive in the Midlands Region in smaller
consignments. One way to tackle the problem of gaining a better understanding and
real knowledge about this would be to apply the methods embodied in FLINTS.*!

We can see how FLINTS, using a substance-blind approach to evidence,
enables the system to be used for the analysis of drug networks. In this example
(Fig. 7.12.11) we can see that the node “Castle” is linked to one offence of illegal
possession of drugs on the basis of fingerprint evidence rather than a chemical drug
analysis. Using fingerprint evidence in this way is an example of the substance-blind
approach, and serves to illustrate how the use of one evidence type can inform the
use of another. The fingerprint evidence involved came from the examination of
paper wraps used to store the individual packs of drugs. The imaginative decision to
use fingerprint analysis in this way was central to the ability to create a link to the
networks.

However, we should also note from the chart that another network is operating
behind the one visualised here. It is depicted by the “target” appearing against the
crime node on the right of the screen. The system is telling us to look further because
there are additional interesting links. In Fig. 7.12.12, the result of asking the system
to present us with those additional links is illustrated. What we then see is that
the node “Castle” is also linked to a node called “Kosko™” and another node called
“Castle”. This latter node is in fact a brother of the first Castle. Probably the most
interesting aspect of this analysis is not that we have fingerprint evidence presenting
us with a scenario linking three formerly unknown associates but rather proving that
none of the people involved in the network reside in the West Midlands Police area,
where the drugs offence was committed.

41 A substantial data set was being compiled to enter into FLINTS to establish the extent
and weight of illegal drugs that reach markets and the magnitude of their people networks. A
presentation of the findings to the Government was planned for Autumn 2001.
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Fig. 7.12.12 Additional links suggested by FLINTS

An overview of the links between these nodes quickly demonstrates the extent
of the network based solely on fingerprint evidence. Chemical analysis of the drug
may reveal evidence of its source and original consignment. The use of evidence
about telephone traffic among Castle, Kosko and Castle may reveal evidence of
linked communications before, during and immediately after the events involving
the handling of illegal drugs.

Figure 7.12.13 demonstrates how complex links between different people and
different crimes can be identified using different but integrated evidence types and
by using FLINTS in this way. These links would take very long periods of time to
identify using conventional investigations. In this illustration, Williams has been
linked to two offences of burglary at factory premises, three burglary crimes at
domestic dwellings, one robbery and one theft of a car. It can also be seen that
Kennedy and Tennison have been linked to the node marked with a large “X”. This
is, in fact, the same crime as the node marked with a “Y”. This visual approach
is thus a method to indicate quickly that Williams, Kennedy and Tennison may
have committed at least one crime together whilst Williams has been implicated
in another six crimes. The hypothesis suggests to the analyst that all three may
have been operating together. Further links can then be explored by pressing the
target icons depicted next to certain nodes. These indicate further lines of immedi-
ate enquiry available to the analyst. In this way, FLINTS allows the user to “surf”
the connections and links inherent in the evidence. Figure 7.12.14 shows the police
intelligence picture generated by FLINTS.
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7.13 The Intellectual Foundations of FLINTS

Large corporate bodies such as police forces have become far better at generating,
transmitting, storing, and retrieving information than they have at making use of it
to expose useful configurations and scenarios that can withstand repeated challenges
and tests about the data’s credibility and legality. Storing masses of data is in itself
an unproductive pursuit because this does not automatically translate into masses
of knowledge. Strategies and tools are needed to help the investigator and analyst
make use of the evidence known to exist in order to discover evidence that may exist
but that has not yet been discovered. One useful tool that will be described in detail
later in this chapter is the ability to formulate useful questions. Good questions aid
in the discovery of interesting configurations of evidence and chains of inferential
reasoning from which useful conclusions can be drawn. Another useful tool that I
will deal with later in this chapter is the formulation of stories to act as a mechanism
for providing a structure in which configurations of evidence can be presented in a
useful way. No matter how far-ranging and how thorough our search for evidence
is, there will always be gaps and there will always be a degree of doubt. That doubt
may be small and unpersuasive, but it will always be there to some degree.

In addition, strategies and tools are needed to aid us in the identification of known
or suspected gaps in our knowledge as well as areas of weakness in our chains of
reasoning. Circumstances often exist in which it is useful to be able to corroborate
or negate an inference that we have drawn or are preparing to draw based upon
evidence we currently possess. In this regard, we may see the following simple
chains of reasoning (Figs. 7.13.1 and 7.13.2) depicted with black nodes and arcs that
need to be tested by the search for evidence that will either corroborate or negate the
node or arc. Corroborative evidence is depicted by red nodes and arcs, an approach
borrowed from Schum (1994).

A number of the problems that policing faces in terms of the analysis and
synthesis of evidence involve the manner in which evidence is managed and organ-
ised. Twining, Anderson and Schum are committed to the view that how well an
organisation manages its existing thoughts and evidence will ultimately influence
how well the organisation is placed to generate or discover new thoughts and new

Fig. 7.13.1 Simple chain of
evidence generated by
FLINTS
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Fig. 7.13.2 Corroborated
chain of evidence generated
by FLINTS

evidence that will prove useful to the problems they face. The strategies an organi-
sation adopts in evidence management play a key role in its ability to discover new
evidence, new scenarios and new explanations. In addition, drawing defensible con-
clusions from databases will depend upon the quality of the information, its inherent
credibility and the probative force it delivers. Dealing with evidence in systems for
multiple-case analysis, as depicted so far, is subject to the same tests as dealing with
evidence handled in single cases in a traditional way. Successful investigation and
discovery depends not only upon strategies and methods designed to marshal our
information in ways useful and meaningful to solving our problems (as stated here),
but also upon the ability of the user of the evidence to keep in mind and continually
test for the evidence’s credibility, relevance and reliability. Inference chains are only
as strong as their weakest link.

FLINTS symbolises a novel approach for marshalling evidence in pre-trial crim-
inal investigations. The opportunity to exploit complex relationships and networks
of links between people suspected of involvement in criminal activity allows the
investigator at a tactical level and the police manager at a strategic level to iden-
tify threats and marshal finite resources more effectively and in direct response to
identified problems. Identifying the problems we face is the first step in solving
them. The deployment of resources and time is evidence-led and directed to specific
needs. Events can be connected or associated by virtue of their characteristics and
typology, which allow investigators to link events into chronological series. This is
not simply a matter of macro-level linking of high volumes of events over extended
time periods — it also enables investigators to undertake the micro-level analysis of
single events in the search for evidence. An item of evidence in one case may fill a
gap or even a series of gaps or part of a chronology in another case.

7.14 What Is It About FLINTS That Makes It Different?

FLINTS uses a modified form of Wigmore’s method for the analysis and synthesis
of evidence in pre-trial investigations. The aim of the FLINTS approach and soft-
ware is to introduce and develop a systematic method for the management of facts
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founded upon the rational traditions of Francis Bacon, John Locke, John Stuart Mill
and Stanley Jevons.

A frequent observation by practitioners using FLINTS for the first time is that
it makes great use of “hard” evidence as opposed to the traditional approach in
intelligence work, which relies more on the use of “soft” evidence. Though this
description is useful, it can be misleading and problematic. The FLINTS approach
and software was designed to make a distinction between tangible evidence such
as fingerprints, blood samples, DNA profiles, footprints, drugs, firearms, and so on,
and testimonial evidence from human witnesses. Examples here would be witnesses
observing events and intelligence reports from informant agents.

This distinction is an important feature of the FLINTS approach. It draws on
the differences between the attributes of the credibility of tangible evidence that
differ from the attributes of the credibility of testimonial evidence in a number of
ways important to this thesis. In the case of tangible evidence, we can draw on its
authenticity and chain of custody as well as on the accuracy and reliability of the
collection and sensing devices we use. Examples here might be DNA swabbing
kits, electronic sensors, cameras, electrostatic lifting devices and sound recordings.
In addition, we have the competence of those persons who operate and interpret
these devices to draw upon. For testimonial assertions, we have to keep in mind the
difficulties that surround the veracity, objectivity and observational sensitivity of
human sources of evidence. Although this distinction is important, it does not mean
that one form of evidence is naturally superior to another.

In its present form, FLINTS overcomes many of the investigative difficulties
associated with attempts to link together different criminal activities, different peo-
ple and different sources of evidence. One way of describing the utility of FLINTS
is to say that it provides an elegant means for forming audit trails of related criminal
activities.

7.15 A Case Study in Linked Burglary

One cannot overstress the importance of developing the capacity to ask good ques-
tions and how this differs from a protocol for asking good questions. Checklists for
questions in the form of a protocol provide a good method of checking that cer-
tain things have been done, but investigators and analysts cannot operate effectively
without basic training in good thinking. Evidence arrives in our hands from diverse
sources, in diverse conditions and with varying levels of reliability. A modernised
neo-Wigmorean approach has been incorporated in the form of computer software
called FLINTS. Now let us explore a real-world scenario and the investigation of
a series of burglary crimes using the methodology and software developed in this
thesis.

This example is a real case of burglary, but with some fictional and additional
hypotheses and evidential scenarios used to illustrate the potential of the method-
ology and of the use of FLINTS. The burglary scene depicted in the photograph
(Fig. 7.15.1) presents many opportunities to recover physical, forensic and trace
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Fig. 7.15.1 Annotated photograph of a burglary scene

evidence. The scene examination reveals that the door is open, having previously
been left locked and secured by the victim earlier that day. There is also clear phys-
ical evidence of damage on the inside of the door, where some kind of tool appears
to have been used. The lock has been forced open, which would allow an intruder
to exit the premises. This evidence raises a hypothesis that the door could have been
used as a point of exit and is therefore an ideal location for seeking contact trace
material, but the question arises early on as to where the alleged offender entered
the premises.

This question is central to our ability to detect the crime, because when people
enter and leave premises, especially by the use of force, they may leave contact
trace material behind as a result of their physical contact and proximity with objects
that make up the fabric of the building. Windows, doors, furniture and objects
that the intruder has touched provide excellent opportunities to recover evidence.
Opportunities are presented to target searches for contact trace material that could
provide evidence of the identity of the intruder, the clothes they were wearing and
the kind of contact they had with the premises.

In the real case (the subject of the photograph), a search of the premises and
grounds was made and the lower ground-floor casement window in the foreground
of the photograph was found open and damaged. This raised a hypothesis that entry
was gained by means of the open casement window. The hypothesis was supported
by evidence that the owner of the property had left the premises locked and secured
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when she left for work earlier that day. There was no damage to the window locks
when she had left home earlier that day and her jewellery and cash was now missing
from a bedroom. Damage had been caused to furniture inside and a message in
lipstick had been left on the dresser mirror that read “It is not over yet — we’ll be
back.” Footwear marks were apparent in the soil below the window. On the kitchen
work surface near the window that was believed to be the point of entry, there was
a small smudge of red fluid that appeared to be blood. The fluid was located on the
glass close to the forced lock. Another red fluid that may be blood was apparent on
the kitchen work surface. A red fibre was snagged on the window ledge alongside
some scuff marks, and was thought by the Scene of Crime Examiner to have been
made by gravel embedded in the sole of a shoe when the intruder(s) entered.

Initially, the geography and extent of the scene of crime were thought to be
the boundary of the premises. However, there was circumstantial evidence that the
intruder(s) must have left the garden area by some means. On the pathway in the
garden, a metal pole was found that the victim said was foreign to the scene. A
hypothesis was raised that this might have been delivered into the scene by the
intruder(s) as a tool to assist their entry into the building; as a result, the pole was
recovered for examination at a laboratory.

The intruder(s) were not within the boundary of the property at the time the
search was undertaken, and the gate remained locked and secure. It was hypoth-
esised that they left by climbing the fence. A damaged shrub pointed out by the
victim revealed a damaged fence panel. Directly above the panel, a fibre was found
snagged on the top of the fence, but this time it was blue in colour. This gave rise
to a series of new hypotheses: were there one, two or more offenders? If a single
offender, were they wearing a red and a blue garment? Where did they go after
climbing the fence?

Our observations of the scene should not be restricted to the house and garden.
We can infer from the evidence available that the intruders probably left by climbing
the fence. The scene now needs to be extended to encompass further pathways out-
side the perimeter of the garden. A “scene” can incorporate any place, any person or
any “thing” that has been party to the events prior to, at the time of and even after
the event under investigation.*> The combination of events and times serves a num-
ber of purposes. One of them is the construction of stories to help us glue together
the events we know about in a meaningful way that helps us to explain the events
we do not know about but need to understand. The construction of stories such as

42 Wigmore (1913, p. 149) dealt with “time and place” as a means of proof. “Proximity, on the part
of the accused, as thus presented for consideration, may be, in itself, of various degrees, from mere
vicinity, up to actual juxtaposition or contact. It may also be of various kinds, such as proximity to
the person of the deceased, or to the scene of the crime, or both; and it may exist at different stages;
as before the commission of the crime, or afterwards, or both before and after. The strongest form
in which this circumstance can be presented, and the one which requires the least reasoning to
give it effect, is undoubtedly that of the juxtaposition of the persons of the accused and deceased,
proved, by actual observation to have existed both immediately before and immediately after the
crime is perpetrated. These show presence at the moment of actual perpetration, with the greatest
effect possible, short of direct evidence.”
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Fig. 7.15.2 A chronological
sequence of events Events before the
crime

Events at the time
of the crime

Events after the
crime

these helps us to search for evidence to either confirm or negate the evidence we
will produce to fill in our knowledge gaps. In addition to helping us tell stories and
discover new evidence, the stories provide an ideal form of classifying our search
for and interpretation of evidence. Figure 7.15.2 shows a Chronological sequence of
events.

A whole series of events can go into making up a “scene”. People suspected
of involvement in the crime can and should be treated as potential crime scenes in
themselves, especially if they’re a suspect or a victim, because they may have played
star roles as “actors” in the theatre of the crime. Victims in particular can provide
good evidence from their direct knowledge for two reasons: First, they have knowl-
edge of events either before the crime was committed, at the time the crime was
committed, or some time after the crime was committed. Second, they often have
domain knowledge of the place, the time, the prevailing circumstances and even the
people who may have been involved and those who may not have been involved.
Victims often have a stock of ancillary knowledge useful to the provision of contex-
tual evidence about the commission of the crime. Sometimes this knowledge will be
small, but often it will be more extensive than one might expect.

In the case we are investigating in the present example, the victim provided
important evidence about the condition of the premises before the crime was com-
mitted, and about how an intrusion and entry had changed the physical condition of
the building. She had also pointed out that the metal pole was foreign to the premises
and thought to have possibly been used as a tool to effect entry and discarded when
the intruders left. It is crucial that investigators and Scene of Crime Examiners fully
understand that the relevance, credibility and weight of any physical, forensic and
contact trace material will be directly conditioned by this type of evidence from a
victim or a witness. If a suspect is arrested as a result of fingerprints being identified
on the tool, that suspect might find it difficult to persuade us that the tool did not
belong to them but rather belonged to the owner of the premises or the victim.

It was decided that residents in houses opposite the “scene” may have witnessed
activity before, during or after the crime was committed. Perhaps they saw strangers
to the area loitering or climbing the fence, or heard the sounds of the window
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and door being forced. We formed a hypothesis that the offender(s) had at some
point climbed the fence, and that asking questions of residents near the scene could
provide additional evidence. Who could have seen the offender(s) leaving or even
entering the premises?

As a result of asking residents opposite the scene about the events of that day,
we discovered an elderly lady who claimed to have seen two men climbing the
fence and leaving the garden during the afternoon. She had been suspicious, so had
watched them run, walk, then run again along the street towards a car parked nearby.
One of them was carrying a black bag and she saw one of the men drop something.
When he returned to pick it up, the other man forced him to carry on and leave the
object. He threw it over the fence into the garden he had climbed out of, and that
object appeared to be the pole found in the garden. The witness pointed out in the
garden the direction in which the “pole” had been thrown and identified the metal
tool in the garden on the pathway as being similar to the object she had seen thrown.

The object was recovered for forensic analysis, with emphasis placed on DNA
and fingerprints in an attempt to identify the persons in possession of it earlier that
day. Evidence was sought about the credibility of the witness. She said she had never
experienced serious difficulties with her sight other than short-sightedness, but felt
she could be sure of what she had seen. She did wear glasses for short-sightedness
and had been wearing them at the time of the incident. The investigator might have
chosen to question and confirm the credibility of the witness’s evidence by asking
her to repeat a car registration plate or some other unique object in the street under
similar conditions to those under which the events were seen to unfold.

Control and elimination samples of DNA and of fingerprints were taken from
the elderly witness and the victim to distinguish them from any foreign DNA and
finger marks found on any of the exhibits recovered from the scene. During this
exercise, the witness said that she had subsequently thought about the incident and
now thought that she recognised the car the men had got into as one very similar to
the car owned by the previous owner of the house. Also, one of the men appeared
familiar in appearance, as if she had seen him before in the area. On being asked why
she had not said so earlier, she replied that she had been concerned that she might
have been wrong. This provides us with a good example of Schum’s equivocation
testimony.*3

43 Schum (1994, p. 107) provides a detailed methodology for assessing the relative strengths and
weaknesses inherent in testimonial evidence provided by an eyewitness. The methodology serves
to illustrate how important it is for investigators to bear in mind the attributes of evidence and the
way in which reliability has to be assessed and not merely accepted. Schum’s method is based on a
non-statistical approach and involves asking a variety of questions about the behaviour of the wit-
ness relevant to assessing their credibility as well as other factors that might influence a person’s
credibility. Schum believes that most credibility-related questions fall into three main classifica-
tions or, as he calls them, “major attributes”: veracity, objectivity and observational sensitivity. Let
us assume that a witness “W” provides us with evidence that event “E” occurred. Let us further
assume that the event did in fact take place and that “W” obtained evidence from his own senses
causing “W” to believe that the event occurred — therefore, “W” knows that “E” occurred. We
did not observe the event “E”, so how are we to verify the account given by “W”? Because “W”
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This gives rise to another hypothesis: that one of the offenders may have been
the previous owner returning to the house to commit the crime. An enquiry with
the victim reveals that she was involved in a dispute with the former owner about
an outstanding sale of some of the contents that she had refused to pay for because
they were substandard and faulty. She said that the dispute had become acrimonious,
but did not believe that the former owner would burgle her home, even though she
had been threatened on a previous occasion when she refused to withdraw her legal
action. Instead, she had put this down to frustration about the legal action. However,
as a precaution, she had reported it to her lawyer and he had written a letter to the
former owner warning him about the consequences of any further actions involving
threats and intimidation. This might provide important evidence about “motive”.

Enquiries revealed that the former owner of the premises had a number of convic-
tions for burglary of dwelling houses, two of which were offences similar in nature
to the present crime — lower ground-floor windows had been forced open, escape
was by means of a door to the rear, and there had been episodes of climbing on both
occasions. He also had other convictions for violence and damage to property.

claims to have witnessed the event with his own senses, are we also to say we know that event “E”
occurred? What we have really discovered is that “W” claims to know that event “E” occurred, not
that event “E” actually did occur. In considering the testimony of “W” we are faced with a chain
of inferences about what “W” believes, what “W” sensed and whether event “E” did occur. Schum
demonstrates the decomposition of evidence when he tells us that we can also consider our own
credibility in receiving the evidence from “W” because we are not passive in the receipt of evi-
dence. If we question our own credibility, all we can really say is that we believe witness “W” told
us that event “E” occurred. Let us examine this in detail to see what he means. In a diagram, one
can see that “W” believes that “E” occurred based on the evidence of his senses, and this is depicted
in the form of a chain of inferences. Each node in the chain indicates a point of uncertainty about
what “W” tells us. If we include an assessment of our own ability to receive and convey the evi-
dence of “W?”, then the inferential chain becomes much longer. Not only must we consider veracity,
objectivity and observational sensitivity in respect of witness “W”, we must also consider our own
major attributes in the receipt and management of that evidence. This becomes increasingly impor-
tant when dealing with evidence from questionable sources or when there are competing accounts
of events from witnesses. Take, for example, intelligence sources where information is offered in
return for favour or reward. The recruitment of intelligence sources from the criminal fraternity or
from foreign countries for the receipt of intelligence should not be based simply on the ability of the
source to provide information. A well-placed source in a criminal network of offenders or a foreign
diplomat working as a defence attaché in a host country may well be in a position to provide timely,
high-quality information. However, they may also be in a position to provide false or misleading
information to undermine operations they have been recruited to oppose. Take, for example, a drug
dealer providing the police with information. Though he may indeed have valuable information, he
may also have a motive for “informing” on competing drug dealers who pose a threat to his own
trade in illegal drugs. He may also provide the information to arrest many smaller drug dealers as
a means of providing himself with a more open and exploitable market. In intelligence scenarios,
a foreign source may provide valuable information about international negotiations concerning a
new military capability. However, what is really being practised is a deception designed to dis-
tract attention away from new technology being developed in another area and that is of greater
importance to that power. Schum (1994, p. 115) also provides a schematic diagram for depicting
his classification of recurrent forms of evidence. He provides fifteen classifications.
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The items of physical, forensic and contact trace material recovered included
photographs of the suspected point of entry (the lower ground-floor window), the
work surfaces in the kitchen (with suspected blood stains present), the footwear
scuff mark to the window sill, damage inside the premises and the writing on the
dresser mirror, the damage to the door suspected to be the point of exit, the garden
area (including the metal pole on the pathway) and the fence suspected to have been
climbed as an escape route. A photograph was also taken of the place at which the
elderly witness said she saw the people climbing out of the garden. This provided
evidence that she could indeed have seen what she claimed to have seen. Other items
recovered included the suspected blood stains, the debris from the scuff marks, the
metal tool, the fibre snagged on the window and the fibre snagged on top of the
fence. A single footmark was found in the soil outside the casement window, and
this was identified by the victim as a foreign mark. It was photographed and cast
to reveal the size and weight of the shoe that created it to serve as evidence for
comparison with any shoes later recovered from suspects. All the victim’s shoes
were examined for the presence of similar patterns to those in the flower bed in an
attempt to eliminate extraneous evidence and reduce the potential number of sources
of the mark.

Control samples were taken from all surfaces from which items had been recov-
ered. For example, a control sample of soil from near the footmark, a sample of
debris from the path, a control sample swab from the kitchen surface and glass
(where the suspected blood was recovered) and a sample of wood from the window
and fence for comparison with any clothing taken from suspects.

7.16 Forensic Decision-Making

The objective of the investigation was to discover the identity of the person(s) who
committed the crime as well as the identity of the people seen climbing out of the
garden. This was done to try to reduce the suspect population to as small a number
as possible. From the available items of evidence the following hypotheses were
constructed:

1. The premises had been entered by force, possibly via the casement window and
by use of the metal tool recovered on the garden path.

2. One or both of the intruders had cut themselves in forcing the casement window,
had bled onto the work surface inside the premises, and had scuffed the window
sill with a shoe and grit from outside.

3. The premises had been searched and the mirror had been written on by the
intruders with a message bearing relevance to an ongoing dispute.

4. The intruders had left by the open but now damaged door and climbed the fence
to escape.

5. One of the intruders had thrown the metal tool away; it landed in the garden on
the path.
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Of prime interest was the identity of the former owner of the premises and
whether he had both a motive** and the opportunity to commit the crime. In addi-
tion, it was important to determine whether there was any physical, forensic or
contact trace material available to connect him to the enquiry or eliminate him. He
was identified by the victim and her lawyer, and from this information his convic-
tions were found, including the fact that he was already registered in the National
DNA Database following a conviction three years previously for violence. This
meant that simply submitting the suspected blood from the scene to the National
DNA Database for profiling and comparison would provide valuable evidence about
whether he had had an opportunity to commit the crime. Also, the elimination sam-
ple of the victim, who lived alone, would also have to be submitted to ensure that
the suspected blood did not originate from her, however unlikely that might seem.
Also of concern was the fact that a false positive might result in linking the former
owner of the premises to the crime solely because he had lived there previously.

The DNA profiling process is very sensitive, and it could potentially pick up old
genetic material from when the suspect was resident there. In an attempt to clear up
this point, the victim reported that she had cleaned the surfaces almost daily with
a surface cleaner and that the previous owner had not been present for eighteen
months.

Whilst DNA profiling was being undertaken, including a comparison of the
scene stains and the control samples from the witness and victim, enquiries were
conducted into the background of the former owner of the burgled premises.
Intelligence was received and later confirmed that at the time when the crime had
been committed, the previous owner of the premises had been in police custody and
then remanded to prison to await trial for a theft that was not connected with the
burglary. This effectively provided an alibi for him and challenged the basis of the
enquiry. There was no reason to question the honesty and credibility of the victim
and the elderly witness, so the police were left with the task of identifying (from the
population) who else might have committed the crime.

It was decided not to interview the former owner in prison on the following
grounds. A hypothesis was considered that although he could not have commit-
ted the crime personally, he might know who had and might have been involved
as a conspirator in arranging the crime. If questioned, then, he might forewarn the
intruders so they could dispose of valuable forensic and trace evidence. No evidence
was available to indicate who might have committed the crime, but blood recovered
from the scene might link to someone already in the DNA database.

Five days after the submission of the suspected blood to the National DNA
Database, the initial results were received by the police. The suspected blood from
the kitchen work surface was confirmed to be blood, and wholly different from the
victim’s and witness’s control samples, but it did not match with any person in the

44 Evidence of motive is distinctly different from evidence of opportunity. One may have a motive
to commit a crime, but that does not mean that the opportunity will present itself. Detectives some-
times mistake the two because motive and opportunity may on occasions converge, providing some
additional probative force.
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Database, including the former owner of the premises (the prime suspect). However,
the FLINTS Co-Coordinator contacted the officer and informed him that one of the
blood stains, although not matched to any person in the National DNA Database,
did match with seven other DNA samples submitted from seven other crimes of
burglary in the last two years as well as with samples from an offence of car crime.

Whilst no person had been matched, FLINTS now gave grounds for believing
that the offender was a serial burglar responsible not only for this crime but for seven
others. The problem now was to identify the offender. The National DNA Database
was contacted and asked to confirm the gender® of the donor of the scene’s blood
samples and whether the two stains emanated from different donors. The Database
confirmed that the donors were both male and were different people.

FLINTS was consulted in an effort to assist in identifying potential suspects for
the series of nine crimes (eight burglary crimes and a car crime). In the mind of the
investigator, the previous owner still had reason to be involved in the main burglary,
so it was decided to begin the enquiry by identifying his network of associates. The
investigator asked the system to follow five lines of enquiry and constructed the
following questions:

1. Show me the links between the former suspect and any other known criminals in
the system: what is the extent of his criminal network and who is in it?

2. Show me the geography of the nine crimes: where were they committed?

3. Show me a time line of the crimes: what is their chronology?

4. Show me all the burglary crimes committed in the area of the main crime: is any
physical, forensic and contact trace evidence available in any of them?

5. Show me the current keeper of the car formerly owned by the former suspect:
who has it now?

6. Show me the most prolific offender for burglary [in cases bearing the following
features] in the area of. .. and over the time period of. . .

The answers to the questions provided the investigator with new evidence and
emergent lines of enquiry. In answer to Question 1, it was revealed that the former
suspect had a primary network of ten links to other criminals, all of whom he had
been arrested with on previous occasions. In answer to Question 2, FLINTS told the
investigator that the nine crimes fell within a radius of a spate of burglary crimes
extending to 35 offences, all of which bore distinctive signatures in terms of the
modus operandi. The answer to Question 3 was that all 35 offences had a regular
pattern in that each was committed between 3.15 and 5 pm on a Tuesday or Thursday
afternoon. The answer to Question 4 was that eleven of the crimes had various items
of outstanding physical, forensic and trace evidence that could be submitted for

43 The presence of X and Y chromosomes reveals that the genomic material comes from a man; the
absence of a Y chromosome reveals that the donor was a woman. DNA markers used for criminal
investigation routinely test for sex, but in my experience this eliminative test is not widely used
despite its enormous value. For example, if a DNA profile is gained from material left at the scene
of the crime, the gender test eliminates 50% of the suspect population from suspicion.
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analysis and comparison with reference databases of people. Blood and finger marks
were also available.

The answer to Question 5 gave the hoped-for breakthrough: the car was now
registered to one of the associates in the primary network of the former suspect.
He had incurred a Fixed Penalty Ticket for a parking violation on the day the main
crime had been committed, and only three streets away near a shopping precinct.
The payment of the Fixed Penalty Ticket had been made in the name of the current
keeper of the car and via a bank account in the shopping precinct three streets away
from the scene of the burglary. His DNA profile was not present in the National DNA
Database. Two days before the burglary crime being investigated, he had visited the
former suspect in prison.

Tangible grounds now existed to formulate a hypothesis that the current keeper
of the car had committed the crime. This conclusion was reached on the basis of his
former convictions for burglary in houses, his presence in the vicinity at the time
the crime had been committed, the fact that he was the keeper of the vehicle seen
by the witness in the same street the crime had been committed, and that he had
no legitimate reasons for being inside the premises. The vehicle was now parked
regularly outside his home address and used by him in the area. The decision was
made to arrest the suspect (the current keeper of the car) in an attempt to recover
evidence that would either eliminate or incriminate him. On arrest, his wardrobe
was searched and a pair of blue denim trousers was found. These were bloodstained
(Fig. 7.16.1); moreover, he had a cut to his right hand, and a red jumper was found
along with a pair of shoes similar in pattern to that in the foot mark found in the soil
outside the window.

At interview, he denied being involved in any burglary crimes at any time other
than those of the crimes for which he had been convicted. He agreed to supply a
DNA sample in the form of a mouth swab to eliminate him from the enquiry. The

Fig. 7.16.1 Bloodstained denim trousers. Are these consistent with having bled after climbing
through a casement window?
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DNA process would take five days, so it was important whilst he was in custody to
use other evidence available to either eliminate him or implicate him.

The blue denim jeans were sent to the laboratory, and under microscopic analysis
the fibres appeared similar to the fibre recovered from the fence, but because denim
is a common fabric in clothing, a definitive conclusion of identity would be unlikely.
The red fibre also resembled that recovered from the scene, but was a rare fibre and
thus more discriminating than the denim. However, one pair of shoes was examined
by a forensic scientist and compared with the shoe mark recovered from the soil
bed (Fig. 7.16.2). The scientist reported that it was very similar (a close match),
that there appeared to be blood on the shoes and that there were traces of debris
in the sole. The scientist made a detailed examination and produced a statement
identifying points of similarity in the pattern and distinguishing damaged sections
that she said made the shoes unique.

Figure 7.16.2 shows footwear mark in blood, suitable for DNA swabbing and
profiling. This may reveal the identity of a victim or the attacker who bled dur-
ing the crime. The question arises whether the shoe was placed into the blood
already present or blood was delivered to the floor from traces already on the shoe.
Figure 7.16.3 shows the footwear used as evidence.

Those same damage marks on the sole were present in the soil cast taken at the
scene. The suspect was later charged with the burglary on the basis of his pres-
ence in the area at the time the crime was committed as well as the fact that his
shoes matched the foot mark outside the casement window at the point of entry.

Fig. 7.16.2 Footwear mark in blood suitable for DNA swabbing and profiling
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Fig. 7.16.3 Footwear used as evidence

He continued to deny involvement, although he admitted that he had knowledge of
the dispute between his associate (as former owner of the property) and the victim.
Faced with this evidence, he still declined to state who he had been with the day the
crime had been committed and had no alibi evidence to offer.

His car was examined by a Scene of Crime Examiner, who revealed a number of
finger marks in the front passenger area. These were sent for fingerprint examination
with a suggestion that they be searched against the marks of the ten associates iden-
tified by FLINTS. One set of marks was identified as those of a third male. These
in turn matched some outstanding finger marks at one of the linked burglary crimes.
The third man was also arrested, and admitted his involvement in the original crime,
saying that he had been recruited to settle a dispute between the former owner and
the current owner of the premises.

Five days later, the National DNA Database reported that the DNA taken from
the first man arrested and in custody matched that in all nine linked burglary crimes,
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including (based on the blood found on the kitchen work surface) the main crime
and an additional theft of a motor vehicle. Furthermore, FLINTS now reported an
additional link by means of fingerprint and handwriting evidence to a deception
practised in a department store, where a cheque from a stolen book of 25 cheques
had been used and presented fraudulently. The cheque book had been stolen during
a car theft. The damage to the door in the main crime that was believed to have been
the point of exit matched the edge of the metal pipe recovered from the garden path
(Fig. 7.16.4).

The chart shown in Fig. 7.16.5 illustrates the crimes linked by forensic evidence
to the suspect. The burglary and theft of the motor vehicle are linked by DNA evi-
dence and the deception is linked by handwriting and fingerprint evidence. This
chart demonstrates the links to those crimes that were the subject of a forensic link
as well as links to an additional 35 potential offences of burglary that may have
been linked to the suspect, depending upon the available evidence. Each of these
crimes may have outstanding forensic material available for comparison with ref-
erence evidence against the main suspect as well as his associates. These could be

Fig. 7.16.4 Tool mark from
the point of entry at the
burglary scene. Microscopic
comparison used to compare
the tool mark in the paint with
the tool recovered from the
garden at the scene
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Fig. 7.16.5 Chart of links for the linked crimes and offender. This graph shows the topology of
what can be interpreted as a Bayesian belief network

DNA, fingerprints, footwear, tool marks, firearms, handwriting, drugs, or, indeed,
any forensic or physical contact trace material.

Analysis of the damage to the casement window and the door used to escape the
premises revealed that the damage matched with the tip of the metal tool recovered
from the path. A similar length of pipe was found in the boot of the car belonging
to the suspect, and a comparison of the cut end sections of the two pieces revealed
that they had once been a single pipe.

7.17 Second-Generation FLINTS

The discussion so far has centred on the conceptual ideas underpinning FLINTS
and the prototype version built to prove those concepts in practice. The remainder
of the chapter will be devoted to developments since testing of the prototype and a
description of the newer version, now called FLINTS 2.

FLINTS 2 utilised the conceptual foundations of FLINTS 1, namely the sys-
tematic integration, analysis and use of information to inform the investigation and
intelligence process. FLINTS 2 is an enhanced version of FLINTS 1 that allows
access to information from a wider range of sources and allows this information to
be manipulated in different ways. For example, new data sources include tables of
information about arrested persons, about persons stopped and searched, and about
vehicles. The new version also allows access to Command and Control*® logs, and

46 The Command and Control System is simply the computer that manages information about
incidents and crimes reported to or attended by police. It contains details of each incident and the
officers attending, as well as brief report details and times.
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this enables information about incidents and crimes to be directly viewed and read
on the screen.

FLINTS 2 was also built to incorporate advanced mapping software so that geo-
graphical analysis could be undertaken at a more atomistic level. Geographical
analysis provides useful insights into the way in which information about events,
people and time can be marshalled.

Two specific features of FLINTS 1 were enhanced because they have great poten-
tial for the future. The first, a “prolific (volume) offender search”, offers the ability
to analyse the activity of persistent offenders. The second, a crime “hot spot search”,
allows us to monitor the frequency with which crime occurs in different geographic
areas. These functions allow the investigator or analyst to generate hypotheses about
who in the known criminal population may be offending repeatedly and about the
locations where crime seems to happen most. By combining these functions, the
investigator or analyst can contemplate both detection and prevention strategies.
Interventions can then be targeted more acutely and the results measured over time.

Two new search and analysis functions were added. The first allows a search to be
made for addresses of interest, and the second allows searches to be conducted for
vehicle license numbers and partial numbers. These searches can be used to answer
obvious questions about people, addresses and vehicles, but they can also be used to
answer less-obvious questions. For example, if we want to know the name of a man
but all we have is a partial registration number of what is believed to be his brother’s
car, we can set about identifying the car, then the owner, then the owner’s family
members. We could use the address search to provide lines of enquiry to establish
which family members live where and whether any of those addresses are of interest
to us. Using these search functions together or in chains of questions, we are able
to navigate around the data warehouse in search of information to substantiate or
negate hypotheses or to open up and test new hypotheses. It is the interplay of good
questions and thoughtful analysis that allows the system to be used to best effect.

Figure 7.17.1 is an illustration of the main functions of FLINTS 2. The key list
in Table 7.17.1 identifies the functions which in Fig. 7.17.1 correspond to numbers.
Another new feature is the ability to use electronic mail (e-mail) to communicate
intelligence findings to other personnel. Actioning forensic matches between people
and crimes can be done instantaneously, thereby informing staff of a developing hot
spot or the identify of a prolific offender in real time. Just as importantly, the results
of this communication can be received in real time.

FLINTS 2 is a “tailor made” system designed to support the West Midlands
Police in undertaking their investigations and intelligence work. It is built on the

Fig. 7.17.1 The main functions offered by the FLINTS 2 toolbar
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Table 7.17.1 Key list for ]
Fig. 7.17.1 1 = Exit system.

2 = Management information.
3 = View graphical links.
4 = Prolific offender search.
5 = Names search.
6 = Hot spot search.
7 = Vehicle search.
8 = Address search.
9 = View management information.
10 = Mail system.
11 = View history.
12 = Enter hit results.
13 = Setup options.

same conceptual foundations as FLINTS 1, but uses wider sources of information.
Links between people, crimes, locations and times are primarily based on foren-
sic evidence, but incorporated into FLINTS 2 is the ability to use “accepted fact”.
Here, the term “accepted fact” refers to information that is collected in the course of
routine work and that would not normally be challenged. For example, the follow-
ing are examples of accepted facts: that Frederick James owns a Ford Fiesta with
license number X123 GHF, and that Hugh Flannery was arrested with Frederick
Prosser on 15 November 1999. Another accepted fact might be the details about
a “stop and search” conducted by a police officer under the Police and Criminal
Evidence Act. The fact that these events happened at a particular place, at a par-
ticular time, and involved particular people is not normally challenged. These sorts
of facts therefore provide important links in chains of reasoning and seemed ideal
for inclusion in the system. Introducing the term “accepted fact”, which has been
borrowed from the terminology of law, into intelligence work is an important step
forward for law enforcement. It allows us to explain to intelligence personnel that
the collection, analysis and use of everyday information can be extremely effec-
tive if the information is systemised and managed carefully; this is especially true
where there is a mixed mass of information. However, the terminology also allows
us to but remind personnel that information of any kind is always subject to tests of
credibility, relevancy and probative force.

7.18 Access to the System: Searching or Surfing?

The traditional approach taken by intelligence organisations in Europe and North
America has been based on a policy of a “need to know”. This means that only
those persons who “need to know” are allowed access to intelligence information.
This has been an openly accepted policy, but one might ask “how do you know if
you need to know before you have access to the information?” Evidence is only as
good as the uses found for it, so giving wider and more open information access to
staff offers a greater potential for the evidence contained in a database to be put to
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good use. That is, staff accessing the system will potentially discover new scenarios
and combinations of evidence that in turn can be fed back into the system as new
inputs. Wide-ranging and open access offers high-quality feedback benefits, but has
to be balanced against the risks of misuse.

FLINTS may thus create a measure of tension because the very opportunity and
ability to access the complexity inherent in combinations of evidence will nearly
always justify the user in claiming that they have a “need to know”. The nature of
the policy currently operating in the West Midlands Region is currently classified
as “sensitive”, so it is not possible to publish it in this thesis. However, what can be
said is that success was gained by applying for a policy of very wide-ranging access
for users in order to ensure sufficient access to the complexity of linkages in the
system. FLINTS now presents so many opportunities for linking that it is feasible to
literally “surf” the system to discover links between crimes and suspects based on
evidence that can be immediately acted upon. This is compatible with what Peirce
([1901] 1955, pp. 150-155) termed abductive reasoning and equates to acting on the
basis of hypotheses that are mere hunches or insights, then recognising evidential
opportunities presented as tests of their justification. The ability to formulate and ask
questions speedily, then bring together the answers equally speedily while bearing
in mind both what we have learnt and what we may want to learn if the opportunity
presents itself is an example of Peirce’s reasoning. The process is similar to the
asking of questions followed by seeking evidence to either refute or confirm the
hypothesis embedded in the questions.

Sir Edward Crew, the Chief Constable of the West Midlands region, commented
about FLINTS that “the system is beginning to produce so many cases that a whole-
sale re-evaluation needs to be taken about deployment of staff across the West
Midlands. In some areas so many evidence leads and cases are being produced that
there are insufficient staff in current structures to manage the arrests.”*’

Inappropriate access could present opportunities for corrupt practices and ille-
gitimate use of the evidence. This problem has to be balanced against the need for
wide-ranging and (as far as possible) open access to the system by investigators
and analysts. The philosophy of this thesis and the design of the access system is
therefore intended to support broad access but with security levels and passwords
incorporated to prevent misuse.

Access to the FLINTS system cannot be gained until the user completes a log-in
procedure, as shown in Fig. 7.18.1. Having negotiated the log-in procedure, users
enter the system and gain access by negotiating a unique (individualised) password
screen (Fig. 7.18.2). Passwords can be changed at regular intervals by the user or by
system administrators to protect against security breaches. All changes are logged
and tracked by means of audit trails. The toolbar at the top left corner of Fig. 7.18.2
is used to navigate through the system and to select the relevant options.

47 Sir Edward Crew, addressing a meeting of the Jill Dando Institute of Crime Science and the
West Midlands senior management team.
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Fig. 7.18.3 The FLINTS 2 desktop environment
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Once the user has negotiated the password and security system, they see the basic
operating desktop (Fig. 7.18.3). This desktop gives the user the tools to undertake
searches, analyse results and navigate the system.

7.19 Asking Questions About People and Suspects

Figure 7.19.1 illustrates the results of entering a suspect’s name (here, “Tyler”) into
the system. Tyler may be of interest as part of an enquiry or in response to a request
for intelligence information as part of someone else’s enquiry.

In terms of suspects, any single field or combination of fields can be used to
construct a search. Searches can be made by reference to surname, forenames, date
of birth, criminal record number and DNA sample reference number. Names or
identifying features (in any of the fields) can be selected and analysed further as the
user’s interest is raised.
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Fig. 7.19.1 The results of searching on a suspect name

7.20 Asking Questions About Crimes and Events

Crime types are coded into the system for ease of retrieval. Figure 7.20.1 illustrates
the result of a search for burglary dwelling crimes. (These are coded as crime type
BDW.) Once found, crimes on the list can be selected, viewed, cross-referenced and
searched again to provide more details about each crime as progress is made. This
search could result from trying to locate a crime of particular interest based on its
modus operandi or other discriminating features.

Searches can also be done by geographic police area, such as a town, village, city
or the whole of a police area. Geographic criteria entered into a search can change

Search Results - 1909 Records found.

2
| 12737 N KPD /RS 401 RO

Fig. 7.20.1 The results for searching by code (here, for Burglary Dwelling Crimes)
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Fig. 7.20.2 The results of searching based on a police area

the results enormously. Figure 7.20.2 illustrates a search of a police area called
20L.2.*8 Again, crimes can be selected and analysed further as the user’s interest is
raised.

In terms of crimes, any single field or combination of fields can be used to
construct a search. Searches can be made by reference to crime reference num-
bers, crime types, geographic locations and even laboratory references for forensic
samples.

7.21 Displaying Modified Wigmorean Charts: Graphical Results
in FLINTS

One of the most powerful intellectual tools that FLINTS 1 possessed was the ability
to visually display links within the evidence stored in the system. This feature has
been retained and enhanced in FLINTS 2. Having obtained a list of search results,
the user can select the required entry, and the links within the evidence in the system
will be illustrated. Figure 7.21.1 demonstrates this feature.

Prior to FLINTS, the task of bringing together the evidence to construct such
a chart would have been very time-consuming. It would involve accessing many
systems, as well as the arduous task of drawing a chart encompassing all the nodes
and all the arcs. Apart from being time-consuming, the many actions required of the
user to obtain the information and then construct the chart would involve the risk of
error. The automated system in FLINTS 1 and 2 speeds this process up and reduces
the risk of error. In addition, the process can be repeated time and time again as new
and interesting scenarios or links are discovered. This means that immense amounts
of information can be marshalled and tested in different ways as the process of
discovery unfolds. Users can combine different strategies and different functions*’
to analyse, synthesise and hypothesise about relationships, links and networks of
people and crimes of interest to the investigator’s particular tasks. This process is
unique to FLINTS 1 and 2.

Figure 7.21.1 provides an example of a search of the system and a graphical dis-
play of the result. Let us imagine that we have decided that a suspect called “Tyler”
is of interest to us. In the top portion of the chart, we can see links between Tyler

48 This area is a suburb of the West Midlands.
49 Here, function simply means questions.
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Fig. 7.21.1 Graphical display of the results of a search

and his former associates. These are people he has previously been arrested with or
prosecuted with as a co-accused person. In the lower portion of the screen, we can
see links to crimes based on inferences from forensic evidence. These present us
with hypotheses about opportunity and will need to be tested alongside additional
evidence. The different coloured lines refer to different evidence types or links.

I would like to stress my claim that the ability to manage, juxtapose and ask
questions of evidence in a variety of ways provides valuable insights into interesting
scenarios and possibilities. In Fig. 7.21.1, each forensic link is colour-coded and
can be identified by placing the cursor on top of a line linking two objects or nodes
together. Further information about each crime scene or person may be obtained by
placing the cursor on top of the relevant icon. Additional information will appear
that can then be presented in another graphical view.

On the left side of Fig. 7.21.1, the user can make use of a series of functions
on a toolbar. This has been designed to display the evidence in a number of ways
and to reveal interesting combinations of the evidence. Figure 7.21.2 is an expanded
illustration of the toolbar itself. A key list is provided in Table 7.21.1.

The presence of evidence is not always the same as evidence of the validity of the
inference one can draw from it. Checking evidence for authenticity is as important
in FLINTS as it is in the management of evidence in single cases. Figure 7.21.3 is
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Fig. 7.21.2 Enlarged view of BILL. 2170571979, 6]
the results toolbar of

FLINTS 2

8 | s

Table 7.21.1 A key list for . -
Fig. 7.36 1. Graphical chart function — people and events.

2. Graphical chart function — geography of crime.
3. National geography chart.

4. Temporal analysis of events.

5. Warning system

6. Print the graphic

Fig. 7.213 A sample
warning to confirm the
validity of links (T) WARNING
Please confirm the validity of forensm
links before acting upon the

information shown on this page.

an illustration of the warning system that instructs the user to check the validity of
the evidence before acting upon it.

This approach helps to eliminate errors in recording and in evidence interpreta-
tion, as well as false positives. Imagine the presence of a DNA match demonstrated
visually to an investigator on a chart. Before the investigator decides to take action,
they are prompted to check on the validity of the match by checking secondary
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Fig. 7.21.4 FLINTS provides immediate access to photographs of suspects in its database

systems such as the National DNA Database or the Custody Records System in an
attempt to uncover corroborative evidence.

Asin Fig. 7.21.4, any available photographs of a suspect who appears in the chart
can be viewed instantaneously. If there are a number of photographs available, they
can be viewed chronologically. This has many uses, but one important one is the
identification of unknown suspects.

7.22 Geographical Analysis

Figure 7.22.1 provides an enlarged view of the toolbar icons in Fig. 7.21.2, plus
explanations of the features. Figure 7.22.2 provides an example of the map that can
be generated by clicking the second map icon in Fig. 7.22.1.

Figure 7.22.2 is a map of the West Midlands Region and surrounding county
police forces of Staffordshire, West Mercia and Warwickshire. Crimes committed
by a network of linked offenders are plotted on the map to give an impression of
the distribution of the crimes. This display can give analysts insights into the places
where suspects and their associates habitually offend, and compare these locations
with each person’s place of residence. This chart could then be compared with and
indeed overlaid by another chart dealing with undetected crimes. There may be some
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(1) This icon can be selected to view a network of suspects
geographically. In addition, links between suspects and
crimes across England and Wales can be identified. The
links are then presented in the graphics screen.

(2) This icon can be selected to view the West Midlands
Region and surrounding areas.

(3) This icon can be selected to view the graphics screen.

Fig. 7.22.1 Icons for geographic analysis. (1) Icon for selecting geographic overview. (2) Icon for
selecting a subset Area. (3) Icon for displaying the results for a selected view

J2N17040/39, BDW-Anested and Charged
. J El -

Fig. 7.22.2 Map of locations within the West Midlands region

correlation between those crimes known to have been committed by the identified
network of persons and those crimes as yet undetected.

Figure 7.22.3 illustrates crimes that have been recorded across two police areas.
This map display presents an opportunity to identify travelling criminals. Cylinders
of various heights are used to give an impression of the number of crimes in each
area. In this illustration, we have a hypothesis that a known offender, identified
by means of DNA evidence, has been linked by forensic evidence to one crime in
the West Midlands Region and another crime on the southern coast of England.
Without FLINTS technology, these links could not be speedily identified during
routine analytical work.
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It illustrates crimes that have been recorded across two police areas.

Fig. 7.22.3 Map of the West Midlands region and of crimes within the region

7.23 Temporal Analysis

FLINTS results can also be subjected to temporal analysis using the toolbar icon in
Fig. 7.23.1.

The use of temporal analysis in intelligence work can provide useful evidence to
infer “opportunity” and assess how groups of crimes may be connected with each
other. This assists in the provision of hypotheses and ranges of questions that can be
explored elsewhere in the system.

Linking these types of hypotheses with those connected with “virtual offenders
and suspects” provides additional insights into the identification of those in the pop-
ulation who ought to be considered as more likely offenders and those who perhaps
should not be so considered. Reducing the certainty attached to some suspects in

This icon can be selected to display a chronology
of events, which can then be presented on the
graphics screen.

Fig. 7.23.1 Icon used to select a chronological display
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Fig. 7.23.2 Example of a typical chronology of crime for a suspect

the database is a useful method of indicating those who should be considered for
further inductive eliminative exercises.

Figure 7.23.2 illustrates a chronology of crime for the suspect Tyler identified
earlier in this chapter.

7.24 Prolific (Volume) Offenders Search

The prolific offender search function (Fig. 7.24.1) allows the user to ask the sys-
tem questions designed to elicit information about persons who repeatedly commit
crimes — that is, persons identified by evidence as doing so. The police, acting under
Home Office instructions, classify these as “detections” and refer to them in a num-
ber of ways. Figure 7.24.2 illustrates the various ways in which these classifications
are listed. These ways are called disposal types.

Prolific offenders can be identified by crime type, geography, and disposal type,
as well as by reference to time. The results of searching under these criteria can
be presented graphically in the form of a chart. This view has many uses in the
construction and testing of hypotheses about crime and offenders.

00810 e

FLINTS Prnliiic nﬁomlar Search
Depotd Pason OCUBy
Al Depced Typen “UCU| thﬂ' Im
O Upin M0 Dagn 0 © Upio 80 Daga 0 © Upto 100 Daga D14 Upts 365 Diagn D Flur Dy |
| I

Fig. 7.24.1 Searching for prolific (volume) offenders
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Fig. 7.24.2 Disposal Types
Used by FLINTS
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7.25 Using Geography to Identify Prolific Offenders

In the West Midlands Region, operational areas are known as Operational Command
Units (OCUs). These OCUs are listed in groups or clusters called Divisions, and
coded from A to M. Any one or a number of these areas can be selected to provide
the basis for a geographic query. Figure 7.25.1 illustrates this.

ocu ocu
O AIDCUs 2| [Cancus
O G DIVISION ©) G DIVISION
© J DIVISION ) J DIVISION
) HDIVISION ) HDIVISION
) M DIVISION ) M DIVISION
) DIVISION ) DIVISION
E DIVISION ) EDIVISION
) D DIVISION
m (V1L DIVISION
=

Fig. 7.25.1 List of available Operational Command Units (OCUs)
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Offence Types

All Offence Types g
) ABANDON CHILD UNDER TWw0 YEARS (012)

) ABDUCTION [025)

) ABSCONDING FROM L&WFUL CUSTODY (080)

() ABSTRACTING ELECTRICITY [043)

() ACCIDENT OFFENCES (805)

) ADULTERATION OF FOOD (089)

() ADULTERATION OF FOOD, DRUGS ETC (101)

() AGGRAVATED BURGLARY IN DWELLING [023)

) AGGRAVATED BURGLARY OTHER BUILDING [031) ;I
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Fig. 7.25.2 List of available offence types

In addition, a single description or group of descriptions of crime can be selected
to provide the offence type, as shown in Fig. 7.25.2.

For example, looking at Figs. 7.25.1 and 7.25.2 shows that we can select the
E Division, the E2 OCU, and burglary crime during the last ninety days, by ref-
erence to where the crime was committed. This query (Fig. 7.25.3) would give us
information about burglary crimes committed in E Division’s E2 OCU during the
last ninety days and let us view the information graphically. We could also select any
one of the crimes to view the original report on screen directly to access additional
information.

Figure 7.25.3 demonstrates the way in which the user is presented with a textual
version of the question. This approach reminds the analyst at regular intervals about
the question they are asking.

Run Query

Question: Show me a list of the most prolific offenders in the ;l
last & months,  On the following OCUS / BEATSE

DIVISION , commiting the following offences: BURGLARY IN
DWELLING (028] or BURGLARY OTHER THAN

DWELLING [030) Based upon OCU of offence commited.

[/

Date Range
" Upto 30Days 0d ¢ Upto90Days Old ' Upto 180 Days Old ¢ Upto 365 Days Oid ‘

Fig. 7.25.3 The query definition dialog box
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Fig. 7.25.4 The results of specifying a date range in a query

Figure 7.25.4 shows the results of a search. This screen allows the user to select
items of interest from the results of the search for further searching or viewing in
the graphical viewer.

Figure 7.25.5 is an example of the type of report that can be accessed using
FLINTS 2 technology. The first illustration is a report concerning a crime included
in the Crimes System and the second is a report concerning a Command and Control
entry.
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Fig. 7.25.5 The results of a query
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Crimes

Suspect's residence

Fig. 7.25.6 Graphical depiction (map)

A map can be presented to display the relationships between crimes committed
and events (indicated by black crosses) and the offender’s address (indicated as a
red cross). See Fig. 7.25.6 for an example.

By integrating searches between functions, detailed information about individu-
als and crimes can be accessed speedily. This feature can again include photographic
details, as shown in Fig. 7.25.7.

All the links to this individual can displayed using the graphical viewer along
with information on their geography, chronology and associates.
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Fig. 7.25.7 Summary of crime results plus photograph of suspect

7.26 Hot Spot Searches

As illustrated in Fig. 7.26.1, the hot spot search function allows users to identify geo-
graphic areas where the frequency of crime is high. This can be done by reference
to times, locations, and crime types, and can be compared with address details for
prolific offenders. This provides a powerful analytical tool for strategic analysis of
crime frequencies as well as a briefing tool for patrolling officers and investigators.

Figure 7.26.2 illustrates an example of using the hot spot feature to search for
incidents rather than crimes. The address, the day, the date, the time, the reference
number of the incident, the type of incident and any notes made by the reporting
office can be accessed remotely by the analyst.
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Fig. 7.26.1 The FLINTS search function for identifying hot spots

CALLER REFORTS HE THINKS THERE MaY HAVE [

MISCELLANEQUS SUSP | g ey » glURGLARY-GARAGE DOOR HAS BEEN

S IRCS/PERSONVER GREN ALL NIGHT AND WINDOWS STEAMED
UP-UPSTAIRS COMPLETED TASK/PLAN/ENGUIRY

MIEELLANE CLE5 IN. FITCH BLACK. 2 OFt 3 OF THEM, ON THE SIDE
BTH 2 BLOCKS MATCHED WITH 2710 21/08/00)

THERE 15 A GANG OF TEENAGERS ON THE
SCAFFOLDING ON THE FLATS IN

| MISCELLANEOUS BERRYFIELDS-THEY MAY BE LODKING FOR OFEN
WINDOWS T0 BURGLE PLACES MATCHED WITH
2710 [21/08/00)

REPORTING MY CAR STOLEN- HAPPENBED
CRIME MOTOR VEHICLE | GVERMIGHT. NOTHING SEEN ITS A ROVER 214-
RED- L__JWOU REFORT - CRIME

CALLER REPORTING HER EX80YFRIEND (WHD

Fig. 7.26.2 Results of a hot spot search based on incidents rather than crimes
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7.27 Vehicle Searching

FLINTS also offers a powerful tool for searching for vehicles (Fig. 7.27.1). The tool
offers a range of options (Fig. 7.27.2). The results of vehicle searches appear in the
form of lists from which the analyst can select those vehicles that appear to be of
interest (Fig. 7.27.3).

Fig. 7.27.1 The FLINTS vehicle search dialog box

Searches can be conducted on the basis
of partial information, such as partial
vehicle numbers, makes, models and
colours.

Fig. 7.27.2 Options available in the FLINTS vehicle search
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0 081005
FLINTS Vehicle Search From the results list
you can view
it R e R = details of the HIT.
These will be
displayed in the
right hand screen

Click on name with
the other mouse
and this will put the
offender details into
a names search

If there are more

ase  than 20 HITS in the
list you can browse
though each list
using the NEXT &

PREVIOUS buttons

Prevenss 20 eniks bt 20 Peous ﬂ

Fig. 7.27.3 The results of a vehicle search

7.28 Analytical Audit Trails

Using FLINTS 1 and 2 can involve navigating many inferential links between peo-
ple, crimes, events, places and times. For example, a user may begin by searching
for a suspect for a series of crimes but soon find themselves navigating links that
change their priorities or produce unexpected opportunities to discover new issues
of interest. The speed with which the system searches, retrieves information and then
presents graphical charts can result in users “losing their way”. Users can navigate
so many links and find so many opportunities within charts that it can be diffi-
cult to know where the evidence trail started and how they arrived at a particular
conclusion.

An audit trail has been built into the system to help users manage this potential
confusion. This function can be activated by the user and will record as well as
present audit trails. Figure 7.28.1 is an illustration of a simple audit trail. Audit
trails can become long lists of links, depending on the analysis.

The function serves two purposes: First, it helps the analyst to maintain a log
of analytical activity that allows the user to “backtrack” through the analysis. The
analysis can also be repeated by following the audit trail if the occasion arises.
Second, the function can help others to check how a particular conclusion was
arrived at. For ease of interpretation, the example presented here is a simple one —
but is nonetheless a real audit trail from FLINTS. In Fig. 7.28.2 we can see an
example of a complex network of links between 37 suspects. The suspect at the
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Fig. 7.28.1 The hierarchy of

links in a network of
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centre of the chart is called “Barker”. The chart represents a series of links begin-
ning with Hudson, then Smythe, Arnold, Chance and finally Barker. The original
search began with Hudson, but by navigating only three more steps the analysis
ended with an extensive network of linked criminals and crimes.

A valid question at this point might be: “What benefit has been gained by this
approach?” The answer is that at each level of search, a different chart was viewed
(similar to the one in Fig. 7.28.2). This approach can give many different perspec-
tives and insights into many networks involving suspects, crimes, locations and
chronologies. Each of the five suspects from Hudson to Barker was viewed as a sep-
arate step in an analytical chain of reasoning. Each suspect, from Hudson through
to Barker, became a central node at each stage in the process. That is, they became
a central focus of the analysis, and all links known to exist between crimes and
suspects were displayed in a chart.

Those charts also appear similar to the one illustrated in Fig. 7.28.2. At each
stage, therefore, the analyst can decide where the analysis will journey next, and by
which route. Different routes will provide different results and different links. Many
unknown features and characteristics of networks between suspects and crimes
could be discovered in this manner.

Another answer to the question would be that Fig. 7.28.2 has four links between
suspects and burglary crimes (indicated by arrows). The suspects linked to these
crimes have been linked by means of forensic evidence and are thus liable to be
arrested on suspicion of committing those crimes. The hypothesis is that they had
the “opportunity” to commit those crimes. However, there are indirect links between
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Fig. 7.28.2 List of links and hypothesis summary

other suspects and these crimes that may indicate different hypotheses. We could,
for example, draw inferences about which suspects might be acting together in crime
and which are not. These hypotheses can then be tested by performing other ana-
Iytical work. This is an example of the way in which the system acts as a generator
and tester of hypotheses. Some may be substantiated and some may not, but the
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important thing is the ability to ask the question. In this example (Fig. 7.28.2),
we could formulate a hypothesis that Barker, Chance and Arnold have been acting
together as burglars. There is direct evidence of a link between Chance and Arnold
and one burglary. Other hypotheses of equal validity could also be formulated, but
from even this brief analysis, Barker has already become a suspect of great interest
to us.

There are seven links to crimes of burglary in this chart, of which three are
linked directly to Barker and four are linked indirectly via another suspect. The
chart presents many hypotheses for testing the possible involvement of Barker and
others in crime as well as many opportunities for intelligence generation. Recording
the way in which the chart was navigated might prove important to those we seek to
persuade subsequently of the validity of our logic.

The potential to develop evidence marshalling can be appreciated if Fig. 7.28.2
is considered in the light of potential developments. In FLINTS 1 it was already
possible to have a snapshot of all the links in FLINTS 1 at a given point in time
using a set of predetermined attractors. For example, it was already possible to
ask FLINTS 1 a complex question using several objects as attractors in a truncated
chain.

The ability to navigate very complex layers of information and follow direct and
indirect links like these using the powerful visualisation techniques demonstrated
by FLINTS 1 and 2 provides great potential for the development of future systems.
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