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Abstract In this paper we proposed a method for generating the cancelable fin-
gerprint template using spiral curves by constructing contiguous right angled tri-
angles using the invariant distances between reference minutia and every other
minutiae in fingerprint image, then projecting onto a 4D space, features transformed
using DFT. The proposed approach experimented by using the FVC database. The
approach attains the primary needs diversity, revocability, security of biometric
system. Performance is calculated using metrics GAR, FAR, and EER.
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1 Introduction

Biometrics gained its popularity in secure authentication in comparison with tradi-
tional based methods of remembering tokens and passwords [1]. Biometrics traits are
inextricably bound to individual’s identity [2] and need not to remember. However,
biometrics will be same forever, once compromised can not be reissued or canceled
[1], thus violating user privacy. If biometrics lost everything lost. Individuals face
threat to their physical existence as they can not be kept away from theft. This has
raised problems and challenges in security and regarding protection of one’s identity.
Hence, there should be a biometric technique that ensures security and privacy. Any
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cancelable biometric method must meet the following characteristics [1]
(i) Diversity, (ii) Revocability, (iii) Non-invertibility and (iv) Performance.

There are four categories of attacks [3] at sensor module, interface module,
software module and database module. Irrevocability of template makes it more
dangerous and violates user’s privacy. Therefore, need of biometric technologies to
provide increased security and privacy protection. The template protection schemes
are broadly categorized into cancelable biometrics and biometric cryptosystem [3].
Cancelable biometrics is about to transform the features into irreversible template.
The two approaches, namely biometric salting (blending user specific information
like password or token with biometric data to generate a new template) and
non-invertible transforms (transform original biometric data into irreversible tem-
plate) are under cancelable biometrics. On other side, Biometric cryptosystem
serves by securing cryptographic key with help of biometric data (key binding) or
generating cryptographic key (key generation) [3] from biometric data.

The rest of paper is organized as follows: In Sect. 2, discussion regarding the
related work done on cancelable biometrics. Section 3 explains about the proposed
model. Section 4 explains the experimental setup and analysis of the model in terms
of the performance characteristics of cancelable biometrics. Conclusions are dis-
cussed in Sect. 5.

2 Literature Review

Reconstruction of original fingerprint image from minutiae set was proved [4].
Later a many methods have come for reconstruction of fingerprint image from
minutiae [5–7]. Because of feasibility to inversion, it is not secure to keep the
original fingerprint features as biometric template. As an alternative layers of
protection could be applied to original fingerprint to convert into new form. But,
performance is generally degraded when transformations applied [8]. Preserving the
performance while applying transformations being a challenging task.

In literature, there exists direct minutiae transformation and indirect minutiae trans-
formation. In first case the original location and orientation are taken directly for further
use; invariant features taken in later case. For feature transformation, [8] proposed first
method to generate biometric template usingnon-invertible transform functions, namely
Cartesian, polar and surface-folding transformation. Though the three transformations
claimed to be non-invertible, later an approach [9] reveals the invertibility of surface
folding transformation if parameters and transformed template are known.

In method [10], a 3D array taken, for each reference minutia other minutiae are
translated and rotated. Each cell is marked as ‘1’ if it contains more than one
minutiae falling in each cell, otherwise ‘0’. For same key scenario the performance
degraded significantly. A method alignment free fingerprint template [11], the
calculated invariant feature set is given as input to user specific transformation
function to derive parameters, which can be used to generate cancelable template.
Generation of revocable fingerprint template using minutiae triplet [12]. Similarly,
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revocable fingerprint template generation [13] by taking four invariant features
from minutia pair and then using histogram binning [14].

Pair polar coordinate based scheme [15] explores the relative relationship of
minutiae in a rotation and shift-free pair-polar framework. Non-inversion is attained
through many-to-one mapping relation. The method based on densely
infinite-to-one mapping (DITOM) technique [16] elaborates the three features, then
quantized, hashed, and binarized using histogram binning. Method based on cur-
tailed circular convolution [17] where generation of random sequence using user
specific key, L-point Discrete Fourier Transform (DFT)s of bit-string and random
sequence independently, then taking inverse DFTs on the product of DFTs gen-
erated. Considered the points as template after removing first p-1 points.

The work of multiline code (MLC) [18] enhanced [19] by taking mean distance
of minutiae falling in each semicircle region along the lines. Performed quantization
to get bit-string, then permutation of resulted bit-string using user key. Multiline
neighboring relation [20] by constructing rectangles with different orientations,
followed by determining invariant distances and relative orientations, then pro-
jecting on to 2D plane, then transformation using DFT to get template.

3 Proposed Method

The steps involved in proposed method are as follows:

1. Construction of spiral curves.
2. Projection on to 4D space and bit-sting generation.
3. Feature transformation.
4. Matching.

3.1 Construction of Spiral Curve

Fingerprint feature extraction from impression. The minutiae set N ¼ ½xi; yi; hi�k1,
where k represents minutiae count in fingerprint image. Choose a reference minutia
from the set, N.

1. Find out the rotation and translation invariant distance between reference
minutia, ðxr; yr; hrÞ and the every other minutiae ðxi; yi; hiÞ in image.

xTi
yTi

� �
¼ cos hr � sin hr

sin hr cos hr

� � ðxi � xrÞ
�ðyi � yrÞ

� �
ð1Þ

Based on the calculated values xTi and y
T
i , distance is evaluated dri ¼

ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
xT2

i þ yT2

i

q
.
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2. Sort the distances in ascending order, take n number of least distances to draw
contiguous right angled triangles taking distances as hypotenuses of triangles
[21]. For first triangle, the base distance is taken as specific value d0 and the
same is added to every distance as shown in Fig. 1a.

3. The other side of triangle, li as shown in Fig. 1a is calculated using Pythagoras
theorem. We keep the distance li, angle at vertex as center ai, area Ai of each
triangle as shown in Fig. 1b and the actual orientation of corresponding minutiae
hi as feature set for further use.

4. For each reference minutia, ðxr; yr; hrÞ we represent the feature set as Lr ¼
½lr1; h1; ar1;Ar1�; ½lr2; h2; ar2;Ar2�; . . .½lrn; hn; arn;Arn�½ �; where lij; aij;Aij indicates
the metrics taken for each triangle, hj indicates the orientation of corresponding
minutia from which we have taken invariant distance to reference minutia, n is
the number of minutiae taken after sorting the distances.

5. Repeat the steps 1–4 for each other minutiae in minutia set, N of a fingerprint.
Thus fingerprint template contains L ¼ ½L1; L2; L3; . . .; Lk� where k refers
minutiae count in fingerprint image.

Here, in the feature set we are storing metrics of each triangle and orientations of
minutiae. From the feature set we can not find the position and orientation of
minutia in the fingerprint image.

3.2 Projection on to 4D Space and Bit-Sting Generation

We generate bit-string by using space based quantization. Each Lr is a vector of
order 4, Lr ¼ ðlij; hj; aij;AijÞ, can be plotted on a 4D-space by taking distance,
orientation, angle and area along 4 axes in space with ranges in [0 k], [0 360], [0 90]
and [0 D] respectively, where k is maximum distance and D is maximum area. The
cells of 4D-space are partitioned into sizes cx, cy, cz and cw along axes [10]. The
number of cells in the plane are A� B� C � D where A ¼ maximum distance

cx

� �
,

B ¼ 360
cy

j k
, C ¼ 90

cz

j k
and D ¼ maximumarea

cw

� �
. Here :b c represents the floor function.

The template L is mapped to 4D space. Then we will know which cell contains
which points on the plane using the Eq. 2.
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Fig. 1 a Construction of
spiral curve for reference
minutia. b Metrics in triangle
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� �
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� �

2
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where xi; yi; zi and wi indicate the x, y, z and w indices on 4D space, cx, cy, cz and
cw represents the dimensions of each cell. By visiting each and every cell of 4D
space we will get a binary string by taking ‘1’ for one or more point falling onto a
cell, otherwise ‘0’. So the length of bit-string will be I = A� B� C � D.

3.3 Feature Transformation

The generated bit-string need to be transformed into non-invertible template for
protection. Apply Discrete Fourier Transform on bit-string (Hw) to transform into a
complex vector. Performing I-point DFT on Hw, we get frequency domain complex
vector, Fi into I � 1 vector. F ¼ ½F0;F1;F2; . . .;FI�1�. Multiply the user specific
random matrix R with complex vector F to transform into non-invertible template T
[16]. ½T�p�1 ¼ ½R�p�q½F�q�1. Here q = I, the size of bit-string and p\q. Thus T is a
transformed vector of order p� 1. While at verification we use the same user key to
generate the random matrix and then to generate transformed template.

3.4 Matching

Local matching In Local matching, we compare template locally by matching
each spiral curve data in enrolled template with every spiral curve data in query
template. Fingerprint transformed templates at the time of enrollment and query are
represented as E ¼ ½E1;E2;E3; . . .;Em� and Q ¼ ½Q1;Q2;Q3; . . .;Qn�. Then the
distance between both of Ei and Qj is calculated using Eq. 3

dðEi;QjÞ ¼ kEi � Qjk2
kEik2 þ kQjk2

ð3Þ

where k:k2 indicates 2-norm or euclidean norm. Then the matching score can be
found using SðEi;QjÞ ¼ 1� dðEi;QjÞ. The matching score will come in range of
[0 1]. Matching is done according to [19, 20]. To prevent double matching we
re-evaluate similarity matrix. SðEi;QjÞ ¼ SðEi;QjÞ if SðEi;QjÞ is maximum for
j 2 ½1;m� and i 2 ½1; n�, otherwise 0.
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Global matching In global matching we take the maximum similarity score of the
template comparison using Eq. 4. Here W indicates the count of non-zero values in
SðEi;QjÞ, m and n are minutiae counts in respective enrolled and query templates. If
score is 1, refers exact match and 0 refers mismatch.

MS ¼

Pm
i¼1

Pn
j¼1

SðEi;QjÞ

W
ð4Þ

4 Experimental Results and Analysis

For experimental testing database collected at Fingerprint Verification Competition:
FVC2002. Each DB1, DB2, DB3 contains 100 users with 8 samples each. We took
2 impressions per each user. Neurotechnology Verifinger SDK used to extract
features. False Rejection Rate (FRR), Genuine Acceptance Rate (1-FRR), False
Acceptance Rate (FAR), Equal Error Rate (EER) are measures of performance [1].
FRR is the ratio of total false rejections to total identification attempts or the
probability of rejecting a similar image as impostor. FAR is the ratio of total false
acceptances to total identification attempts or the probability of accepting dissimilar
image as genuine. EER is the value when FRR and FAR are equal. Genuine
Acceptance Rate is accepting similar image as genuine.

In the method we have taken minutiae points as center for drawing spiral curves
instead of singular points [21] which may not be available in all images. Considered
only 4 smallest distances instead of all distances for each reference minutia to
reduce complexity. In quantization after fine tuning cx, cy, cz and cw are fixed. In
different key scenario we got EER value 0 %. For same key scenario EER values
are shown in Table 1. Figure 2 refers the error rate for FVC2002. Receiver
Operating Characteristic (ROC) curve for FVC2002 DB1, DB2 and DB3 as in
Fig. 3, shows that low recognition rate for DB3 relative to DB1 and DB2 because of
low quality images. The proposed model ensures the revocability and diversity by
changing user key to generate multiple templates which can not be matched. Using
different keys 100 transformed templates are generated from a same image on
FVC2002 DB2 and matched with enrolled image to find pseudo-imposter

Table 1 Equal error rate for
same key scenario

Methods FVC2002

DB1 DB2 DB3

Ahmed et al. [15] 9 6 27

Yang et al. [22] – 13 –

Jin et al. [13] 5.19 5.65 –

Proposed method 7.85 5.29 17.55
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distribution. As shown in Fig. 4 pseudo-imposter distribution is clearly separated
from genuine distribution. In security perspective it is inconceivable to regress
original image from a stolen template. Even if adversary knows the spiral curves of
each reference minutia, the position of reference minutia and orientation can not be
found to try the possibilities to put neighboring minutiae around it.
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5 Conclusion

We proposed a technique to protect fingerprint template. We represented the spiral
curves model [21] in different perspective by considering minutiae points as center
to shell. We then taken information from triangles to project on to the space based
quantization to get bit-string, and then generated cancelable templates. This method
meets requirements security, revocability and diversity of biometric system. EER
for different key scenario is 0 %. EER for FVC2002 DB2 is 5.29 %.
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