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Abstract Digital watermarking at the least significant bit (LSB) for copyright
protection is proposed in this paper based on the saliency map. The projected
algorithm can embed more information into less perceptive areas within the original
image determined by Itti-Koch saliency map. It gives a concept of the areas which
has excellent data hiding capacity in an image. The area/region with less percep-
tibility denotes the most insignificant region from the aspect of visibility in an
image, so any modification within these areas will be less evident to any observer.
Here the algorithm is being evaluated by means of imperceptibility and robustness.
Thus images embed with a watermark will project higher bit capacity.
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1 Introduction

With the advancement of technology in today’s world, new ideas are coming up every
day—both constructive and destructive. These days, digital information can be
replicated and reproduced with an ease. To prevent this treachery, few methods are
implemented to retain the originality and digital watermarking is one of them [1]. Itis
a proficient mechanism for copyright protection of digitalized information. In this
process data is hidden within an object by some unique ways so that others can’t reach
to the original data and later on the data can be extracted by the owner itself [1, 2].
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The proposal of this paper is regarding digital image watermarking technique
based on Itti-Koch saliency map of an image in which the watermark will be
implanted in the less prominent areas of that image. Saliency map signifies visual
saliency of a consequent visual sense topographically. It facilitates in evaluating the
imperceptibility of an image along with its data embedding capacity. In this pro-
posed technique data hiding is the maximum at those positions where perceptibility
is low [3, 4]. By adaptive least significant bit (LSB) substitution technique, the
watermark is implanted within the original image [5]. As the bits of watermark are
implanted at least significant locations of image, imperceptibility is superior. The
data is hidden at numerous places and more than one time to improve the robustness
and data hiding capacity [2].

This preliminary introduction about the proposed work is followed by some
other sections like description of steps of watermark embedding and the extraction,
followed by experimental results and discussions, finally conclusion and reference.

2 Watermark Embedding and Extraction

The process of digital image watermarking proposed here aims to attain the trade-
off between robustness and imperceptibility of the watermarked image i.e. the
original image embedded with the watermark, through increasing the data hiding
capacity by embedding multiple copies of the logo in an effective way [5].

Figure 1 shows the process of encrypting a watermark in an image:

At first the Saliency Map of the original image is produced. Here Itti-Koch
algorithm has been followed to produce the map. Hiding capacity estimation is
done based on the previous map and main regions where the watermarks can be
hidden are approximated. Based on the hiding capacity of the image, the watermark
is embedded into it by adaptive LSB replacement process. More bits of the original
image are replaced by the bits of the watermark where the original image is more
inconspicuous. Thus the Watermarked image is obtained.

Figure 2 provides a scheme of the process of decoding a watermark form a
watermarked image.
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Fig. 2 Block diagram of
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Saliency map of the original image is produced and hiding capacity estimation of
the original image is done as it was done in the encoding process. On the basis of
original image & hiding capacity in the original image, LSB is extracted from the
pixels of the watermarked image. Adaptive symmetry of the bits of the same order,
extracted from different regions of the watermarked image derived from saliency, is
computed to retrieve the binary watermark.

2.1 Watermark Embedding and Extraction

The architecture for Itti-Koch model [6] is presented in Fig. 3.

The model unites multi-scale image features into a solo topographical saliency
map in a bottom-up approach. Visual pre-processing (presented within the marked
enclosure), for every pixel in the pyramid, three color channels R, G, B are gen-
erated. Four Gaussian pyramids R(a), G(o), B(0), I(0) are created from these color

channels, where I = r+%+b’ r, g and b are the colors. The projected approach utilizes

grayscale images, to obtain the saliency map. Therefore all the three color channels
are assigned as gray channels.

In mammals the sensitivity of intensity and contrast is detected by the neurons
that are sensitive either to dark centers on bright surroundings or vice versa, is
computed in a set of six maps and the center-surround is implemented here as the
difference between center and surround scales.

Orientation feature maps encode local orientation contrast between the centers
and surround scales. The feature maps are combined into three conspicuity maps,
for Intensity, C for Color, O for Orientation. This three conspicuity maps are
normalized and summed to find out the ultimate output S, the saliency map.

S==(N(I)+N(C) +N(0)) (1)

W[ =
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Fig. 3 Architecture of Itti and Koch model

2.2 Hiding Capacity Estimation

From the produced saliency map, a hiding capacity estimation map is prepared by
using high embedding potency in less perceptible saliency areas and a low
embedding potency in areas of more perceptible saliency areas, to acquire enhanced
watermark invisibility and to improve the hiding capacity of the embedded
watermark.

Stempm = mln(sm) (2)
where, m < S, < (m + 1) x 0.10; form = 0 (3)

and Stempm = max(sm) (4)
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where, (m x 0.10) < S, < (m x 0.25); form = 1, (5)
((m —1) x 0.25) < S,, < (m x 0.25); for 2 < m < 3, (6)
((m—1) x 025) <S,, < (m x 0.25); form=4 (7)

where S,, is the Saliency map of original gray-scale image. I,,

2.3 Encoder and Decoder

Let the original gray-scale image be I,, of size C x D and W, be the binary
watermark with size of P x Q and illustrated as:

I, = {X(a,b)};0 <a <C,0<b < D, X(a,b) €{0,1,...,255}  (8)
Wy = {Y(i,))}; 0<i<P,0<j<Q Y(ij) € {01} )

Dy, is the function for Decimal to Binary conversion and 5, is the function of
converting Binary to Decimal.
The adaptive LSB watermarking is defined as functions (F e, Fsec)-

Dy{Iom} = Bl,, (10)
BIDm(OvM) =W, (ll)
where M <7 — (4+m) and M is a positive integer with m = {0, 1,2, 3}
The watermark is implanted only once for every region i.e. Symp,, -
So here,
fenc : Bd{BIOm O,M} - Iw (12)

1,, is the watermarked image of size C x D.

Likewise, for decrypting the watermark, Sepp,,, 1o, and 1, are compared to get
the region where the watermark has been concealed for every value of m. Let the
region be

Ewm = {Ewm(p,q)}; where 0<p<P,0<q<Q, Ewm(p,q) € {0,1,...,255}
(13)

Db{gwm} = Bgm (14)

Now if Count,, be the function to count binary ‘0’ and ‘1’ in LSBs of each pixel
of &, in the following manner and the function returns the value of majority to
Cpir,, Where
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Crit,, = {Cbir, (g,h)}; Where 0 < g <P, 0 < h<Q,Cpi,(g,h) € {0,1}  (15)

Then,
For m = 0 and S¢p = 0;

Chir. = County{BEn(0,3), BEW(0,2), BEW(0,1)} (16)

For m =1 and Sy, = 0.25;

Cpi, = Count,,{BE,,(0,2), BE,,(0,1), BE,,(0,0)} (17)
For m =2 and S,.pp, = 0.50;Cpiy,, = {BE(0,1)} (18)
For m =3 and Sienp, = 0.75; Cpir,, = {BE,(0,0)} (19)

Count be the function to count binary ‘0’ and ‘1’ for value at the same positions
for Cpis, , Chir, , Cpir, and the function returns the value of majority to

C=C(g,h);Where 0< g<P,0<h<Q, Cpi(g,h) € {0,1} (20)
Then,
C= Count{Chit3,Cbi,2, C},m} (21)

where C is the decrypted binary watermark.
Hence, following the above processes we get:

Faee : Ly — C; Where C = W,,. (22)

3 Results and Discussion

The segment reports the experimental outcomes which have been evaluated through
comparative study between the earlier methods and the proposed technique. To
study the performance of the proposed algorithm by means of imperceptibility,
robustness and hiding capacity, four regularly accessible grayscale test images of
size 256 x 256 and single binary watermark image of dimension 16 x 16 are used.
The binary watermark image is given in Fig. 4 and the test gray scale images are
given in Fig. 5. Figure 6 shows the saliency maps for original grayscale images and
Fig. 7 stands for hiding capacity estimation based on the saliency maps where
different shades represent different hiding capacity. The black region represents the
less perceptible saliency region whereas the white region represents the most per-
ceptible saliency region. Figure 8 illustrates the watermarked Images.
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Z

Fig. 4 Binary watermark (logo)

(i) Barbara (i1) Cameraman (iii) Lena (iv) Peppers

Fig. 5 Original grayscale images

EEER

Fig. 6 Itti-Koch saliency maps of original grayscale images

WA

Fig. 7 Hiding capacity estimation based on the saliency maps

Fig. 8 Watermarked images
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Table 1 The performance results of imperceptibility

Original SNR |PSNR |MSE |IF |LMSE UIQI |MSSIM |NQM |AD MD
image

Barbara 46.19 |52.13 [0.398 |1 |0.0014 0.999 [0.9995 |46.189 |0.0313 |15
Cameraman | 46.93 |52.51 [0.365 |1 |8.5392¢—004 |1.000 |0.9991 |46.930 |0.0330 |15
Lena 46.55 |52.15 [0.396 |1 |0.0029 0.999 [0.9997 |46.550 |0.0293 |15
Peppers 4399 [49.57 [0.718 |1 |0.0021 0.999 [0.9997 |43.985 |0.0557 |15

Table 2 Results for robustness

Name of attacks NCC SM PCC WDR WPSNR Ml

Contrast 1 1 0.999 —13.533 26.420 0.0330
Crop 1 1 1 —Inf Inf 0.0341
Gaussian noise 0.916 1 0.999 —10.065 25.053 0.0329
Negative 1 1 1 —Inf Inf 0.0341
Scaling 1 1 1 —Inf Inf 0.0341
Rotation (15°) 0.931 1 0.999 —8.603 24.207 0.0323
Rotation (180°) 1 1 1 —Inf Inf 0.0341
Salt and pepper noise 0.975 1 0.999 —16.085 32.430 0.0337

Imperceptibility, in this context, refers to the invisibility of the embedded
watermark in the test or original images without corrupting the perceptual quality of
watermarking [2, 4, 5]. Table 1 tabularizes the number of quality measures required
to check the imperceptibility of the watermarks in the watermarked images.

A considerable degradation of quality or information loss will occur if any
means of intentional or unintentional processing is applied on the image. Table 2
presents the average results of performance against different attacks comparing the
original watermark and the watermark extracted from the watermarked images
under attack. Figure 9 provide recovered watermarks after different image
impairments.

To validate the performance of the proposed scheme, a comparison among
different algorithms is presented in Table 3. The assessment verifies that the pro-
jected approach offer improved imperceptibility and better capacity.

- - . . L =
EA 4 A
Q) (i) Gi) Gv) (v (i) (vii)  (viii)
(i) Contrast, (ii) Crop, (iii) Gaussian Noise, (iv) Negative, (v) Scaling, (vi) Rotation(15°)
(vii) Rotation(180°), (viii) Salt & Pepper Noise

Fig. 9 Recovered watermarks after different image impairments
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Table 3 The performance comparison

Sl. no | Method PSNR Avg. capacity
(dB) (bpp)

1 Proposed method 52.51 33

2. Optimal LSB substitution by dynamic prog. [7] 38.34 3

3. Pair wise LSB matching by immune 35.05 2.25
programming [8]

4. Mielikainen’s method [9] 33.05 2.2504

5. Optimal LSB pixel adjustment process [10] 34.84 4

4 Conclusion

In proposed technique saliency map is used as a classifier to distinguish feature of
an image based on perceptibility which helps to secure imperceptibility along with
robustness of an image. The experimental conclusion implies that the algorithm
stand against various attacks with superior hiding capacity. Comparison of the
technique with some state of the art technique recommends that projected scheme
can be an efficient tool for copyright protection and authentication. Other algo-
rithms may be used in future other than LSB replacement to increase the effec-
tiveness of the watermarking efficiently.
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