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Abstract Mobile ad hoc network is prone to denial of service attack. Jellyfish is a
new denial of service attack and is categorized as JF Reorder Attack, JF Periodic
Dropping Attack, JF Delay Variance Attack. In JF Periodic Dropping Attack, intruder
node intrudes into forwarding group and starts dropping packets periodically. Due
to JF Periodic Dropping attack, the delay in the network increases and throughput
decreases. In this paper a comparative performance analysis of three reactive rout-
ing protocols i.e. AODV, DSR and TORA used in mobile ad hoc network under
JF Periodic Dropping attack is done. This work is specially done for multimedia
transmission i.e. video and voice. If we have a mobile ad hoc network in which prob-
ability of occurrence of JF Periodic Dropping attack is high and also if it requires
time efficient network multimedia service for information exchange then TORA pro-
tocol is to be chosen. If it requires high multimedia throughput and consistent service
in the network then AODV protocol is recommended. An algorithm has been pro-
posed depending upon the analysis done particularly for multimedia transmission
in MANET which will help in choosing the best suited protocol for the required
network parameters under JF Periodic Dropping attack.
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1 Introduction

An intruder can easily access mobile ad hoc network because of weak defense mech-
anism and high mobility of nodes. Multimedia transmission includes streaming of
multimedia to an end user by the provider. It mainly includes voice and video trans-
mission. MANET assailable to JF Periodic Dropping attack increases the end to end
delay between selected packets in a flow with any lost packets being ignored. This is
called Jitter which increases under the above mentioned attack leading to degradation
in the quality of the media being transmitted. In this paper the impact of presence of
JF Periodic Dropping attack on the performance of network transmitting multimedia
is analyzed. Comparative analysis of the three routing protocols i.e. AODV, DSR and
TORA used for the transmission of multimedia for various network parameters is
done. Section?2 includes the literature review about different kinds of work done by
various authors in area related to JellyFish attacks. The novelty of the proposed idea
is discussed in Sect. 3. In Sect. 4 a brief introduction to JellyFish attack is given. The
methodology and experiment design of this work is discussed in Sect.5. Section 6
contains performance parameters and results. Section7 includes the algorithm for
protocol prediction designed on the basis of results obtained followed by conclusion,
future work and application of the work done in Sect. 8.

2 Literature Review

Paper [1] discusses about techniques for resilience of denial of service attacks on
a mobile ad hoc network focusing on JellyFish attacks. The throughput of network
under JellyFish attacks introduced here is calculated. Techniques to protect MANET
i.e. flow-based route access control (FRAC), Multi-Path Routing Source-Initiated
Flow Routing, Sequence Numbers etc are discussed. In [2] authors calculate the
performance of MANET under black hole attack using AODV routing protocol with
HTTP traffic load. In [4] authors explain various attacks on a mobile ad hoc network
corresponding to different MANET layers and they also discuss some available
attack detection techniques. They give a brief idea about JellyFish attack. In [5]
the performance of different routing protocols for multimedia data transmission over
vehicular ad hoc networks is done. The focus was put on the performance evaluation
metrics that were used in simulations. Three popular routing protocols were selected
for the evaluation: two reactive (AODV, DSR) and one proactive (OLSR). In [6]
authors develop an algorithm that detects the Jellyfish attack at a single node and that
can be effectively deployed at all other nodes. A novel metric depending on reorder
density is proposed and comparison table is given which shows the effectiveness of
novel metric which helps protocol designers to develop the counter strategies for
JF attack. The main objective of [7] is to analyze and compare the performance of
Preemptive DSR and temporarily ordered routing algorithm (TORA). It discusses the
effect of variation in number of nodes and average speed on protocol performance.
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It concludes that PDSR outperforms TORA in terms of the number of MANET
control packets used to maintain or erase routes. TORA is a better choice than PDSR
for fast moving highly connected set of nodes. In [8] an attempt has been made to
compare the performance of two prominent on demand reactive routing protocols
for MANETS: ad hoc on demand distance vector (AODV), dynamic source routing
(DSR) protocols. It concludes that if the MANET has to be setup for a small amount
of time then AODV should be preferred due to low initial packet loss. If we have to use
the MANET for a longer duration then both the protocols can be used, because after
sometime both the protocols may have same ratio of packet delivering. But AODV
have very good packet receiving ratio in comparison to DSR. In [10] the performance
of DSR and TORA routing protocols is calculated using the OPNET simulator.
It concludes that delay experienced with mobile nodes employing DSR routing is
higher than that of fixed nodes. Delay experienced with fixed nodes employing TORA
routing is higher than that of mobile nodes. In [12] authors discuss the most common
types of attacks on MANET, namely Rushing attack, Blackhole attack, Neighbor
attack and JellyFish attack. They simulate these attacks and calculate parameters
such as Average end-to-end delay, Average throughput etc. In Paper [13] JellyFish
and Black hole attacks are discussed. Authors calculate the impact of JF on the system
performance i.e. Throughput etc. They introduce three factors: mobility, node density
and system size and calculate the effect of these factors on fairness to receive packets
under the presence of various number of JF attackers. They observe that the effect
of mobility is more under the absence of JF attackers and fairness reduces when we
increase mobility.

3 Problem Definition and Novelty

Previously many authors have analyzed the performance of various MANET proto-
cols for multimedia transmission. In this paper the performance analysis of the most
popular reactive routing protocols in the multimedia transmission under JF Periodic
Dropping attack is done followed by an algorithm used for selecting the best suited
routing protocol for transmitting multimedia with the desire network parameters.

4 JellyFish Attack

JellyFish attack is related to transport layer of MANET stack. The JF attacker disrupts
the TCP connection which is established for communication. JellyFish (JF) attacker
needs to intrude into forwarding group and then it delays data packets unnecessarily
for some amount of time before forwarding them. Due to JF attack, high end to end
delay takes place in the network. So the performance of network (i.e. throughput
etc) decreases substantially. JF attacker disrupts the whole functionality of TCP, so
performance of real time applications become worse. JF attack is further divided into
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Fig. 1 MANET under normal flow

three categories- JF Reorder Attack, JF Periodic Dropping Attack, JF Delay Variance
Attack.

4.1 JF Periodic Dropping Attack

In this attack the JF attackers drop all packets for a short duration of time. Thus JF
nodes seem passive in nature and do not generate traffic themselves. JF nodes drop
packets for only a small fraction of time due to dropping of packets the performance
becomes worse [1].

5 Methodology and Experiment Design

For experimental purpose we simulate a mobile ad hoc network under JF Periodic
Dropping attack for three reactive routing protocols i.e. AODV, DSR and TORA
using Opnet modeler. We are using the following two simulation scenarios in this

paper:
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Fig. 2 MANET under jellyfish attack

In Fig.1 we use 10 mobile nodes and build a scenario without any JF attacker
showing a normal flow of traffic. In Fig.2 we use 10 mobile nodes and build a
scenario with two JF Periodic Dropping attackers. JF attackers are shown in red
label i.e. attacker 1 and attacker 2. All scenarios are simulated using AODV, DSR
and TORA protocols.

The experimental design setup is used to examine the performance of three reac-
tive routing protocols under JF Periodic Dropping attack in MANET transmitting
multimedia data.

5.1 Experiment Design Parameters

5.1.1 Common Parameters

Implementations of JF Periodic Dropping Attack

The normal packet forwarding rate is 100,000 packets per second and simulation
time is ten minutes. To simulate JF Periodic Dropping attack the time of periodic
dropping is taken to five minutes. During other five minutes there is normal flow.
Given two scenarios are simulated under routing protocols i.e. AODV, DSR and
TORA (Table 1).
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Table 1 Common parameters used in simulation

A. Katal et al.

Parameter Value

Platform Windows XP SP2
Simulator Opnet modeler 14.5
Area 500 x 500 m (Fix)
Network size 10 nodes

Mobility model 20 m/s (Fix)

Traffic type Video and Voice both
Simulation time 10 min

Address mode Only IPv4

Ad Hoc routing protocol AODV, DSR, TORA
AODYV, DSR, TORA, TCP parameters Default

JellyFish attackers
Attacking scenario

Packet size (bits)

Zero attacker for normal flow (Scenario 1)
Two attackers (Scenario 2)

For 5 min, normal flow

For 5 min, flow under JF packet dropping
Exponential (1024)

Table 2 End-to-end delay and throughput

Parameters End-to-end delay (s) Throughput (bps)

Protocol Normal flow Normal flow Under attack
AODV 6.72 51573.91 41517.39
DSR 7.74 25832.07 19263.31
TORA 6.87 21714.92 16903.32

5.2 Results

In simulation we take following statistics of the network: End-to-end Delay (msec),

Throughput (bps).

Figure 3 shows end-to-end delay with normal flow (zero attackers) and also in
the presence of JF attackers for all given three protocols. Figure 4 shows throughput

Fig. 3 End-to-end delay
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Table 3 Impact of JF periodic dropping attack on end-to-end delay and throughput
Protocol % of Decrement in throughput (bps) % of Increment in end-to-end delay (Sec)
AODV 19.50 20.66
DSR 25.43 25.00
TORA 22.16 18.89

(bps) with normal flow (zero attackers) and also in the presence of JF attackers for
all given three protocols.

Figure 5 shows impact of JF Periodic Dropping attack on end-to-end delay and
throughput for all given three protocols.

6 Protocol Prediction Algorithm

enum protocol set => { AODV,TORA,DSR}
enum service set => {Throughput Efficient, In Time}
if service = Throughput Efficient then
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select_protocol = AODV
otherwise if service = In Time then

select_protocol = TORA
otherwise

select_protocol = DSR

Complexity Analysis:

The complexity of protocol prediction algorithm comes to be © (1) in combina-
tion with the complexity of AODV, TORA or DSR. We can say the complexity of
the above algorithm comes in the order of the complexity of the AODV, TORA
or DSR.

The above algorithm designed is basically used for choosing the appropriate reac-
tive routing protocol out of the set of three protocols i.e. AODV, DSR and TORA for
efficient multimedia transmission depending upon the network parameter require-
ments that is throughput efficiency and in time delivery.

7 Key Findings

Here, we try to evaluate the performance of three reactive protocols i.e. AODV, DSR
and TORA which are implemented in mobile ad hoc network under the presence of
JF Periodic Dropping attack for multimedia transmission. Some of the observations
are as:

e The performance of DSR is worst for both the network parameters i.e. throughput
and delay in multimedia transmission (as shown in Table 2).

e In multimedia transmission a throughput efficient service is provided by AODV
protocol as compared to DSR and TORA. The % of decrement in throughput for
AODV is 19.50 as compared to DSR and TORA which are having a decrement of
25.43 and 22.16 respectively (as shown in Table 3).

e Multimedia time demanding service must use TORA protocol as TORA proves to
be more efficient under JF Periodic Dropping attack with a % increment of end-
to-end delay of 18.89 as compared to AODV and DSR which are having 20.66
and 25.00 respectively (as shown in Table 3).

8 Conclusion

If we have a mobile ad hoc network in which probability of occurrence of JF Periodic
Dropping attack is high and we want a good time efficient network multimedia
service then we have to choose TORA protocol whereas good throughput multimedia
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service should make use of AODV protocol (as shown in Table 3). Depending upon
these results the protocol prediction algorithm is proposed which efficiently chooses
the required protocol for multimedia transmission.

Here we take mobility and system size as constant, if we change these two factors
then performance may vary. So this work can be further extended to calculate the
performance of MANET under varying mobility and system size.

There are certain applications which can bear the time inefficiency but require
high throughput service as in case of virtual classrooms where the student can attend
lectures even when they are not sitting in the campus class whereas in case of Warfield
the time efficiency would be important as compared to throughput. Depending upon
these different requirements for different scenarios we recommend AODYV for virtual
classrooms and TORA for Warfield applications.
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