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Abstract: Several data mining techniques applied in Web usage mining applications for
discovering user access pattern from web log data. To understand and provide better services it
will require Web-based applications. Web usage mining is one of the types of Web mining. Web
mining is the technique to extract knowledge from web content, structure and usage. It is the
collection of technologies to accomplish the possible of extracting valuable knowledge from the
World Wide Web and its usage pattern. Web mining enables to find out relevant result from Web
data including web document, hyperlink between documents, usage log of website etc. There are
three main areas of web mining research —content, structure and usage. This paper provide an
overview of previous and existing work in all three areas, and also define an overview of data
preprocessing process like Data Cleaning, User Identification, Session Identification,
Transaction Identification, Path Completion used in Web usage mining.

Keywords: data mining, web content mining, web structure mining, web usage mining, data
preprocessing.

1 Introduction

Today is the day of Information Technology, accessing information is the most frequent task.
Day by day we have to go through various kind of information that we require, we have to just
browse the web and get desired information with a single click. Now a day, internet is playing
such a crucial role in our daily life that is very difficult to survive without it, because millions of
electronic data are included on hundreds of millions data that are previously online today. The
amount of data on World Wide Web are huge therefore it is very critical to store all data in an
organized way, it also produced problem in data accessing.
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The World Wide Web has affected a lot to both users as well as the web site owners. The web
site owners are able to achieve to all the targeted viewers countrywide and globally [27]. To
extract frequent data from huge collection of data [11], data mining techniques can be applied.
But the web data is unstructured and semi-structured, so we can not directly apply the technique
of data mining .To a certain extent another application is evolved called web mining [10], which
is applied on web data. There are several problems like improving web sites, to better understand
the visitants behaviour, e-commerce, e-business, advertisements with the help of web mining we
can discover interesting patterns in all above problems. Web usage mining [9] is accomplished
first by coverage visitors transfer information, which is based on Web server log files and other
source of transfer data .Web server log files were used primarily by the webmasters. They may
be web architect, web developer, site author, or website administrator and system administrators
like Databases, configuring a computer systems, software etc. Web server log files are used to
contain the details of the user behaviour [14] and transactional details. These also stores the
overall activities of the all users who access the websites.log files may contain the time of
session start, details of web page which is access by user, traffic details or error information etc.
Web log files plays vital role in web mining process because they provide overall details to the
administrator for improving the performance of website in the World Wide Web environment.
Web traffic data are handling through Web log file [13] this is the one way. Another way is to
find out TCP/IP packets as they cross the network, and to attach to each Web server. After the
Web traffic data is obtained, it may joint with other relational databases, over which the data
mining techniques are implemented. By different data mining techniques such as association
rules mining, path analysis, sequential analysis, clustering and classification, using all these
techniques visitors’ behaviour patterns are found and interpreted.

1.1 Web Content Mining

It refers to the extraction of useful information from huge data according to the contents. It
obtains data from the web pages according to given contents. These contents can either text
based or multimedia based. Web content mining generally deal with documents in text or html
format and it also get information on the bases of image, audio, video or other contents [28].

1.2 Web Structure Mining

This mining refers to the process of obtaining required information from the structural
patterns. It gets information from the websites on the bases of the links and documents
relationships [29]. For this mining process websites documents are generally arranged in the tree
structure which describes the relationship between different documents. When a user try to
searcha  particular page on the web, similar pages also reflects on the results [28].

1.3 Web Usage Mining

Web usage mining extracts useful information by using the server logs. Server logs stores the
accessing patterns of the user in the form of URL, IP addresses or visiting times etc. by these log
data, one can collect the behavioural patterns of the users. These patterns are used to define
pattern discovery and associations between documents [28] [29].
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2 Web Usage Mining Process

2.1 Data Pre-processing

There are lots of issues for pre-processing like Data Collection, Data Integration, and Transac-
tion Identification. Pre-processing is a methods for converting the Content information, Struc-
ture information and usage information enclosed in the different presented data sources into the
data abstractions necessary for pattern discovery. Log file pre-processing [18] consists of data
cleansing, user identification, session identification. In data cleansing irrelevant records are
eliminated. Records with GIF, JPEG, and CSS and so on as suffixes are eliminated. In the sec-
ond step, we have the task of user and session identification is to find out the diverse user ses-
sions from the original web access log. One way is to branching them based on their IP ad-
dresses.

2.2 Pattern Discovery

It is a process to find out patterns in web logs but is frequently approved only on samples of
data. The mining process will be unsuccessful if the samples are not a good representation of the
larger body of data [19]. According to Literature reviews following methods are used for pattern
discovery process:

A. Statistical Analysis

B. Association Rules

C. Clustering

D. Classification

E. Sequential Patterns

F. Dependency Modeling

2.2.1 Statistical Analysis

It is the most general method to take out knowledge about visitors to a web site. We can per-
form different kinds of expressive statistical analyses like mean, median, mode, frequency etc
[33]. On variables such as page visit, the time of visit and navigational path length. There are
various web traffic analysis tools produce which generate an intervallic report containing  sta-
tistical information such as the most commonly accessed pages, average view time of a page or
length of navigational path.

2.2.2 Association Rules

It is a procedure for finding frequent patterns, correlations and associations [31] among sets of
stuffs and it is used to relate pages that are most frequently located together in a single server
session. Association rules [23], [26] are used in order to disclose correlations among pages
accessed together throughout a server session. Those types of rules point out the possible
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relationship between pages that are often viewed together even if they are not directly connected,
and can disclose associations between groups of users with specific interests.

2.2.3 Clustering

Clustering is used to group together a set of items that have similar characteristics. In the Web
Usage Mining, there are two kinds of interesting clusters to be discovered user clusters and page
clusters [20]. User clustering results in groups of users that seem to behave similarly when navi-
gating through a Web site and Page clustering identifies groups of pages that appear to be con-
ceptually related according to the user’s perception.

2.2.4 Classification

Classification is the process of mapping a data into one of several predefined classes [6]. In
the Web area, one is interested in developing a users profile belonging to a particular category or
class. These necessitate selection and extraction of features that best explain the properties of a
known class or category. Classification can be done by using supervised inductive learning
algorithms [25] such as k-nearest neighbor classifiers, Vector Machines, decision tree classifiers,
naive Bayesian classifiers etc.

2.2.5 Sequential Patterns

Sequential patterns indicate the correlation between transactions [32]. The method of
sequential pattern discovery challenged to find inter-session patterns such that the presence of a
set of objects is followed by another object in a time-ordered set of episodes or session. With the
help of this approach, Web marketers can forecast future visit patterns which will be helpful in
placing advertisements intended at certain user groups.

2.2.6 Dependency Modeling

The aim to develop this method is to prepare a model which is capable of representing signifi-
cant dependencies between various variables in web domain. There are different kinds of learn-
ing techniques such as Bayesian Belief Networks and Hidden Markov models which can be em-
ployed to model the browsing behaviour of users. These models are also useful to analyse the
behaviour of the users. Modelling of web usage patterns will not be provide a theoretical frame-
work of users but is useful in forecasting future web resource utilization. By these models, future
web resource consumption can be predicted [33].
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3 Literature Review

Mohd Helmy et al. [1] describes the pre-processing techniques on IIS Web Server Logs
ranging from the raw log file until before mining process can be performed. Pre processing is
very important and essential for data mining process, pre processing activities can be applied in
various ways; it depends on the purpose of algorithm and nature of the applications. Ms. Dipa
Dixit et al. [2] discuss two different approaches for data preprocessing one based on XML and
other based on text file. But the way and steps involved in pre-processing are considered same
for both the approaches. Arshi Shamsi et al. [3] presents, how web server log data is preproc-
esses, which includes data cleaning, user identification and Sessionization, path completion. If
the data is preprocessed by some techniques it is used for discovering some useful patterns. T.
Revathi et al. [4] describes an efficient approach for data pre-processing for mining Web based
user data in order to speed up the data preparation process. It provides flexibility for data pre-
processing and reduce complexity and difficulty of preparation for mining user data. However,
we can’t directly performed data mining process directly on the Web log data because of the
messy and redundant content and other reasons. This paper describes the data pre- processing
techniques for Web log data in order to meet the needs of data mining. M. Malarvizhi et al. [5]
identifies the problems in existing techniques of preprocessing. It also proposes the possibility of
improving the performance of preprocessing with several experiments. The experimental results
show that the log error rate, log sizes are reduced and the quality is improved. Suneetha K.R et
al. [6] presents algorithm for data cleaning, user identification and session identification. The
main new approach of this paper is to access the usage pattern of preprocessed data using snow
flake schema for easy retrieval.

4 Web Log Data and its Attributes

Web log file is log file that automatically created and maintained by web server. Every
click on the website, include the HTML document, images or other objects are logged. It is es-
sential that every raw web file format on one line of text for each click on the website. This con-
tains information about the users who have already visited the sites. More recent entries are
complicated to append at the end of the file. There are various attributes in log files [24] which
are mentioned in the tablel. This is the statistical analysis of server log which have used to ex-
amine traffic pattern on the time of the day, day of week, or user agent. Efficient web site ad-
ministration adequate hosting resources and the fine turned off sales efforts can be aided by
analysis of the web server logs.
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The following are the data preprocessing steps-

5.1 Data Cleaning

It is a process in which noise, unused and irrelevant data are removed [11]. It is also useful for
web usage mining to clean [15] server log and to eliminate irrelevant information are of impor-
tance for any type of web log analysis. The discovery of associations or statistical report are only
useful if data represented in the server log and it also gives the accurate picture of the user access
to the web site, it is extremely significant, because only this log data that is able to accurately re-
flect the patterns of user access can be useful to search the correctness of the knowledge, get the
model and the results meaningful. In web server log the problem arise when the HTTP protocol
requires a separate connection for every file that is requested from the web server. When a user
download a particular page then there are different elements are also downloaded with pages like
graphics and scripts. In server log entries these all element details are stored. In most cases, only
the log entry of the HTML file request is relevant and should be kept for the user session file
then the Solution for that problem is to Eliminate some items deemed irrelevant can be reasona-
bly accomplished by checking the suffix of URL name. All log entries with file name suffixes
such as gif, jpeg etc. so that the list can be changed according to the site being analysed [33].

Table 1: Sample of web log

Bytes

User . Access Result Referrer
IP address Name Timestamp Request Status Transf- URL User Agent
erred
Code
Mozilla/4.7[e
.03- GET 200 1923 XYZ.html n]C-SYMPA
[25/Apr/1998:03: .
123.456.78.2 Ul . XYZ.html (Win95; U)
04:41 -0500] HTTP/L.0
Mozilla/4.05
.o2. GET 200 2828 Macintosh;
[25/Apr/1998:03: ( ;
123.456.78.9 U2 . PQR.html PQR.html I, PPC
05:20 -0500] HYTRILO )
Mozilla/4.05
na. GET (Macintosh;
123456783 U3 2/APUIOOBO3 gy 200 952 ABChiml L PPC)

06:20 -0500] HTTP/1.0

5.2 User Identification

User Identification Process comes after the log file has been cleaned. User Identification [16]
means recognizing the user. It is the key part of the process of the server session identification.
The identification of users is a very difficult task because of local caches and proxy servers.
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5.2.1 User identification by IP address

IP address (computer address) is unique address for each user while browsing the website. So
we can just consider that every new IP address represents a new user. But, it is poor user identi-
fication method when we are using the user’s IP, because of the following problems:

1. Several users can be used the same IP address or computer (i.e. college, internet cafe
etc.), so we do not know how many users hidden behind one IP address.

2. One user can have different IP addresses, since a user accesses the Web from different
machines will have different IP address.

3. One user can use multiple browsers for the same IP address.

5.2.2 User identification using User registration Data:

Mostly website uses username and password for user identification. When user want to login
a website; username and password are essential. These entries are also stored in the web log
files; and useful for the next login. But these facilities are not available in every website so that it
is not appropriated for the general web browsing [16].

5.2.3 User identification using Cookies:

Cookies are used to store temporary data while WebPages are downloaded on the client, it
provides fast accessing if the request come for same data again. They are helpful to solve the
problem of user identification. Cookies are HTTP headers in string format. By using Cookies we
can extract the details of users and resources which are accessed by the user. If cookies are used
for user identification then two problems can be arrived; first if the user lock the use of cookies
the server can’t store data on local machine. Second, user can delete the cookies. Therefore this
technique is not reliable always. [9]

5.3 Session Identification

Session identification process comes after the user identification process. In this process we
identify the session of users [17]. If a particular user visited the same site more than one then log
entries can be divided in sessions [12].

In other word, if we group the different activities of a single user in the web log files is called
session [30]. When a new user starts web page browsing, a new session is created, mostly sites
define the time duration of session. Within this session duration that user can visit on multiple
pages and these transactions are stored in log files.

Timeout is one of the methods for session identification; it uses assumption for the time
duration between two page requests. If this predefines time exceeded then new session is started
automatically [7].If proxy servers [8] are uses then log files are creates problems for session
identification.
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5.4 Transaction Identification

The goal of transaction identification is to create meaningful group of references for each
user. By considering the time consumed by users in viewing the page, pages can be categorized
as auxiliary or content page. Auxiliary pages are used to navigate from one page to another.
Otherwise, Content pages are pages that provide useful contents to the user like information
about contents. Based on this consideration two types of transactions [22] are defined. The first
type is auxiliary-content transactions, where each transaction including of a single content
reference and all of the auxiliary references up to the content reference and another is content
based. Mining on these transactions give the common traversal paths to a given content
reference.

5.5 Path Completion

Client side caching gives outcomes in accessing references to those pages whose cached are
not recorded in the access log. By using heuristic method, the process identifies the missing re-
cords of that session. And these are all based on site structure is called path completion [21]. For
example the user return the page X which is in its current sessions, if that page is cached at client
side then no request is made to server and finally no other request required. On the website we
found missing reference by the knowledge of website structure and those reference information
available on web server. Fig. 4 shows the missing references. The structure of a site is created by
hypertext links. The structure can be obtained and pre-processed in the same way as the site of
content. There should be different site structure for every server session [3].

User’s actual navigation path:
P> Q->S>T->S->Q->R
What the server log shows:

URL Referrer
P e
Q P
S Q
T S
R Q

Fig 4: Missing Reference using path completion

6 Conclusion

Web site is considered to be the most important tool for advertisement in wide area. The fea-
ture of the website can be evaluated by examine user access of the website by web usage mining.
We can identify user behaviour by the log records which is stored when user access the websites.
In this paper we survey the research area of web usage mining and processing steps required for
web usage mining. We have also discussed one of the processes which is data  pre-processing
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and its various stages. Data preprocessing stages are mainly Data Cleaning, User Identification,
Session Identification, Transaction Identification and Path Completion.
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