
Chapter 8
Virus Propagation Modeling in Facebook

Wei Fan and Kai-Hau Yeung

Abstract In recent years, online social network services have become part of
people’s life. One of the consequences these services bring about is the security
problem. In this paper, we propose a virus model based on the application platform
of Facebook. We also model virus propagation through emails and compare the
behaviors of virus spreading in Facebook and email network. It is found that while
Facebook provides a platform for application developers, it also provides the same
chance for virus spreading. Virus will spread faster in Facebook network if users of
Facebook spend more time on it. Moreover, users’ network generated with BA scale-
free model is compared with some sampled networks of Facebook in this paper. The
results show that applying BA model in simulations will overestimate the number
of infected users a little, but still reflect the trend of virus spreading.

8.1 Introduction

Computer viruses can spread through the Internet in many ways, such as email,
instant messengers (IM), and P2P file sharing. Currently, online social network
service (SNS) becomes popular. This kind of service provides a platform for people
to have fun. People can share interesting things in their life with their friends on
these websites, and they can also take part in some activities or join groups online.
But these characteristics give hackers opportunity to attack these users. The virus
spreading in SNS network is similar to that in an email network or an instant
messenger network. All of them can spread virus by sending or sharing files which
contain malicious codes. If a user of these networks gets infected, the infected
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account will automatically send the same email or file to the users in his/her contact
list, which helps virus spread quickly.

There have been some models to simulate the virus propagation in those
networks. C. Zou et al. describe their email virus propagation model in [19–21].
They assume that email virus spreads though network by containing virus in email
attachments. This model accounts for users’ email checking time intervals and the
probability of users to open these attachments. And they found that as users’ email
checking time becomes more variable, the virus spreads faster. In this model, the
probability that a certain user gets infected is a constant. In [9,10] T. Komninos et al.
propose a worm propagation model for email, IM and P2P networks. They consider
that as time grows, users’ behaviors should be different. So the probability that a
user opens a malicious attachment is not a fixed value, but will decrease as time
goes, which is different from Zou’s model. And the model of virus propagation in
P2P network in [17] assumes that the probability of a user to download an infected
file is a function of the ratio of infected files to total files. And this ratio can be
affected by users’ downloading and executing behaviors.

Although virus propagation models have been proposed for email, IM and
P2P networks, these models are not suitable for SNS networks. Besides sending
messages while using email services, users of SNS networks can upload files to
the Internet. To ensure that users can share their life in time, the activities that a
user takes will appear in his/her friends’ news feed, so all the friends can read the
news when they are online. Moreover, different from email or IM networks, some
people use SNS for entertainment, and spend many hours on that every day. These
features are helpful for virus propagation. As the behavior of SNS users can be
more complex than that in other networks, it is necessary to construct new models
for virus propagation in SNS networks. Recently, there are reports that some SNS
websites, such as Facebook and MySpace, were attacked by hackers [8,18]. Among
these SNS providers, Facebook attracts the largest population. Also, there is an
application platform in Facebook. Everyone can build their applications with this
platform, which can be easily utilized by hackers. So in this paper Facebook is the
focused network in our study.

In this paper, two models of virus propagation in Facebook are proposed. The
first is based on the Facebook application platform. In this model, it is assumed
that hackers may utilize this platform to post applications along with viruses. Users
may install these malicious applications in turn. After being infected, these users
will send invitations to their friends. As will be reported later, installations of
malicious application spread through network faster than other normal applications
with the same initial conditions. In the second model, virus spreads through sending
messages to friends. It is a traditional way, just like sending email with malicious
attachments. More generally, hackers can post pictures or links that contain Trojans
or worms. For simplicity, we assume that these methods are similar and we will
describe them as sending messages. As will be reported later from our simulation
results, it is found that if some people take SNS networks as entertainment tools and
spend more time on them, virus will spread faster.
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8.2 Facebook User Network Topology

We present the users of Facebook as a network with Nuser nodes in this paper. Users
are nodes in the network and each node is assigned a number i; i D 1; 2; : : : Nuser.
An edge between two nodes i and j means these two users are friends. In Facebook,
user i becomes a friend of user j with their names in each other’s friends list, so
this network is undirected. We also define that the node degree is the number of
friends a user has. Some results have shown that email networks have a scale-free
topology [5,14]. And recently, researchers have studied the structure of some online
social networks topology, such as MySpace, orkut, cyworld, and so on [2, 11, 13].
They found that these networks all have power-law degree distributions. Their
degree distribution can be described as P.k/ � k�� , here the probability that a
node connects to k other nodes is P.k/, and the power-law exponent � > 0. Most
nodes of these networks have small degrees but a few nodes have many connections.
This structure has been demonstrated to be vulnerable and the well connected nodes
are crucial in epidemic spreading [4, 12, 15, 16].

In our simulations, we assume that the nodes’ degrees of Facebook users’
network exhibit the power-law distribution, as it is also one of the online social
networks. Firstly, we will construct the users’ network with Barábasi-Albert (BA)
scale-free network model [3] to study both virus propagation models. The algorithm
of BA model is as follows: (1) Starts with m0 connected nodes, and m0 > 1. (2) At
each time step, add a new node to this network, and this node is connected to m

existing nodes .1 � m � m0/. The probability that a new node connects to node i

is
Q

.ki / D ki =.
P

j kj /. In BA model, � D 3. Edges are added with a preferential
attachment, so the nodes with greater degrees will get more connections.

In this paper, the actual Facebook network will be sampled to verify that whether
BA model can fit Facebook well. Firstly we take a user from Facebook randomly.
This user is the source node and then snowball method is used to gain users. After
enough nodes are obtained, connections among these nodes are kept, but the edges
pointing to the nodes outside the sampled network will be removed. This method
is repeated and several sampled networks are obtained. We will apply two of these
sampled networks in simulations. The sampled networks and BA networks will be
compared in this paper.

8.3 A Model Based on Facebook Application Platform

One of the Facebook’s successes is its application platform. By using this platform,
companies and individuals can develop their applications. Users of Facebook can
add these applications to their accounts. And if they like the applications which
they installed, they can send invitations to their friends and invite them to join.
Because there will be more fun if more friends are using the same applications.
Most applications are also designed to remind users to invite their friends. More
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Fig. 8.1 The distribution of
number of installations of
each application

than 95 % of users have used at least one application, and on average, every day
there are 140 new applications added [6]. However, it has been reported that some
new applications become available along with virus [8]. If a user installs this kind
of application, his/her account is infected and fake messages are forwarded to all
his/her friends automatically to persuade them to install the same application. This
will increase the probability that a user installs it. Considering the great number
of daily installations, damage of this kind of applications may be severe. So it is
necessary to construct a virus propagation model based on these applications. It
has been shown that the installation of applications has a preferential characteristic
in [7]. That means an application with greater number of installations can attract
more new users. This is because this application has more chances to be seen by
people, and people are more willing to install such a popular application. Moreover,
a user who has installed more applications has a higher probability to install new
applications. The distribution of number of installations per application is shown in
Fig. 8.1. The data is obtained from Adonomics [1].

Gjoka developed a model to simulate the users’ number of installations of
Facebook applications [7]. With the input of the list of applications, number of
installations per application and number of users, this model can generate a graph
which shows the power-law distribution of number of installations per user. This
model is helpful for us to model the existing number of installations for each
user, but it cannot reflect the behavior when a user encounters an application
invitation. In this paper we proposed a Facebook virus propagation model based on
the application platform. This model not only follows the spreading law of normal
applications, but also contains the characteristics of virus spreading.

Our Facebook user network has Nuser nodes, and each node is assigned a number
i; i D 1; 2; : : : Nuser. We assume that the total number of available applications is
Napp, and each one is denoted by k; k D 1; 2; : : : Napp. Each application has a
number of installations to show how many users have installed it. Since there are
new installations every day, the number of installations per application is not a fixed
value. So the number of installations of application k at time step t is Installk.t/,
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k D 1; 2; : : : Napp. From the data of Adonomics we can get the knowledge of initial
number of installations per application before the virus begins attacking. We assume
that the virus starts spreading at t D t0. We will study our model in a network
which is much smaller than the real Facebook network, so we will not use the
original data of installations. We scale down the size of the network, total number of
applications, and the number of installations per user/application. We can create a
list of applications and assign a Installk.t0/ for each application k. The distribution
of Installk.t0/ is similar to the curve in Fig. 8.1. Next we will model the behaviors
of applications as described below.

1. Construct the initial number of installations for users
With the list of existing applications and Installk.t0/, k; k D 1; 2; : : : Napp, we

can construct the initial number of installations per user using the model defined
in [7]. In the beginning, Installk.t0/ is ready for each application, but all the users
in our network have not installed any application. We need to distribute each
installation to users. At each step, each installation of Installk.t0/ over all the Napp

applications is assigned to one of the users with a probability. The probability of
one installation to be installed by user i is

Puser.i; t/ D Appsi .t/
� C inituser

NuserP

j D1

.Appsj .t/� C inituser/

: (8.1)

In [7] it is found that the number of installations per user has power-law dis-
tribution. That means a user who installs more applications has more chances to
be selected to install other applications in our simulations. So we use preferential
selection in this equation. Here Appsi .t/ is the number of applications that user
i has installed at time step t . The parameter � reflects the effect of preferential
installation. inituser is used to show the initial probability Puser.i; t/ for a user i

who does not install any application at that time step. That is, if Appsi .t/ D 0,
the initial probability for user i is inituser=.

PNuser
j D1 .Appsj .t/� C inituser//. This

probability would make sure that, even a user has no installation can also have
the opportunity to be chosen in our simulations. This step is repeated until
all Installk.t0/ installations of all Napp applications are exhausted. When the
initialization is completed, the simulation steps described in Part 2 will be run.

2. Virus propagation
The propagation of virus follows the steps described below:

(a) Select the users who are infected in the beginning:
The virus spreading starts from I0 infected users at time step t0. We

randomly select the I0 initial infected users from the network. Then the total
number of applications Napp is added by 1. We label the malicious application
by M . And we have I.t0/ D I0, here I.t/ is the number of infected users in
the network at t-th time step. The initial infected user(s) will send invitation
messages to their friends.
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(b) Maintain the distribution of installations:
The statistics of Facebook shows that there are many new installations

every day, but the curve showed in Fig. 8.1 does not change significantly.
The distributions of installation of applications are similar from time to
time. So we should maintain the preferential characteristic of installations of
applications. As we mentioned before, from Adonomics we can know how
many installations are taken every day. We assume that in our simulations the
number of new installations per day is m. The value of m is also scaled down
due to the small size of our network. In this step, we select one application
from the application list, the probability of application k being selected is

Papp.k; t/ D Installk.t/ C initapp

NappP

j D1

.Installj .t/ C initapp/

: (8.2)

Here initapp defines the initial probability Papp.k; t/ for an application without
any installation, which has the same function as inituser. Figure 8.1 in this
chapter shows that the number of installations per application also has power-
law distribution. Therefore, this equation in our model uses preferential
selection, as well. It means that an application with more installations has
higher probability to be selected to be installed by users. Then a user i is
selected from the network with the probability Puser.i; t/. If this selected user
i has installed this application k before, we will pick another user. We select
application and assign it to a user for m times in this step. So we have m

new installations at this step b. And if the malicious application is selected in
this step, we will change the value of I.t/, and the infected users would send
invitations to his/her friends.

(c) Dealing with the invitations:
Every user who has received c invitation(s) at this time step will install the

malicious application with the probability

Pvirus D �

.1 � InstallM .t/

Nuser
� Appsi .t /

Napp
/c

: (8.3)

In this equation, the numerator � D 0:05, which is the real data we obtain
from an application. And we use the denominator to reflect the number
of installations’ influence on the probability of invitations acceptance. The
reason is similar to that of equations (1) and (2): the increments of installations
of application/user can raise the possibility that a user accepts invitations. If
the user i accepts the invitations, we will change the value of I.t/. In our
model, a user receives more invitation messages means that he/she has higher
risk to be infected.

(d) Time step t is added by 1 and we repeat step b and c for the next time step.
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Fig. 8.2 The behavior of
three applications over time.
In this simulation,
Nuser D 50; 000, Napp D 100

before the virus spreads, and
I0 D 10

8.3.1 Comparison of Malicious Application and the Top One

In this simulation, we record I.t/ at every time step t to show the virus spreading
process in the network and the size of infected users in the end. In Fig. 8.2 we plot
the behavior of malicious application, as the solid line shows. The dash line shows
the behavior of the application which attracts the most users in the beginning. In this
figure, the number of installations of the malicious application increases rapidly, and
comes close to that of the top application. That is because the step c helps the virus
to spread. But when the number of infected users reaches a certain value, its growth
mainly comes from step b. So we can see from the figure that the growth rate is as
the same as that of the top application after t D 50. And we also record the behavior
of the application which has the same number of installations at t D t0 D 1, as the
diamond spots show. The line composed by these spots is nearly parallel and close
to the x-axis. That is because its installations do not increase much. This implies
that the number of installations of the application which has the same condition in
the beginning does not change significantly.

8.3.2 Comparison of BA Networks with Different User’s
Average Degree

Users’ decisions can be affected by their friends’ behaviors. A user with higher
degree may be infected easier, since he/she would receive more invitations. In BA
scale-free network we can change the users’ average degree, which is the average
number of friends. Figure 8.3 plots the installations of malicious application in two
different networks with average degree < k >D 6 and < k >D 14. This figure
shows that a network with greater < k > has more infected users, and the virus can
spread faster in it.
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Fig. 8.3 The behavior of
malicious application in
networks with different
average degrees

8.3.3 Comparison of Sampled Facebook Networks and BA
Networks

In order to know whether BA model fits the Facebook network well, we take part of
the users of Facebook and simulate our model in these sampled networks. Figure 8.4
shows the virus spreading in two sampled networks. These two networks have small
power-law exponents that � � 1:5, which is much smaller than BA network (� D 3).
Their average degrees are almost the same (< k >D 34:2 and < k >D 35), and
the numbers of users of these two networks are 18,802 and 18,249, respectively.
Their curves in this figure are close. We also draw the virus spreading processes
in corresponding BA networks, which own the same average degrees and numbers
of users. Although the clustering coefficients of the sampled networks are much
larger (c � 0:42 while this value is about 0.009 in BA networks), the virus spread
faster in BA networks. The reason is their small power-law exponents. The sampled
networks are more heterogeneous than the BA networks, so more users have low
degrees, which would slow down the speed of virus spreading.

In our model, infected users send invitations to their friends. This affects the
behavior of users significantly, as we see from the results. Users who are friends in
Facebook may be also friends in real life, so they will easily trust the invitations they
received. So the virus can spread rapidly even there are only a few users installing
it in the beginning. By comparing virus propagation in BA networks and that in
sampled networks, it is found that the spreading in BA networks shows the general
trend of the real situation. However, it is necessary to find a better network model if
more accurate simulation results are required. This is because the number of infected
users is overestimated on condition that BA model is used.
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Fig. 8.4 The behavior of
malicious application in BA
network and sampled
networks

8.4 A Model Based on Sending Messages

Our proposed second model is similar to an email virus propagation model. Email
virus spreads by sending mails which contain attachments to users. If users open
these email attachments, they will become infected. However, users can not add
attachments to messages on Facebook, so hackers try to lead users to some third-
party websites. These websites will inform users that their flash players are out of
date, so users may download the new version of flash player, which is actually the
virus, and install it [8]. The virus spreading process can be described like that: users
log in Facebook from time to time. When a user is online and receives a message
with a link to malicious website, he/she may delete this message without clicking
this link, or click it and then become infected. If a user receives this message when
he/she is offline, this user will process this message next time he/she logs in. And if
a user is infected, the virus will send the same messages to all the friends of this user.

We can see that this spreading process seems to be the same as the email virus
described in [19]. Both of them depend on users’ interactions. And users check their
accounts with dynamic time intervals. However, they have differences. In normal
cases, while using email application,1 people only check that if there is new mail
and then log out. They may check email many times in a day, but will not stay on
the web page and “play” their mailbox. On the contrary, people spend more time on
Facebook and play online games. Every day more than 23 billion minutes are spent
on Facebook which has 500 million active users [6]. That means on average each
user spends more than 40 min on Facebook per day. If users get new messages when
they are online, they can check mailbox immediately. For the ones who are online
for hours every day, virus can spread faster. As a result, besides the time between two

1In this paper we only consider the case of Web mails.
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Fig. 8.5 Three kinds of
status of a user: susceptible,
intermediate, and infected

log-in attempts of a user and the probability that a user clicks the direct malicious
URL, we need the online time as another factor that affects virus propagation. And
we assume that the probability that a user click the URL may not be a constant value,
which may decreases if some users realize there is virus spreading in the network.

We still present our model in BA scale-free networks and sampled Facebook
networks with Nuser nodes. Users of Facebook are described as i; i D 1; 2; : : : Nuser.
In our model nodes have three kinds of status–susceptible, intermediate, and
infected, as Fig. 8.5 shows. In the beginning, all nodes are susceptible. If a node
gets a message with malicious link in inbox but it is offline, this node becomes
intermediate. An intermediate node can return back to the status of susceptible if
it ignores this message. But it will become infected if the user clicks this link with
a clicking probability. Infected nodes cannot return other status. The three users’
interaction factors are as follows:

• Facebook log-in time Tlogin.i/ for node i (i D 1; 2; : : : Nuser), follows expo-
nential distribution. It is the time intervals between user i ’s two log-ins. Its
mean EŒTlogin.i/� is independent Gaussian random variable that EŒTlogin� �
N.�T l ; �2

T l /. In our simulation EŒTlogin� � N.40; 400/.
• Facebook online time Tonline.i/ for node i (i D 1; 2; : : : Nuser), it is indepen-

dent Gaussian random variable that Tonline � N.�To; �2
To/. It is reasonable that

Tonline.i/ < Tlogin.i/. In our simulation we have Tonline � N.1; 100/, and we
assume that in the original email virus model Tonline.i/ � 1; i D 1; 2; : : : Nuser.

• The probability that user i clicks a malicious link Pclick.i; t/ is also independent
Gaussian random variable. It is assumed that Pclick.t/ � N.�p.t/; �2

p/, in which
�p.t/ will decrease as time goes on, because more users would be aware of
this scam if the number of infected users increases. We have �p.t/ D �0.1 �
Ninfect.t/=Nuser/, here �0 is a constant and Ninfect.t/ is the number of infected
user at time step t . In our simulation �0 D 0:5; �2

p D 0:09.



8 Virus Propagation Modeling in Facebook 195

Fig. 8.6 The behavior of
number of infected user. In
this simulation,
Nuser D 10; 000,
Ninfect.t0/ D 10, and
�p.t/ � �0 . The data is
averages over 20 simulations

Virus propagation follows the steps below:

1. The propagation begins at t0 D 1. We randomly select Ninfect.t0/ users who
have malicious mails in their mailboxes in the beginning. These mails contain
malicious links. If a user clicks the link, he/she will be infected and send the
same mails to his/her friends.

2. At every time step, we check all the users who log in Facebook or are online at
this step. If a user i has malicious mails in the mailbox, he/she would click the
links with Pclick.i; t/, or ignore these mails with probability 1 � Pclick.i; t/. After
a user i logs out, we will generate new Tlogin.i/ and Tonline.i/ for this user’s next
log-in. All our simulations are under the non-reinfection case, that is, infected
users will not send the virus to their friends if they click the malicious link again.

3. Repeat step 2 for the next time step t .

8.4.1 Comparison of Facebook Networks and Email Networks

In this simulation, we present the Facebook network with BA network, and record
the number of infected users Ninfect.t/ at each time step. Figure 8.6 plots the
Ninfect.t/ in Facebook network with a constant �p.t/ � �0 and Tonline.i/ > 1, as
the solid line shows. The dash line is the number of infected users in the original
email network, which does not consider the users’ online time. By comparing these
two lines, we find that the virus will spread faster as some users spend lots of time
on Facebook.

But users may be aware of this virus if more and more users are infected. So the
probability that they click the links would decrease, and the number of infected users
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Fig. 8.7 The behavior of
number of infected user. In
this simulation,
Nuser D 10; 000,
Ninfect.t0/ D 10, and �p.t/ D
�0.1 � Ninfect.t /=Nuser/. The
data is averages over 20
simulations

will be different. We plot it in Fig. 8.7, in which the �p.t/ changes over time. We
find that the sizes of infected users are smaller in both Facebook and email networks
than those in Fig. 8.6. In Fig. 8.7, the solid line still rises faster than the dash line.

Our results indicate that under the same conditions, virus spreads faster in
Facebook network than that in the original email network. But if we assume that the
probability of a user to click the malicious link is not constant, the size of infected
users will be smaller.

8.4.2 Comparison of BA Networks with Different User Average
Degree

We also compare the virus’ behavior in BA networks with different average degrees.
Figure 8.8 plots the virus propagation process in two BA networks with < k >D 6

and < k >D 14. We also get the same conclusion that a network with greater < k >

has more infected users.

8.4.3 Comparison of Sampled Facebook Networks and BA
Networks

The virus spreading in sampled Facebook networks and BA networks are compared,
as well. As the characteristics of the two sampled networks that we mentioned in the
first model are similar, we only plot the curve of one sampled network in Fig. 8.9.
The corresponding BA network owns the same number of nodes and average degree.
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Fig. 8.8 The virus behavior
in networks with different
average degrees. In this
simulation Nuser D 10; 000,
Ninfect.t0/ D 10, and �p.t/ D
�0.1 � Ninfect.t /=Nuser/. The
data is averages over 20
simulations

Fig. 8.9 The behavior of
virus in BA network and
sampled Facebook network

The same conclusion as that of the first model is obtained: virus still makes more
users infected in BA network due to the high power-law exponent. But the difference
is little.

8.5 Conclusion

In this paper, two models for virus propagation in Facebook network were proposed.
In the first model based on Facebook’s application platform, if the malicious
application is installed by more users, it will become more popular and attract more
installations. The results of the simulations showed that, although the malicious
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application attracts only a few users in the beginning, it can still spread rapidly.
That is because users may trust their friends of Facebook and install it. While in the
second model, which is similar to the email virus propagation model, the probability
that a user is infected becomes smaller as more and more users get infected. We have
found that the virus spread faster in Facebook than in the original email network,
if we assume that people use Facebook for entertainment and spend more time on
it. And it is demonstrated that the virus will spread faster in a network with higher
average degree.

In the investigation of both models, we crawled part of the actual Facebook
network and simulate our models in the sampled networks. It is found that virus
spreads faster and makes more users infected in BA networks, which are more
homogeneous than the sampled Facebook networks. This is because users’ decisions
may be affected by their friends’ behaviors. So users with few friends of the sampled
networks may slow down the spreading. Our results showed that, from the viewpoint
of virus spreading, BA model is a good model and fit the Facebook network
approximately. But if we would like to study Facebook from other point of view,
we should look for other complex network models which can generate networks of
similar power-law exponents and clustering coefficients to those of Facebook.
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