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Abstract. In the realm of public-key encryption, the confidentiality
notion of security against selective opening (SO) attacks considers adver-
saries that obtain challenge ciphertexts and are allowed to adaptively
open them, meaning have the corresponding message and randomness
revealed. SO security is stronger than IND-CCA and often required when
formally arguing towards the security of multi-user applications. While
different ways of achieving SO secure schemes are known, as they gen-
erally employ expensive asymmetric building blocks like lossy trapdoor
functions or lossy encryption, such constructions are routinely left aside
by practitioners and standardization bodies. So far, formal arguments
towards the SO security of schemes used in practice (e.g., for email
encryption) are not known.

In this work we shift the focus from the asymmetric to the symmet-
ric building blocks of PKE and prove the following statement: If a PKE
scheme is composed of a key encapsulation mechanism (KEM) and a
blockcipher-based data encapsulation mechanism (DEM), and the DEM
has specific combinatorial properties, then the PKE scheme offers SO
security in the ideal cipher model. Fortunately, as we show, the required
properties hold for popular modes of operation like CTR, CBC and CCM.
This paper not only establishes the corresponding theoretical framework
of analysis, but also contributes very concretely to practical cryptog-
raphy by concluding that selective opening security is given for many
real-world schemes.

1 Introduction

Public key encryption in the multi-user setting. The most important security
notion for public key encryption is indistinguishability under chosen ciphertext
attacks (IND-CCA). The modeled setting is as follows: One user generates a key
pair, a second users encrypts one out of two messages to her, and the adversary
shall find out which one it was. Here, importantly, the adversary controls the
distribution of the two messages and may request decryptions of ciphertexts of
its choice.

The definition of selective opening (SO) security is more general as it takes
into account the fact that the public key setting allows for more than two parties.
Concretely, in the SO setting one user generates a key pair, many users encrypt
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messages to her key (of course using fresh and independent random coins), and
the adversary’s goal is to derive any information about any of the messages.
Again the adversary controls the message distribution (individually for each
participant, but also joint distributions are possible) and may have arbitrary
ciphertexts decrypted. On top of that the adversary is allowed to ‘open’ any
subset of ciphertexts, i.e., to corrupt the encrypters, for instance by breaking into
their computers, and thereby reveal the messages they encrypted and the random
coins they used. (In some applications, like in secure multi-party computation,
users even deliberately reveal their messages and randomness to make their
computations publicly verifiable.) Selective opening security is provided if in
this situation the confidentiality of the remaining ‘unopened’ ciphertexts is still
provided. Intuitively, as all the encryptions occur independently of each other,
IND-CCA should imply SO security. Unfortunately, formal analysis reveals that
this is not the case.

Notions of Selective Opening security. Formalising suitable notions of SO secu-
rity has proven to be highly non-trivial. Since encrypted messages may depend
on each other, opening some ciphertexts might readily leak information on mes-
sages encrypted in other (unopened) ciphertexts. Thus, it is not even clear what
it means for unopened messages to remain confidential. Two flavours of SO secu-
rity have been studied in prior work: notions based on indistinguishability (IND)
and notions based on simulatability (SIM). For IND based notions an adversary
may open arbitrary ciphertexts and is challenged to tell apart the originally
encrypted messages from fresh messages that occur as likely as the original mes-
sages. One usually restricts the distribution on the messages to be efficiently
conditionally resamplable to ensure an efficient security game (weak-IND-SO).
We obtain the security experiment for full-IND-SO if arbitrary distributions may
occur in the experiment.

In contrast, SIM based notions (capturing semantic security in the SO set-
ting) do not suffer from such a restriction. In a nutshell, a scheme is SIM-SO
secure if for every SO adversary there exists a simulator that can compute the
same output without seeing any ciphertexts. Importantly, such simulators may
corrupt senders to learn the messages they (virtually) encrypted.

Both flavours may be considered for passive (CPA) and active (CCA) adver-
saries whereby, in contrast to the CPA setting, a CCA adversary has access to a
decryption oracle (with the usual restrictions). While any of IND-SO-CPA/CCA
and SIM-SO-CPA /CCA implies standard IND-CPA /CCA security, the converse
does not hold in general. Only partial results are known for the reverse direction,
as discussed below. We give more details on the relations amongst the notions
of selective opening security at the end of Sect. 2.

Motivation and contribution. Considering that users in practice may be exposed
to the threats modeled in the SO context, and given that the classical indis-
tinguishability notions are formally weaker than notions of SO security, the fol-
lowing question is immediate: Are users ‘safe’ if they trust in a PKE scheme
designed towards the goal of ‘only’ indistinguishability? At least in theory, if the
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security proof of the scheme considers exclusively indistinguishability, informa-
tion about encrypted messages is potentially exposed to the adversary in SO-like
attack scenarios. This observation calls for a thorough SO analysis of all encryp-
tion schemes covered by international standards. The facts that all PKE schemes
that so far were formally confirmed to be SO secure require heavy building blocks
like lossy trapdoor functions (except for one work discussed in Previous work)
and that practitioners systematically avoid such building blocks for reasons of
efficiency suggest that likely most practical schemes would not withstand SO
attacks. Fortunately, however, in this paper we show that virtually all practical
PKE constructions provably do meet SO security.

Our approach is complementary to that of prior works: Instead of analysing
the asymmetric building blocks of constructions, we observe that SO security is
tightly linked to the security of the symmetric building blocks (i.e., symmetric
encryption). We particularly show that in the KEM/DEM paradigm for hybrid
encryption certain properties of blockcipher-based DEMs suffice to render the
overall PKE scheme SO secure (in the ideal cipher model for the blockecipher)
independently of the properties of the KEM.

In a nutshell, our result is: We introduce a specific property called simu-
latability for blockcipher-based DEMs that is met by virtually all DEMs used
in practice and guarantees that if a corresponding DEM is combined with any
IND-CCA secure KEM then the overall hybrid PKE scheme achieves SIM-SO-
CCA security (in the ideal cipher model). Intuitively, simulatable DEMs can be
thought of as some form of non-committing encryption in the realm of symmet-
ric cryptography, while non-committing encryption is usually considered in the
public-key setting.

Previous work. The SO problem dates back to [12] where the selective decommit-
ment problem was studied for commitment schemes. SO notions for encryption
first appeared in [3,6]. The first IND-SO-CPA secure encryption scheme in the
standard model was given in [3] and is based on lossy encryption (cf. [29]).
Also deniable encryption [7] and techniques from non-committing encryp-
tion [8,21] already allow for constructing SO secure PKE ([11]). Lots of sep-
aration and implication results for SO and standard notions were studied in
[2,5,6,26]. While it was known that IND-CPA implies weak-IND-SO-CPA when
messages are drawn pair-wise independently (cf. [5,12]), the implication does
not hold for arbitrary (efficiently conditionally resamplable) distributions as
recently reported [25]. The result makes use of heavy machinery as public-coin
differing-inputs obfuscation and correlation intractable hash functions. However,
IND-CPA implies weak-IND-SO-CPA for low-dependency distributions such as
Markov chains [19]. Further, SIM-SO secure constructions in the standard model
usually (cf. [28]) suffer in efficiency from bit-wise encryption to ensure efficient
openability. See [24] for current research. SIM-SO-CCA secure PKE schemes are
constructed in [18] employing extended HPSs and cross-authentication codes.
This line of research continued in [28] identifying special properties of a KEM,
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allowing to construct SIM-SO-CCA secure PKE, when combined with strength-
ened cross-authentication codes.

Note that we only consider SO security under sender corruption. Only
recently, security under receiver corruption gained some attention [20] while
already defined in [1].

Work analysing the SO security of standardised widely-used encryption
schemes appeared only recently (in the random oracle model). Concretely, Heuer
et al. [22] consider Hashed ElGamal encryption (standardised under the name of
DHIES) and RSA-OAEP. Unfortunately, the considered versions of these PKE
schemes assume messages that are not longer than the output lengths of the used
random oracle, i.e., less than 128 bytes. This severely limits the results of [22]
for practical considerations.

Paper organization. In Sect.2 we recall some important cryptographic notions,
including the definition of SO security that we use in this paper. We then, in
Sect. 3, identify certain combinatorial properties of DEMs that suffice to achieve
SO security of hybrid PKE; more precisely, we expose the central claim of this
paper which states that any DEM that has these properties in combination with
any KEM results, in the ideal cipher model, in a SIM-SO-CCA secure PKE
scheme. In Sect. 3 we also sketch the arguments required for proving this claim.
We continue in Sect. 4 with checking whether widely-used DEMs (in particular
the NIST standardised: CTR, CBC, CCM) have these properties, and come to
the conclusion that they do. We work out the full details of our main claim and
its proof in Sect.5. We conclude in Sect. 6.

In the full version of this paper [23] we further show that also the (NIST
standardised) GCM mode of operation possesses the combinatorial properties
identified in Sect. 3.

2 Preliminaries

For n € N let [n] := {1,...,n}. We distinguish the following operators for
assigning values to variables: We use symbol ‘«—’ when the assigned value results
from a constant expression (including the output of a deterministic algorithm),
we write ‘“—;’ when the value is sampled uniformly at random from a finite
set, and we write ‘«—g’ when the assigned value is the output of a randomised
algorithm. If f is a function or a deterministic algorithm that maps elements from
a set A to a set B we use notations f: A — B and A — f — B interchangeably.
If f is a randomised algorithm we correspondingly write A — f —g B, or
simply f —s B in case the algorithm takes no input. If A x B — f — C'is
a function then for any a € A we write f, = f(a;-) for the partially applied
function B — f, — C; b — f(a,b). If R denotes the randomness space of a
(randomised) algorithm A — f —4 B, we may write A x R — f — B for its
deterministic version. If A — f — B is a function or a deterministic algorithm
we let [f] := f(A) C B denote the image of A under f; if A — f —g B has
randomness space R we correspondingly let [f] := f(A x R) C B denote the set
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of all its possible outputs. When the union A U B of two sets A, B is a disjoint
union, i.e., if AN B = (), we annotate this with AW B. For a bitstring z of length
at least [ we write msb;(x) for its left-most ! bits and Isb;(x) for its right-most
[ bits (‘most/least significant bits’).

Our security definitions are based on games played between a challenger and
an adversary. These games are expressed using program code and terminate
when a ‘Stop’ command is executed; the argument of the latter is the output of
the game. We write Pr[G = 1] for the probability that game G terminates by
running into a ‘Stop with 1’ instruction.

We next define partial permutations and blockciphers. In our proofs, the
former play an important role for the abstraction of the latter.

Definition 1 (Permutation, partial permutation, blockcipher). For a
finite domain D we denote the set of all permutations on D with P(D) and the
set of all partial permutations on D with PP (D). Precisely, a relation R C DxD
is a partial permutation if aRB,o’RB = a = o and aRB,aRpF = 3 = §';
relation R is a permutation if in addition |R| = |D| holds. A blockcipher with
key space K and domain D is a family (Ey)rex of permutations Ey, € P(D).

We associate with a partial permutation R € PP(D) the partial functions
D — R™ — Dand D — R~ — D that evaluate R left-to-right and right-to-left,
respectively. For instance, if (o, 3) € R then RT(a) = 8 and R~ (3) = a. We
write Dom(R) and Rng(R) for the domain and range of RY, i.e., for the sets
{a € D| 3B : (a,B) € R} and {# € D | Ja : (o, ) € R}, respectively. If
a ¢ Dom(R) and 8 ¢ Rng(R) we denote with R «— R U {(«, #)} the operation
of ‘programming’ R such that R™(a) = 8 and R~ (8) = « for the updated R,
which is again a partial permutation. Note that any partial permutation can
be completed to a (full) permutation by adding sufficiently many such pairs
(a, B) to it. More importantly, if a partial permutation is selected according to
the uniform distribution over some subset of PP(D), it can be extended to a
permutation uniformly distributed in P(D) by adding random such pairs («, 3)
to it.

Our definition of keyed hash functions subsumes both message authentication
codes and universal hash functions.

Definition 2 (Keyed hash function). A keyed hash function for a message
space M consists of a key space K, a tag space T, and an efficient function khf
of the form KK x M — khf — 7.

We proceed with specifying the syntax and functionality of DEMs. As a
corresponding notion of authenticity we define integrity of ciphertexts [4]. In a
nutshell, a DEM offers this feature if no adversary with access to an encapsu-
lation oracle can find a fresh ciphertext that corresponds to a valid message,
i.e., is not rejected by the decapsulation algorithm. Relevant in our work is in
particular the corresponding one-time notion where the adversary can pose at
most one encapsulation query.
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Definition 3 (DEM). A data encapsulation mechanism (DEM) for a message
space M consists of a finite key space IC, a ciphertext space C, and a pair of
efficient algorithms DEM = (D.Enc,D.Dec) of the form

KxM— D.Enc—C K xC— D.Dec = MU{Ll} ,

where symbol ‘L’ may be used to indicate errors. Correctness requires that for
all k € K and m € M, if D.Enc(k,m) = ¢ then D.Dec(k,c) = m.

Definition 4 (INT-CTXT secure DEM). A data encapsulation mechanism
is (1, qq, €)-OT-INT-CTXT secure if all T-time adversaries A that interact in the
OT-INT-CTXT experiment from Fig. 1 and issue at most qq queries to the D.DEC
oracle have an advantage of at most €, where we define

Adv QT NT-CTXT . — PrOT-INT-CTXT = 1].

This definition can be generalised to (7, qe,qa, €)-INT-CTXT security by remov-
ing line 04 from the experiment and bounding the number of queries to the D.ENC
oracle by qe.

Game OT-INT-CTXT Oracle D.ENnc(m) Oracle D.DEC(c)
C+0 If |C| > 0: Abort If c € C: Abort
k<+uv K ¢ < D.Enc(k,m) m < D.Dec(k, c)
AD.EN(:,D.DHC C+— CU {C} If m 76 1
Stop with 0 Return ¢ Stop with 1

Return L

Fig. 1. Security game for defining OT-INT-CTXT security of DEMs. We write ‘Abort’
as an abbreviation for ‘Stop with 0’. Observe that line 04 ensures that the D.ENC
oracle is queried at most once.

In most applications a DEM is combined with a KEM to obtain (hybrid)
PKE [10]. We recall the concepts of KEMs and PKE below, and include an
indistinguishability definition for KEMs.

Definition 5 (KEM). A key encapsulation mechanism (KEM) for a finite key
space K consists of a public-key space PK, a secret-key space SIC, a ciphertext
space C, and a triple of efficient algorithms KEM = (K.Gen, K.Enc, K.Dec) of the
form

K.Gen —4 PKxSK PK — K.Enc —5 KxC SKxC — K.Dec — KWU{Ll},

where symbol ‘1" may be used to indicate errors. The randomness space of K.Enc
is typically denoted with R. Correctness requires that for all (pk, sk) € [K.Gen],
if (k,c) € [K.Enc(pk)] then K.Dec(sk,c) = k.
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Definition 6 (IND-CCA secure KEM). A KEM is (1,qq4,€)-IND-CCA
secure if all T-time adversaries A = (A1, Az) that interact in the IND-CCA®
experiments from Fig. 2 and issue at most qq queries to the K.DEC oracle have
an advantage of at most €, where we define

Adv"™P A (A) := |Pr[IND-CCA® = 1] — Pr[IND-CCA' = 1]].

Game IND-CCA® Oracle K.DEc(c)
C+0 If ¢ € C: Abort
(pk, sk) <5 K.Gen k < K.Dec(sk,c)
st <y ATPE(pk) Return k
(kg,c") <—s K.Enc(pk)

k{ —u IC

C+ Cu{c}

b/ s A}Q\’.DEL?(St7 0*7 k;)
Stop with v’

Fig. 2. Security games for defining IND-CCA security of KEMs. We write ‘Abort’ as
an abbreviation for ‘Stop with 0’.

Definition 7 (PKE). A scheme for public-key encryption (PKE) for a mes-
sage space M consists of a public-key space PK, a secret-key space SK, a cipher-
text space C, and a triple of efficient algorithms PKE = (P.Gen, P.Enc, P.Dec) of
the form

P.Gen —y PKxSK, PKxM — P.Enc »3C, SKxC — P.Dec - MU{Ll},

where symbol ‘1" may be used to indicate errors. The randomness space of P.Enc
is typically denoted with R. Correctness requires that for all (pk,sk) € [P.Gen]
and m € M, if ¢ € [P.Enc(pk,m)] then P.Dec(sk,c) = m.

Construction 1 (Hybrid encryption). Take a DEM for a message space M
and a KEM for the key space of the DEM. Then the algorithms in Fig. 3 form
the hybrid PKFE scheme. The randomness space of P.Enc coincides with the ran-
dommess space of K.Enc.

We present now the main security definition of this paper: confidentiality
under selective opening attacks. Our model is based on works of [6,18] Find a
discussion of its details below.

Definition 8 (SIM-SO-CCA secure PKE). Consider the experiments from
Fig. 4. For a function e: N — R=° we say that a PKE scheme is (7,7, qq,¢)-
SIM-SO-CCA secure if for all T-time adversaries A = (A;, As) that interact in
the r-SO-CCA experiment and issue at most qq decryption queries there exists a
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Proc P.Gen(r) Proc P.Enc(pk, m,r) Proc P.Dec(sk, (c1,c2))
(pk, sk) + K.Gen(r) (k,c1) < K.Enc(pk,r) k < K.Dec(sk,c1)
Return (pk, sk) c2 < D.Enc(k, m) If k= L: Return L

Return {c1, c2) m < D.Dec(k, c2)
Return m

Fig. 3. Hybrid construction of PKE from a KEM and a DEM. We write (c1, c2) for the
encoding of two ciphertext components into one. For clarity we make the randomness
used by P.Gen and P.Enc explicit.

Game r-SO-CCAZ Game i-SO-CCAS
T+ 0;C+0 T+ 0
(pk, sk) <5 P.Gen
(D, st) s AV (pk, n) (D, st) s S1(n)
(m1,...,mp) 5D (m1,...,mp) s D
For i + 1 to n:
Ti U R
c¢i + P.Enc(pk,m;, ;)
C+CU {Cz}
out g ASPEN‘P‘DEC(st, Cly..yCn) out g Sé)PEN(st7 [mal, ... |mal)
Stop w/ Pred(®D, mq,...,my,Z,out) Stop w/ Pred(®,m1,...,mn,Z,out)
Oracle OPEN(7) Oracle OPEN(%)
I+ TU{i} I+ TU{i}
Return (mi,r;) Return m;

Oracle P.DEC(c)
If ¢ € C: Abort
m < P.Dec(sk, c)
Return m

Fig. 4. Security experiments for defining SIM-SO-CCA security of PKE. With ® we
denote a randomised circuit that induces a distribution over M™. The randomness
space of P.Enc is denoted with R. Oracle OPEN may be called for all i € [n]. We write
‘Abort’ as an abbreviation for ‘Stop with 0’. We show the lines of i-SO-CCA aligned to
the ones of r-SO-CCA for easier comparison.

(roughly) T-time simulator S = (S1,S2) that interacts in the i-SO-CCA experi-
ment such that for all 7’-time predicates {0,1}* — Pred —¢ {0,1} and alln € N
the advantage Advi',\g‘cl’g?e'dCCA(n) is at most €(n), where we define

AV A (n) = [Pr[r-SO-CCA;! = 1] — Pr[i-SO-CCA] = 1]|.

We give rationale on this formalisation of SO security. The notion compares
the information an adversary can deduce about a set of challenge messages in
two settings: a real setting (game r-SO-CCA) and an idealised setting (game
i-SO-CCA). The real experiment starts with the generation of a key pair. The
adversary receives the public key and specifies a message distribution, repre-
sented by a randomised circuit ©. Messages m,...,m, are sampled accord-
ing to this distribution and encrypted using fresh randomnesses rq, ..., r,, and
the ciphertexts are given to the adversary which derives some information out
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about the hidden messages. The adversary is supported by two oracles: one that
decrypts arbitrary ciphertexts and one that opens honest ciphertexts by reveal-
ing the corresponding message and the randomness used to encrypt it (this is
meant to model sender corruption).

The ideal experiment is similar but with all the artifacts of public key encryp-
tion removed: there is no key generation, no ciphertext generation, and no
decryption oracle. Beyond that, the adversary (in this context called ‘simula-
tor’) performs as above: it specifies a message distribution, adaptively requests
openings, and derives some information out about unopened messages.

Clearly, in the ideal setting the confidentiality of unopened messages is
granted (only their lengths leak in line 18, but this is unavoidable for any practi-
cal PKE scheme and implicitly also happens in line 08). We thus deem a public
key encryption scheme secure under selective opening attacks if the adversary in
the real setting cannot draw more conclusions about unopened messages than
can be drawn in the ideal setting. Formally, it is required that for every A for
r-SO-CCA there exists a corresponding S for i-SO-CCA that derives the same
information. This is tested by distinguishing predicate Pred, which also takes
further environmental information into account, for instance the recorded open-
ing history Z. We proceed with some remarks on the model.

In prior works that give simulation-based definitions of SO security there does
not seem to be concensus on the order of quantification of S and Pred. While
most papers (cf. [22,28]) allow for the simulator to depend on the distinguish-
ing predicate, the work of [6] implicitly defines a stronger notion that requires
the existence of a simulator that is universal. (Interestingly, many papers that
exclusively consider the weaker notion actually do construct universal simula-
tors.) We adopt the stronger notion and require the simulator to work for any
distinguisher.

In the upcoming sections we construct several PKE schemes that are secure
under selective opening attacks. The corresponding proofs will idealise a central
building block of the schemes, concretely a blockcipher. By consequence, ideal-
cipher oracles have to be added to Fig.4. There are various options how and
where to do this: It is clear that adversary A should have access to the ideal
cipher, but what about S, what about Pred, and what about 7 It seems that
each configuration somehow makes sense and gives rise to an individual variant
of SIM-SO-CCA security.! Each such notion might have particular strengths
and weaknesses, so declaring any of them right or wrong is arbitrary. Ultimately,
when proving the SO security of our schemes, we decided to go for a model where,
besides the relevant algorithms of the encryption scheme itself, only adversary A
gets access to the ideal cipher.

Notions of SO security under active Attacks. As mentioned in the introduction,
three notions for SO security under active attacks exist: {weak-IND, full-IND,

L' A similar situation emerges with NIZK proofs in the random oracle model: In the
corresponding ZK definition, shall the distinguisher have access to the random oracle
or not? See [31] for a formal treatment and a comparison of the many possible
notions.
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SIM}-SO-CCA. Non of them has emerged as a de-facto standard notion, yet.
Clearly, weak-IND-SO-CCA suffers from the unnatural restriction to efficiently
conditionally resamplable message distributions and security implications for
practical applications are unclear. While full-IND-SO-CCA would provide secu-
rity for arbitrary underlying message distributions, as of today, no even a full-
IND-SO-CPA secure scheme is known.

We note that SIM-SO-CCA does not suffer from any of the above disad-
vantages (there is no resampling involved) and seems to offer a strong security
guarantee.

Only few results relating the SO-CCA notions are known; [26] shows that
IND-CCA is strictly weaker than weak-IND-CCA in general.

3 Simulatable DEMs and Our Main Result

In this section we present our main result on hybrid public key encryption. We
define a combinatorial property of a DEM called simulatability and show that
any KEM and any DEM satisfying standard security notions, if the DEM is in
addition simulatable, when composed yield a SIM-SO-CCA secure PKE, in the
ideal cipher model [9,17,27].

3.1 Simulatable DEMs

Many practical DEMs are constructed from blockciphers, possibly in combi-
nation with further symmetric building blocks like universal hash functions or
MACs. We formalise next what it means for a DEM to make use of a blockci-
pher in a black-box way. Virtually all blockcipher-based DEMs, and in particular
those specified by the major standardisation bodies, are of this type. In our def-
inition, I denotes the key space of the blockcipher and K’ denotes the cartesian
product of the key spaces of the remaining cryptographic primitives used by the
scheme. For instance, in an encrypt-then-MAC construction, X' would be the
key space of the message authentication code; if the construction requires no
further keyed primitive, K’ would be the trivial set containing a single element.

Recall from Definition 1 that P(D) and PP(D) denote the sets of all permu-
tations and partial permutations, respectively, on domain D.

Definition 9 (Oracle DEM).  An oracle data encapsulation mechanism
(oDEM) for a domain D and a message space M consists of a finite key space K',
a ciphertext space C, and efficient algorithms O.Enc and O.Dec that have oracle
access to a permutation on D (in both directions) and are of the form

K'x M — O.Enc™ — C K' xC — O0.Dec™ — MU {L},

where symbol ‘L’ may be used to indicate errors. Correctness requires that for all
m e P(D), k' € K', and m € M, if O.Enc™ (k',m) = ¢ then O.Dec” (K, c) = m.



258 F. Heuer and B. Poettering

Definition 10 (Permutation-driven DEM). A DEM for message space M
with keyspace K" = ICx K' is (I, D)-permutation-driven if there exists an oracle
DEM for D and M with algorithms K' x M — O.Enc™ — C and K' x C —
0.Dec™ — M U{L} and a blockcipher (Ey)kex on domain D such that for all
k' e K' and m € M and ¢ € C we have

D.Enc((k, k'), m) = O.Enc®*(k’',m) and D.Dec((k,k'),c) = O.Dec” (K, c).
(1)
According to this definition, for any specific permutation-driven DEM mul-
tiple corresponding oracle DEMs, i.e., O.Enc and O.Dec algorithms, and blockci-
phers E might exist. In practice, however, a single canonic specification of these
algorithms will stick out. This holds, as we will see, in particular for the stan-
dardised DEMs studied in Sect. 4. For the sake of a concise notation, in this
paper we thus assume that suitable O.Enc, O.Dec, and E algorithms are always
uniquely given.

We next define a combinatorial property called simulatability that holds for
an oracle DEM if, in principle, the encapsulation algorithm could commit to
a ciphertext before seeing the corresponding message; intuitively, this is only
possible if the permutation in the oracle is ‘flexible enough’, i.e., can be ‘pro-
grammed’. We formalise this idea by splitting the encapsulation routine into two
components, Fake and Make. First Fake outputs a ciphertext ¢ without seeing
the message m (but it does see the length of m), then Make, on input m, is
meant to find a possible (partial) permutation instance 7 under which indeed m
would be encapsulated to ¢. To be useful in our later selective opening related
proofs where we want to embed 7 into an ideal cipher, 7 is further required to
be uniformly distributed (conditioned on the formulated requirements).

Definition 11 (Simulatable oracle DEM). Consider an oracle DEM for a
domain D and a message space M that has an encapsulation algorithm of the
form K' x M — O.Enc™ — C. Consider algorithms Fake and Make of the form

K'xN — Fake =, C x X and X x M — Make — PP(D),

where Y is a state space shared between the two algorithms. We say that the
oracle DEM is e-simulatable (by Fake and Make) if for all k' € K' and m € M,
for the random wvariable (defined over the coins of Fake and Make)

I} = {7 : (c, st) < Fake(k', |m|); & <5 Make(st,m)}
we have

(1) partial permutation II]7 can be extended to a uniformly distributed permuta-
tion on D, i.e., by filling up’ II}} with random pairs one obtains a permu-
tation uniformly distributed in P(D);

(2) the ciphertext output by Fake deviates from the one that would be output
by O.Enc if invoked with an extension of the partial permutation output
by Make with probability at most €. More precisely, for any uniformly distrib-
uted extension m € P(D) of I} we have Pr[c # O.Enc™(k',m)] < € (where
the probability is also taken over the random extension of I} to 7);
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(3) the joint running time of Fake(k’, |m|) and Make(st,m) does not exceed the
running time of O.Enc(k’,m), not counting the latter’s oracle queries.

In informal discussions, when we say that a data encapsulation mechanism is
simulatable we mean that it is permutation-driven and Fake, Make algorithms
exist for which it is e-simulatable with a negligibly small value €.

Concerning the above definition it is important to understand that the ran-
dom coins of Fake and Make, and the coins used to extend the partial permutation
in items (1) and (2), belong to the same probability space. We give an equivalent
yet more verbose definition that makes this aspect more explicit in the Appendix
of the full version [23].

In line with a comment made above, for all practical DEMs that are simu-
latable, corresponding specifications for the Fake and Make algorithms emerge
canonically. For the sake of notational clarity, from now on we thus assume
uniqueness.

Proving Simulatability. We discuss a general technique for proving the simulata-
bility of an oracle DEM. The Fake and Make algorithms are typically explicitly
provided in the proof. Fake’s strategy is to mimic the behaviour of O.Enc by exe-
cuting it and answering blockcipher queries with random elements from D. Make
constructs a partial permutation 7 that fits this random assignment by starting
with the empty relation 7 = () and iteratively adding pairs (a,3) € D x D to &
that help meeting the O.Enc™ (k’,m) = ¢ goal, always taking care that also the
aiif, a7 = a = o and anf,an3 = B = (' requirements from Definition 1
are not violated (Make aborts if simultaneously reaching these conditions turns
out to be impossible). Simulatability requirement (1) is achieved by ensuring
that for each addition of («, 3) to 7 either o or § are uniformly distributed, con-
ditioned on the prior state of 7. Proving the bound from condition (2) typically
requires a combinatorial argument that assesses the probability of collisions.
Requirement (3) follows by inspection of the specifications of Fake and Make.

3.2 Selective Opening Security from Simulatable DEMs

Our main result is on the SO security of public-key encryption obtained by
combining an arbitrary KEM with a permutation-driven DEM. Our analysis is
conducted in the ideal cipher model for the blockcipher underlying the DEM.
We give an informal version of our main theorem and an outline of the proof.
We caution that some technical preconditions are omitted in the statement as
we give it here. See Sect. 5 for the full theorem statement and proof.

Theorem 1 (informal). Combine any KEM and any permutation-driven
DEM to obtain a PKE scheme. If the KEM is IND-CCA secure, the DEM is
OT-INT-CTXT secure and the corresponding oracle DEM 1is simulatable, then
the combined PKE scheme is SIM-SO-CCA secure, in the ideal cipher model.
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Game r-SO-CCAZ} Oracle P.DEC({c1, c2))
Forall k € K: B + 0 If {c1,c2) € C: Abort
T+ 0;C<«0 k" < K.Dec(sk,c1)
(pk, sk) +s K.Gen If ¥/ = L: Return L
(@, st) +s ATPPOF (pk, ) (k, k') < k"
(ma,...,mp) <5 D m 4 0.Dec®®) (K ¢y)
For i < 1 to n: Return m

ri v R

Oracle E* (k, a)
If o ¢ Dom(E}):
B8 <uv D\ Rng(Ex)
Ei + ErU{(o,8)}

(ki ci,1) < K.Enc(pk, ;)
(ki, k) < kY
ci + O.Enc®®i) (KL my)
ci + (i, Ci2)
C+CU {(zz} Return E;r(a)

out s ASI)EN’P'DEC’E(%, Cly...y Cn) Oracle B~ (k‘, B)

Stop w/ Pred(D,mu, ..., mn, T, out) If 5 ¢ Rng(Ey):
Oracle OPEN(%) %:—: ZE)k\L?{o(r;l(éj;]?
I+ 71U {’L} ¢ _‘ )

Return (mg, ;) Return E,_ (5)

Fig. 5. Game r-SO-CCA adapted towards the analysis of a PKE scheme constructed fol-
lowing the KEM/DEM paradigm using a permutation-driven DEM with corresponding
oracle DEM algorithms O.Enc and O.Dec, in the ideal cipher model. We write ‘Abort’
as an abbreviation for ‘Stop with 0’. We further abbreviate the pair ET,E~ of ideal
cipher oracles with just E.

We proceed with the proof outline. The goal is to show that for every adver-
sary A = (Aj, As) for the r-SO-CCA game there exists a simulator § = (S1, S2)
for the i-SO-CCA game that deduces the same information. In Fig. 5 we reproduce
the r-SO-CCA game from Fig.4 with the hybrid construction of the encryption
scheme, the oracle DEM underlying the DEM, and the ideal cipher model made
explicit. (In the i-SO-CCA game there is nothing to be adapted.) We correspond-
ingly equip adversary A and the DEM algorithms with oracles E* and E~ that
implement an ideal blockcipher on domain D. In particular, for each key k, ora-
cles ET(k;-) and E™ (k;-) are inverses of each other. For a concise notation, we
typically just write E for the pair consisting of E* and E~. We implement ideal
cipher E via lazy sampling and keep track of made assignments using a game
internal family (Ey)rex of partial permutations Ey € PP (D). Note that we do
not also provide the KEM algorithms with access to E, meaning we assume the
KEM does not use the same blockcipher as the DEM. See Sect. 5 for a discussion.

When it comes to constructing S from A4, the strategy is to let the former run
the latter as a subroutine: Simulator S converts the own input to an input for A,
uses the output of A as the own output, and answers, and in some cases relays,
oracle queries posed by A. We give the footprint of a universal such simulator
that leverages on the simulatability of the (permutation-driven) DEM in Fig. 6.
For the sake of clarity, we simplified the specifications of algorithms &; and S,
quite a bit, removing many technicalities. While we briefly discuss the missing
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S1(n)

Forallk € K: Ex < 0
C<+ 0

Oracle OPEN 4(4)
m; < OPENs(i)
7 <—s Make(st;, m;)

261

(pk, sk) <5 K.Gen

By, ¢ By, U
D g ATPOF (pk n)

Return (mi,r;)

feturn Oracle P.DEC({c1, c2))
Sgppj\s(‘mﬂ:'“v Imn) as in Figure 5
For i + 1 to n: Oracle E* (k. a)
ri v R - ! .
(K. ci1) + K.Enc(pksrs) as in Figure 5
(kis ki) < K7 Oracle E™ (k, 8)

(ci,2, sti) s Fake(kj, |mil)
ci + (cin,ci2)
C+Cu {Cz}

out s A(;PENA,PADEC,E(C

Return out

as in Figure 5

17~'~aCn)

Fig. 6. Simplified version of simulator S = (S1,S2), constructed from adversary A =
(A1, Az). We write OPENs and OPEN 4 for the opening oracles provided to Sz and A,
respectively. For simplicity we do not annotate the state information passed from 4,
to As and from S; to So.

parts below, for the full details of the simulator and a formal analysis we refer
to Sect. 5.

We walk the reader through the design principles of our simulator. What
above we refered to as ‘deduces the same information’ formally requires that
the inputs ®,my,...,my,,Z,out of the Pred invocations in the r-SO-CCA and
i-SO-CCA games be similar. This is achieved by letting S simulate for A the
environment of r-SO-CCA in a way such that: S; forwards the message distri-
bution ® obtained from .A; without modification (this also ensures that the
distributions of myq, ..., m, match), Sy keeps the index sets Z corresponding to
Ay’s and its own OPEN queries consistent (by forwarding the queries), and Sy for-
wards Ajg’s output out without modification. The lines in Fig. 6 corresponding
to these steps are 03,04 and 14 and 12,13, respectively.

Running A as a subroutine leads to useful results only if A is exposed to an
r-SO-CCA-like environment. Effectively this means that S has to ‘fill all the blank
lines’ of the i-SO-CCA game in Fig. 4. Concretely this involves (a) generating and
providing a public key for Ay, (b) providing ciphertexts to A, that correspond
to messages myq,...,m,, (c) providing adequate randomness when processing
opening queries of As, and (d) handling decryption queries of A; and A,. Fur-
ther, ideal cipher queries of A; and A5 have to be taken care of. The latter
is straight-forward when deploying lazy sampling, i.e., using the mechanisms of
the r-SO-CCA version from Fig.5. Also (a) and (d) are easy to deal with: The
public key pk provided to A; is a regular KEM key generated by S; (lines 02,03);
in particular, secret key sk is known to & and can be used to process decryp-
tion queries. Concerning (b), creating ciphertexts ¢y, ..., ¢, for As consists, in
principle, of two parts: letting the KEM establish session keys and encapsulating
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messages with the DEM. Component Sy of our simulator does the former accord-
ing to the specification, i.e., by invoking algorithm K.Enc with fresh randomness
(lines 06,07), while for the latter, as it cannot invoke D.Enc (or, more precisely,
0.Enc) for not knowing the messages it needs to encapsulate, it leverages on the
simulatability of the DEM and obtains the corresonding ciphertext from an exe-
cution of the Fake algorithm (line 09). How Sy deals with (c) is now immediate:
for each created ciphertext it knows the randomness used, so it can release it in
an opening query (line 17). Note, however, that knowledge of this randomness
brings A, into the position to verify the DEM ciphertext components generated
by Fake (e.g., by decapsulating or re-encapsulating them); correspondingly, the
OPEN oracle in addition runs the Make algorithm and embeds the partial per-
mutation proposed by it into ideal cipher E (lines 15,16). By the definition of
simulatability of a DEM, this fixes the ideal cipher such that overall consistency
is established.

As announced earlier, in Fig.6 we leave out some details of our simulator.
These are related to situations in which S cannot uphold a proper environment
for A and has to abort its execution. This is the case when Fake and Make fail
to properly simulate O.Enc (the definition of simulatability considers a small
probability of failure), or if the partial permutation output by Make cannot
be embedded into the ideal cipher (line 16). The latter condition can result
from various actions of adversary A, for instance (explicitly) from queries to
the E oracles, or (implicitly) from evaluations of E during the processing of a
decryption query. In the full proof given in Sect.5 we show that if the KEM is
IND-CCA secure and the DEM is OT-INT-CTXT secure, then the probability
is small that any of these conditions is met. (Very briefly speaking, we use the
KEM notion for bounding the probability of explicit queries, and we use the
DEM notion for bounding the probability of implicit ones.)

4 Simulatability of Practical DEMs

We prove that three blockcipher-based DEMs that were standardised by
NIST are permutation-driven and simulatable. Concretely we analyse the
CTR and CBC modes of operation (SP800-38A [13]), a CBC variant with
ciphertext stealing (CTS) (Addendum to SP 800-38A [16]) and the CCM mode
(SP 800-38C [14]). The fourth NIST standardised mode of operation, the GCM
mode (SP 800-38D [15]), is covered in the full version of this paper [23]. More
precisely, as for our results on selective opening security only those DEMs are
relevant that offer ciphertext integrity (cf. Definition 4), instead of plain CTR,
CBC, and CBC/CTS encryption we actually analyse their encrypt-then-MAC
variants, where we assume arbitrary strongly unforgeable MACs. Further, as
CCM is an authenticated encryption scheme with associated data (AEAD [30]),
we turn it into a DEM by using it with a fixed nonce Ny and an empty associ-
ated data string Ag. As the three named modes follow different design principles,
some of which might be incompatible with simulatability, analysing all of them
is more than just a matter of diligence. While CTR mode encrypts by XORing


http://csrc.nist.gov/publications/nistpubs/800-38a/sp800-38a.pdf
http://csrc.nist.gov/publications/nistpubs/800-38a/addendum-to-nist_sp800-38A.pdf
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blockcipher outputs into the message, CBC mode encrypts by pushing message
blocks through the cipher, and CCM combines both approaches is a MAC-then-
encrypt design.

In the following we specify the mentioned DEMs in their oracle DEM form,
assuming that the underlying blockcipher (Ej)xex is over domain D = {0, 1}*.
We show their simulatability by proposing and analysing corresponding Fake and
Make algorithms, following the general strategy suggested at the end of Sect. 3.1.

4.1 CTR-then-MAC

We analyse the DEM obtained by first encrypting the provided message with
the CTRO mode of operation of a blockcipher (counter mode with fixed initial
counter value) and then appending a deterministic MAC tag to the ciphertext.

We specify the O.Enc and O.Dec algorithms of CTRO-DEM in Fig. 7, where
we assume that G: [1.. V] — D denotes a fixed injective function (a ‘counter gen-
erator’) for some sufficiently large value V. The MAC is represented by a keyed
hash function K’ x {0,1}* — khf — {0,1}". The message space of CTRO-DEM
is M = {0,1}* and the ciphertext space is C = {0,1}=T.

0.Enc™(K',m) 0.Dec™ (K, ¢)
Write |m| as (I — 1)+ 1" If |¢| < T: Return L
Split m into mi ... my_1my; Split ¢ into ct
my < m; [0~ If t # khf(K', &):
For i < 1 to I: Return L
u; + G(1) Write |¢| as (I — 1)+ "
v; < (i) Split ¢ into ¢1 ...ci—1¢f
i —m; D a oot
¢f < msb+(cr) For i+ 1tol:
C+C1...0-1€] u; < G(i)
t < khf(k', ¢) v m(uq)
c4ct m; < ¢ D v;
Return ¢ mj < msby=(my)
m<—mi...m_1my;
Return m

Fig. 7. CTRO-DEM. Lines 00 and 16 uniquely identify quantities I and [* such that
1 €NZ'and 0 < 1* < ¢, and |m| = (I — 1)£ 41" and |¢| = (I — 1)€ 4 I*, respectively.
Correspondingly, line 01 assumes |mi| = ... = |m;—1| = £ and |m]| = I*, and line 17
assumes |c1| = ... = |¢_1| = £ and |¢j| = I". Further, line 13 assumes [¢t| =T

Lemma 1. CTR0-DEM is e-simulatable with e = ([L/€]* —[L/¢])/21, where
L is the mazimum message length (in bits).

Proof. Consider algorithms Fake and Make from Fig.8. The idea of Fake is to
compute intermediate ciphertext ¢ on basis of uniformly distributed blockcipher
outputs (see how line 01 of Fake replaces l-many iterations of line 06 of O.Enc),
but to compute the MAC tag on ¢ faithfully. Note that the correct length of &
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is known to Fake as it coincides with the length of m. Inspection shows that,
given m, algorithm Make finds a minimal partial permutation 7 such that Fake
and Make jointly mimic the behaviour of O.Enc (see here how lines 15-18 of Make
arrange the entries of 7 such that they are consistent with lines 0506 of O.Enc).
In some invocations of the algorithms, the described process might fail (lines
16, 17), namely when partial permutation © would become inconsistent (i.e.,
the updated 7 would stop being an element of PP). In such cases Make aborts,
outputting the empty partial permutation 7 = (.

We next show that the conditions from Definition 11 are met. Observe that,
as Fake picks values cy, ..., ¢ uniformly and independently of each other, the
same holds for the values v1, ..., v; computed in line 15. That is, in each iteration
of line 18 a value v; is added to Rng(7) that is uniform conditioned on the then
current state of Rng(7). Thus condition (1) holds. To establish the correctness
bound of condition (2) we analyse the probability that Make aborts. By the
injectivity of function G the wu;-values from line 14 are pairwise distinct, so the
abort condition of line 16 is never met. Further, as values v; computed in line
15 are uniformly distributed and independent of each other, the abort condition
of line 17 is met with probability e = (0+ ...+ (I —1))/|D| = ((I* —1)/2)/|D]
(accumulated over all iterations of the loop). Plugging in the maximum value
I =[L/¢] gives the bound claimed in the statement. Condition (3) is clear. 0O

Fake(k', |ml|) Make(st, m)
Write |m| as (I—1)¢+1" 7«0
c1,...,c0 v D Write |m| as (I — 1)¢ 4 1*
¢ < msby=(¢r) Parse st as (c1,...,¢)
C+cCr...c-10] Split m into mq ... my_1my;
t + khf(K', &) my —mj |0
c<ct For i <1 to I:
st (c1,...,¢1) u; < G(1)
Return ¢, st Vi < mi D i
If u; € Dom(7): Abort
If v; € Rng(7): Abort
T TU {(uz,vz)}
Return 7

Fig. 8. Fake and Make for CTRO-DEM. We write ‘Abort’ as an abbreviation for
‘Return (.

4.2 CBC-then-MAC

We consider the DEM obtained by encrypting the message with CBCO mode
(cipher block chaining with initialisation vector zero) and appending a MAC
tag to the ciphertext. As a variant we also look at CBCO-CTS (CBCO with
‘ciphertext stealing’) that supports a complementary message space.
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O.Enc™(k',m) 0O.Dec™ (K, ¢)
Write |m| as 14 If |¢| < T: Return L
Split m into mq ...my Split ¢ into ¢t
co < 0° If ¢ # khf(k', &):
Fori<+ 1tol: Return L
U 4= mi D i Write || as I¢
ci + m(u;) Split ¢ into ¢1...¢
C+cC1...C Co(—oz
t « khf(k', ¢) For i + 1 to I:
c4ct wi 7 (es)
Return ¢ m; <— Ui D ci—1
m<—mi...m
Return m

Fig. 9. CBC-DEM (for multi-block messages). Lines 00 and 14 identify quantity | €
NZ% such that |m| = I¢ and |&| = I¢, respectively. Correspondingly, line 01 assumes
|mi| = ... = |my| = £ and line 15 assumes |ci| = ... = |¢| = £. Further, line 11
assumes |t| =T.

O.Enc™(k',m) O.Dec™ (K, ¢)
Write |m| as 104 1" If |¢| < T: Return L
Split m into my ... mymj,, Split ¢ into ¢t
mit1 — mip || 0" If ¢ # khi(k', ¢):
co + 0° Return L
For i < 1to [+ 1: Write |¢| as 10+ 1*
Wi — Mi D Ci1 Split ¢ into ¢1...ci—1¢]ciyr
ci + m(u;) w1 — 1 o)
¢} < msby=(¢;) miy < msbp (u41) ® ¢f
C4c1...c-1Ccru ¢ < ¢ ||1sbe—i+ (uig1)
t « khf(k', e) co + 0°
c+at For i <1 to I:
Return ¢ wi Y es)
m; <= Ui B ci—1
m4—ma...mumpy,
Return m

Fig. 10. CBC-CTS-DEM (for messages that require padding). Lines 00 and 16 uniquely
identify quantities { and {* such that | € NZ* and 1 < [* < ¢, and |m| = I{ 4+ [* and
|e| = 18+ 1", respectively. Correspondingly, line 01 assumes |m;| = ... = |m;| = £ and
|miy1] =", and line 17 assumes |c1| = ... = |g—1| = £ and |¢]| =" and |ci41] = L.
Further, line 13 assumes [t| =T

We specify the O.Enc and O.Dec algorithms of CBC-DEM in Fig.9 and of
CBC-CTS-DEM in Fig. 10. Similarly as for CTRO-DEM, the MAC is represented
by a keyed hash function of the form K’ x {0,1}* — khf — {0,1}7. The mes-
sage space of CBC-DEM consists of all messages that have a length that is a
multiple of the blocklength ¢, i.e., M = U/\ZM\/\{O’ 1}*; the ciphertext space
is C = U>\>£,a>\{0v 1327, In contrast, CBC-CTS-DEM supports all message
lengths that are not a multiple of ¢, with a minimum value of ¢ + 1; formally,
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M = Upsend0,13* and € = Uyspya{0, 137, Together, CBC-DEM and
CBC-CTS-DEM can handle messages of any length not smaller than £.2

Lemma 2. CBC-DEM is e-simulatable where ¢ = ((L/€)? — (L/¢))/2¢, and
CBC-CTS-DEM is e-simulatable with ¢ = (|L/€]% + |L/£])/2¢, where L is the
maximum message length (in bits).

Fake(k', |m|) Make(st, m)
Write |m| as 1¢ w0
Cly...,c v D Write |m| as 14
Cc1...q Parse st as (c1,...,¢1)
t <+ khf(k', ¢) Split m into mq ... my
c<ct co 0°
st <+ (c1,...,¢1) For i+ 1 to l:
Return ¢, st Ui <— M O Ci1
If u; € Dom(7): Abort
If ¢; € Rng(7): Abort
T aU {(ui,c,;,)}
Return 7

Fig.11. Fake and Make for CBC-DEM. We write ‘Abort’ as an abbreviation for
‘Return (.

Proof. The proof is similar to the one of Lemma 1. Consider algorithms Fake
and Make from Fig. 11. The idea of Fake is to compute intermediate ciphertext ¢
on basis of uniformly distributed blockcipher outputs (see how line 01 of Fake
replaces l-many iterations of line 05 of O.Enc), but to compute the MAC tag
on ¢ faithfully. Note that the correct length of ¢ is known to Fake as it coincides
with the length of m. Inspection shows that, given m, algorithm Make finds
a minimal partial permutation 7 such that Fake and Make jointly mimic the
behaviour of O.Enc (see here how lines 13-16 of Make arrange the entries of 7
such that they are consistent with lines 04-05 of O.Enc). In some invocations
of the algorithms, the described process might fail (lines 14, 15), namely when
partial permutation © would become inconsistent. In such cases Make aborts,
outputting the empty partial permutation @ = §.

We next show that the conditions from Definition 11 are met. Observe that,
as Fake picks values ¢y, . .., ¢; uniformly and independently of each other, in each
iteration of line 16 a value ¢; is added to Rng(7) that is uniform conditioned
on the then current state of Rng(7). Thus condition (1) holds. To establish
the correctness bound of condition (2) we analyse the probability that Make

2 Instead of specifying different algorithms for different classes of message length, one
could also join them together to a single, more general algorithm. This is usually
done in standards [16], but we abstain from doing so in this document to avoid rather
obstructing case distinctions in the analysis.
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aborts. With values ci,...,¢—1 also the values us,...,u; computed in line 13
are uniformly distributed and independent of each other, so the abort condition
of line 14 is met with probability (0 + ...+ (I — 1))/|D| = ((1* — 1)/2)/|D|
(accumulated over all iterations of the loop). The same bound holds for line
15. Plugging in the maximum value | = L/¢ gives the bound claimed in the
statement. Condition (3) is clear.

Algorithms Fake and Make for CBC-CTS-DEM are given in Fig.12. The
analysis is similar. Here, however, we have [ = | L/¢] and for lines 16 and 17 the

accumulated probabilities of abort amount to (0 +...+1)/|D| each. O
Fake(k', |m]) Make(st, m)
Write |m| as I£ + 1* 70
c1,...,c41 v D Write |m| as 1€+ [*
¢} < msby+(cr) Parse st as (c1,...,¢141)
C4+Cl...C-1C/Cl41 Split m into my ...mymy,
[ khf(k/,é) miy1 < 7VL?+1 H ot
c+ct co + 0°
st (C1y.vyCit1) For i<« 1tol+1:
Return ¢, st Ui = Mi D ci—1
If u; € Dom(7): Abort
If ¢; € Rng(7): Abort
T TU {(’U,,,,CI)}
Return 7

Fig. 12. Fake and Make for CBC-CTS-DEM. We write ‘Abort’ as an abbreviation for
‘Return (.

4.3 CCM

We analyse the CCM mode of operation (‘CTR mode with CBC-MAC’) with
fixed nonce and associated data field; we call this mode CCMO0-DEM. CCM is
parameterised by an authentication tag length T', a formatting function F': N x
Ax M — Dt (where N and A denote the nonce space and the associated data
space, respectively), and a counter generation function G: N x [0..V] — D,
where V' is a sufficiently large value. While only one set of instantiations of F’
and G is suggested in SP 800-38C (and if it is chosen the resulting version of CCM
is the one used in wireless encryption standard IEEE 802.11), the specification
is explicitly modular in the sense that it works with any F' and G that meet
certain conditions. Amongst others, the conditions listed in [14] imply that for
all N € N the function G(V; ) is injective and that for all (N, A, m) € N'x Ax M
and zg ...z, = F(N,A,m) we have that zo ¢ G(N,[0..V]). Now, if we fix any
nonce Ny and any associated data string Ay (e.g., the all-zero string for Ny
and the empty string for Ag) and define the restrictions Fo: M — DV; m —
F(Ng,Ag,m) and Gg: [0..V] — D; i — G(Ny,1i), then the algorithms of the
resulting oracle DEM associated with CCM are given in Fig. 13. The message
space of CCMO-DEM is M = {0,1}* and the ciphertext space is C = {0, 1}=7.
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O.Enc™(K',m) 0O.Dec™ (K, ¢)
20...2r < Fo(m) If |¢| < T: Return L
yo + 7(20) Write |c] as (I —1)¢+1"+T
For i<« 1tor: Split ¢ into ¢1 ...¢—1c]t"
T 2i DYi-1 c — Cf ||0€71*
yi < w(xi) For j < 1tol:
up + Go(0) uj <+ Go(j)
vo <+ m(uo) vy 4 m(uy)
t < yr ®vo mj < ¢ vy
t* < msbr(t) mj < msb (my)
Write |m| as (I — 1) 4 1* m4—mi...mi_1m;
Split m into my ... my_1m; 20...2r < Fo(m)
my < mj |04 Yo + 7(20)
For j < 1 to I: For i<+ 1tor:
uj + Go(j) Ti < 2i DYi—1
vj < 7(uy) yi < m(xi)
cj +— mj Bvj ug < Go(0)
¢f < msby+(cr) vo < 7(uo)
c+c...co1ct” t < yr ®vo
Return ¢ If t* # msbr(t): Return L
Return m

Fig. 13. CCMO-DEM. Lines 09 and 20 uniquely identify quantities [ and {* such that
1€ N='and 0 < 1* < ¢, and |m| = (I — 1) +1" and |¢| = (I — 1)+ 1" + T, respectively.
Correspondingly, line 10 assumes |mi| = ... = |my_1| = £ and |m{| = [*, and line 21
assumes |ci| = ... =|g-1| =f and |¢;| =1" and [t*| =T.

Lemma 3. CCM0-DEM is e-simulatable with e < |L/€]%/2'=2, where L is the
mazximum message length (in bits).

Proof. Consider algorithms Fake and Make from Fig. 14. The idea of Fake is to
compute the visible ciphertext components on basis of uniformly distributed
blockcipher outputs while completely ignoring the blockcipher invocations of
CCM’s internal CBC-MAC computation (see how line 07 and l-many iterations
of line 15 of O.Enc (in Fig. 13) are replaced by lines 00 and 03 of Fake, while
lines 01 and 04 of O.Enc have no counterpart). Inspection shows that, given m,
algorithm Make finds a minimal partial permutation 7 such that Fake and Make
jointly mimic the behaviour of O.Enc (see here how lines 24-27, 30-33, 35—
38, 43-46 of Make arrange the entries of 7 such that they are consistent with
lines 01, 04, 06/07, 14/15 of O.Enc). In some invocations of the algorithms, the
described process might fail (in lines 25/26, 31/32, 36/37, 44/45), namely when
partial permutation 7 would become inconsistent. In such cases Make aborts,
outputting the empty partial permutation @ = {.

We next show that the requirements from Definition 11 are met. To see
that condition (1) holds, observe that in Make the values yo, yi, vo, and v;
are uniformly distributed and independent of each other at the point they are
added to Rng(7) in lines 27, 33, 38, 46. To establish the correctness bound
of condition (2) we assess the probability that Make aborts. Using a similar
analysis as in the proof of Lemma 1 we obtain the following (accumulated)
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Fake(k', |m|) Make(st, m)
t(—UD ﬁ'(—@ uo <—G0(O)
t* < msbp(t) Write |m| as (I — 1)+ 1" vo — Yr Bt
Write |m| as (I—1)¢+1" Parse st as (t,c1,...,¢1) If uo € Dom(7): Abort
Cly...,c v D 20...2r < Fo(m) If vo € Rng(7): Abort
¢ < msby+(¢;) yo v D 7 7 U {(uo,v0)}
c+c1...qo1ctt If zo € Dom(7): Abort Split m into mq ... mi_1m;j
st <+ (t,c1,...,¢r) If yo € Rng(7): Abort my —mj |01
Return c, st 7+ 7 U{(20,y0)} For j «+ 1tol:
For i + 1 to r: u; < Go(j)
Ti < 2 DYi—1 vj < my Dy
yi <uv D If u; € Dom(7): Abort
If z; € Dom(7): Abort If v; € Rng(7): Abort
If y; € Rng(7): Abort 77U {(uj,v;)}
7 7 U{(zi,yi)} Return 7

Fig.14. Fake and Make for CCMO-DEM. We write ‘Abort’ as an abbreviation for
‘Return 0.

probabilities: The abort conditions in lines 25 and 26 are never met; for lines
31 and 32 the probabilities are (1 + ...+ 7)/|D| each; by the properties of
CCM’s functions Fy and Gy, for lines 36 and 37 the probabilities are r/|D| and
(r+1)/|D]; for line 44 the probability is ir/|D|; finally, for line 45 the probability
is ((r+2)+...+(r+1+1))/|D|. If we assume reasonable behaviour of function Fj
and let 7 = [, we obtain quantity 4/2/|D| as an upper bound for the sum of these
probabilities. This establishes the claimed bound. Condition (3) is clear. O

5 A Formal Treatment of Our Main Result

We anticipated the main result of this paper in Sect.3: Any (hybrid) PKE
scheme constructed from a KEM and a permutation-driven DEM offers SIM-
SO-CCA security in the ideal cipher model, if the KEM provides confidentiality
(IND-CCA), the DEM provides authenticity (OT-INT-CTXT), and the DEM is
simulatable. Prerequisites like IND-CCA and OT-INT-CTXT on the KEM and
DEM, respectively, are standard for proofs of the IND-CCA security of hybrid
encryption, so the important finding is that the added constraint of simulatabil-
ity suffices to lift security to the stronger notion of SO security.?

We discussed an informal version of our result in Sect.3.2. Recall from the
included proof sketch that an important subgoal was bounding the probability of
the ideal cipher being evaluated on input a key established by the KEM before a
corresponding OPEN query is posed. (If the cipher is evaluated earlier, the par-
tial permutation found by Fake and Make cannot be smoothly embedded into it
any more.) In the following we argue that without putting further restrictions on

3 We note that a typical proof of IND-CCA security of hybrid PKE requires the DEM
to also offer some kind of confidentiality (e.g., OT-IND-CCA). A corresponding
notion appears only implicitly in our theorem statement, as it follows from the
DEM’s simulatability (in the ideal cipher model).
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the KEM, bounding this probability to any small value is in general impossible.
Indeed, assume for a moment a KEM where K.Enc, before outputting a key k
and a ciphertext ¢, evaluates the blockcipher used by D.Enc on input key &k and
a value dy, where the latter is any fixed element dy € D in the cipher’s domain,
and assume K.Enc completely ignores the result. Even though this blockcipher
evaluation is completely pointless and should not affect security of the overall
design, for such a KEM our arguments would not work. Below, in the formal
version of our theorem statement, we correspondingly restrict the set of consid-
ered KEMs to those that do not evaluate the blockcipher at all. This admittedly
is a limitation of our result, but we believe it is a mild one. Indeed, all practi-
cal KEMs we are aware of do not (internally) invoke blockcipher operations at
all. This holds in particular for Hashed ElGamal, PSEC-KEM, Cramer-Shoup
KEM, and RSA-KEM. In the following theorem statement, if F is a blockcipher,
we say a KEM is E-independent if no KEM algorithm evaluates E* or E~.
We proceed with the statement and proof of our main theorem.

Theorem 2. Let DEM be a (K, D)-permutation-driven DEM with corresponding
oracle DEM oDEM and blockcipher E. Let KEM denote an E-independent KEM
for the key space of the DEM. Let PKE denote the hybrid PKE scheme obtained
when instantiating Construction 1 in Fig. 3 with KEM and DEM.

Let DEM be (7, qq, €ctat)-OT-INT-CTXT secure and KEM be (7,44, €cca)-
IND-CCA secure.

If oDEM is egpm-simulatable, then PKE is (7,7, qq, qic, €)-SIM-SO-CCA
secure where € can be upper-bounded by

N+ Qic +
G(TL) STL (3'ecca+€ctzt+esim+2' qlch>

K]
and E is modeled as an ideal cipher.

See Sect. 3.2 for a proof sketch including the high-level ideas. We proceed
with a detailed proof of Theorem 2.

Proof. For the list of n challenge ciphertexts ({c1,1,¢1,2),--.,{Cn,1,Cn,2)) and
J C [n] let C7 1 denote the set {c;1 | j € J}. For the keys (k;, k}) < kI output
by the n iterations of K.Enc, and J C [n] let K7 denote the set {k; | j € J} of
blockcipher keys k; for ¢ € J. For the family of partial permutations (Ejy)rei
maintained by S to implement ideal cipher F, let supp(F) := {k € K | E} # (0}
denote the set of keys k € K where partial permutation Fj is not empty.

Fix any SIM-SO-CCA adversary A. We define a simulator (S, S2) by giving
its pseudocode in Fig. 15. Simulator &; consists of lines 00 — 03, S consists of
lines 04 — 11. Their code is enhanced by bookkeeping and abort events, while the
explicit invocation of 81, Sy and their input/output behaviour is merged into
the ideal game. Instructions in grey boxes are performed by the ideal game.

We show that S, when run in the ideal game, can simulate the real game for
A. To this end we proceed in a sequence of experiments tracing A’s advantage
of distinguishing two consecutive games. The sequence interpolates between the
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T+ 0 Oracle P.DEC({c1, c2))
Forall ke K: E, + 0 If (c1, c2) € Cppy: Abort
I+ 0;C+0 If ¢1 € Cpapz,1: Return L

(pk, sk) «—s K.Gen
(D, st) <5 ATPOF (pk)

k" <+ K.Dec(sk, c1)
If k" = L: Return L

! 1"
My yMp) 5 D (k, k) « k
(ma " ) € m <+ O.Dec®® (K ¢y)
For i < 1 to n: Return m
Ti <uU R n
(K, ci1)  K.Enc(pk; ) Oracle E7 (k, a)
(ki, k;) - k;/ If ke K[n]\I3 Abort,

If ki € Ky U supp(E): Abort
(Ciﬂg, Sti) s Fake(ké, |ml|)
Cj < <Ci,17cv’,,2>

out g ASPEN’P'DEC’E(st, Cly...,Cn)

Stop with Pred(®,mu, ..., mn,Z, out)

Oracle OPEN(7)
T« TU{i}
If ki € K[j—1) Usupp(E): Abort
T s Make(sti,mi)

If a ¢ Dom(E;"):
B<+uv D\ Rng(E,j')
By« By U{(a, )}

Return 8

Oracle E~ (k, 3)
Ifk e K[n]\I3 Abort
If 8 ¢ Dom(E, ):
a <y D\ Rng(E,)
Ey + ErU{(a,08)}

271

N Return o
Ekz <~ T

If ¢io # O.Enc®®) (kf my;): Abort
Return (mg, ;)

Fig. 15. Proposed simulator § = (S1,S2) inlined into the i-SO-CCA experiment. S in
lines 00 — 03, Sz given in lines 04 — 11. Instructions in grey boxes are executed by the
ideal experiment. The whole code corresponds to the last game Gg in our proof. For
J C [n] we denote Cz1 :={c;j1|j € T} and K7 := {k; | j € J}. Further, we denote
supp(E) :={k € K | Ex # 0}.

real game (Go = r-SO-CCA, cf. Fig.5) and a simulated real game (Gg, cf. Fig. 15)
provided by the simulator S inlined into the ideal game.

The whole sequence of experiments is given in Fig. 16. Lines ending with a
range of experiments G; — G; (resp. G; if j = i) are only executed when an
experiment within the range is run.

Without loss of generality we assume that A does not make the same opening
query twice. We proceed with detailed descriptions of the experiments.

Game Gg. The r-SO-CCA game as given in Fig. 5.

Game Gy. Lines 28 and 29 are added: Any decryption query of the form (¢, ¢2) is
answered with L if ¢; € Cpp)\z,1. That is, there exists i € [n] such that ¢; = ¢; 3
and A did not query OPEN(7).

Claim. There exists an adversary B, that (7,4, €ccq)-breaks the IND-CCA
security of KEM and an adversary Bei,: that (7, qa, €ctot)-breaks the OT-INT-
CTXT security of DEM with |Pr[Gy = 1] — Pr[G; = 1]| < n - (€cca + Ectat)-

Proof. Games Gg and Gy proceed identically, until A submits a ciphertext (c1, ¢2)
to decryption where ¢; € Cp,\z and P.Dec(sk, (c1,c2)) # L. We fix some i € [n]
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Experiments Gy — Gg Oracle P.Dec((c1, ¢2))
For all k € K: E < 0 If (1, c2) € Cppuy: Abort
IH(@;C(—@ If 1 EC[H]\IJ: //G1 - Gg
bad < 0 /] Ga Return L /G1 — Gg
(pk, sk) s K.Gen k" < K.Dec(sk,c1)
(®, st) s ATPPOF (pk) If ¥ = 1: Return L
(Mm1y...,mn) 5D (k, k') + K"
For i < 1 to n: m  0.Dec®®) (kK ¢y)
ri <uv R Return m

(kY ci1) < K.Enc(pk;r;)

(ki  k)) K Oracle Ef (k, )

If ki € Kj;—1) Usupp(E): Abort /] G2 — Gg Ik € Kz / Gs — Ge
E(ki;) (1. bad « 1 //G4
Ci2 < O.Enc™'%i (k“mt) //GO - Go
/ Abort // Gs — Gg
(¢s,2, sti) <—s Fake(k;, |m;|) / Gs — Gg .
~ If o« ¢ Dom(E} ):
7 <—s Make(st;, m;) / Gs — Gs 5ty D\ Rng(EY)
ks /Gs - Gs By« B U{( 8)}
If ¢i2 # O.Enc®*i) (K], m,): /Gs = Gs Return 3 ,
Abort / Gs — Gs
i+ (cia, ci2) Oracle E~ (k, 3)
out < AgPEN’P'DEC’E(St,Ch . ,cn) Itk e K[n]\zi // Gy — Gg
If bad: Abort / Ga bad + 1 / Ga
Stop with Pred(®,m1,...,mn,Z, out) Abort / Gs — Gg

If 3 ¢ Dom(FE, ):

Oracle OPEN(i) a v D\ Rug(E,)

T+ TuU{i}

If ki € Kp;_1) Usupp(E): Abort / Ge Reﬁfr;aEk U B)}
T 4—s Make(sti,mi) //G(;

Ek,-, — T // Gg

If ¢i o # O.Enc®®:) (k! m,): Abort / Ge

Return (mg, ;)

Fig. 16. Experiments Gy — G used in the proof of Theorem 2. We write ‘Abort’ as an
abbreviation for ‘Stop with 0.

and analyse the probability that .4 submits a ciphertext (c1,co) where ¢; €
Cipz and P.Dec(sk, (c1,c2)) # L we denote this event by ‘(c;1,c2) - L .

At first, we replace k! as output by the i*" invocation of K.Enc with a uni-
formly random key. We lose an additional summand of €.., in the bound on
Pr[{c;1,c2) - L] as shown by the following reduction run by adversary Becq: It
uses its decapsulation oracle to answer decryption queries from A;. Receiving
(c¢*,k}), Beca parses (ky, kp) < ki and computes all ciphertexts faithfully except
for ¢; — (¢*, 0.Enc®™) (k! 'm;)). Decryption queries (c1, ¢2) by Ay are answered
employing the decapsulation oracle for ¢; # ¢* and using key k; otherwise.

The reduction perfectly simulates G; until A queries OPEN(i) which the
reduction cannot answer. Yet, to bound the probability of event ‘(¢; 1, c2) - L’
happening, it suffices to make sure that the reduction ‘works’ as long as the event
can occur. Observe that ‘(¢;1,c2) - L’ cannot happen after query OPEN(¢).

We now show how to break the OT-INT-CTXT security of the DEM if
“(¢ia, c2) - L happens. We construct Beig:. The reduction performed by Beig:
runs K.Gen and starts .4;(pk). Decryption queries are answered using sk. Once
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Aj outputs D, Beyy samples messages but submits m; to the D.Enc oracle of its
OT-INT-CTXT game to obtain a data encapsulation cj < D.Enc(kg, m*) under
a random key kg. Additionally, By, runs K.Enc to obtain (k,c7) and sends
(c1y..oycim1,{(ct,c3), ... cn) to A. Adversary B¢ answers all further decryp-
tion queries on its own, unless the ciphertext is of the form (c},co) where it
submits ¢y to the decapsulation oracle of the OT-INT-CTXT experiment. If it
receives L, it returns L to As.

Clearly, Bgize wins the OT-INT-CTXT game when A4 submits a ciphertext
that causes ‘(¢; 1,c2) - L’ to happen.

We obtain Pr[(c; 1, c2) -+ L] < €ceq + €cizt- The claim follows from the union-
bound over all i € [n]. O

The next game hop ensures that (if it is not aborted) the i*" invocation of
the oracle data encapsulation, i.e., O.EncE(k“'), has access to an empty partial
permutation Ey,. This is a preparational step to ensure that later, when O.Enc
is replaced with Fake and Make, the partial permutation output by Make can be
embedded into Ej,.

Game Go. Line 10 is added. That is, Gy aborts if the i*" iteration of O.Enc would
have oracle access to a non-empty permutation E(k;;-).*

Claim. There exists an adversary Be., that (7,qq, €ccq)-breaks the IND-CCA
security of KEM with |Pr[Gy = 1] —Pr[Gs = 1]| < n- (€cca + (N + Gic +44) / IK]).

Proof. We bound Pr(k; € K;_1jUsupp(£)] for fixed i € [n]. Again, we use KEM’s
IND-CCA security to replace k!’ output by the i*" invocation of K.Enc with a
uniform key. We construct adversary Be.,. It receives pk and starts Aj(pk).
Decryption queries are answered using the decapsulation oracle. When A; halts,
Beco requests its IND-CCA challenge (c*, k) — let (ks, k}) «— kj — and runs the
For loop 07. In the i iteration Be, halts and returns 1 iff & € K[;_1jUsupp(E).
Clearly, the reduction is perfect until B.., halts and we have |Pr[k; € K};_1j U
supp(E)] — Pr(ks € K};_1j Usupp(E)]| < €cca Where kg 5 K.

Note that each decryption query or query to the ideal cipher oracles adds
at most one element to supp(E), hence |K[;_q) U supp(E)| < n + gic + qa-
Thus, we obtain Pr[kg € Kj_1) Usupp(E)] < (n + gic + qa) / |K| and Prk; €
Kpi—yy Usupp(E)] < €cea + (7 + Gic + qa) / (IK]). The claim follows from the
union-bound over ¢ € [n]. O

Game Gs. The faithful data encapsulation is replaced by algorithms Fake and
Make. More precisely, for each iteration of the For loop (line 06) we replace
the invocation O.Dec”*i) (k! m;) (line 11) with running Fake(k/,|m;|) and

* As of now, in the i"" iteration of the For loop, we have K|;_1) C supp(E) as the
invocation of O.Enc®(*i) adds elements to Ey,. Later, in game Gg, we do not invoke
code that (implicitly) adds elements to Ey, and rely on set K[;_1j to detect collisions

amongst the (blockcipher) keys.
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Make(m;) back to back (lines 12,13). Ej, gets assigned partial permutation 7
as output by Make (cf. line 14) and a check is performed whether Ej, has been
programmed ‘consistently’; if not, experiment Gs aborts (lines 15, 16).

Claim. |Pr[Gy = 1] — Pr[G3 = 1]| < n - €5im.

Proof. Fix i € [n]. Due to the modifications in games G; and Gy partial per-
mutation Ej, is empty at the time of invoking O.Enc. Hence, once we replace
0O.Enc by Fake and Make, the partial permutation as output by Make can always
be embedded into Ej,. Particularly, partial permutations Ej, accessed by O.Enc
and 7 output by Make are identically distributed when randomly extended to
a full permutation on D. We conclude that the abort in line 16 happens with
probability at most €y, as oDEM is eg4;,-simulatable. The claim follows from
the union-bound over all i € [n]. O

Recall from the proof outline that, eventually, Make shall be run as part of
the OPEN procedure. The upcoming modifications ensure that partial permuta-
tion Fj, remains empty until OPEN(4) is queried.

Game Gy. Line 02 is added to initialise a flag ‘bad’ as 0. Lines (35, 36) are added
to the E* oracle, lines (42, 43) are added to the E~ oracle and line 19 is added.
That is, if ET or E™ is queried on (k;, z) for any z and i ¢ Z, ‘bad’ is set to 1
and the game aborts after the execution of Ay (in line 19).

Claim. There exists an adversary Be., that (7,qq,€ccq)-breaks the IND-CCA
security of KEM with |Pr[Gs = 1] — Pr[Gs = 1]| < n - (€cea + (¢ic + qa)/|K])-

Proof. Fix i € [n] and let ‘k € K{;;\z’ denote the event that ET or E™ is queried
on (k,z) where k € Ky;y\7. (That is, the condition in lines 35 or 42 holds, even
for K;3\z). Again, we replace key k;’ output in the i*" invocation of K.Enc with
a uniform key (kg, k) < kg. The reduction run by B.., proceeds as in the proof
to bridge Gy and G;. Here, B.., halts after As’s execution and outputs 1 iff
bad = 1. Clearly |Pr[k € Kyy\z] — Pr[k € {ks} \ Z]| < €ccq for uniform kg g KC.

The reduction is perfect unless As queries OPEN(¢) which cannot be
answered. Note that after query OPEN(i), ‘bad’ cannot be set to 1 as Ky\z = 0.
Similarly to before, it suffices to guarantee the correctness of the simulation as
long as the abort in line 19 can potentially happen.

Note that kg is uniform from A’s view: Only ciphertext (c;1,c¢;2) might
contain information on kg but ¢;; is independent of k¢ as it is sampled after
K.Enc output ¢;; and data encapsulation c; o is independent of kg as we run
Fake(k}, m;) to compute ¢; 2. Thus, Pr[k € {kg}\Z] < (gic +44)/|K]| and collect-
ing the probabilities and applying the union-bound gives the desired bound. O

Game Gg. Lines 37 and 44 are added. Instead of aborting after the execution of
As if bad = 1, game G5 aborts as soon as bad (as introduced in game Gg) is set
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to 1. Now obsolete lines 02, 19, 36 and 43 are removed for clarity.
Claim. Pr[Gy = 1] = Pr[Gs = 1].

Proof. The claim follows from observing that game G5 aborts in lines 37 or 44 if
and only if game G4 aborts in line 19. O

Game Gg. An abort event is added in line 22. The invocation of Make, the embed-
ding of a partial permutation and the consistency check are moved from the For
loop in lines 13 — 16 to the OPEN oracle (lines 23 — 24).

Claim. Pr[Gs = 1] = Pr[Gg = 1].

Proof. The abort event in line 22 is solely added for clarity but never met: Assume
that line 22 would cause an abort, then the condition in line 10, or lines 35/42
would have been satisfied earlier. Hence, for all i € [n]: a) in game Gs partial
permutation Ej, < 7 as output by Make in line 13 is information-theoretically
hidden from A until it queries OPEN and b) in game Gg partial permutation F,
remains empty until A queries OPEN. Thus, embedding partial permutation 7
into Ey, always succeeds. Further, moving the invocation of Make, the embed-
ding and checking to the OPEN oracle is completely oblivious to A. a

We observe that the code as given in game Gg in Fig. 16 matches the code of
the simulator as given in Fig. 15.
The claim of Theorem 2 follows by collecting the probabilities. a

6 Conclusion

The most promising practical approach to public key encryption is through
the hybrid KEM/DEM paradigm. Suitable KEMs include Hashed ElGamal,
PSEC-KEM, Cramer-Shoup KEM, and RSA-KEM, and candidates for the DEM
part are readily derived from the highly efficient encryption modes CTR, CBC,
CCM standardised by NIST (to reach CCA security, the former two should be
enhanced with a MAC, e.g., CMAC or HMAC). The last NIST standardised
mode of operation, GCM, is covered in the full version of this paper [23], too. To
compress the contribution of this paper into a single line: We effectively show
that if any of these KEMs is combined with any of these DEMs in the sense
of hybrid encryption, then the obtained PKE scheme offers a strong notion of
selective opening security. Our result holds in the (heuristic) ideal cipher model
for the underlying blockcipher. We thus recommend using modern blockciphers
like AES as they come closest to meeting such requirements.

Acknowledgements. We thank the reviewers for their helpful feedback. Felix Heuer
was funded by the German Research Foundation (DFG) as part of the priority program
1736 Big Data: Scalable Cryptography. Bertram Poettering was supported by ERC
Project ERCC (FP7/615074).



276

F. Heuer and B. Poettering

References

10.

11.

12.

13.

14.

15.

. Bellare, M., Dowsley, R., Waters, B., Yilek, S.: Standard security does not imply

security against selective-opening. Cryptology ePrint Archive, Report 2011/581
(2011). http://eprint.iacr.org/2011/581

Bellare, M., Dowsley, R., Waters, B., Yilek, S.: Standard security does not imply
security against selective-opening. In: Pointcheval, D., Johansson, T. (eds.) EURO-
CRYPT 2012. LNCS, vol. 7237, pp. 645-662. Springer, Heidelberg (2012). doi:10.
1007/978-3-642-29011-4_38

Bellare, M., Hofheinz, D., Yilek, S.: Possibility and impossibility results for encryp-
tion and commitment secure under selective opening. In: Joux, A. (ed.) EURO-
CRYPT 2009. LNCS, vol. 5479, pp. 1-35. Springer, Heidelberg (2009). doi:10.1007/
978-3-642-01001-9_1

. Bellare, M., Namprempre, C.: Authenticated encryption: relations among notions

and analysis of the generic composition paradigm. In: Okamoto, T. (ed.)
ASTACRYPT 2000. LNCS, vol. 1976, pp. 531-545. Springer, Heidelberg (2000).
doi:10.1007/3-540-44448-3_41

. Bellare, M., Yilek, S.: Encryption schemes secure under selective opening attack.

Cryptology ePrint Archive, Report 2009/101 (2009). http://eprint.iacr.org/2009/
101

Bohl, F., Hofheinz, D., Kraschewski, D.: On definitions of selective opening security.
In: Fischlin, M., Buchmann, J., Manulis, M. (eds.) PKC 2012. LNCS, vol. 7293,
pp. 522-539. Springer, Heidelberg (2012). doi:10.1007/978-3-642-30057-8_31
Canetti, R., Dwork, C., Naor, M., Ostrovsky, R.: Deniable encryption. In: Kaliski,
B.S. (ed.) CRYPTO 1997. LNCS, vol. 1294, pp. 90-104. Springer, Heidelberg
(1997). doi:10.1007/BFb0052229

. Canetti, R., Feige, U., Goldreich, O., Naor, M.: Adaptively secure multi-party

computation. In: 28th ACM STOC, pp. 639-648. ACM Press, May 1996

Coron, J.-S., Patarin, J., Seurin, Y.: The random oracle model and the ideal cipher
model are equivalent. In: Wagner, D. (ed.) CRYPTO 2008. LNCS, vol. 5157, pp.
1-20. Springer, Heidelberg (2008). doi:10.1007/978-3-540-85174-5_1

Cramer, R., Shoup, V.: Design and analysis of practical public-key encryption
schemes secure against adaptive chosen ciphertext attack. STAM J. Comput. 33(1),
167-226 (2003)

Dachman-Soled, D.: On minimal assumptions for sender-deniable public key
encryption. In: Krawczyk, H. (ed.) PKC 2014. LNCS, vol. 8383, pp. 574-591.
Springer, Heidelberg (2014). doi:10.1007/978-3-642-54631-0_33

Dwork, C., Naor, M., Reingold, O., Stockmeyer, L.J.: Magic functions. In: 40th
FOCS, pp. 523-534. IEEE Computer Society Press, October 1999

Dworkin, M.J.: Spp. 800-38A: Recommendation for block cipher modes of oper-
ation: Methods and techniques. Technical report, National Institute of Standards
& Technology, Gaithersburg, MD, United States (2001)

Dworkin, M.J.: Spp. 800-38C: Recommendation for block cipher modes of oper-
ation: The CCM mode for authentication and confidentiality. Technical report,
National Institute of Standards & Technology, Gaithersburg, MD, United States
(2007)

Dworkin, M.J.: Spp. 800-38D: Recommendation for block cipher modes of opera-
tion: Galois/Counter Mode (GCM) and GMAC. Technical report, National Insti-
tute of Standards & Technology, Gaithersburg, MD, United States (2007)


http://eprint.iacr.org/2011/581
http://dx.doi.org/10.1007/978-3-642-29011-4_38
http://dx.doi.org/10.1007/978-3-642-29011-4_38
http://dx.doi.org/10.1007/978-3-642-01001-9_1
http://dx.doi.org/10.1007/978-3-642-01001-9_1
http://dx.doi.org/10.1007/3-540-44448-3_41
http://eprint.iacr.org/2009/101
http://eprint.iacr.org/2009/101
http://dx.doi.org/10.1007/978-3-642-30057-8_31
http://dx.doi.org/10.1007/BFb0052229
http://dx.doi.org/10.1007/978-3-540-85174-5_1
http://dx.doi.org/10.1007/978-3-642-54631-0_33

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

Selective Opening Security from Simulatable Data Encapsulation 277

Dworkin, M.J.: Addendum to Spp. 800-38A: Recommendation for block cipher
modes of operation: Three variants of ciphertext stealing for CBC mode. Technical
report, National Institute of Standards & Technology, Gaithersburg, MD, United
States (2010)

Even, S., Mansour, Y.: A construction of a cipher from a single pseudoran-
dom permutation. In: Imai, H., Rivest, R.L., Matsumoto, T. (eds.) ASTACRYPT
1991. LNCS, vol. 739, pp. 210-224. Springer, Heidelberg (1993). doi:10.1007/
3-540-57332-1_17

Fehr, S., Hofheinz, D., Kiltz, E., Wee, H.: Encryption schemes secure against
chosen-ciphertext selective opening attacks. In: Gilbert, H. (ed.) EUROCRYPT
2010. LNCS, vol. 6110, pp. 381-402. Springer, Heidelberg (2010). doi:10.1007/
978-3-642-13190-5_20

Fuchsbauer, G., Heuer, F., Kiltz, E., Pietrzak, K.: Standard security does imply
security against selective opening for markov distributions. In: Kushilevitz, E.,
Malkin, T. (eds.) TCC 2016. LNCS, vol. 9562, pp. 282-305. Springer, Heidelberg
(2016). doi:10.1007/978-3-662-49096-9_12

Hazay, C., Patra, A., Warinschi, B.: Selective opening security for receivers. In:
Iwata, T., Cheon, J.H. (eds.) ASTACRYPT 2015. LNCS, vol. 9452, pp. 443-469.
Springer, Heidelberg (2015). doi:10.1007/978-3-662-48797-6_19

Hemenway, B., Ostrovsky, R., Rosen, A.: Non-committing encryption from Q-
hiding. In: Dodis, Y., Nielsen, J.B. (eds.) TCC 2015. LNCS, vol. 9014, pp. 591-608.
Springer, Heidelberg (2015). doi:10.1007/978-3-662-46494-6_24

Heuer, F., Jager, T., Kiltz, E., Schige, S.: On the selective opening security of
practical public-key encryption schemes. In: Katz, J. (ed.) PKC 2015. LNCS, vol.
9020, pp. 27-51. Springer, Heidelberg (2015). doi:10.1007/978-3-662-46447-2_2
Heuer, F., Poettering, B.: Selective opening security from simulatable data encap-
sulation. Cryptology ePrint Archive, Report 2016/845 (2016). http://eprint.iacr.
org/2016/845

Hofheinz, D., Jager, T., Rupp, A.: Public-key encryption with simulation-based
selective-opening security and compact ciphertexts. Cryptology ePrint Archive,
Report 2016/180 (2016). http://eprint.iacr.org/2016,/180

Hofheinz, D., Rao, V., Wichs, D.: Standard security does not imply indistinguisha-
bility under selective opening. Cryptology ePrint Archive, Report 2015/792 (2015).
http://eprint.iacr.org/2015/792

Hofheinz, D., Rupp, A.: Standard versus selective opening security: separation and
equivalence results. In: Lindell, Y. (ed.) TCC 2014. LNCS, vol. 8349, pp. 591-615.
Springer, Heidelberg (2014). doi:10.1007/978-3-642-54242-8_25

Kilian, J., Rogaway, P.: How to protect DES against exhaustive key search (an
analysis of DESX). J. Cryptology 14(1), 17-35 (2001)

Liu, S., Paterson, K.G.: Simulation-based selective opening CCA security for PKE
from key encapsulation mechanisms. In: Katz, J. (ed.) PKC 2015. LNCS, vol. 9020,
pp. 3-26. Springer, Heidelberg (2015). doi:10.1007/978-3-662-46447-2_1

Peikert, C., Waters, B.: Lossy trapdoor functions and their applications. In: Ladner,
R.E., Dwork, C. (eds.) 40th ACM STOC, pp. 187-196. ACM Press, May 2008
Rogaway, P.: Authenticated-encryption with associated-data. In: Atluri, V. (ed.)
ACM CCS 02, pp. 98-107. ACM Press, November 2002

Wee, H.: Zero knowledge in the random oracle model, revisited. In: Matsui, M. (ed.)
ASTACRYPT 2009. LNCS, vol. 5912, pp. 417-434. Springer, Heidelberg (2009).
doi:10.1007/978-3-642-10366-7_25


http://dx.doi.org/10.1007/3-540-57332-1_17
http://dx.doi.org/10.1007/3-540-57332-1_17
http://dx.doi.org/10.1007/978-3-642-13190-5_20
http://dx.doi.org/10.1007/978-3-642-13190-5_20
http://dx.doi.org/10.1007/978-3-662-49096-9_12
http://dx.doi.org/10.1007/978-3-662-48797-6_19
http://dx.doi.org/10.1007/978-3-662-46494-6_24
http://dx.doi.org/10.1007/978-3-662-46447-2_2
http://eprint.iacr.org/2016/845
http://eprint.iacr.org/2016/845
http://eprint.iacr.org/2016/180
http://eprint.iacr.org/2015/792
http://dx.doi.org/10.1007/978-3-642-54242-8_25
http://dx.doi.org/10.1007/978-3-662-46447-2_1
http://dx.doi.org/10.1007/978-3-642-10366-7_25

	Selective Opening Security from Simulatable Data Encapsulation
	1 Introduction
	2 Preliminaries
	3 Simulatable DEMs and Our Main Result
	3.1 Simulatable DEMs
	3.2 Selective Opening Security from Simulatable DEMs

	4 Simulatability of Practical DEMs
	4.1 CTR-then-MAC
	4.2 CBC-then-MAC
	4.3 CCM

	5 A Formal Treatment of Our Main Result
	6 Conclusion
	References


