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Abstract. At EUROCRYPT 2015, Zahur et al. argued that all linear,
and thus, efficient, garbling schemes need at least two k-bit elements to
garble an AND gate with security parameter k. We show how to circum-
vent this lower bound, and propose an efficient garbling scheme which
requires less than two k-bit elements per AND gate for most circuit lay-
outs. Our construction slightly deviates from the linear garbling model,
and constitutes no contradiction to any claims in the lower-bound proof.
With our proof of concept construction, we hope to spur new ideas for
more practical garbling schemes.

Our construction can directly be applied to semi-private function eval-
uation by garbling XOR, XNOR, NAND, OR, NOR and AND gates in
the same way, and keeping the evaluator oblivious of the gate function.

Keywords: Garbled circuits + Lower bound on linear garbling schemes -
Semi-private function evaluation

1 Introduction

Yao’s garbled circuit technique [28], modeled as a stand-alone primitive by
Bellare et al. [4], is one of the most important techniques to achieve secure
two-party computation. In this technique, one of the parties, the garbler, creates
an encrypted form of a circuit, a so-called garbled circuit, which the other party,
the evaluator, can evaluate without being able to learn anything other than the
output of the computed function. Malkhi et al. demonstrated practical feasibility
of Yao’s technique with their implementation Fairplay [21].

Continued research on Yao’s technique has improved its efficiency in terms
of computational as well as communication cost. After Yao’s original proposal,
which needed four ciphertexts to garble a single gate, several techniques have
been proposed which reduce the number of ciphertexts in a garbled circuit. The
most important works achieve a reduction to a factor roughly between 0.25 and
0.75. Naor et al. [22] pointed out that the number of ciphertexts needed per gate
can be reduced from four to three, by setting one of them to the all-zero string.
Kolesnikov and Schneider [15] showed how to garble XOR gates “for free”, by
setting their output keys to be the XOR of their input keys. Pinkas et al. [26]
use polynomial interpolation to garble gates with only two ciphertexts per gate.
Their technique is not compatible with the free XOR, technique.
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Recently, Zahur et al. [29] observed that all of these garbling schemes men-
tioned above share a structure which they model as linear garbling schemes.
Basically, garbler and evaluator use only XOR operations in the field GF(2F),
and calls to a random oracle, to process the circuit. Zahur et al. showed that gar-
bling an AND gate in this linear structure requires at least two ciphertexts. They
further proposed a garbling scheme, the half gate construction, which matches
this lower bound, and is compatible with the free XOR technique. They con-
cluded that to require less ciphetexts, one needs to employ non-linear, and thus,
presumably inefficient techniques. This gives the impression that the optimum we
can achieve concerning communication cost in the semi-honest case has already
been reached. In this work, we show that this is not necessarily the case.

Our Contribution: We propose an efficient garbling scheme which requires
strictly less than two k-bit ciphertexts per AND gate. Our construction is easy
to understand and implement, its computational cost comparable to existing
practical schemes. Evaluation looks the same for XOR, XNOR, AND, NAND,
OR, and NOR gates, so our technique can be applied to secure function evalu-
ation of semi-private functions (SPF-SFE) [25], where the evaluator knows the
circuit topology, but not the gate functions. If the positions of XOR gates are
known, the number of ciphertext can be further reduced. We prove that our gar-
bling scheme achieves simulation-based privacy [4] in the random oracle model.

Our construction requires only a single k-bit ciphertext for AND gates of
which at least one input wire is a circuit input wire. This already seems contra-
dictory to the lower bound, which considers a single AND gate, rather than a
whole circuit. All other (inner) AND gates need one additional k-bit ciphertext
for adjustment. Thus, general circuits require 1 < s < 2 k-bit ciphertexts' per
AND gate. In circuits with fan-out one, at least half of the gates are input gates,
so we require 1 < s < 1.5 ciphertexts per gate. Even though, we do not break
the lower bound. We circumvent it by slightly deviating from the linear garbling
model, and we do need 5 > 2 ciphertexts for circuit input gates, and 6 > 2
ciphertexts for inner gates. But four of them have the length of merely 2 bit.

We demonstrate how we circumvent the lower bound, and hope that our
observations sow new ideas for further improvement. We further show that there
is at least one other garbling scheme which circumvents the lower bound in a
very similar way: a secret-sharing based construction introduced by Kolesnikov
in 2005 [13] garbles AND gates with zero ciphertexts. Kolesnikov’s technique
produces a large blow-up of the input key size, and is impractical for large
circuits. It is nonetheless interesting to look at in order to find directions for
more efficient constructions.

Idea of our Construction: The linear garbling model performs all operations
in GF(2%). It allows only XOR operations (denoted by @) and random oracle
calls. In contrast, we also use (Zyr,+), where + denotes standard addition, in
cases where we need d + d # 0 for some value d.

! The case s = 2 can only happen in circuits which have no input.
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Consider a hash function H and an AND gate with input wires A and B,
to which we want to assign input wire labels K9, K} and K%, K}, respectively,
as well as output wire labels K? and K}. We exploit a similar relation as the
free XOR technique, but in Z,x rather than GF(2%): if K} = K9 + d and
K% = K% + d for some d € Zgyx, we have

Ki+Kp=K{+ K% =K%+ K% +d.
The garbler can then set the output wire label K to either
K?:=HKY+KY) or K{:=H(KY+KY%+d),
each with probability %, and include the single ciphertext
G:=HKY+ K)o HKY+ K +d)
in the garbled circuit. If we further set
K} =H(KS+ K% +2d) = HK}) + Kp),

the evaluator simply needs to hash his input keys, and XOR the hash value with
the ciphertext G if necessary.

Obviously, this construction is not yet secure, since the ciphertext is never
used if the gate’s output truth value is 1. Therefore, in the case of input (1,1),
with probability %, we just let the evaluator use the ciphertext anyway, by setting

K} = HKY + K% +2d) @ b,G

for a random bit b; € {0,1}. This way, we need to provide only a single k-
bit ciphertext G for security parameter k. The evaluator needs to use G with
probability % in any case, and learns nothing about the actual input.
Additionally, we need four 2-bit ciphertexts? to communicate whether the k-
bit ciphertext is to be used or not. Also, the difference d is not preserved for the
output wire labels, so for inner gates, we need one additional k-bit ciphertext for
adjustment. For the same reason, our construction is not compatible with free
XOR. However, XOR gates of which at least one input wire does not depend
on the output of an AND gate, can use the free XOR. technique and need 0
ciphertexts, while inner XOR gates can be garbled with only one k-bit ciphertext.

How we bypass the lower bound: In all known linear garbling schemes, the
operation the evaluator needs to perform, for example, which ciphertext to use,
depends on wire-specific permute bits. Changing even one permute bit assigns a
differrent operation to the output truth value 1. The lower-bound proof strongly
depends on this fact, and on the assumption that all ciphertexts are elements of
GF(2%). However, 2-bit values can be masked with 2-bit ciphertexts®.

2 One bit in each ciphertexts contains the actual choice bit whether to use the cipher-
text, and the other contains the color bit of the output label.

3 More precisely, these ciphertexts need only 2 bits of entropy, and can be represented
with a bitstring of length 2.
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Our scheme can be divided into a k-bit part not dependent on any permute
bits, and a 2-bit part which depends on permute bits. For the k-bit part, the same
operation using the same ciphertext might be performed by the evaluator for two
different inputs, which might even lead to different output truth values. Thus,
arguments of the lower-bound proof do not apply* to our k-bit part. However,
we communicate which operation to perform via several 2-bit ciphertexts, which
depend on permute bits in the standard way, and for which all arguments in the
lower-bound proof hold — we do need more than two of them per AND gate.

Some Remarks: Our construction offers significant improvements for semi-
private functions, where the gate function needs to be hidden and free XOR can-
not be used anyway. If the gate functions are known to the evaluator, whether our
construction actually performs better than the half gate construction strongly
depends on the circuit layout. It might offer significant improvement for circuits
with fan-out one consisting mostly of odd gates like AND, NAND, OR and NOR.
However, for most interesting circuits, the actual practical improvement might
be insignificant or non-existent in the non-semi-private case.

One could argue that, since each circuit input is known either by the garbler
or by the evaluator, all input gates can be garbled as half gates, which require
only one ciphertext. This would make the half gate construction [29] strictly bet-
ter than ours in the case of known gate functions. However, this approach has
several problems. When used with the cut and choose technique, check circuits
would reveal part of the garbler’s input if generator half gates on input level
are opened. In addition, inputs need to be known at the time of garbling, which
makes this approach incompatible with reactive garbling [24], and prevents pro-
ponong the garbling process to an offline phase. Compliance with simulation
based privacy is unclear, since the simulator does not know the inputs. In addi-
tion, this approach seems to contradict the lower bound introduced in the same
paper. Nontheless, we introduce an optimization in Appendix A, which combines
our scheme with this idea, such that the first two gate levels require only one
k-bit ciphertexts per AND gate for fortunate circuit layouts.

Other Related Work: There are at least two garbling schemes [12,13] which
do not need to communicate any k-bit ciphertexts at all, if the garbled circuit has
fan-out one, by garbling the circuit backwards from output gate to input gates.
Both schemes produce larger input keys, and when garbling general circuits,
require additional ciphertexts. One is the information theoretically secure con-
struction by Kolesnikov [13]. Output keys are secret-shared into the input keys,
and no ciphertexts are required at all. However, the secret sharing produces a
blow-up in the input key size which is quadratic in the circuit depth. The other,
introduced by Kempka et al. [12], creates ciphertexts by hashing public data,
sparing the need to communicate them. Fitting decryption keys are then deter-
mined by the garbler, who uses a secret trapdoor to invert the ciphertexts with

4 As we will see, this is also the case in Kolesnikov’s scheme [13], where permute bits
are only assigned to one input wire per gate.
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an inverse trapdoor one-way permutation. Due to the asymmetric primitive, the
construction requires a larger security parameter.

Huang et al. [8] garble AND gates as generator half gates with one ciphertext,
to realize a permutation network. Paus et al. [25] eliminate constant inputs to
reduce the circuit size. Both techniques might be used before applying ours.
However, the benefits do not necessarily add up, because they reduce the number
of input wires. Compliance with simulation-based privacy [4] is unclear since the
simulator does not know the garbler’s input.

Secure function evaluation is called semi-private (SPF-SFE), if the topology
of the circuit is known to the evaluator, but the gate functions are kept secret.
As pointed out by Paus et al. [25], Yao’s original construction [28] already hides
the gate function, and can directly be used for SPF-SFE. The same holds for
the three-row reduction (GRR3) [22]. Both constructions allow using free XOR
in circuit parts which are known to the evaluator. Paus et al. implement circuits
with privately programmable blocks by garbling several functions (sub-circuits)
with Yao’s construction and multiplexing their output. Their construction can
easily be combined with our technique, giving up free XOR for non-private parts,
but reducing the garbled circuit size significantly for the private part of the cir-
cuit. One limitation here is that we cannot realize left-or-right wire choosing
(multiplexing), or constant gates within a single gate. Therefore, the multiplexer-
subcircuit by Paus et al. still needs to be realized using Yao® circuits. The half
gate approach [29] hides which odd gate (AND, NAND, OR, NOR) is evaluated.
However, the positions of XOR gates need to be known to the evaluator. The
same holds for the GRR2-techniques of Pinkas et al. [26] and Gueron et al. [7].
SPF-SFE is also covered by works on private function evaluation, which addi-
tionally hide the circuit topology. Naturally, hiding the topology comes with a
lager overhead in the circuit size. Constructions using universal circuits require
O(l - log(1)) [27] or O(l - log?(l)) [16] additional gates, where [ is the number
of gates of the original circuit. The LEGO-like construction of Katz and Malka
[11] produces less overhead, but requires asymmetric primitives, in particular,
one-time homomorphic encryption.

Another line of research focuses on security against malicious adversaries
[1,5,6,9,10,17,19,20,23]. This work focuses on the semi-honest case.

2 Preliminaries

2.1 Notation

We use the following notations. By x Ix , we denote that x is randomly selected
from the set X according to uniform distribution, z < Algo denotes that z is
the output of a probabilistic algorithm Algo, A := B denotes that A is defined
by B, and [S], denotes the x-th bit of bitstring S. Our security parameter is k.

5 Tt is easy to see that we can use Yao’s garbling technique, GRR3 and our technique
in the same circuit, and even adjust the difference of output wire labels in gates
garbled with Yao’s technique or GRR3 on the way.
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2.2 Garbling Scheme

In this section, we recall the definition of garbling schemes and the notion of
simulation-based privacy of Bellare et al. [4].

A circuit is described as f = (n,m,l, A, B,g). Here, n > 2 is the number
of circuit input wires, m > 1 is the number of circuit output wires, and [ > 1
is the number of gates (and their output wires). Let W = {1,...,n + I} be
the set of all wires, Wipput = {1,...,n} the set of circuit input wires, Wouiput =
{n+l—m+1,...,n+1} the set of circuit output wires, and Wyqse = {n+1,...,n+1}
the set of gates (and their output wires). The functions A : Wyae — W\ Woutput
and B : Wygie — W \ Woyipur specifiy the first input wire A(¢) and the second
input wire B(i) of each gate i, respectively. We require A(z) < B(i) < i for all
i € Wyate. The function g : Wyaee x {0, 1}2 — {0,1} specifies the gate function
g(i,-,-) = gi(+,-) of each gate i. We leave out the parameter 7 if it is clear from
context. We define the notion of garbling schemes as follows.

Definition 1 (Garbling Scheme). A garbling scheme for a family of circuits
F = {Fn}tnen, where n is a polynomial in a security parameter k, consists
of probabilistic polynomial-time algorithms GC = (Garble, Encode, Eval, Decode)
defined as follows.

— Garble takes as input security parameter 1% and circuit f € F,, and outputs
garbled circuit F', encoding information e, and decoding information d, i.e.,
(F,e,d) « Garble(1%, f).

— Encode takes as input encoding information e and circuit input x € {0,1}",
and outputs garbled input X, i.e., X «— Encode(e, ).

— Eval takes as input garbled circuit F' and garbled input X, and outputs garbled
output Y, i.e., Y « Eval(F, X)

— Decode takes as input decoding information d and garbled output Y, and out-
puts circuit output y, i.e., y < Decode(d,Y).

A garbling scheme should have the following correctness property: for all
security parameters k, circuits f € F,, and input values x € {0,1}", (F,e,d) «—
Garble(1%, f), X « Encode(e,z), Y « Eval(F, X), y « Decode(d,Y), it holds
that y = f(x).

We then define simulation-based privacy of garbling schemes as follows. We

adapt the notion of Bellare et al. [4] slightly to allow the adversary access
to a random oracle H. We denote by &(f) the information about circuit f
that is allowed to be leaked by the garbling scheme, e.g., size Pg.c(f) =
(n,m, 1), topology Piopo(f) = (n,m,l, A, B), or the entire information ®;,.(f) =
(n,m,l, A, B, g) of circuit f = (n,m,l, A, B, g).
Definition 2 (Simulation-based Privacy). For a garbling scheme GC =
(Garble, Encode, Eval, Decode), function f € F,, input values = € {0,1}"™, simu-
lator Sim, and random oracle H, the advantage of the adversary A is defined as
A, 4(k) =

| Pr[s — A7 (1%), (F,e,d) — Garble(1*, f), X — Encode(e,z) : A" (s, F, X,d) = 1]
—Prls — AT (1%), (F, X, d) < Sim(1*,&(f), f(x)) : A" (s, F, X,d) = 1]|.
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A garbling scheme GC = (Garble, Encode, Eval, Decode) is private, if there
exists a probabilistic polynomial-time simulator Sim, such that for any function
f € F,, input values x € {0,1}"™, and probabilistic polynomial-time adversary
A, the advantage Advec S 4(k) is negligible.

3 A Garbling Scheme Which Circumvents the Lower
Bound

We first describe our basic garbling scheme considering only AND gates, in the
semi-honest model. In Sect. 3.2, we describe how to garble other gate types,
and application to semi-private functions. Our scheme is not compatible with
free XOR, but Sect. 3.3 shows that we can garble XOR gates with 0 or 1 k-bit
ciphertexts, and sometimes even inner AND gates can be garbled with 1 k-bit
ciphertext. Section 3.4 briefly discusses the malicious case. We estimate efficiency
in Sect. 4, and prove that our scheme achieves simulation-based privacy as defined
by Bellare et al. [4] in the semi-honest setting in Sect. 5.

3.1 Our Construction

We use the following notation. Let k& be our security parameter. With the +
symbol, we denote addition in Zgr. The operation @ performs a bitwise XOR
on bitstrings. Elements in Zyx are interpreted as bitstrings when used with the
@ operation. The function Isb(z) returns the least significant bit of its input x,
and the function Isby(x) returns the two least significant bits of .

We assign to each wire i two labels K?, K} € Zyx, where K? represents the
truth value b € {0,1} on that wire. To each wire i, we assign a random permute
bit A\; known only to the garbler. Each wire label Kf’ has assigned a bit cﬁ-’ = \; Db,
which we call the color bit or the color of a wire label, in the style of previous
work, and to avoid confusion with other choice bits which we describe below. So
far, this is no different from most existing garbling schemes. However, jumping
ahead, to circumvent the lower bound, the actual operation to compute a gate’s
output label needs to be somewhat detached from the color bits and the permute
bits. To achieve this, we use three additional kinds of choice bits. Their exact
role, and their relations among each other as well as to the permute and color
bits, will become clear in the scheme description. We provide a brief overview
here. In the garbling process, the garbler chooses two random bits by and by
for each gate. These bits define by which operation the gate’s output labels are
computed. The bits by and b; are independent of all color bits cﬁ? and permute
bits A;. They need to remain secret, but define a single choice bit 7(*?) for each
gate input (a,b) € {0,1}2. The appropriate 7(**) needs to be communicated to
the evaluator. We use the color bits ¢, c? of the gate’s input wires to point to
the correct encryption of the corresponding choice bit v € {’y(“’b)}(a,b)e{m}z,
which then points to the correct operation to compute the gate’s output label.

Our garbling algorithm is described in Fig. 1. Encoding of inputs and evalu-
ation are described in Figs. 2 and 3. Decoding consists of XORing the color bits
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of the circuit output wires with the corresponding permute bits, as specified in
Fig.4. To prevent attacks similar to the one described by Bellare et al. [3], we
include a second parameter in our hash function H: a unique tweak j, incre-
mented before each (evaluator’s) call to the hash function. This is also done in
the half gate construction for similar reasons. We denote this in the same way,
using a stateful procedure nextindex(), which increments an internal counter and
returns it. For the sake of readability, we leave out this tweak in the following
informal description of our garbling scheme.

Let i be an AND gate with input wires A and B. Similar to the free XOR
technique, we exploit commutativity of the + operation: if K = K9 + d; and
K} = K% + d;, we have

KY+Kp=Kj+ K} =K +K}+d;.

We further arrange the output wire labels to be either the hash of the input
keys, or the k-bit ciphertext included in the garbled gate XOR this hash value.

In more detail, to garble an AND gate, the garbler chooses two random bits
by, b1 € {0, 1}, sets the output wire label K? assigned to truth value 0 to

K? = H(KY + K% + bod;),
and includes in the garbled circuit the single ciphertext
G:=H(K)+K%) & HK+ K} +d).
The garbler further sets the output wire label K} assigned to truth value 1 to
K} = H(KY + K} +2d;)®b,G=H(K}+ KE) ® bG.

To evaluate an AND gate, given the input wire labels K4 and Kpg, the
evaluator needs to compute either H(K 4 + Kg) or H(K4 + Kg) ® G. We let
the evaluator know whether he needs to use the ciphertext G via a choice bit -,
which he can compute using his input keys as described below. The choice bit ~
does not reveal any information about the input, since for any input combination
(a,b) € {0,1}2, the evaluator needs to use the ciphertext with probability 3.

Before we continue our description, let us point out that so far, we have not
used any permute bits or color bits. In fact, whether the evaluator needs to use
the ciphertext G, only depends on the input, and the bits by and by, which are
independent of any wire-specific permute bits. This fact plays an important role
in circumventing the lower bound on garbling schemes [29]. Details on this can be
found in Sect. 6. Arguments in the lower-bound proof show us that to circumvent
the lower bound, we need to avoid a direct dependency between permute bits
assigned to the input wires and the choice bit v, which implies that v cannot be
computed by the evaluator as a function of the color bits. Instead, we include in
the garbled circuit the four 1-bit ciphertexts

b’Y

Ty 1= Isb(H (K [|KY)) @A),
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which encrypt the correct choice bit 4(*?) for each possible input combination
(a,b) € {0,1}2. The choice bits 7(*®) only depend on by and by, we have

A0 — o A O1) — (10) — A — gy

However, we order the four ciphertext bgmb) according to the permute bits
A4 and Ap of the input wires, so the evaluator can choose the correct ciphertext
using his color bits ¢4 = A4 @ a and ¢ = A\ @ b as usual.

We still need to describe how the evaluator learns the color bits. For the
circuit input wires, we can use the least significant bit of the input wire labels as
usual. However, we have little freedom in choosing output wire labels, and thus
cannot guarantee their least significant bits to be different. Instead, as for v, we
include in the garbled circuit four additional 1-bit ciphertexts,

(ap) 1= Isb(H(K%||KB)) ® gi(a,b) & i,

among which the evaluator chooses using the color bits of the input wire labels,
so together with the four ciphertexts encrypting v, we would have eight 1-bit
ciphertexts in total. To reduce the number of oracle calls, we use the two least
significant bits of the hash output, denoted by Isby(H(.)), and create the four
2-bit ciphertexts

Doty |[07,. ) = Isb2(H (K] K3)) @ ((9i(a,0) & Xi)[[4\*")

instead. This way we avoid having to evaluate the hash function twice on the
same input values but with different tweaks.

Unfortunately, we cannot have a global difference d such that K} = K? +d
for each wire ¢. Since the labels of circuit input wires can be chosen freely,
they can be given the same difference. However, this difference is not preserved
and cannot be controlled in non-input wires. In the next circuit level, gate i’s
input wires A and B will thus have wire labels (K9, K}) and (K%, K%) with
K% — K # K5— K with high probability. We provide one additional ciphertext
to adjust the difference: let Ag the permute bit on wire B, and the difference d’
used for this gate d’ := Ky — K9. Then we set Kp? := K3?, Kp, 7 := KpP +d’
and include a second k-bit ciphertext F := K, *® 4K *® in the garbled circuit.
This is why we need two ciphertexts for inner® AND gates. The complete garbling
algorithm is described in Fig.1. For better readability, we only describe AND
gates in the main algorithm. A discussion about arbitrary gates and semi-private
function evaluation can be found in Sect. 3.2.

We cannot use a field with characteristic two to compute addition, since we
require 2d # 0 for all differences d occurring in the garbled circuit. Therefore,
we perform addition in Zsx, which gives us a small error probability: there is one
element dy € Zyr with order 2. Since K + 2dyg = K for all K € Z,x, garbling a

5 The situation changes when an inner AND gate has only XOR gates as predecessors.
In this case, we can use the freedom of key choices in the XOR gates to adjust the
difference of the AND gate’s input keys.
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Garbling algorithm Garble(1", f)

Input: Security parameter k, Circuit f = (n,m,l, A, B, g)
Algorithm: 1. Initialize empty arrays F[|, e[], d[] with |F| =1, |e| = n and |d| = m.
2. Garbling the gates: For ¢ :=n + 1 to l + n do:
(a) Set A:= A(i) and B := B(%)
(b) If undefined, choose permute bits Aa, Ap € {0,1} at random.
For all (a,b) € {0,1}2, if undefined, set ¢} i =Aada, c% = A ®b.
(c) Input keys:
— If A’s and B’s labels are defined:
Set d; := K} — K9,

X X
KB,B ::KBB,and

1—X A A
K, B = KB? + (-1)"Bd;.

Set jg := nextindex(),
_ 1-Ap 1-Ap
E:=H(Kg JE)® Ky, TP
— If A’s labels are defined and B’s labels are undefined (vice versa ana-
log), set d; := KL —K%, choose K% at random and set Ké = K% +d;,
K9, =K% Kp, =K.
— If A’s and B’s labels are undefined,
choose K%, K% and d; at random and
set Kj = K4 +d;, K := K +d;, K%, =K% KL, :=K}.
(d) GarbleAND:
Set jr := nextindex().
Set G 1= H(KQ + K%, ,j0) ® H(K) + K%, +di,jL).
Choose random bits bg, by € {0, 1}.
Set K := H(KY + K%, + bodi, jL)-
Set K} 1= H(KQ + K%, +2d;,j.) @ b1G.
Set 'y(o’o) = bo, 'y(o’l) = 7(1’0) =1 — by, 'y(l’l) = by.
(e) Encrypt choice bits ~(@:%) and color bits of output wire:
Set je,, := nextindex().
Choose random permute bit A\; € {0,1}.
For all (a,b) € {0,1}2,

b yon = b2 H(KAIIK G 5e.n) @ (g3, ) & A7),
B

(f) Set F[i] := (bc"y,bi’—y,bg"y,bg"y,G, E), if E is defined.
Set F[i] := (by 7", b7"7, by, b5, G), otherwise.

(g) If j € {A, B} is a circuit input wire (j € Winput),
set e[j] := (K;’Hc?, KJIHC;)
If ¢ € Woutput, set d[i — (n + 1) +m] := A;.

Output: Garbled circuit F', encoding e, decoding d = (Ap41—m+1s-- -5 Anigi)

Fig. 1. The proposed garbling algorithm.

Encoding algorithm Encode(e, x)

Inputs: Garbled input keys e, input x
Algorithm: Parse z toxz =1 ...2,
For i =1 to n do:
Parse e[i] = (eg, e1)
X[i] := es,
Return X

Fig. 2. The function Encode.
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Evaluation algorithm Eval(F, X)

Inputs: Garbled circuit F, garbled input X
Algorithm: 1. For j =1 ton do
Kjlle; == X[4]
2. Compute wire labels:
Fori:=n+1tol+ndo
— Set A:= A(i) and B := B(1).
— Set x :=2ca + cp.
— Parse F[i] = (bg‘w, by, by, bg‘“’, G,E)
— If E is defined:
e Set jg := nextindex().
e Ifcg=0,set Kp:=E® H(Kp,JjE).
— Set jr := nextindex(), jc,~ := nextindex().
— Compute c;||y :=Isby(H(Kal||KB,je,v)) ®bL7.
— Set K; := H(Ka + Kp,jr) ®~G.
3. Return Y := (Cpnqi—m—41,--+»Cnti)-

Fig. 3. The evaluation algorithm.

Decoding algorithm Decode(d,Y’)

Inputs: Decoding d, evaluation output Y
Algorithm: Parse Y = (c1,...,¢m)

Parse d = (A1, ..., Am)

Return f(z) := (c1 ® A1, ¢m @ Am)

Fig. 4. The function Decode.

Garbling other gate types

GarbleOR:
Set jr := nextindex().
Set G := H(KY + K%, +di,jL) ® H(KY + K%, +2di,jL).
Choose random bits bg, b1 € {0, 1}.
Set K := H(KY + K%,,j.) ® b1G.
Set K} := H(KY 4+ K%, +di + bods, jr).-
Set ’7(0"0) = by, 7(0,1) = 'y(l"o) = bo, 'y(l’l) =1 — bp.

GarbleXOR:
Set jr := nextindex().
Set G := H(KY + K%,,j.) ® H(KY + K%, +2d;,jL).
Choose random bits bg, b1 € {0, 1}.
Set K := H(KQ + K%, +bo2d;, jL).
Set K} := H(KQ + K%, +d;,jL) ® b1G.
Set 4(®0) =1 — by, 'y(o’l) = 'y(l‘o) = by, 'y(l’l) := bg.

Fig. 5. Garbling OR and XOR gates. Garbling NAND, NOR and XNOR can be done
by swapping K? and K} in the AND, OR and XOR description, respectively.
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gate with input wire labels differing by dy produces identical output wire labels
for this gate, or labels differing by G. However, the error probability is negligible,
and the garbler can detect it and start over with different randomness. We need
to take care of this in the malicious case, as discussed in Sect. 3.4.

3.2 Arbitrary Gates and Semi-private Function Evaluation

We can garble other odd gates like NAND, OR and NOR, as well as the even
gates XOR and XNOR, in a very similar way, by substituting the GarbleAND part
(Step (d) in Fig.1) with the appropriate one in Fig.5. Evaluation is the same
as for AND gates, so the evaluator only needs to know the circuit topology.
This makes our construction directly applicable to semi-private functions [25].
To our knowledge, the best construction in previous work which garbles XOR
and odd gates in the same way is Yao’s original construction with GRR3, which
needs three ciphertexts per garbled gate, while our construction needs one k-bit
ciphertext for each input gate and two k-bit ciphertexts for each inner gate.

The reason we can easily garble odd and even gates in the same way is the
shared additive difference d in (Zor, +) of the gate input wires. In most garbling
schemes, a function F(-,-) is applied to the two input wire labels to compute
the output labels in some way. Often F' is a hash function or a key derivation
function. The mapping F(K4, Kg)) — K; has a different input/output pattern
for odd and even gates in most garbling schemes (see Table 1): leaving out free-
XOR, F(K%, KY)) usually has a different value for each of the four gate inputs
(a,b) € {0,1}2. In odd gates, three of them are mapped to a value v, and one is
mapped to 1 —wv, where v depends on the gate type, we call this a 3/1 pattern. In
the even gates XOR and XNOR, the two values F(K9, K%)) and F(K}, KL))
are mapped to a value v, and the other two to 1 — v, producing the even 2/2
pattern. In our construction, F(K%, K%)) = H(K% + K%). We only have the
three values H(KY + K%), H(KY + K% + d), and H(KY + K% + 2d). In each
gate, two of them are mapped to a value v, and one is mapped to 1 — v, creating
a 2/1 pattern for both odd and even gates (see Table 2).

Table 1. Usual output patterns Table 2. Output patterns in our construction

input odd gates even gates input odd gates even gates
(N)AND | (N)OR | X(N)OR (N)AND | (N)OR | X(N)OR

F(K%,K%) v 1—w v F(K%-}—K%) v 1—w v
F(KY, Kp) | v v 1-w F(KQ+ K% +d) |v v 1-w
F(KY, K [v v 1—w F(KQ + K% +2d) |1 - v v
F(KL,K%) 1—w v v Pattern: 2/1 2/1 2/1
Pattern: 3/1 3/1 2/2
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3.3 More Efficient Handling of XOR Gates

Our wire labels do not share a global difference A with K}! = K? & A for
each wire 7. Thus, we cannot use the free XOR technique directly. We can still
incorporate its idea in our garbling scheme to save ciphertexts.

Free XOR and 1-Ciphertext-XOR. Input XOR gates can be garbled with
zero ciphertexts. An XOR gate with only circuit input wires as input can simply
be garbled as in the free XOR technique. Now assume an XOR gate ¢ with input
wires A and B with labels K9, K, K%, KL, where B is a circuit input wire, and
the labels for A are already defined. We can set A, := K4 & K, choose K% at
random, set K5 := K% @& A;, KY := K4 & K%, and K} := K? ® A;.

Inner XOR gates can be garbled using one ciphertext to adjust the difference
between the input wire labels in the same way as for the AND gates, but in
GF(2%) rather than Zyx. Alternatively, one could use the FleXOR technique
[14] or the technique by Gueron et al. [7] for inner XOR gates.

Backward Construction for Inner Gates with Preceding XOR Gates.
If all paths of an input wire of an inner gate to circuit input wires consist only of
XOR gates, we can sometimes adjust these preceding XOR gates in a backward
manner, such that we can garble an inner XOR gate for free, or garble an inner
AND gate with one ciphertext as if it were an input gate.

As an example, consider the circuit wa := wy & wsy, wy = w3 & wy, and
wo = wa A wp where wy,ws, w3, ws are the circuit input wires, wa and wp
are the left and right input wires of the AND gate, and wo is the circuit output
wire. Using the following construction, we only need 0, 0, and 1 ciphertexts for
the left XOR gate, right XOR gate, and AND gate, respectively.

1. Construct the left XOR gate with O ciphertexts as in the usual free XOR
technique, using some random difference Ag. This defines the labels K9, K}
for the left input wire w4 of the AND gate.

2. Define the additive difference d := K} — K. Select random K}, set Kj :=
K% +d for the right input wire wp of the AND gate. The AND gate can now
be garbled with 1 ciphertext.

3. Define the XOR difference A := K} & K%. Select random K9 and K7, set
Kl :=KJ® A and K} := K ® A for the input wires ws and wy of the right
XOR gate. No ciphertexts are needed for this gate.

Using intelligent difference adjustment like this, we can save adjustment
ciphertexts for inner gates.

3.4 Security Against Malicious Adversaries

To achieve security against malicious adversaries, we can combine our construc-
tion with standard cut and choose [18]. Additional care needs to be taken that a
malicious garbler cannot violate correctnes by choosing input wire labels K9, K}
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and K%, K} with a difference d with order 2 in Zyx. Otherwise, he could set the
labels of the output wire to identical values KY = K} := H(KY + K%) =
H(KY + K% + 2d), or even make the circuit output the same for any input. A
standard cut and choose check as in Lindell et al. [18] can prevent this, too.

4 Efficiency

In this efficiency estimation, we focus on the communication cost of our garbling
scheme. Computational cost is comparable to existing practical constructions. A
comparison of the number of calls to the hash function is listed in Table 3, where
we consider plain SFE and handling of XOR gates as described in Sect. 3.3.

Table 3. Number of oracle calls per gate in plain SFE

Technique Garbler Evaluator
XOR AND | XOR AND
classical [2] 4 4 4 4
row reduction (GRR3) [22] |4 4 1 1
row reduction [26] 4 4 1 1
free XOR + GRR3 [15] 0 4 1 1
fleXOR [14] {0,2,4} 4 {0,1,2} 1
half gates [29] 0 4 0 2
this work {0,1} |{4,5} {0,1} | {2,3}

We estimate efficiency in three settings: Plain secure function evaluation
(SFE) in which the evaluator knows all gate functions, SPF-SFE in which he
only knows the circuit topology, and SFE with semi-private sub-circuits. Garbled
odd gates do not differ in size, so it is sufficient to consider AND and XOR gates.

4.1 Efficiency in Plain SFE

First, we estimate efficiency assuming the evaluator knows all gate functions. We
call a gate with at least one circuit input wire as input wire an input gate, and an
inner gate is a gate which is not an input gate. Let [, denote the number of AND
gates, [, ;, the number of AND gates which are input gates, and I, 4 = s —lsn
the number of inner AND gates. Similarly, Ix denotes the number of XOR gates,
lx.m the number of XOR gates which are input gates, and lx s = Ix — lxa the
number of inner XOR gates. We have | =1, + lIx = lain + la mia + Ixin + Ix mia-
We consider handling XOR gates as described in Sect. 3.3, without the opti-
mization for inner gates preceded by XOR gates. We compare the size of our
garbled circuits with several garbling schemes in Table 4. In our construction, an
XOR gate requires 0 or 1 k-bit elements, and an AND gate requires 1 or 2 k-bit
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Table 4. Size of garbled circuit in the plain SFE

technique k-bit elements/gate | total bits of garbled circuit
XOR AND

classical [2] 4 4 4(k+ 1)1

row reduction (GRR3) [22] |3 3 3(k+ 1)l

row reduction (GRR2) [26] | 2 2 2(k+ 1)1

free XOR + GRR3 [15] 0 3 3(k+1)la

leXOR. [14] {0,1,2} |2 z st 2x(k+1) <x<2(k+ 1)

half gates [29] 0 2 24(k+1)

this work {0,1} {1,2} 8la + k(lain + 2la,mia + Ixmia)

elements, depending on the gate’s position in the circuit. The other construc-
tions use the least significant bits of wire labels to communicate color bits. This
reduces security by one bit, so (k 4 1)-bit elements are needed to achieve the
same security parameter k. Our construction requires 8 bits per gate in addition
to the k-bit elements, 81 + k(L + 204 mia + Ix.mia) bits in total.

Our construction generates smaller garbled circuits than the half gate con-
struction when k(l, i, —lx.mia) —81 > 0, i.e., when there are more input AND gates
than inner XOR gates. Although our construction circumvents the lower bound
and generates smaller garbled circuits in some cases, the half gate construc-
tion may still be the most efficient garbling scheme for most realistic circuits in
plain SFE.

4.2 Efficiency in SPF-SFE

Second, we consider semi-private functions, where the evaluator is only allowed to
learn the circuit topology. We assume that the garbler knows the function before
garbling, and circuits consist of AND, NAND, OR, NOR, XOR and XNOR
gates”. In the SPF-SFE setting, we garble XOR gates according to Fig. 5 to make
them indistinguishable from other gate types. Therefore, the size of a gate does
not depend on its type. Let [, denote the number of input gates, [,,,;4 the number
of inner gates, and [ = [, + [,;4 the total number of gates. We compare our
construction to other garbling schemes compatible with SPF-SFE in Table 5. We
omit GRR2, free XOR + GRR3 and fleXOR in this comparison, since they are
less efficient than the half gates approach, and require the evaluator to know the
positions of XOR gates. The same is true for the half gates approach, so for SPF-
SFE, the circuit has to be transformed into one without XOR gates, which can be
done by replacing each XOR gate with two odd gates. Therefore, effectively four
ciphertexts are required for an XOR gate in the half gate approach. Note that

" Circuits containing multiplexers (for example to realize programmable blocks), or
gates with constant output, could use GRR3 only for these gates.
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Table 5. Size of garbled circuit in SPF-SFE

technique k-bit elements/gate | total bits of garbled circuit
classical [2] 4 4k + 1)l

GRR3 [22] 3 3(k+ 1)1

half gates [29] | {2, 4} (k +1)(2la + 4lx)

this work {1,2} 81+ k(lin + 2lmia)

free XOR cannot be used, because the gate types need to be indistinguishable.
As shown in Table 5, our construction is the most efficient one in this setting.

4.3 Efficiency in SFE with Semi-private Sub-circuits

Finally, we consider an evaluator who knows the gate function in some parts of
the circuit, and only the topology in the other parts. Let {®"® be the number of
gates of which the evaluator knows the gate function, and [ be the number of
the other, “private” gates. Let lf{’,?,:’), l&‘f}‘f), and "™ denote the public/private
part of l4 i, Ix i, and [, respectively.

We observe that GRR3 and the half gate construction can be combined easily.
The difference between the half gate construction and ours is k‘(lfﬂ?f) - l§§ ) -
81®= in the public part. The difference between GRR3 and our technique is
2k (1) 1*™) —5]®™ in the private part. Therefore, our construction generates
smaller garbled circuits when k(IS5 + 20®™) 4 21" — [Pu2)) — 5] — 31®v) > (),
Which construction is the most efficient depends on how much of the circuit is
private, and on the number of inner XOR gates in the public part.

5 Proof of Security

5.1 Correctness

Correctness of our garbling scheme clearly holds. In the case of AND gates,
correctness follows from the following equations:

((gs(a0) @ NN *) = b5,y @ 1sba(H (RS 1Ky o)
and
H(KS+ K. j1) 970G = HES + K%, j1) ©boG = H(KY + K% +bod;, jir.),

H(KS+ Kb, i) @716 = H(KG+ K% +d;, j1)®(1—bo)G = H(KS+ K% +bodi, j1.),
1 0 . (1,0) ;v 0 0 . _ 0 0 .
H(Kpa+Kp,jo)®y" WG =H(Ki+Kp+di,jo)®(1—bo)G = H(K 4+ Kp+bodi, jL),

H(KY+ Kb, jr) vV G = HKS + K% + 2d;, j1) & b G.

Correctness of the other gate types can be shown analogously.
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5.2 Simulation-Based Privacy of Semi-private Functions

By active labels we denote labels which are used in an actual evaluation. An
inactive label is a label which is not active. For example, if the actual truth
value on wire ¢ is v;, K" is an active label and Kil_vi is an inactive one.

In the proof, the simulator can obtain only active labels, and cannot obtain
inactive labels and differences d;. It means that the simulator can compute
only one of {H(KG + K} + bda, j)}vefo,1,2}, and one of {H(KY + adal|Kg +
bda, j)}apefo,1}-

To simulate the hash values of inactive labels without knowledge of d;’s, the
simulator uses the following 10 oracles for a given hash function H : {0,1}* —
Lo,

- Corr(l)(K b,j) = H(K + bd;, j) where K € Zyx and b € {~2,-1,1,2}.

- Corr (K b1,ba,5) = H(K + bid;,j) ® H(K + bad;, j) where K € Zgr and
(brb3) € ((—1,-2), (1,2), (—1, 1)},

— For each (K, j), one can query Corr((i )(K b,j) or Corrd (K,b1,b2,j) only once
(one cannot query both).

- Corr((f:)(Kl,Kg,a,b,j) = H(K;y + ad;|| K2 + bd;, j) where K, Ky € Zox and
a,be {—1,0,1}.

- corrg‘f?dj (K,a,b,j') = H(K + ad;,j') & (K + bd;) where K € Zy. and a,b €
{-1,1}.

- Corty), (i,j,a,b) = ad; + bd; where (a,b) € {(1,-1),(~1,1)}.

- Rand({ (K, b, j),Rand (K, j), Rand (K1, K3, a,b, j) and Rand|}, (K, a,b,5)
output a random value in Zyx.

_ Randfif?dj (i,7,a,b) chooses d; and dj at random and outputs ad; + chj.

We use Corr((ilj, Corr ) and Corrd % for obtaining H (K9 +K%+bd;, j), H(KS+
K% +bid;, j)® H(KG + KO +bad;, j) and H(KQ + ad;||K% + bd;, j), which are

used for simulating G and b7. For simulating E, we use Corr((;i) a4, and Corr((i? dp

to obtain H(K};”i,j) +dy and +d4 F dp, respectively.

In the random oracle model, it is clear that Corr((it), Corr((fi)7 Corr((i_’) and

Corrgf?dj output a uniformly random distribution. In addition, each d; is uni-

formly random since d; is either chosen uniformly at random or the difference
of two hash values. Therefore, Corrd )d and Rand( )d output an identical distri-
bution. In our sequence of games, we replace the Corr oracles with Rand oracles
to move from the real game to the simulation. The proposed garbling scheme is
simulation-based private for & = &,,,, in the random oracle model.

Theorem 1 (Simulation-based Privacy of Semi-private Functions).
The proposed garbling scheme described in Sect. 3 satisfies simulation-based

privacy, for & = Piopo = (n,m,l, A, B) of ciruit f = (n,m,l,A,B,g), of
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$(1k7 étopo(f)7 f(x))

Input: Security parameter k, Circuit f = (n,m,l, A, B, g), and output f(z).
Algorithm: 1. Initialize empty arrays F[], X[] and d with |F| =, |[X| = n and d =
m.
2. Garbling the gates: For i :=n + 1 to [ + n do:
(a) Set A := A(i) and B := B(7)
(b) If undefined, choose permute bits Aa, Ap € {0,1} at random.
For all (a,b) € {0,1}2, if undefined, set ¢} =Aada, c% = Ap D b.
(c) Input keys:
— If A’s and B’s labels are defined, set jg := nextindex(). If 0 = Ap,
4 . .
set K%, = K% and E := Rand;fde(K?gJ,l,jE)- Otherwise, set
K9, = K% + Rand(i ap(A B, 1,—1) and E := H(K}, jp) & Ky,
— If A’s labels are deﬁned and B’s labels are undefined (vice versa ana-
log), choose KB at random and set KB, = KB
— If A’s and B’s labels are undefined, choose KA and KB at random and
set KB, = KB‘
(d) Output Keys:
Choose random bit bg, b1, € {0,1} and set jr := nextindex().
Set 7(0’0) 1= by, 'y(o’l) = 7(1’0) =1 — by, 'y<1'1) = by.
Choose random G and K? = H(Kg —+ K%,,jL) D 'y(U’O)G.
(e) Encrypt choice bit:
Set je,, := nextindex(), choose A; € {0,1} at random.
— If (a,b) = (0,0),

B3 1 op = Isb(H(KAIKEy, Je)) @ ((9:(0,0) @ A1y ™).

Exceptlon: if i =1+ n, set

LSS Ky ) @ ((9:(0,0) @ \i @ f ()| ly ).
— Otherwise,

b;’”’ pep Isbz(Rand(S) (K9, K%, a,b,e,4))® ((gi (a, b)) @X:) ||y (@ ?).

(f) Set F[i] := (b9 077,057,057, G E), if E is defined.
Set Fi] := (by”,b7"7,b57, b5, G), otherwise.
(g) If j € {A, B} is a circuit input wire, set X [j] := K;]Hc(;
If ¢ € Woutput, set d[i — (n + 1) +m] := A;.
Output: Garbled circuit F', garbled input X, decoding d.

Fig. 6. The simulator S.

Definition 2, if we assume that H is a random oracle. More precisely, for any
adversary A there exists an adversary B such that

lq

prv.sim
AdVGC Sim 0,4 (F) < ok—2 1 9k

where k is the length of keys, | is the number of gates, and q is the number of
random oracle queries.

Proof. We consider the simulator & in the simulated experiment of

o0 0P 0, 0P,

Definition 2, and the games Gy, Gi, G, ' e
Corr(l) Corr(2) Corr(g) Corr((;l)d ,Corrfis)d . .
3 ©% and Greq;. We explain the simulator and the

games in the following. For simplicity, we only consider AND, OR, and XOR gates.
For NAND, NOR, and XNOR gates, we can swap K? and K} in S, Go, G1, G2, Gs,
and Greql-
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Go(1%, ®cive(f), f(z))

Input: Security parameter k, Circuit f = (n,m,[, A, B, g), and output f(z).
Algorithm: 1. Initialize empty arrays F[|, X[|] and d[] with |F| = [, |X| = n and
|d| = m.
2. Compute f(0) and v; € {0, 1} that is the actual value on wire ¢ for = 0.
3. Garbling the gates: For ¢ :=n + 1 to [ + n do:
(a) Set A := A(i) and B := B(%)
(b) If undefined, choose permute bits Aa, Ap € {0,1} at random.
For all (a,b) € {0, 1}2, if undefined, set ¢} 1= Aa & a, clj’g = A Db.
(¢) Input keys:
Same as S.
(d) Output Keys:
Choose random bit bg, b1, € {0,1} and set jr := nextindex().
— AND gate case: Set ’y(o 0) = by, 'y(o D= ’y(l 0) = 1—bg, 'y(l’l) 1= b1.
Choose random G and K i= H(KUA + KB, i) @ ~varB) G,
— OR gate case: Set 'y(o 0 = by, 'y(o b= 'y(l 0) = by, 'y(l'l) :=1—bg.
Choose random G and K:‘ = H(K * + K;‘?JL) @ ~vavB) G,
— XOR gate case: Set 'y(o 0) = —bo, 'y(o = ,7(1,0) 1= by, 'y(l’l) = bg.
Choose random G and K% := H(K A + KB, iL) ®@y(AavB) @G,
(e) Encrypt choice bit:
Set je,, := nextindex(), choose A; € {0,1} at random.
— If (a,b) = (va,vB),

b2 = Isba (KA K EE  Gey)) @ ((g:(a, ) @ M) [/ (*9).
cA+c

Exception: if i = + n, set
bt b = Isby (H(KG||K Y/, de,)) @ ((gi(a, b) @ X @ f(2))||7(").
AteB

— Otherwise,
be o = Isba(Rand ) (K34 KB a—va,b—vp, je. 1)) ® ((9:(a, b) @
AT"B
)|y ().

(f) Set F[i] := (b;) RN el b; ,G, E), if E is defined.
Set F[i] := b" ] b" 7,637, G), otherwise.
(g) If j € {A, B} is a circuit input wire, set X[j] := K;)Hcs
If i € Woutput, set d[i — (n +1) +m] := A;.
Output: Garbled circuit F', garbled input X, decoding d.

Fig. 7. The game Gy in which the output keys are generated as in the real scheme.

S, ®1opo(f), f(x)): S given in Fig. 6 generates the garbled circuit and garbled
input (F, X, d) without knowledge of z. S generates only labels corresponding
to truth value 0, chooses G, E uniformly at random. S chooses b;cg Leo SO
that Eval and Decode output f(x).

Go(1%, Deire(f), f(z)): Go generates the garbled circuit and garbled input
(F, X,d) as described in Fig.7. In this game, the actual value v; for each
wire ¢ for input x = 0 is computed and known to the simulator. Gy chooses

bgcngcf;B so that Eval and Decode output f(zx).

G (1%, ®eire(f), 7): Go generates the garbled circuit and garbled input (F, X, d)
as described in Fig. 8. In this game, the actual value v; for each wire i for
input z is computed and known to the simulator. Gy generates the output
label in one of two ways, which depends on v;.

(0,000, of
Oa;” a0, 0 Qaia; (1%, ®ire(f), 2): In the game, (F, X, d) is generated as

g di,dj’

described in Fig. 9, with three oracles without knowledge of d;’s. The oracles
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G (1k7 Deire(f), )

Input: Security parameter k, Circuit f = (n,m,l, A, B, g), and input .
Algorithm: 1. Initialize empty arrays F[], X[] and d[] with |F| = [, |X| = n and
|d| = m.
2. Compute f(z) and v; € {0, 1} that is the actual value on wire i.
3. Garbling the gates: For i :=n + 1 to l + n do:
(a) Set A := A(i) and B := B(7)
(b) If undefined, choose permute bits Aa, Ap € {0,1} at random.
For all (a,b) € {0,1}?, if undefined, set ¢4 :=AaDa, c% = Ap D b.
(c) Input keys:
Same as S.
(d) Output Keys:
Choose random bit bg, b1, € {0,1} and set jr := nextindex().
— AND gate case: Set ,Y(o,o) = bo, 7(0'1) = 'y(l"o) = 1—bp, 'y(l‘l) = by.
Choose random G and K% := H(K;A + K;’?,jL) ®~PavB) G,
— OR gate case: Set ~(0:0) = gy, 'y(o D)= 4 (10) = g, 'y(l’l) :=1—bg.
Choose random G and K Vi= H(KUA + K;, ’JL) a5} »\/("’AxUB)G.
— XOR gate case: Set 'y(o 0) = =1—bo, vy [CRDJSS (1 0= by, 'y(l‘l) = bo.
Choose random G and K := H(K“A + KB, Jin) @ ~y(ParB)G.
(e) Encrypt choice bit:
Set je,4 := nextindex(), choose \; € {0,1} at random.
— If (a,b) = (va,vB),

BTy = P2 O R Gen)) @ (9:(a,5) © A0 1),
— Otherwise,
b e = Isba(Rand ) (K4, K a—va,b=v5, je,y)) & ((9:(a, 0) &
A1)
(f) Set Fli] := (b57, 657,657,057, G, E), if E is defined.
Set F[i] := bL o bL o bL o bL , G), otherwise.

(g) If j € {A, B} is a circuit 1nput wire, set X[j] := K?Hc?.
If © € Woutput, set d[i — (n +1) +m] := A;.
Output: Garbled circuit F', garbled input X, decoding d.

Fig. 8. The game G; in which the output keys are generated as in the real scheme.

queried are either (Rand(l) Rand(2) Rand(3), Rand&f?dj, Randl(i?dj) or the ora-
cles (Corrd Corrd 2) Corrd Corrd R Corr(s?dj). In Gy, the active labels K"

and oracle outputs H (K9 + K% + (vA +wvg)d, j) are computed similar to the
real scheme.

For simulating the ciphertext G, H(KG + K%,j.) + H(K% + K% +d, j1) has
to be computed. The simulator makes oracle query C’)EllA) (K3 + K32, b—(va+
vg), i) if (va,vp) # (1,1), and OF) (K4 + K}, j) if (va,vp) = (1,1).

For snnulatlng the ciphertexts bg_, aych, (|62 the simulator makes ora-
cle query (9 ( WK a—va,b— UB,]C,Y)7 obtains H(KY + ada||K% +
bdB, jey), and computes b2C e, o)
The ciphertext E is computed as

20(1_;’_ b
2¢9 +c

E=H(Ky ™ j.)+Kp®

H(KEB—l-(l—QUB)dB,je)—f—K]gB+(1—2’I}B)dA ifvg = Ap
H(K}P,je) + KiP + (2vp —1)dp + (1 —2vp)da  otherwise
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(1) () HB) H@) (5)
2Odi ©O4, 04, ’Odi.dj’odi.

4 (1k7 ¢Ci7“c(f)v .T)

Input: Security parameter k, Circuit f = (n,m,!l, A, B, g), and input z.
Algorithm: 1. Initialize empty arrays F[], X[] and d[] with [F| = [, |X| = n and
|d| = m.
2. Compute f(z) and v; € {0,1} that is the actual value on wire 7.
3. Garbling the gates: For ¢ :=n+ 1 to Il + n do:
(a) Set A:= A(i) and B := B(i)
(b) If undefined, choose permute bits Aa, Ap € {0,1} at random.
For all (a,b) € {0,1}?, if undefined, set ¢% := Aa @ a, ¢ := Ap @ b.
(c) Input keys:
— If A’s and B’s labels are defined, set jg := nextindex(). If vg = Ap,
set K;,B = K;B and E = Oé‘:) dB(KZEB’l — 2vp,1 — 2vpB,jg).
. vg . v (5)
Otherwlse,vset KB§ 71) KB+ OdAvdB (A,B,1 — 2vp,2vg — 1) and
B = H(KP, jp) ® KD
— If A’s labels are defined and B’s labels are undefined (vice versa ana-
log), choose KEB at random and set K;J,B = K;B.
— If A’s and B’s labels are undefined, choose KZA and K;B at random
and set K;J? = KB,
(d) Output Keys:
Choose random bit bg, by, € {0,1} and set j, := nextindex().
— AND gate case: Set 'y(D'D) := by, 'y(o’l) = ,7(1,0) :=1—bg, 'y(l‘l) = by.
o If (va,vp) # (1,1),
G=HE A+ KR, jL)& o<1>(K”A + K
’l)AJrUB =1, bfllvaJr'uBfO
K’ = H(Ker + KB, j1) & 4"AvB)G.
o If (vA,vB) =(1,1),
Gi= 0P (KA + KB, —1,-2, 1),
K= H(KZA + K7 ) @y arBla.
— OR gate case: Set 7(0’0) CRDJS 'y(1'0>
o If (va,vp) # (0,0),
G:=H(K+ K} )@ ofllfz (KA +K
va +vp =2, b—21f'UA+vB:1,
KU = H(KA + K28 ) @A )G,
e If (va,vB) = (0,0),
G = 0P (KA + K7 ,1,2,51),
K”1 — H(K”A + KB’ L) @;Y“’AJJB)G.
— XOR gate case: Set 'y(o 0) = 1—1b, 'y(o’l) = 7(1*0) = by, 'y(l*l) = bg.
e If (va,vp) # (0,1),(1,0),
Gi= HKN + K5 ,j0) © ) (K + K,
vA+vB—2,b—21va+'UB—O,
K= HIKA + K P ju) @74 B)G.
o If (va,vp) = (0,1),(1,0),
G =0 (KA + KB, ~1,1,41),
K o= HH + KB, jr) @y arsa.
(e) Encrypt choncc bit:

Set je,4 := nextindex(), choose A\; € {0,1} at random.
— If (a,b) = (va,vB),

B B b,jr) where b = 0 if

=b1, v = bo,'y(l’l) = 1—bg.

B, B b,j1) where b = 1 if

57 s b jL) where b= 0 if

b;%ﬂ% i= Isbo (H (KA 1K o)) @ ((93(asb) @ X0 Iy (4).

— Otherwise,
05T Ly = 02O A KR @ = 0 b= 03, e.2) @ ((96(a,h) @
Ay ().

(f) Set F[i] :== (by",b7"7, 057,027, G, E), if E is defined.
Set F[i] := (by”, b7, b5, b57, G), otherwise.
(g) If j € {A, B} is a circuit input wire, set X[j] := K:J HC;J
If i € Woutput, set dli — (n +1) + m] := A;.
Output: Garbled circuit F', garbled input X, decoding d.

Fig. 9. The game G, in which garbling with actual values.

987
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3Corrfit) *CO"(in) ,Corrfi::) ,Corrf{i)’d Corr

e (1%, Peire(f), )

Input: Security parameter k, Circuit f = (n,m,l, A, B, g), and input .
Algorithm: 1. Initialize empty arrays F[], X[] and d[] with |F| = I, [X| = n and
|d| = m.
2. Compute f(z) and v; € {0, 1} that is the actual value in wire 4.
3. Garbling the gates: For i :=n + 1 to l + n do:
(a) Set A := A(i) and B := B(7)
(b) If undefined, choose permute bits Aa, Ap € {0,1} at random.
For all (a,b) € {0,1}?, if undefined, set ¢4 =Aada, c% = Ap D b.
(c) Input keys:
Corr(l) Corr(z) COrr(3) Corr( )d_‘COnEI‘?) ) .
Same as G, T v except setting K, YA L (1-
20a)da + K3A, Ky "B = (1—2vp)da + KB, K, "B := (1 2vp)da +
K;J,B if undefined.
(d) Output Keys:
(1) o2 ) (3) (4) (5)
Corr Corr Corr Corr Corr
diyd; a0, d
Same as G, i J J J
in the last step:
— AND gate case:
If v; = 0, set K,

1—wv

If v; =1, set K,
— OR gate case:
If v; =0, set KI1
If v, = 1, set K, "
— XOR gate case:
If v; = 0, set Kil_v
If v; = 1, set st
(e) Encrypt choice bit:
(1) (2) (3) ( ) (5)
Corr Corr Corr Corr ,Corr
i-dj d;.d;
Same as G, ’
(f) Set F[i] := (b"'y b"'y b5, b;"y G,E),if B is deﬁned
Set Fli] := (by” b" o b" by G) otherwise.
JE is a circuit input wire, set = Kv
(g) Ifj € {A, B} p , set X[j] I
If © € Woutput, set d[i — (n +1) +m] := ;.
Output: Garbled circuit F', garbled input X, decoding d.

except adding the following

—v.

i= H(KZA +KUB +2d;,jL) ® b1G.
= H(KA +K“B + bodi, jr).

—v

ti= H(K A + K 4+ di +bods, jL).-
Pi= H(KA + K”B ,iL) ® b1G.

Pi= H(K A + KP +di,jr) ®b:G.
= H(KA +K”B + bo2di, jr)-

v

v
3
[le;” -

Fig. 10. The game G3 in which including inactive keys.

The simulator makes oracle query Ogi),ds (KP,1—2vp,1—2vg, j.) instead
of computing H(K3? + (1 — 2vg)dg, je) + (1 — 2vug)da, and oracle query
O, (A, B,2vp—1, 17203) instead of computing (2v5—1)dg+(1—2v5)d4.

Corrgi)’corrgi)’Corrg)’coné) Corrd 4 (1% @eire(f),z): This game, described in
Fig. 10, is almost identical to G;, except that inactive labels are defined.
In this game, the simulator knows d;’s.

Grearr This is the real experiment of Definition 2.

Gs

Now we prove the indistinguishability between the simulators and the real
protocol. We use the following chain of simulators and hybrid games.

1. S = Go: The only difference between the two games is that K is used in S but
K" is used in Gy and there are 3 cases of AND, OR, and XOR in Gy. However,
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the distributions of simulation are identical, since the inactive v(**)’s are
masked by random oracle Rand.

2. Go = G;i: The only difference between the two games is that v; for input
x = 0 is used and output f(z) is embedded in Gy but v; for input x is used in
G1. However, the distributions of simulation are identical, since the inactive
4(@b)s are masked by random oracle Rand and embedded f(z) is masked by

random \;.
Randy_) ,Rand((ﬁ) ,Randfﬁ%Randfﬁ{w ,Rand((is‘))d_ .
3. G =G, ‘ ‘ v *"7: The only difference between them
is how G is generated. However, G is uniformly distributed in both games and

therefore these two games are indistinguishable.

) @) ) @ () M corr® Corr® Corr™® (5)
4 Randdi ,Randdi ,Randdi ,Randd’i,dj ,Randdi’dj _ Corrdi ,Corrdi ,Corrd’i ,Corrdi’dj ,Corrd’i_’dj )
- Y2 = Y2
The Rand oracles are replaced with Corr oracles. These games are indistin-
guishable since the hash function is a random oracle except if d; = 0 or

2d; = 0 for some i. However, [ d;’s are chosen uniformly at random and then
the probability of the event is bounded by Pr[3i s.t. (d; = 0) V (2d; = 0)] =
1—(1—2/2") < /2k-2

Corr((jl,),Corrf_),Corrg?‘) ,Corrfﬁ)’d . ,Corr((f,))d_ Corrfﬁ%Corrf_%Corr&? ,Corrfﬁ{d . ,Corr((f,))d_
5.g2 i i i i@ z]Egg i i i ir@j z]:The
only difference between these two games is adding the inactive labels. How-
ever, the inactive labels are not used, so the distribution is unchanged. In

Corrfilv) 7Corrff_) 7Corrfﬁ) ,Corrff_)d . ,Corrff_)d .
i i i i:dj idj

1 , if the adversary correctly guess one of [
d;’s, and ask a key unknown to the simulator for random oracle H among
q oracle queries, the simulator fails to simulate random oracle H since the
simulator does not know d;’s. The probability of this simulation failure is
lq/2k.

(1) (2) (3) (4) (5)
Corrdi 7Corrdi ,Corrdi ,Corrdi,dj ,Corrdi’dj

A = Grear: In G, we first define K" and then
define K; ¥ as K; " := (1 — 2v;)d; + K" if either or both input wires is
a circuit input wire. In Geqp, we first define K and then K} := d; + K?. In
addition, we define K; ™" := H(K* + K% +(2— (va+vp))da, jr) +b1G or
Kil_”i =H(K* + K57 + (bo — 2)da, jr), depending on v; and by for inner
wires in Ga. In Greqr, we define KO := H(KY + K%, + 2da,jL) + b1G and
K}! == H(KY + K%, + boda, ji) + b1G. Although the steps to generate the
labels are changed, the outputs are unchanged. Therefore, these changes do
not affect the distribution.

Consequently, the simulated experiment is indistinguishable from the real exper-
iment except negligible probability 1/28=2 + Iq/2*. O
6 On the Lower Bound of Linear Garbling Schemes

Zahur et al. [29] observed that many practical garbling schemes share a com-

mon structure, which they formalize in their model of linear garbling schemes.
They proved that in this model, garbling a single AND gate requires at least two
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rows. They concluded that to garble an odd gate with significantly® less than 2k
bits, an inherently different, non-linear structure is needed. Our garbling scheme
contradicts this, while maintaining a computational efficiency comparable to pre-
vious work. In this chapter, we first provide an intuition of how our construction
circumvents the lower bound. In Sect. 6.2, we provide an outline of the lower-
bound proof. Then, we state our garbling scheme in the linear garbling model,
and show how it exploits loopholes in the lower-bound proof more formally. Since
this chapter mostly discusses a single AND gate, we denote the color bits of a
gate’s input wires by « and (§ for better readability.

6.1 How We Circumvent the Lower Bound: An Intuition

Intuitively, the arguments in the lower-bound proof should also hold for our
“almost linear” garbling scheme. We now show where our construction exploits
loopholes. The proof relies on two assumptions which hold for most linear con-
structions, but are not needed for linearity in an algebraic sense:

Assumption (1): The linear operations to compute a gate’s output labels
directly depend on permute bits assigned to the gate’s input wires.
Assumption (2): Each ciphertext/row consists of k bit.

Let us first take a closer look at Assumption (1). The lower-bound proof
strongly depends on the fact that changing the permute bits assigned to the
two input wires of a gate changes the operation the evaluator needs to perform
when processing this gate. This is true for most existing garbling schemes, but
not for ours. In existing schemes, the evaluator usually uses two color bits o and
0 to choose one out of four options. In Yao’s original scheme [28], when used
with the point and permute technique [2], the four options are four ciphertexts.
In the three-row reduction [22,26], the options are three ciphertexts and the
zero string. In the interpolation-based two-row reduction [26], the options are
four x-coordinates. The half gate construction [29] has the options ciphertext or
zero string for each half gate, so four possible options per garbled AND gate.
The common way to let the evaluator choose the correct option is letting the
options depend on permute bits, and communicating corresponding color bits to
the evaluator, which keeps him oblivious of the actual input. All of the above
mentioned schemes use this technique. As a side-effect, in all these constructions,
changing even one permute bit inevitably changes the assignment of options to
input values, in particular, which option is assigned to the input leading to
output truth value 1. In our scheme, the evaluator has only two options: to use
the given k-bit ciphertext or not. Neither this ciphertext itself nor its usage
depends on any permute bit. In fact, it might happen that the same operation
using this same ciphertext might be performed by the evaluator for two possible
inputs (zq,xp) # (x),,x}), with g(xe, ) # g(2),x;). Since we have only two
options, we need only one choice bit, which does not depend on permute bits.

8 As they point out, one can only prove a lower-bound of at least 2k minus some bits,
as one can always take away a few bits and maintain asymptotic security.
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To communicate this choice bit, we include four 2-bit ciphertexts in the
garbled circuit, which do depend on permute bits. And this is where we exploit
the second loophole in the lower-bound proof: Assumption (2), which says that
each row has the length of k bit, is neither used nor needed” in any arguments in
the proof. Since M < k bit of information can perfectly be masked with a M-bit
ciphertext, we can instead “fill the necessary rows” with our 2-bit ciphertexts.

6.2 How We Circumvent the Lower Bound: Formal Discussion

Let us first briefly summarize the linear garbling model. All elements considered
in the model are in GF(2%), and the only operations allowed are XOR operations
and calls to a random oracle, which outputs elements in GF(2*). The model con-
siders garbling a single AND gate. Let r and h be constants, and let (-, -) denote
the scalar product of two vectors. The garbler chooses Ry, ..., R, € GF(2F)
at random. Using linear combinations of these as inputs to a random oracle,
he obtains oracle responses Q1,...,Qn. Let S := (Ry,...,R.,Q1,...,Qp). The
garbler applies linear functions on S to obtain input wire labels Ag, A1, By, B,
output wire labels Cy, C; and ciphertexts G,...,G,,. The function to obtain
the ciphertexts can be written as a matrix Gy, », with S-G_ », = (G1,...,Gn),
and can depend on the permute bits A\, and A, of the input wires.

The evaluator obtains as input the wire labels K4 € {Ag, A1} and Kp €
{Bo, B1}, and color bits o and (3. He makes several oracle queries using this
input to obtain a vector 7', which consists of his input, the oracle responses and
the ciphertexts G1,...,G,,. He computes a linear function on 7', denoted by a
vector V,, 5, to compute the output wire label Cix, aa)r(rv@8) = (Va,8,T)-

The Lower-Bound Proof. We recap the parts of the lower-bound proof [29]
which are important for a more formal discussion. The proof argues that the
matrix Gy, , must have at least two rows, and thus creates at least two
ciphertexts. This is based on a chain of claims, of which we circumvent the
first one: it says that the Gy, », are all distinct. The claim is argued for as
follows. The output wire label C(x,@a)r(r,@3), computed by the evaluator as
Covoanrwes) = (Va,s, T), can be written as

b
Cirada)r(re®p) = <V§,% Ma 5 x 5T> + <V§,T5U7GAQ,A5 X 5T>a (1)
for an appropriate matrix My, g, where V,, g is divided into a public part V. %b,

independent of permute bits, and a private part V"

E which depends on A\, and
Ap. For only one input (A, @), (As@®3)), it holds that (A,@a)A(A@ ) = 1, and
thus Cix,@a)r(n@8) = C1, the label assigned to truth value 1. When changing a
permute bit, a different combination of («, 3) is assigned to C;. However, since

all other values in Eq. 1 do not depend on permute bits, only G, », can change

9 More precisely, elements in GF (2}C ) or Zyr do not necessarily have k bits of entropy,
and those with less entropy can be represented using shorter strings.
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when changing A, or \p. Thus, all G, », must be distinct. Basic algebra then
implies that all Gy, », must have at least two rows. If all rows have £ bit, this
implies the lower bound of 2k bits per gate. In our garbing scheme, we divide
G, », into a k-bit(-entropy) part and a 2-bit(-entropy) part. Our k-bit part
does not depend on permute bits and has only one row. The 2-bit part has four
rows and thus does not contradict the arguments in the lower-bound proof.

Our Construction and the Model of Linear Garbling Schemes. We now
compare our scheme to the linear garbling model, and explain how it bypasses
the lower bound more formally. Since the lower-bound proof only considers a
single AND gate, the labels of both input wires can be chosen freely, and we can
leave out the ciphertext for difference adjustment in the following discussion.

Our construction does not perfectly fit into the model in two points. The first
point is that we use Zyx rather than Fyx, simply because we need + and & to be
different operations. The second point is that the linear garbling model considers
only k-bit values. In contrast, we use oracles with k-bit output and with 2-bit
output. The 2-bit oracle is implemented by using the Isb, function on the k-bit
oracle output. Similarly, we have k-bit ciphertexts and 2-bit ciphertexts.

A garbling algorithm in the linear garbling model consists of five steps. We
describe our scheme in these steps, using the same enumeration as in [29]. We
omit the tweaks implemented by nextindex() in the calls to the random oracle H.

1. The garbler chooses several random k-bit values. The only 1-bit randomness
considered in the model are the permute bits. In our scheme, the garbler
chooses the random k-bit values K9, K%, and d, and the random bits by and
b1. So we allow 1-bit randomness here, which is only a technical issue.

2. The garbler makes several oracle queries, using the random values from Step 1

as input. The random values and oracle responses form a vector S, on which

all following linear operations are performed. In our construction, we have k-

bit queries and 2-bit queries. We divide S into the two vectors Sy, containing

k-bit values, and Ss, containing 2-bit values. We have:

k-bit queries:

Q1:=H(K{+K%), Q2 := HKY + K} +d), Qs := H(KY + K} + 2d),

= S = (K9, K%,d,Q1,Q2,Qs).

2-bit queries Q4_7:

Q2(>\a@a)+(/\3@b)+1 = |Sb2(H(K% + ad||K% + bd)) for all (a, b) S {O, 1}2.

The random permute bits A4, Ap and A¢ are chosen.

4. Linear operations are performed on S to compute the input wire labels
Ag, A1, By, B; and the output wire labels Cp,C;. The latter can be writ-
ten as C; = (Cx, 2,0, 9), ¢ € {0,1}, for appropriate vectors C, »,.;, which
can depend on permute bits. In our case, we have:

@
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1 0 0 0 0 0
o 1 0 0 0 0
1 0 1 0 0 0
(Ao, Bo, A1, B1,Cy, C1) = 0 1 1 0 0 0 Sk
0 0 0 1—by by 0
0 0 0 by by 1

The rows C, ,.0 = (0,0,0,1—bg, by, 0) and Cx, »,1 = (0,0,0,b1, b1, 1) define
the output labels. They depend on by and by, but not on A, and \,.
. Ciphertexts are computed: for i € [m], G; = <Gg2,>\b,5> for appropriate

GE\? A,» Where m is the number of ciphertexts included in the garbled circuit.
In our scheme, we have k-bit and 2-bit ciphertexts:

Gt = (G0, 800, G = (G, 8 )i =205,

Let Gy, x, be the matrix consisting of the rows G/\ 2, for i € [m]. We divide
Gy, ,», into a k-bit part and a 2-bit part. The k- bit part has only one row:

—bi 1
GEtit =6V, =1(0,0,0,1,1,0)
for all (As, \p) € {0,1}2. So our k-bit ciphertext is
GF .= ((0,0,0,1,1,0),8,) = (H(KY + K%) @ H(KY + K% + d)).

As we can see, Gﬁa_g\’: does not depend on A, and Ay, so changing the permute

bits cannot change Gf\;g\’f This seems like a contradiction to the lower-bound
proof, which argues that changing the permute bits must change Gy, ), in
order to assign a different pair (a, 3) to the label C;. However, in our con-
struction, the labels Cy and C; only depend on the random bits by and by
chosen by the garbler. Thus, the assignment of color bits to output truth
values is irrelevant for the computation of the labels on the garbler’s side.
However, to allow the evaluator to compute the correct output label, a choice
bit v needs to be communicated using ciphertexts which do depend on « and
(. These are computed by the rows of the 2-bit part G?\:b/\’z, which takes care

of the dependence on permute bits this way. Thus, the k-bit part G/;;I;f: can
stay unchanged for changing permute bits (and thus consist of only one row),
without causing a contradiction to the lower-bound proof.

To enable the evaluator to compute the color bit (a B A4)(BB Ap) ® A¢ of

the output wire, we define the four rows G( ) (5) of the 2-bit part such that

(2+2a+03)
Dot sllV3a+5 = <GAA A5 S2>

= Isby (H (K3 + Kp*7) @ (0 @ Aa) (B © Ag) @ Ac)| [y )
for all (o, 3) € {0,1}2, where

,Y(AAJ\B) (10X a,AB) (Ma,1©A5B) (1&2a,107B) by.

:bo,’}/ =7 :1_b077
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The order of the rows in Gi:b;ﬁ depends on A\, and A,. Thus, in compliance

with the lower-bound proof, Gi:b;: is different for each choice of (Ag, Ap).

6.3 Further Analyzing the Lower Bound

In 2005, Kolesnikov [13] introduced an information-theoretically secure secret
sharing based garbling scheme which requires zero ciphertexts, using only XOR
operations. Kolesnikov’s construction produces an exponential blow-up of the
input key size, so the comparison is slightly unfair. It does not fit into the
model for the simple reason that the wire labels of one input wire are not ele-
ments in GF(2F), but have the form By ||Bg for By, Br € GF(2F). Regardless,
Kolesnikov’s construction seems like a contradiction to the lower bound. We
analyze how this “almost linear” construction circumvents the lower bound.

Kolesnikov also introduces an optimization which reduces the blow-up to
approximately > d? where d; is the depth of the jth leaf of the circuit. However,
the optimization is irrelevant for our analysis.

Outline of Kolesnikov’s Construction. Kolesnikov’s construction works by
garbling circuits backwards from output gates to input gates. Consider garbling
an AND gate ¢ with yet undefined input wire labels K9, K, K%, KL, and given
output wire labels K and K}. The labels K and K} are secret-shared in the
following way: Assign a single random permute bit A4 to input wire A, no
permute bit is assigned to the second input wire B. Choose the input labels
K9 and K at random, append A4 to K9, and 1 — A4 to K. The labels
KY% and K} each consist of two entries, which are permuted according to Aa:
K% = K@ K\ ||K? ® K37, and K := K4 @ K)*||K}M @ K7, To
evaluate gate i, the evaluator XORs his label K 4 with the entry of his label K g
which is indicated by the color bit appended to K 4.

Kolesnikov’s Construction and the Lower Bound. Kolesnikov’s construc-
tion is linear in an algebraic sense. It circumvents the lower bound in a way
similar to our scheme: the operations performed by the evaluator do not depend
on two permute bits. Kolesnikov’s construction only assigns permute bits to
“A-wires” to indicate which part of the “B-wire” to use. “B-wires” are not
assigned any permute or color bit. Thus we have only one bit assigned to four
possible input combinations, making claim one in the lower-bound proof mean-
ingless. And in fact, similar to the k-bit part of our construction, the same linear
operation is performed for different truth values on the output wire.

6.4 Conclusion

If less than two rows imply less than two possible operations, only one or no
choice bit is needed, making claim one in the lower-bound proof meaningless. It
is left for future work whether our observations can be used to break the lower
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bound and omit even the small ciphertexts altogether without input key blow-
up. It would be interesting whether garbling schemes with less than two k-bit
rows can be constructed without sacrifising free XOR.

Acknowledgements. We thank the reviewers for their helpful and constructive
comments.

A Combining our Construction with Half Gates

By combining our technique with the half gate construction [29], we can garble
the first two gate levels in a circuit with only one ciphertext per AND gate and
0 ciphertexts per XOR gate, if the circuit layout is fortunate. Each circuit input
is known either by the garbler or the evaluator, so one could argue that all input
gates can be garbled as half gates. A similar technique is used by Huang et al.
[8], who use generator half gates as input gates. We need to modify the half gate
technique such that output wires ¢ which are used as inputs for AND gates get an
additive global difference d such that K} = K?+d, and output wires j which are
used as input to an XOR gate get a global difference A such that Kj = K ® A.
We cannot do both at the same time, so this only saves ciphertexts when most
output wires of input gates go to either an AND gate or an XOR gate, but not
both. If this is the case, the next level can be garbled with our construction
using one ciphertext for most AND gates, and zero ciphertexts for most XOR
gates. A half gate can produce an additive difference in its output wire using
the following modification: A generator half gate with input a known to the
garbler produces the ciphertexts H(Kp) ® K? and H(Kp ® A) & (K? + ad), of
which one is set to the zero string as in the original scheme. It is evaluated as in
the original half gate construction. An evaluator half gate, where the evaluator
knows input a, and gets input labels K4 and Kp, consists of the ciphertexts
G1 = H(KY) @ K2, which is set to the zero string by setting K& = H(K9),
and G2 = H(K})® (K2 — B). In the evaluator half gate, we require an additive
difference K5 — K% = d for the labels of input wire B. If a = 0, it is evaluated by
computing H(K9Q) @ Gy. If a = 1, the evaluator computes (Go & H(KY)) + K5.

References

1. shelat, A., Shen, C.: Two-output secure computation with malicious adversaries. In:
Paterson, K.G. (ed.) EUROCRYPT 2011. LNCS, vol. 6632, pp. 386-405. Springer,
Heidelberg (2011). doi:10.1007/978-3-642-20465-4 22

2. Beaver, D., Micali, S., Rogaway, P.: The round complexity of secure protocols
(extended abstract). In: STOC, pp. 503-513 (1990)

3. Bellare, M., Hoang, V.T., Keelveedhi, S., Rogaway, P.: Efficient garbling from a
fixed-key blockcipher. In: IEEE Symposium on Security and Privacy, pp. 478-492.
IEEE Computer Society (2013)

4. Bellare, M., Hoang, V.T., Rogaway, P.: Foundations of garbled circuits. In: ACM
CCS, pp. 784-796. ACM (2012)


http://dx.doi.org/10.1007/978-3-642-20465-4_22

996

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

C. Kempka et al.

Brandao, L.T.A.N.: Secure two-party computation with reusable bit-commitments,
via a cut-and-choose with forge-and-lose technique. In: Sako, K., Sarkar, P. (eds.)
ASTACRYPT 2013. LNCS, vol. 8270, pp. 441-463. Springer, Heidelberg (2013).
doi:10.1007/978-3-642-42045-0_23

Frederiksen, T.K., Jakobsen, T.P., Nielsen, J.B., Nordholt, P.S., Orlandi, C.:
MiniLEGO: efficient secure two-party computation from general assumptions. In:
Johansson, T., Nguyen, P.Q. (eds.) EUROCRYPT 2013. LNCS, vol. 7881, pp.
537-556. Springer, Heidelberg (2013). doi:10.1007/978-3-642-38348-9_32

Gueron, S., Lindell, Y., Nof, A., Pinkas, B.: Fast garbling of circuits under standard
assumptions. In: Ray, L., Li, N., Kruegel, C. (eds.) ACM CCS, pp. 567-578. ACM
(2015)

Huang, Y., Evans, D., Katz, J.: Private set intersection: Are garbled circuits better
than custom protocols? In: NDSS. The Internet Society (2012)

Huang, Y., Katz, J., Evans, D.: Efficient Secure two-party computation using sym-
metric cut-and-choose. In: Canetti, R., Garay, J.A. (eds.) CRYPTO 2013. LNCS,
vol. 8043, pp. 18-35. Springer, Heidelberg (2013). d0i:10.1007/978-3-642-40084-1_2
Huang, Y., Katz, J., Kolesnikov, V., Kumaresan, R., Malozemoff, A.J.: Amortizing
garbled circuits. In: Garay, J.A., Gennaro, R. (eds.) CRYPTO 2014. LNCS, vol.
8617, pp. 458-475. Springer, Heidelberg (2014). doi:10.1007/978-3-662-44381-1_26
Katz, J., Malka, L.: Constant-round private function evaluation with linear com-
plexity. In: Lee, D.H., Wang, X. (eds.) ASTACRYPT 2011. LNCS, vol. 7073, pp.
556-571. Springer, Heidelberg (2011). doi:10.1007/978-3-642-25385-0_30
Kempka, C., Kikuchi, R., Kiyoshima, S., Suzuki, K.: Garbling scheme for formulas
with constant size of garbled gates. In: Iwata, T, Cheon, J.H. (eds.) ASTACRYPT
2015. LNCS, vol. 9452, pp. 758-782. Springer, Heidelberg (2015). doi:10.1007/
978-3-662-48797-6_31

Kolesnikov, V.: Gate evaluation secret sharing and secure one-round two-party
computation. In: Roy, B. (ed.) ASTACRYPT 2005. LNCS, vol. 3788, pp. 136-155.
Springer, Heidelberg (2005). doi:10.1007/11593447_8

Kolesnikov, V., Mohassel, P., Rosulek, M.: FleXOR: flexible garbling for XOR
gates that beats free-XOR. In: Garay, J.A., Gennaro, R. (eds.) CRYPTO
2014. LNCS, vol. 8617, pp. 440-457. Springer, Heidelberg (2014). doi:10.1007/
978-3-662-44381-1_25

Kolesnikov, V., Schneider, T.: Improved garbled circuit: free XOR gates and
applications. In: Aceto, L., Damgard, I., Goldberg, L.A., Halldérsson, M.M.,
Ingdlfsdéttir, A., Walukiewicz, 1. (eds.) ICALP 2008. LNCS, vol. 5126, pp. 486—498.
Springer, Heidelberg (2008). doi:10.1007/978-3-540-70583-3_40

Kolesnikov, V., Schneider, T.: A practical universal circuit construction and secure
evaluation of private functions. In: Tsudik, G. (ed.) FC 2008. LNCS, vol. 5143, pp.
83-97. Springer, Heidelberg (2008). doi:10.1007/978-3-540-85230-8_7

Lindell, Y.: Fast cut-and-choose based protocols for malicious and covert adver-
saries. In: Canetti, R., Garay, J.A. (eds.) CRYPTO 2013. LNCS, vol. 8043, pp.
1-17. Springer, Heidelberg (2013). doi:10.1007/978-3-642-40084-1_1

Lindell, Y., Pinkas, B.: An efficient protocol for secure two-party computa-
tion in the presence of malicious adversaries. In: Naor, M. (ed.) EUROCRYPT
2007. LNCS, vol. 4515, pp. 52-78. Springer, Heidelberg (2007). doi:10.1007/
978-3-540-72540-4_4

Lindell, Y., Pinkas, B.: Secure two-party computation via cut-and-choose oblivious
transfer. In: Ishai, Y. (ed.) TCC 2011. LNCS, vol. 6597, pp. 329-346. Springer,
Heidelberg (2011). doi:10.1007/978-3-642-19571-6_-20


http://dx.doi.org/10.1007/978-3-642-42045-0_23
http://dx.doi.org/10.1007/978-3-642-38348-9_32
http://dx.doi.org/10.1007/978-3-642-40084-1_2
http://dx.doi.org/10.1007/978-3-662-44381-1_26
http://dx.doi.org/10.1007/978-3-642-25385-0_30
http://dx.doi.org/10.1007/978-3-662-48797-6_31
http://dx.doi.org/10.1007/978-3-662-48797-6_31
http://dx.doi.org/10.1007/11593447_8
http://dx.doi.org/10.1007/978-3-662-44381-1_25
http://dx.doi.org/10.1007/978-3-662-44381-1_25
http://dx.doi.org/10.1007/978-3-540-70583-3_40
http://dx.doi.org/10.1007/978-3-540-85230-8_7
http://dx.doi.org/10.1007/978-3-642-40084-1_1
http://dx.doi.org/10.1007/978-3-540-72540-4_4
http://dx.doi.org/10.1007/978-3-540-72540-4_4
http://dx.doi.org/10.1007/978-3-642-19571-6_20

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

How to Circumvent the Two-Ciphertext Lower 997

Lindell, Y., Riva, B.: Cut-and-choose yao-based secure computation in the
online/offline and batch settings. In: Garay, J.A., Gennaro, R. (eds.) CRYPTO
2014. LNCS, vol. 8617, pp. 476-494. Springer, Heidelberg (2014). doi:10.1007/
978-3-662-44381-1_27

Malkhi, D., Nisan, N., Pinkas, B., Sella, Y.: Fairplay - a secure two-party compu-
tation system. In: USENIX Security Symposium, pp. 287-302 (2004)

Naor, M., Pinkas, B., Sumner, R.: Privacy preserving auctions and mechanism
design. In: ACM conference on Electronic commerce, pp. 129-139 (1999)

Nielsen, J.B., Orlandi, C.: LEGO for two-party secure computation. In: Reingold,
0. (ed.) TCC 2009. LNCS, vol. 5444, pp. 368-386. Springer, Heidelberg (2009).
doi:10.1007/978-3-642-00457-5_22

Nielsen, J.B., Ranellucci, S.: Foundations of reactive garbling schemes. Cryptology
ePrint Archive, Report 2015/693 (2015). http://eprint.iacr.org/2015/693

Paus, A., Sadeghi, A.-R., Schneider, T.: Practical secure evaluation of semi-private
functions. In: Abdalla, M., Pointcheval, D., Fouque, P.-A., Vergnaud, D. (eds.)
ACNS 2009. LNCS, vol. 5536, pp. 89-106. Springer, Heidelberg (2009). doi:10.
1007/978-3-642-01957-9_6

Pinkas, B., Schneider, T., Smart, N.P., Williams, S.C.: Secure two-party compu-
tation is practical. In: Matsui, M. (ed.) ASTACRYPT 2009. LNCS, vol. 5912, pp.
250-267. Springer, Heidelberg (2009). doi:10.1007/978-3-642-10366-7_15

Valiant, L.G.: Universal circuits (preliminary report). In: STOC, pp. 196-203.
ACM (1976)

Yao, AC.-C.: How to generate and exchange secrets (extended abstract). In: FOCS,
pp. 162-167 (1986)

Zahur, S., Rosulek, M., Evans, D.: Two halves make a whole. In: Oswald, E.,
Fischlin, M. (eds.) EUROCRYPT 2015. LNCS, vol. 9057, pp. 220-250. Springer,
Heidelberg (2015). doi:10.1007/978-3-662-46803-6-8


http://dx.doi.org/10.1007/978-3-662-44381-1_27
http://dx.doi.org/10.1007/978-3-662-44381-1_27
http://dx.doi.org/10.1007/978-3-642-00457-5_22
http://eprint.iacr.org/2015/693
http://dx.doi.org/10.1007/978-3-642-01957-9_6
http://dx.doi.org/10.1007/978-3-642-01957-9_6
http://dx.doi.org/10.1007/978-3-642-10366-7_15
http://dx.doi.org/10.1007/978-3-662-46803-6_8

	How to Circumvent the Two-Ciphertext Lower Bound for Linear Garbling Schemes
	1 Introduction
	2 Preliminaries
	2.1 Notation
	2.2 Garbling Scheme

	3 A Garbling Scheme Which Circumvents the Lower Bound
	3.1 Our Construction
	3.2 Arbitrary Gates and Semi-private Function Evaluation
	3.3 More Efficient Handling of XOR Gates
	3.4 Security Against Malicious Adversaries

	4 Efficiency
	4.1 Efficiency in Plain SFE
	4.2 Efficiency in SPF-SFE
	4.3 Efficiency in SFE with Semi-private Sub-circuits

	5 Proof of Security
	5.1 Correctness
	5.2 Simulation-Based Privacy of Semi-private Functions

	6 On the Lower Bound of Linear Garbling Schemes
	6.1 How We Circumvent the Lower Bound: An Intuition
	6.2 How We Circumvent the Lower Bound: Formal Discussion
	6.3 Further Analyzing the Lower Bound
	6.4 Conclusion

	A  Combining our Construction with Half Gates
	References


