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Abstract. This paper introduces and explores a new concept of public
key timed-release attribute-based encryption (PKTRABE) which can
be used to solve the time-dependent ABE problem. In our PKTRABE
model, the sender encrypts a message so that only the intended receivers
who own some specified attributes can decrypt it after a specified time
in the future. We begin by explaining what is PKTRABE. Then, we
formalize the notion of basic PKTRABE and its security game model.
Finally, we give two concrete schemes which are secure under the BDH
and DBDH assumption in the random oracle model. Conclusions and
future work are also summarized.
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1 Introduction

Attribute-based encryption (ABE) is a new type of identity-based encryption
(IBE) where identity is viewed as a set of descriptive attributes. In ABE, a user’s
public key and ciphertexts are labeled with sets of descriptive attributes and a
particular private key can decrypt a particular ciphertext only if there is a match
between the attributes of the ciphertext and the target user’s public key. Further
more, the target receiving entity of ABE cryptosystem is a user group whose each
member’s exact identity needn’t to be known by the sender, rather than a single
user. Along with the development of research, the ABE scheme can provide more
and more powerful methods to achieve both multi-receiver data security and
fine-grained access control. Time has always played an important role in time-
sensitive practical applications, but the research work of time-relevant ABE has
not been carried out so far. The property of time here means to encrypt a message
such that the receiver cannot decrypt the ciphertext until a specific time in the
future. This is called timed-release encryption (TRE). For solving the problem
of time-relevant ABE, we propose a new concept of public key timed-release
attribute-based encryption which is abbreviated as PKTRABE. PKTRABE is
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a combination of TRE and ABE. In our PKTRABE cryptosystem, the sender
uses a user group’s attributes set to encrypt a message with a release time so
that only the intended member can decrypt the target ciphertext after a pre-set
release time in the future.

1.1 Owur Contributions

The contribution of this paper is to solve the time-dependent ABE problem by
combining the existing cryptographic mechanism TRE and basic ABE. Firstly,
we formalizes the notion of PKTRABE and its security game model. Secondly,
we proposes two provably secure constructions of PKTRABE which are secure
under the BDH and DBDH assumption in the random oracle model. The former
focuses on the single time server scenarios while the latter pays attention to the
multiple time servers scenarios.

1.2 Related Work

We give a brief overview of the TRE and the ABE as follows:

TRE allows a sender to encrypt a message so that only the intended receiver
can decrypt it only after a pre-set time. The problem of TRE was first advocated
by May [11] in 1993 and demonstrated in detail by Rivest et al. [12] in 1996.
And since then, extraordinary progress has been made in its theory and practice.
In theoretical aspect, some new concepts of TRE was proposed in succession.
The first attempt at scalable, server-passive, user-anonymous TRE was due to
Chan and Blake [4] and the first try at TRE with pre-open capability was due
to Hwang et al. [8] in 2005. Afterwards, Cheon et al. [6] formalize the concept of
a secure public key TRE in 2008. More recently, Unruh [14] proposed revocable
quantum TRE in 2014. In practical aspect, TRE has been utilized in oblivious
transfer [10] and searchable encryption [15].

ABE allows users to encrypt and decrypt messages based on user attributes.
The cryptology mechanism of ABE was first proposed by Sahai and Waters [13]
in 2005. This original ABE is less efficient and cannot provide fine-grained access
control. To solve these problems, many revisions and extensions have been given.
Baek et al. [1] gives two more efficient ABE schemes in 2007. Goyal et al. [7]
proposed key-policy ABE in 2006. Bethencourt et al. [2] proposed ciphertext-
policy ABE and Chase [5] proposed multi-authority ABE in 2007. More recently,
Li et al. [9] introduced secure outsourcing techniques into ABE in 2013.

1.3 Organization

We begin by explaining what is PKTRABE. In Sect.2 we review our security
assumptions. In Sect. 3 We formalize the notion of PKTRABE and its security
game model. In Sects. 4 and 5 we provide two concrete construction schemes for
PKTRABE respectively. Finally, we conclude in Sect. 6.
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2 Preliminaries

Below, we briefly review the definitions of bilinear map and discuss the complex-
ity assumption on which the security of our schemes are based.
2.1 Bilinear Maps

Let G; and G5 be two multiplicative cyclic groups of order p for some large prime
p. A bilinear map is a map e : G; X G — Go satisfies the following properties:

Computable: There is an efficient algorithm to compute e(g, h) € G for any
g, h e gl.

— Bilinear: For any integers a,b € Z; we have e(g®, hb) = e(g, h)ab.
Non-degenerate: If g is a generator of G; then e(g, g) is a generator of Gs.

2.2 Complexity Assumptions

The BDH problem [3] in G; is as follows: given a tuple g, g%, ¢°, g¢ € G; as input,
output e(g, g)%¢ € Go. An attacker A has advantage € in solving BDH in G; if

Pr[A(g, 9% ¢°. g°) = e(g,9)**] > ¢

where the probability is over the random choice of generator ¢g € Gy, the random
choice of a, b, c € Z;, and the random bits used by A.

Similarly, we say that an challenger B that has advantage € in solving the
Decisional BDH (DBDH) problem in G; if

IPr[B(g,9% ¢, 97°(g,9)*) = 0]
—Pr[B(g,9%, 9%, ¢°,T) = 0]| > ¢

where the probability is over the random choice of generator g € G, the ran-
dom choice of a,b,c € Zy, the random choice of 7 € Gy, and the random bits
consumed by B5.

Definition 1. We say that (Decisional) (t,€)-BDH assumption holds in G if
no t-time algorithm has advantage at least € in solving the (Decisional) BDH
problem in Gy.

Occasionally we drop the t and € and refer to the BDH and DBDH assump-
tions in Gy.

3 PKTRABE: Definitions

Suppose Bob as a professor needs to arrangement an online exam in next Monday
for all students of the Computer Science Department of Computer College of
Henan University, but unfortunately, he has to go to an important meeting
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from next Monday to next Wednesday. In such case, Bob can adopt PKTRABE
mechanism to solve his problem. Bob sends the following message in advance:

[Enc(ID/, tspubv T M? T)’ T)

where I D' = (“Computer Science Department”, “Computer College”, “Henan
University”) is the target user group’s common identity attributes set, tspyp is
the public key of the time server, r is a random fresh factor, M is the test ques-
tions, T is the release time. All the intended students can get the ciphertext in
advance and decrypt it after the pre-set release time in the future. We call such
a system non-interactive PKTRABE.

Definition 2. A non-interactive basic PKTRABE scheme with single time server
consists of the following polynomial time randomized algorithms:

Setup. Takes a security parameter, and generates master key mk and public
parameters params which contains an error tolerance parameter d.

TRSetup. Generates public/private key (tSpup, tSpriv) Of the time server.

KeyGen. Given the master key mk and an identity ID as input, generates a
private key associated with I D, denoted by Djyp.

Enc. For public key ID’, tspup, a release time 7" and a plaintext M, produces a
ciphertext (C,T).

RtTrd. Given the time server’s private key ts,.;, and a release time 7', produces
a time trapdoor Srt.

Dec. Given the private key Dyp, the time trapdoors S and the ciphertext (C,T")
encrypted with an identity D’ such that ID [ ID’ > d, generates the plaintext
M or a “Reject” message.

Formally, we define security against an active attacker using the simulation
game between a challenger B and the attacker A as follows:

Initialization. The adversary A outputs an identity I D* and a release time T
where it wishes to be challenged.

Setup. The challenger B generates the public parameters params and tspyp,
sends them to A.

Phase 1. The adversary A issues queries q1, g2, - - . , ¢, Where query g; is one of:

1. Private key query (ID;) where ID;(\ID* < d. B responds by running algo-
rithm KeyGen to generate the private key Drp, corresponding to the identity
ID,. B sends Dyp, to A.

2. Time trapdoor query (T;) where T; # T*. B responds by running algorithm
RtTrd to generate the time trapdoor St, corresponding to the release time
T;. B sends S, to A.
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3. Decryption query (C;,T;) for identity ID* and release time T*. B runs algo-
rithm Dec to decrypt the ciphertext (C;,T;) using the private key Dp, and
time trapdoor St,. BB sends the plaintext M to A.

These queries may be asked adaptively; that is, each query ¢; may depend
on the replies to q1,q2,...,¢i_1.

Challenge: A outputs two equal length plaintexts My, M7 € G2 on which it
wishes to be challenged. B picks a random bit b € {0,1} and sets the chal-
lenge ciphertext to (C*,T*) = Enc(ID*,tspyp,r, M, T*). B sends (C*,T*) as
the challenge to A.

Phase 2: A issues additional queries @11, .-, @num and B responds as in
Phase 1.

Guess: Finally, the adversary outputs a guess b’ € {0,1}. A wins if b = ¥/.
We refer to such an adversary A as an IND-sID-T-CCA adversary. We define
the advantage of the adversary A in attacking the scheme &£ as

1
Adog G = |Prlb =]~ 5
The probability is over the random bits used by the challenger B and the adver-

sary A.

Definition 3. We say that a PKTRABE scheme & is (t,qrp, qT, qc, €)-selective
identity and release time, adaptive chosen ciphertext secure if for any t-time
IND-sID-T-CCA adversary A that makes at most q;p chosen private key queries,
qr chosen release time queries and qc chosen decryption queries we have that
Aclvg’l(f(‘1 < €. As shorthand, we say that &€ is (t,q1p,qr,q9c,€) IND-sID-T-CCA
secure.

Semantic Security. As usual, we define selective identity and release time,
chosen plaintext security for a PKTRABE system as in the preceding game,
except that the adversary is not allowed to issue any decryption queries.

Definition 4. We say that a PKTRABE scheme & is (t,qrp,qr,€)-selective
identity and release time, adaptive chosen plaintext secure if € is (t,qrp, qr, 0, €)-
selective identity and release time, chosen ciphertext secure. As shorthand, we
say that & is (t,qrp,qr,€) IND-sID-T-CPA secure.

Similarly, we can formolize the notion of PKTRABE with multiple time
servers and its security model.

4 Construction 1: Single Time Server

In this subsection, we propose our concrete single time server PKTRABE scheme
and give the security assertion of our scheme.
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4.1 Description of the Scheme

We build a non-interactive PKTRABE scheme from such a bilinear map defined
above. The construction is based on [1]. Our PKTRABE scheme with random
oracle works as follows:

Setup. Given security parameter k € Z*, the following steps are taken.

1. Take k and generate a prime p. Let (G1,G2) be a multiplicative group with
prime order p, e : G; X G — G5 be an admissible bilinear map and g € G; be
a arbitrary generator.

Choose g1 €r G1. Pick y €r Z;, and compute go = g¥.

The following cryptographic hash function is chosen: H : {0,1}* — G;.
Select a tolerance parameter d.

Define the Lagrange coefficient A, g(,) for a € Z; and aset S of elements in Z:

x—b
A11,5'(1:) = H a_b
a€S,a#b

L D

6. Output a public parameter params = (p,G1,G2,9, 91,92, ¢€,d, H) and a pri-
vate master key mk = y.

TRSetup. Choose s €g Z,, as the private key tsp.iy and set g* as the public key
tspup of the time server.

KeyGen. To generate a private key for identity ID = (u1,ua,. .., tn) where
i € Zj, the following steps are taken.

1. Pick a random lagrange interpolation polynomial f(-) of degree d —1 over Z,
such that f(0) =

2. Compute D,,, = m, Ou) = ((H(pa) 0, g7 1)) for i =1,2,...,n

3. Output a prlvate key Dip = (Dy,, Dyys- -, Dyyy)-

Enc. To encrypt a message M € Gy under identity ID" = (uf, pib, - .., ih,), pick

r €r Z,, and output the ciphertext (C,T) = (c1, ca, ¢31, 32, - - -, C3n, €4, T') where
=1ID' ca = ¢, ez = (nH))" (¢ = 1,2,...,n), ¢4 = e(g1,92)"Cr and

Cr = e(tspup, H(T)")M.

RtTrd. Output the time trapdoor Sy = H(T)® € G;.

Dec. To decrypt a ciphertext (C,T) using an arbitrary S C ID () ID’ such that
| S |=d and compute

A,
e(HuiES ’Yﬂz‘h)sw) ) CQ)
VAWETO)) G4
HMES e(csi, O )
_Cr
6(627 ST)

Cr =

M =
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4.2 Security of the Scheme

The single time server scheme above is a non-interactive PKTRABE scheme
semantically secure against a chosen plaintext attack in the random oracle model.

Theorem 1. If an adversary A has advantage € in breaking the PKTRABE
scheme above, then an challenger B can be constructed to solve the BDH problem
with probability at least € = €2 /e where e is the base of the natural logarithm.

We will give the rigorous proof in the full version of this paper.

5 Construction 2: Multiple Time Servers

In this subsection, we propose our concrete multiple time servers PKTRABE
scheme and give the security assertion of our scheme.

5.1 Description of the Scheme

We build a non-interactive PKTRABE scheme from such a bilinear map defined
above. The construction is based on [1]. Our PKTRABE scheme with random
oracle works as follows:

Setup. Given security parameter k € Z™T, the following steps are taken.

1. Take k and generate a prime p. Let (G1,G2) be a multiplicative group with
prime order p, e : Gy X G — G5 be an admissible bilinear map and g € G; be
a arbitrary generator.

Choose g1 €r G1. Pick y €g Z;, and compute g2 = g¥.

The following cryptographic hash function is chosen: H : {0,1}* — G;.
Select a tolerance parameter d.

Define the Lagrange coefficient A, g(,) for a € Z; and aset S of elements in Z:

x—b
Aa,S’(w) = H a—_b
a€S,a#b

Cr N

6. Output a public parameter params = (p,G1,G2,9,d1,92,¢,d, H) and a pri-
vate master key mk = y.

TRSetup. Choose s; €g Zy, as the private key tst . and set g% as the public

] priv
key S pup of the ith time server where i = 1,2,...,n.

KeyGen. To generate a private key for identity ID = (u1,ua,..., ) where
i € Zj, the following steps are taken.

1. Pick a random lagrange interpolation polynomial f(-) of degree d —1 over Z,
such that f(0) = y.

2. Compute D, = (Vu,;,0u,) = ((H (pg)f#) | g7 1)) for i =1,2,...,n.



72 K. yuan et al.
3. Output a private key D;p = (D,,, D D,.).

p1s =2y sty My

Enc. To encrypt a message M € Gy under identity ID' = (uf, pib, . .., i), pick
r €g Z;, and output the ciphertext (C,T) = (c1, ¢, ¢31, 32, - - -, C3n, €4, T') where
cr =1ID', ¢y =g, c3i = e(ts), H(T)") - (i = 1,2,...,n), ca = e(g1,92)"M
and c5; = (91H (1))"-

RtTrd. Output the time trapdoor Si. = H(T)% € G; where i = 1,2,...,n.

Dec. To decrypt a ciphertext (C,T) using an arbitrary S C ID () ID’ such that
| S |=d and compute

P
37 e(eq, Sh)
A,
_ elllyes RNy

AL "G4
[T, es e(chi 0 %)

5.2 Security of the Scheme

The multiple time servers scheme above is a non-interactive PKTRABE scheme
semantically secure against a chosen plaintext attack in the random oracle model.

Theorem 2. If an adversary A has advantage € in breaking the PKTRABE
scheme above, then an challenger B can be constructed to solve the BDH problem
with probability at least € = ¢4 /e? where e is the base of the natural logarithm.

We will give the rigorous proof in the full version of this paper.

6 Conclusions and Future Work

We propose a new concept of PKTRABE which can be used to solve the time-
dependent ABE problem. In our PKTRABE model, the sender encrypt a mes-
sage so that it cannot be decrypted by anyone, including the designated receivers
who have some attributes specified by the sender, until a future release time cho-
sen by the sender. We formalize the notion of PKTRABE and its security model
and propose two construction schemes of PKTRABE with single time server and
multiple time servers respectively.

PKTRABE would have many practical applications. In this paper, we only
research the basic PKTRABE. We will study such PKTRABE that can provide
fine-grained access policy in our future work.
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