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Abstract. There is often a lot of sensitive information in the unstructured data
of enterprise information network, if not controlled, the sensitive data will flow
from the Intranet to the Extranet, which can easily lead to disclosure of corporate
information assets, causing serious damage to enterprises. This paper combines
the methods of keyword filtering and data label to protect the unstructured data
in the corporate data assets based on grading and classification. It is an effective
solution to the problem of data leakage, and can greatly reduce false positives in
the information protection process, finally improve the accuracy of unstructured
data protection. It uses the ElGamal signature algorithm to generate a digital label.
Only those people with sensitivity level of keys can make tags with a sensitivity
level of document, others cannot replace digital label. At the same time, the
network protection server only needs to use the corresponding public key to verify
the signature without knowing the private key, thereby effectively ensuring the
security of the system.
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1 Introduction

The enterprise network architecture is generally divided into three parts, that is, the
internal network (Intranet), the production Extranet (Extranet) and Internet (Internet).
The unstructured data (such as various documents, pictures, etc.) in the enterprise infor-
mation network is sent from the company’s internal network to the Internet or the
production Extranet, mainly through a variety of terminal transmission software (such
as QQ, Baidu Cloud, mail systems, etc.). Yet there is often a lot of sensitive information
in these unstructured data, if such information is not controlled, the sensitive data will
flow from the Intranet outside to the Extranet, which can easily lead to disclosure of
corporate information assets, resulting in heavy losses to the enterprise [1].

This paper presents the unstructured data assets leakage prevention method based
on grading and classification, which combines the methods of keyword filtering and
data label to protect the unstructured data in the corporate data assets based on grading
and classification. Thereby it is an effective solution to the problem of data leakage, and
can greatly reduce false positives in the information protection process, finally improve
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the accuracy of unstructured data protection. In addition, it uses the ElGamal signature
algorithm to generate a digital label. Only those people with sensitivity level of keys
(that is, secret-related people) can make tags with a sensitivity level of document, others
cannot replace digital label. At the same time, the network protection server only needs
to use the corresponding public key to verify the signature without knowing the private
key, thereby effectively ensuring the security of the system.

2 Related Work

Sensitive information is contained in the enterprise unstructured data, including docu-
ments, images, audio and video materials, so in addition to leakage prevention for struc-
tured data, leakage prevention for unstructured data is also an important means of
corporate data assets disclosure [2]. Gartner notes that among the five major steps of
protecting corporate data assets from loss and information from leaking, the first step is
to monitor and filter the content of export network traffic [3, 4]. And its premise is
identifying the unstructured data containing sensitive information [5, 6]. However, it is
not accurate to use labels with sensitivity level to identify unstructured data containing
sensitive information, or to use content filtering method to prevent unstructured data
with sensitivity level from leaking, both of which tend to have some false positives. It
is clear that today with the network and the big data technology growing, it is not enough
to solely rely on the traditional content filtering method to prevent disclosure of unstruc-
tured data assets [7]. S.W. Ahmad et al. has proposed that currently it is a new research
direction of leakage prevention for sensitive data with the cryptographic algorithm
method [8]. For unstructured data leakage prevention, Michael Hart et al. proposed a
text classification method for data loss prevention [9]. Recently, X. Chen et al. proposed
a cloud security assessment system based on classifying and grading [10].

3 Leakage Prevention Method for Unstructured Data Based
on Classification

3.1 Automatic Verification Methods Based on Data Label

In general, he who generates sensitive information is the personnel who matches with
the secret level or with a higher level. So from the time when sensitive information is
generated, it is added a digital label with secret levels by the secret-related personnel
who has produced it, that is, its producer uses a pre-assigned private key adapted to the
secret level to sign the document. When the document arrives at the Intranet and Extranet
exits, in addition to using keywords filtering method to detect the sensitivity level of the
document, the network protection server also needs to use the public key with the secret
level to verify the signature. If both are validated, it will indicate that the document is
sensitive information, whose request should be blocked immediately.

Specifically, the system first should be three public-private key pairs (skl1, pk1l), (sk2,
pk2), (sk3, pk3) of high sensitivity level, of sensitivity level and with internal data pre-
assigned respectively. For example, when a high sensitive document is produced, the
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producer needs to use highly-sensitive private skl to have an ElGamal signature on the
document and add the signature to the end of the document. When the document reaches
the exit of the Intranet, the network protection server will firstly use the keyword filtering
method to determine the sensitivity level of the document, and then use the appropriately
highly-sensitive public pkl to verify the signature. If it is verified, the network request
will be blocked.

Among them, the digital signature for unstructured data using ElGamal signature
algorithm and the verification of it include the steps as follows:

1. Initialization
Select a large prime number p and a generator Z, in the controlled terminal, and
publish p and g;
Then select a random number sk € Z,_;, and calculate pk = g*(modp), and disclo-
sure pk as a public key and make sk as a secret key;

2. Sign the document ‘m’
Choose a random number k € Z;_l, to calculate r = gk(modp);

Solve the equation m = skr + ks(modp — 1), then get s. In the equation, m is the
document needed encrypting; and (r, s) generated after encryption is the signature
of the document m, which is attached to the end of the document m;

3. Verification
Verify the equation g” = pk’r’(modp) is right or not, if right then it can be verified.

3.2 Protection Policy of Network Protection Server

Policy = <data type> <sensitivity level of data> <match type> <filter range> <request
type> <source IP> <purpose IP> <if the signature is verified> <response action>
<severity level>

<Data type>= {. doc, .docx, .txt, .Xls, .xIsx, .rar, .wps, .ppt, .pptx, .vsd}

< Sensitivity level of data >= {highly sensitive, sensitive, internal, public}
<Match type> = {casesensitive, case insensitive}

<Filter range>= {cover, subject,body, attachments}

<Request type>= {HTTP, HTTPS, FTP, SMTP}

<Source IP> indicates a device IP sending this information

<Purpose IP> indicates the device IP receiving this information

<Whether the signature is verified> = {Yes, No}

<Response action> = {block, record}

<Severity level> = {high, medium, low, none}

Leakage Prevention Strategy of Highly Sensitive Data. Strategy 1 = <data
type = all> <sensitivity level of data = high sensitivity> <match type = case-insensi-
tive> <filter range = all> <request type = any> <source IP = Intranet IP> <destination
IP = Extranet IP> <if the signature is verified = yes> <response action = block>
<severity rating = high>
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Strategy 1 is that it filters the keywords of all data types with case-insensitive, and
checks their cover, subject, body and attachments, if it finds the keywords of highly-
sensitive, the source IP being the Intranet IP, the destination IP being the Extranet IP,
and the use of highly-sensitive public keys to sign the document and get the validation,
then it will immediately block any form of the request in HTTP/HTTPS/FTP/SMTP.
The event severity rating is high.

Leakage Prevention Strategy of Sensitive Data. Strategy 2 = <datatype = all> <data
sensitivity level = sensitive> <match type = case-insensitive> <filter range = all>
<request type = any> <source IP = Intranet IP> <purpose IP = Extranet IP> <if the
signature is verified = yes> <response action = block> <severity rating = high>

Strategy 2 is that it filters the keywords of all data types with case-insensitive, and
checks their cover, subject, body and attachments, if it finds the keywords of sensitive,
the source IP being the Intranet IP, the destination IP being the Extranet IP, and the use
of sensitive public keys to sign the document and get the validation, then it will imme-
diately block any form of the request in HTTP/HTTPS/FTP/SMTP. The event severity
rating is medium.

Leakage Prevention Strategy of Internal Data. Strategy 3 = <data type = all> <data
sensitivity level = internal> <match type = case-insensitive> <filter range = all>
<request type = any> <source [P = Intranet IP> <purpose IP = Extranet IP> <if the
signature is verified = yes> <response action = block> < rating = low>

Strategy 3 is that it filters the keywords of all data types with case-insensitive, and
checks their cover, subject, body and attachments, if it finds the keywords of internal,
the source IP being the Intranet IP, the destination IP being the Extranet IP, and the use
of internal public keys to sign the document and get the validation, then it will imme-
diately block any form of the request in HTTP /HTTPS/FTP/SMTP. The event severity
rating is low.

Leakage Prevention Strategy of Public Data. Strategy 4 = <data type = all> <data
sensitivity level = public> <match type = case-insensitive> <filter range = all>
<request type = any> <source IP = Intranet IP> <purpose IP = Extranet IP> <response
action = register> <severity rating = none>

Strategy 4 is that it filters the keywords of all data types with case-insensitive, and
checks their cover, subject, body and attachments, if it finds the keywords of public, the
source IP being the Intranet IP, and the destination IP being the Extranet IP, then it will
record any form of the request in HTTP/HTTPS/FTP/SMTP.

3.3 The Implementation of Unstructured Data Assets Leakage Prevention
Method Based on Classification

It comprises the following steps as in Fig. 1:

1. The controlled terminal makes classification and grading of unstructured data assets,
and makes digital signatures of the unstructured data based on sensitivity levels
according to corresponding types, including the following steps: The controlled
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terminal makes classification and grading of unstructured data assets, and divides
them into data of highly-sensitive level, sensitive level, internal level and public
level. Then it pre-assigns public and private key pairs to data of highly-sensitive
level, sensitive level and internal level respectively, and uses each data to the corre-
sponding private key to make ElGamal signature. The specific steps of using
ElGamal signature algorithm to make digital signatures for highly sensitive, sensi-
tive and internal levels of unstructured data, and verifying the signatures, please refer
to Sect. 3.1.

When the controlled terminal requests to send unstructured data to the Internet or
Extranet, the network protection server will filter the data with mirror traffic and
sensitive keywords. It includes such details as follows: When the controlled terminal
issues the requests of HTTP, HTTPS, FTP or SMTP to send unstructured data to the
Internet or the Extranet, the network protection server will judge - if the source IP
is the Intranet IP, and the destination IP is the Extranet IP, then it will filter the cover,
subject, body and attachments of the unstructured data with mirror traffic and sensi-
tive keywords, to determine if it contains sensitive keywords.

If the unstructured data contains sensitive keywords, then use the public key of the
corresponding sensitivity level to verify the signature of the unstructured data;

If it is verified, then it will block the request of the controlled terminal to send data
to the Internet or to the Extranet.
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Fig. 1. Hardware connection structure and work principle sketch map in the information leakage
protection system
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4 Conclusion

There is often a lot of sensitive information in the unstructured data of enterprise infor-
mation network, if not controlled, the sensitive data will flow from the Intranet to the
Extranet, which can easily lead to disclosure of corporate information assets, causing
serious damage to enterprises. This paper combines the methods of keyword filtering
and data label to protect the unstructured data in the corporate data assets based on
grading and classification. It effectively solves the problem of data leakage, and greatly
reduces false positives in the information protection process (such as taking the non-
sensitive information sensitive information), finally improve the accuracy of unstruc-
tured data protection.

In addition, if you use the Hash algorithm in the existing technology to generate a
digital label, as long as you know the Hash algorithm, anyone can generate and verify
the Hash value, and for the same document, the Hash value generated is the same, then
it cannot guarantee that the documents with sensitive level- can only be produced by a
person with the corresponding secret level, and anyone can modify the document to re-
generate Hash value, therefore it is not conducive to the system safety. Only those people
with sensitivity level of keys (that is, secret-related people) can make tags with a sensi-
tivity level of document, others cannot replace digital label. At the same time, the
network protection server only needs to use the corresponding public key to verify the
signature without knowing the private key, thereby effectively ensuring the security of
the system.
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