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Abstract. In this paper, we propose a new feature-based image watermarking 
scheme based on multiscale theory and the Contourlet transform (CT). We use 
the multiscale Harris detector to extract stable feature points from the host im-
age. Next, according to feature scale theory, we determine the local feature re-
gions (LFR) and scale the regions to a standard size. We then embed the digital 
watermark into the Contourlet low frequency area calculated using  
the pseudo-Zernike moment. The results of our experiments demonstrate that 
the algorithm results in an invisible watermark and is robust against conven-
tional signal processing (median filtering, sharpening, noise adding, and JPEG 
compression), geometric attacks (rotation, translation, scaling, row or column 
removal, shearing, local geometric distortion) and combined attacks. 

Keywords: Image watermarking · Geometric attacks · Contourlet transform · 
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1 Introduction 

Digital watermarking is widely used in Internet multimedia intellectual property pro-
tection [1-2]. Great progress has been achieved in the image transform domain by 
applying the discrete cosine transform (DCT)[3-4] and discrete wavelet transform 
(DWT)[5-6]  in digital watermarking algorithms. However, these theories do not ade-
quately represent the anisotropy of signals. The Ridgelet [7], Curvelet [8], and Con-
courlet [9] transforms better address the anisotropy of signals and can effectively 
resist Random bending attack (RBA), Geometric attacks (i.e., Rotation, Scale and 
Translation, RST), and Shearing. Many methods have been proposed to evade geome-
tric attacks. These methods can be roughly divided into three categories: (1) invariant 
transforms [12-13], which are robust against global geometrical distortion but not 
against shearing; (2) feature-based synchronization [14-15], whose watermarking 
capacity is very limited; and (3) template insertion [16], which cannot withstand any 
malicious attacks.  
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 denotes the integration scale,  denotes the differentiation scale, and  de-

notes the partial derivative in the  direction. The uniform Gaussian scale space re-

presentation is defined as: 

                                                                                   (2) 

Here,  denotes the Gaussian function with zero mean and  is the standard 

deviation. denotes the image and  indicates linear convolution.  

Given  and , the second moment matrix  can be used to 

compute the scale-adaptive Harris corner strength (SHCS) detector: 

                                                  (3) 

Here  denotes the determinant of the matrix and  is the trace. At each 
scale-space level, the feature points are extracted according to the following rules: 

                                    (4) 

Here,  is the neighborhood of pixel  and  is the threshold. 

Automatic Scale Selection and Scale-Invariant Feature Points 

We use the Laplacian-of-Gaussians (LOG) operator to determine the characteristic 
scale. The LOG is defined as: 

                            (5) 

                                                           (6)  

The steps to extract feature points using the Harris-Laplace detector are as follows:  

(i) A scale-space representation is built with the Harris function for the preselected 

scales , where  denotes the scale factor between continuous levels. At 

each representation level, the SHCS is computed with  and  (  is 

a constant). After that, the candidate points that are maximal in the 8-neighborhood 
with SHCS greater than  are extracted. 

(ii) An iterative algorithm is applied to compute each candidate point’s scale and 
location. The scales of feature points are selected by the extrema over the LOG scale. 
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For an initial point  having scale , the iteration scheme can be described as the 

following: 

1) For a point , search its local extremum over the LOG scale, otherwise reject 

it. Limit the investigated scope of the scale to  with .  

2) Search the spatial point  of a maximum of the SHCS nearest to  for 

. 

3) Return to Step 1 until  or . 

 
Local Characteristic Regions 

We consider the problem of geometric synchronization in our choice of LCR con-
struction method. We select a circular area that is independent of image rotation and 
determine its size by the characteristic scale. Define the radius  of the LCRs as: 

                                                                 (7) 

Here  denotes the characteristic scale and  denotes a positive integer to adjust 
the size of the LCRs. The robustness of the CBIR system increases for a small LCR 
while the capacity decreases. Thus, there is a tradeoff between these two factors. The 
theoretical range of  is: 

                                        (8) 

We reserve the LCR with the highest SHCS and discard the others as the higher 
SHCS indicates a more robust feature point. 

4 Watermark Embedding Algorithm 

Watermark embedding can be regarded as an additive process of a strong background 
signal (the original image) and a weak signal (the watermark). The watermark is em-
bedded into the significant features. The embedding scheme can be decomposed into 
the following seven steps: 

1) Generate a random sequence  using the secret key , 

where the sequence values are  and  denotes the size of the sequence. 

2) Apply the Harris-Laplace detector to the host image to obtain a feature point set 
. Use these points for the reference centers of the local feature 

regions. 
3) Use our proposed method to construct the local feature regions 
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4) Perform a zero-padding operation on each . Apply the normalization 

procedure to each block of size  (  is the radius of the LFR) to map 

the disk (LFR) to the block. 

5) Transform the  image using the Contourlet transform, search the 

low frequency regions of the directional sub-band to be embedded, and calculate the 
pseudo-Zernike moment for these regions. The watermark signal is generated by us-
ing the quantification of the modulation of the pseudo-Zernike torque amplitude. The 
quantitative rule is defined as follows: 

                                            (9)  

6) Generate watermarked images. First, the pseudo-Zernike moment for the LFR 

image  reconstruction is modified by: 

                                                                      (10) 

where  is the original LFR image and  denotes the modified 

reconstruction image of the pseudo-Zernike moment: 

                                               (11) 

Second, the pseudo-Zernike moment for the image  reconstruction is 

modified by: 

                                        (12)  

7) Reconstruct the CT to obtain the watermarked image. The zero-removal opera-
tion is used on each watermarked block to obtain the watermarked disk ok*. After 
that, ok* is substituted for ok. Repeat steps (4)–(7), until all LFRs are used. Then the 
watermarked image is obtained. 

5 Watermark Detection Algorithm  

Generally, watermark detection is the inverse process of watermark embedding. In this 
paper, the detection process can be divided into five steps: 
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2) The Harris-Laplace detector (see Section 2) is used to process the host image. We 

can extract many feature points ( ) regarded as the reference 

centers of the local feature regions. 
3) Our proposed method is used to construct a set of local feature regions 

. 

4) The zero-padding operation is performed on each  and the normalization 

procedure is used to process each block of size  to map the disk (LFR) to 

the block of size  (where is the radius of the LFR). 

5) The Contourlet is used to transform the  image by extracting the 

low frequency area of the directional sub-band in the low frequency regions calculated 
using the pseudo-Zernike moment. The embedding process uses the following expres-
sion. 

                     (13)    

Through the above expression, we can obtain the two sets of vectors  and 

， ． 

The following definition of wi’ gives the result of the detection: 

                                           (14) 

If wi′=0 then the watermarking detection fails; otherwise, if wi′=1 then the water-
marking detection is successful. When at least two disks are determined to be water-
marked, the final detection is labeled as a success; otherwise, it fails. 

6 Simulation Results 

We conduct experiments to verify the effectiveness of our proposed method and com-
pare it with the method in [17]. The proposed watermarking scheme is tested on the 
standard 512 × 512 pixel test images Lena, Baboon, and Pepper. The watermark pat-
tern is a 16-bit pseudo random binary sequence. The watermark is embedded in the 
perceptually textured region and is therefore less visible.The comparison of the detec-
tion results under common signal processing and de-synchronization attacks are 
shown in Table 1 and Table 2. Each result is expressed as the ratio between the num-
ber of correctly detected watermarked LCRs and the number of original embedded 
watermarked LCRs. 
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Table 1. The watermark detection results for common signal processing attacks (detection rates) 

Attacks 
Lena Baboon Pepper 
Proposed 
scheme 

Scheme 
in [17] 

Proposed 
scheme 

Scheme 
in [17] 

Proposed 
scheme 

Scheme 
in [17] 

Median 
filter(3×3) 

6/9 3/10 10/12 3/9 8/11 1/12 

Sharpening 
(3×3) 

4/9 8/10 8/12 4/9 7/11 4/12 

Salt&Pepper 
noi (0.02) 

5/9 2/10 7/12 5/9 5/11 2/12 

Gaussian 
noise(3×3) 

5/9 4/10 9/12 4/9 6/11 1/12 

Sharpen-
ing(3×3)+JPE
G70 

4/9 2/10 7/12 4/9 4/11 3/12 

Median 
filter(3×3) 
+JPEG70 

3/9 2/10 6/12 2/9 3/11 2/12 

Table 2. The watermark detection results for de-synchronization signal processing attacks  

Attacks 
Lena Baboon Pepper 

Proposed 
scheme 

Scheme 
in [17] 

Proposed 
scheme 

Scheme 
in [17] 

Proposed 
scheme 

Scheme 
in [17] 

Removed 1 row  
and 3 columns 

7/9 5/10 9/12 6/9 5/8 5/12 

Removed 5 rows 
and 10 columns 

6/9 4/10 7/12 3/9 3/8  4/12 

Centered crop-
ping 5% off 

5/9 3/10 6/12 3/9 4/8 3/12 

Centered crop-
ping 10% off 

5/9 4/10 5/12 2/9 3/8 2/12 

-x-shearing5%, 
-y-shearing 5% 

4/9 2/10 4/12 2/9 3/8 2/12 

Shearing 60% 3/9 1/10 3/12 3/9 3/8 2/12 

Rotation 5 4/9 2/10 4/12 2/9 3/8 2/12 

Rotation 10 3/9 1/10 3/12 2/9 2/8 1/12 

Translation-x-10  
and –y-10 

7/9 4/10 6/12 4/9 5/8 4/12 

Scaling 
0.8 5/9 1/10 4/12 2/9 4/8 4/12 

1.4 3/9  2/10 5/12 3/9 3/8 3/12 
Local random 
bending 

4/9  3/10 6/12 4/9 3/8 2/12 

Removed 5 rows 
and10 columns 
and Scaling 0.8 

3/9 2/10 4/12 3/9 3/8 1/12 

Removed 5 rows 
and10 columns 
and +JPEG70 

4/9 3/10 5/12 3/9 5/8 1/12 

Centered crop-
ping 5%+ Rota-
tion 10 

4/9 2/10 4/12 2/9 3/8 2/12 
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7 Conclusion 

In this paper, we propose a robust image watermarking scheme based on scale-space 
theory to resist common signal-processing and even de-synchronization attacks. The 
key characteristics of the proposed scheme are: 

1) The CT provides multiresolution analysis and directional preservation, which 
provides robustness against translation and noise attacks.   

2) Under various attacks, the feature points extracted by the Harris-Laplace detector 
are reliable, which facilitates re-synchronization between watermark embedding 
and detection. 

In addition, our proposed method can extract the watermark without using the orig-
inal image and has a low computational complexity rendering it applicable to many 
different situations. 
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