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Abstract. Secure dissemination of XML document is becoming a crucial
requirement for many Web-based applications. By secure dissemination, we
mean that the delivery of information to users must obey the access control
policies. In this paper, we present an approach for the secure dissemination of
web contents for users. Our approach uses a labeling scheme that protects the
private information of web contents for users. Our experiment results show that
the proposed approach is efficient protecting the private information.
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1 Introduction

The success of the Web as a platform for EC and information dissemination has
brought an increasing awareness of the fact that document exchange on the Internet
should meet precise security requirements such as fine-grained authenticity, secrecy,
and access control involving data units at the level of granularity stipulated by the
communicating parties [1], [4]. In the Web environment, eXtensible Markup
Language (XML) is rapidly becoming the standard for data representation and
exchange. Today, more and more applications that utilize XML as the primary data
format are being deployed. Generally, the content may have private information that
needs protection. For example, if the content is disseminated carelessly, users can
infer more information from the disseminated data in terms of inference [2], [8].

The rest of the paper is organized as follows. Section 2 surveys related work. Section
3 presents the principal techniques for the proposed secure dissemination service. Section
4 presents the results of our experiments, and we conclude in Section 5.

2 Related Works

To secure of an XML document, the XML Encryption Working Group of W3C
develops a process for encrypting/decrypting XML documents and XML syntax used
to represent the encrypted information that enable an intended user to decrypt it [13].
W3C XML Encryption [13] is only capable of encrypting full subtrees, while XML
access control can remove sensitive material from the middle of the tree. In W3C
XML Encryption, if the contents overlap, the same portions of the XML document
could be re-encrypted for multiple users (called "super-encryption"). Access control
concerns with who can access which information under what circumstances. XML
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access control refers to the practice of restricting access to parts of XML data to only
authorized subjects [1]. XML pool encryption approach [5] is able to hide the size and
the existence of encrypted contents. In XML pool encryption, nodes containing
sensitive information are selected, and are moved into a pool and encrypted. A
number of security models have been proposed for XML [2], [3]. Under information
push, the system periodically broadcasts documents to users, rather than sending them
upon request [3]. The security views approach has recently been proposed in [4], [7].
Sensitive data is effectively protected from access and potential inferences by
unauthorized subjects, and authorized subjects and provided with necessary schema
information.

3 Proposed Technique

3.1  Proposed Approach

The system will be capable of encrypting arbitrary parts of the content. The work
reported in this paper builds on the access control mechanism for content by Christian
Geuer-Pollmann in [5]. The idea behind XML pool encryption is to remove private
nodes from the tree and encrypt each private node individually. These encrypted
nodes are stored in encrypted node sets. After decryption, each node can find its way
back to its appropriate location in the content and be reconstructed correctly.
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Fig. 1. Example of secure dissemination framework

The overall framework is depicted in Fig. 1. In the subscription phase, a user can
be assigned rights, the service returns specific information to the user, which is
required to decrypt parts of the XML-based web content source according to the user
access rights.

Example 1. News Company provides content to subscribers. Two kinds of content are
disseminated: paid content and free content. The paying subscribers can access paid
content. The payment records identifying paying subscriber are managed by the company.
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The game content in sports, and the story and the music content in culture are all paid
content. Subscriber A paying for sports content can access both free and sport content.

Example 1 presents an example of encrypted dissemination of XML-based content. A
pool of encrypted nodes (paid content) and unselected nodes (free content) are
disseminated to multiple subscribers. Each subscriber can decrypt the content,
depending on the access rights.
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Fig. 2. Example of web content with labeling

3.2 XML Node Labeling

To decrypt the encrypted node, the system requires the location information of the
decrypted node; i. e., where the node was in the original content. An efficient labeling
scheme is very much required for identifying the location of a node. In this paper, we
exploit an IBSL [9], which takes advantage of the lexicographical order of binary
strings. The labeling procedure separates pubic and secure nodes. When the encrypted
nodes are removed from the original tree, an adversary can guess the encrypted node
location through labeling information and make good assumptions about the structure
of the plaintext content. Algorithm 1 gives the details of the operation to label of
public nodes with IBSL. In Algorithm 1, if the node is the root node, nil is assigned at
the node (Lines 2 to 3 in Algorithm 1). For the child node of the root node, 10 is
assigned at a first child for the second child (Lines 4 to 8 in Algorithm 1). Finally, the
label of each sibling node is the n.self label concatenated with the parent.label (Line
10 in Algorithm 1). This method is applied until the full tree is traversed. After the
traversal, each node in the tree has a unique value, i.e., a full label of public node. The
delimiter "." is employed to assist subjects in figuring out the relationship (i.e., parent-
child relationship) between nodes. For example, by looking at node 110.100, one
realizes that it is a child of node 110. Algorithm 2 can help to label the secure node
efficiently. Algorithm 2 can always label a new binary string between
lexicographically ordered binary strings. The label length increases by one bit for the
labeling by Algorithm 2. After labeling the plaintext document, the pruning procedure
removes secure nodes from the labeled plaintext document. The pruned document is
called public document. In fig. 2, the three terms (game, story and music) all refers to
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the same node, while it is in different states of the pool encryption procedure and the
pool decryption procedure. Besides the basic functionality of being able to reconstruct
the document, the system should prevent information leakage to the subject as good
as possible. After decryption of the document, the subject has access to the labels of
all public nodes and decrypted nodes.

Algorithm 1. Assign label of public node

Input: each public node » in the XML Algorithm 2. Assign label of secure node

document
Output: label (N)

begin

for (i =01 <childnum i++) do

if (n is the root node) then

label(N) = nil;

else if (n is a child of root node) then
parent = root.childnum;

n.self label [1]=10

n.self label [i] = 16D n.self label [i-1];
label (N) =n.self label [i];

else parent.childnum+-+;

label(N) = parent.label® delimiter®

Input: N_left, N right
Output: label (Nc)

begin

if (N _left is empty, but N _right is not empty)
then

Nc =N right @ 0;

else if (N_left and N_right are not empty) then
if (len(N_left) <len(N_right) then

Nc =N_right @ 0;

else if (len(N_left) > len(N_right) then

Nc=N left @ 1;

else (N_left is not empty, but N_right is empty)
Nc=N left @ I;

n.self label [i] end if

end if return label (Nc)
end for end

return label (N)

end

The node reconstruction procedure takes the labeled public document and the
decrypted nodes as input and inserts the decrypted nodes into the appropriate
locations. In order to reconstruct the decrypted nodes, the reconstruction procedure
has to identify which node inside the decrypted document is the parent node of the
decrypted node and if that parent node already has child nodes, and determine
whether some of the decrypted node's siblings are not siblings, and must be turned
into children of the decrypted node.

4 Performance Evaluation

We conducted experiments to evaluate and compare the performances of the three
schemes, namely NoLabel (baseline), XISS [10], and M-IBSL, used in XML pool
encryption [5]. The experiment is against a DOM representation of the baseline
without a labeling, namely NoLabel. M-IBSL scheme is implemented using Java 2
and XML Security Suite. Experiments were carried out on a 3.40GHz Pentium
processor with 4GB of RAM running Windows 7. In selecting nodes to be encrypted,
XPath was used. We conducted experiments 20 times to obtain small confidence
intervals.
Table 1 present the XPath expression used to represent nodes to be encrypted.
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Table 1. Locations of node to be encrypted
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Fig. 3. Reconstructing time of decrypted nodes (0.1MB)

In Fig. 3, M-IBSL outperformed XISS, on all location types for an XML document
with 0.1MB of the XMark and DBLP datasets. In DBLP dataset, the number of
sibling node increases when the width of the XML document is increased.

The results demonstrate that the number of nodes to be encrypted is related to the
number of compared nodes in reconstructing location, and this affects the location
reconstructing time. In M-IBSL, a label is not compared with labels of other nodes
because a child node is labeled by extending the parent’s label to represent the
structural information of the XML document. This labeling scheme supports the easy
identification of relationships among nodes. In comparing location reconstructing
times for the three encryption schemes, the number of encrypted nodes used in
searching for a location in the XML document was determined and the location
reconstructing time recorded.

5 Conclusion

In this paper, a labeling scheme for the secure dissemination of web contents for users
is proposed. When the encrypted nodes are removed from the tree, an adversary can
guess the location of an encrypted node from the labeling information. To solve this
problem, we presented an enhanced labeling scheme, named M-IBSL, which
separates public and private nodes. The results of the experimental study are
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presented for evaluating the performance of the M-IBSL and XISS. The M-IBSL is
superior to XISS in terms of the number of nodes used to reconstruct for the proper
location of a node, and the number of nodes used to search for the proper location of a
node, and the location reconstructing time.

In the future, we will investigate how to reduce the label size and process the
internal node encryption.
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