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Abstract. We construct a lattice-based predicate encryption scheme
for multi-dimensional range and multi-dimensional subset queries. Our
scheme is selectively secure and weakly attribute-hiding, and its security
is based on the standard learning with errors (LWE) assumption.
Multi-dimensional range and subset queries capture many interesting
applications pertaining to searching on encrypted data. To the best of our
knowledge, these are the first lattice-based predicate encryption schemes
for functionalities beyond IBE and inner product.

1 Introduction

Predicate encryption [8,17,20] is a new paradigm for public-key encryption that
supports search queries on encrypted data. In predicate encryption, ciphertexts
are associated with descriptive values z in addition to a plaintext, secret keys
are associated with a query predicate f, and a secret key decrypts the ciphertext
to recover the plaintext if and only if f(x) = 1. The security requirement
for predicate encryption enforces privacy of x and the plaintext even amidst
multiple search queries, namely an adversary holding secret keys for different
query predicates learns nothing about x and the plaintext if none of them is
individually authorized to decrypt the ciphertext.

Multi-dimensional Range Queries. Following [8,20], we focus on predicate
encryption for multi-dimensional range queries, as captured by the following
examples:

— For network intrusion detection on logfiles, we would encrypt network flows
labeled with a set of attributes from the network header, such as the source
and destination addresses, port numbers, time-stamp, and protocol numbers.
We could then issue auditors with restricted secret keys that can only decrypt
the network flows that fall within a particular range of IP addresses and some
specific time period.
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— For credit card fraud investigation, we would encrypt credit card transactions
labeled with a set of attributes such as time, costs and zipcodes. We could
then issue investigators with restricted secret keys that decrypt transactions
over $1,000 which took place in the last month and originated from a
particular range of zipcodes.

— For online dating, we would encrypt personal profiles labeled with dating
preferences pertaining to age, height, weight and salary. Secret keys are
associated with specific attributes and can only decrypt profiles for which
the attributes match the dating preferences.

More generally, in multi-dimensional range queries, we are given a point
(21,...,2p) € [T]P and interval ranges [z1,y1], ..., [zp,yp] C [T] and we want
to know if (x1 < 2z <y1)A---Axp < zp < yp). We also consider more general
multi-dimensional subset queries where we are given subset Si,...,Sp C [T]
and we want to know if (21 € S1) A -+ A (2p € Sp). Note that in the first two
examples, the search queries are associated with the keys, whereas in the third
example, the search queries are associated with the ciphertext. We will refer to
encryption schemes for the former as “key-policy” schemes, and schemes for the
latter as “ciphertext-policy” schemes. In all of these examples, it is important
that unauthorized parties do not learn the contents of the ciphertexts, nor of
the meta-data associated with the ciphertexts, such as the network header or
dating preferences. On the other hand, it is often okay to leak the meta-data
to authorized parties. We stress that privacy of the meta-data is an additional
security requirement provided by predicate encryption but not attribute-based
encryption [14,15].

Prior Works. The first constructions of predicate encryption for multi-
dimensional range queries were given in the works of Boneh and Waters [§]
and Shi, et. al [20]; all of these constructions rely on bilinear groups and achieve
parameters that are linear in the number of dimensions D. The latter work also
presents a generic “brute force” construction based on any anonymous IBE,
where the parameters grow exponentially in D.

1.1 Owur Contributions

In this work, we construct a lattice-based predicate encryption scheme for multi-
dimensional range queries, whose security is based on the standard learning
with errors (LWE) assumption. Our scheme is selectively secure and weakly
attribute-hiding, that is, we only guarantee privacy of the ciphertext attribute
against collusions that are not authorized to decrypt the challenge ciphertext.
The scheme is best suited for applications where the range T is very large but
the number of dimensions D is a small constant, as is the case for the three
applications outlined earlier and also the scenario considered in [20]. In addition,
we extend our techniques to multi-dimensional subset queries, where we obtain
improved efficiency over prior schemes [8]. We summarize our schemes in Table 1
and 2.
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Our Approach. At a high level, our approach follows that of Shi et al. [20],
who showed how to boost an anonymous IBE scheme into a predicate encryption
scheme for multi-dimensional range queries. We show how to carry out a similar
transformation over lattices, starting from the LWE-based anonymous IBE
schemes in [1,4,9]. We highlight the main novelties in this work:

— First, we present a more modular and conceptually simpler approach for
handling multi-dimensional range queries. We construct our scheme for the
simpler AND-OR-EQ predicate (conjunction of disjunction of equalities),
and present a combinatorial reduction from multi-dimensional range queries
to this predicate. The simpler AND-OR-EQ predicate is symmetric, which
immediately yields both key-policy and ciphertext-policy schemes for multi-
dimensional range queries. We can only prove security for our lattice-
based AND-OR-EQ predicate encryption under an “at most one” promise,
which necessitates a more delicate reduction from multi-dimensional range
queries to AND-OR-EQ where we decompose range queries into disjoint sub-
intervals. Indeed, the same technical issue arises in the previous pairing-based
schemes.

— To handle the inner disjunction of equality like (X = a) V (X = b) for the
key-policy AND-OR-EQ predicate where X is associated with the ciphertext
and (a, b) with the key, our new ciphertext is an anonymous IBE ciphertext
for the identity X, and the key comprises two IBE keys for a and b;
decryption works by trying all possible IBE keys. Following [20], we will
pad the plaintext with zeroes, so that we know which of the decryptions
corresponds to the correct plaintext. To handle the outer conjunction, we
rely on secret sharing, as with prior lattice-based fuzzy IBE [3].

— Correctness for the inner disjunction requires more care than that in the
bilinear groups. Roughly speaking, we need to show that decrypting an IBE
ciphertext for identity a with a key for identity b # a yields a random-
looking value. The straight-forward argument that relies on IBE security
yields computational correctness. To achieve statistical correctness in the
lattice-based setting, we rely on a simple but seemingly novel analysis of the
output of lattice-based trapdoor sampling algorithms (c.f. Lemma 13).

— The intuition for security for the inner disjunction is as follows: if X is
different from a and b, then both X and the plaintext remain hidden via
security of the underlying IBE. On the other hand, if X is equal to one of
a, b, then the decryptor does learn the exact value of X, which means that
we cannot hope to achieve strong attribute-hiding using these techniques.
To establish the weak attribute-hiding for the general AND-OR-EQ, we rely
on techniques from lattice-based inner product encryption [4].

To the best of our knowledge, this is the first lattice-based predicate encryption
scheme for functionalities beyond IBE and inner product [1,4,9,21], and we hope
that it would inspire further research into lattice-based predicate encryption. We
defer a more detailed overview of our construction to Section 4.
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Table 1. Summary of existing predicate encryption schemes for multi-dimensional
range queries: given a point (z1,...,zp) € [T]° and interval ranges [z1,1],
..., [zp,yp] C [T], we want to know if (z1 < z1 <y1) A---A(xp < zp < yp). Here,
D denotes the number of dimensions and T the number of points in each dimension.
We omit the poly(n) multiplicative overhead, where n is the security parameter.

Size Time Attribute

Reference
Public key |Ciphertext | Secret key [Encryption| Decryption | hiding

(8] (KP) OD-T)| OD-T) O(D) O(D-T) O(D) fully
[20] (KP, CP) O(D1logT)|O(D1og T)|O(D1og T)|O(Dlog T) |O((log T)P)| weakly
this paper (KP, CP)|O(DlogT)|O(DlogT)|O(D1logT)|O(Dlog T)|O((log T)P)| weakly

Table 2. Summary of existing predicate encryption schemes for multi-dimensional
subset queries: given a point (z1,...,zp) € [T]” and subsets Si,...,Sp C [T], we
want to know if (21 € S1)A---A(zp € Sp). Here, D denotes the number of dimension
and T the size of the sets. We omit the poly(n) multiplicative overhead, where n is the
security parameter. (KP) stands for key-policy and (CP) stands for ciphertext-policy.

Size Time Attribute

Reference
Public key |Ciphertext|Secret key|Encryption|Decryption| hiding

8] oD-T)|OD-T) |OD-T)| OD-T) | OD-T) | tully
this paper (KP)| O(D) oMD) |om-T)| O O(TP) | weakly
this paper (CP)| O(D-T) | O(D-T) O(D) o(D-T) O(D) weakly

Organization. The rest of the paper is organized as follows. We recall the
relevant background on lattices and the security model of predicate encryption
in Section 2. We introduce the so-called AND-OR-EQ predicate, and show how
to reduce multi-dimensional subset queries and multi-dimensional range queries
to AND-OR-EQ in Section 3. We give our lattice-based predicate encryption
scheme for AND-OR-EQ in Section 4, and we show that it gives an efficient
construction for multi-dimensional range queries. Finally, we show in Section 5
how to improve the construction of Section 4 in order to obtain an efficient
scheme for multi-dimensional subset queries.

2 Preliminaries

Notations. We denote by s < S the fact that s is picked uniformly at random
from a finite set S or from a distribution. By PPT, we denote a probabilistic
polynomial-time algorithm. Throughout this paper, we use 1™ as the security
parameter. For every vector u € Zj, we write u = (u1,...,up), and for any
matrix M € Zy*™, we write M; ; the (i,j) entry of M. For any = € R, we
denote by |z] the largest integer less than or equal to x. For any z € [0, 1], we
denote by |z] the closest integer to z.
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Randomness Extraction. We use the following variant of the left-over hash
lemma [11,16] from [1]:

Lemma 1 ([1], Lemma 13). Let m > (n+ 1)logq + w(logn), ¢ > 2 be a
prime number, R« {—1,1Y™*¢ mod q, where £ = £(n) is polynomial in n. Let
A Zy*™ B ZZXZ; For all vectors u € Z™ the distribution (A, AR, u'R)
is statistically close from the distribution (A, B,u'R).

LWE Assumption. The decisional Learning With Error problem (dLWE) was
introduced by Regev [19],

Definition 1 (dLWE). For an integer ¢ = q(n) > 2, an adversary A and an
error distribution x = x(n) over Zq, we define the following advantage function:

dLWE

Adv X = | PrlA(A, zg) = 1] — Pr[A(A,z;) = 1]|

where

A~ Zy M s e Ly, e X" 20 ;=T A+e and z L'

The dLWE, m g assumption asserts that for all PPT adversaries A, the

dLWE,, 1, q,x

advantage Adv 4 is a negligible function in n.

Throughout the paper, we denote by Xmax < ¢ the bound on the noise
distribution x.

2.1 Lattice Preliminaries

Lattices. For any matrix A € Zy*™ and any vector p € Zy, we define the
orthogonal g-ary lattice of A: Aj(A) := {u € Z™ : Au =0 mod ¢} and the
shifted lattice: AP(A) :={u € Z™ : Au=p mod ¢}. Similarly, for any matrix

P € Z2*¢, we define: AP (A) :={U € Z™**: AU =P mod ¢}.

Matrix Norms. For any vector x, we denote by ||x| its ¢2 norm. For any
matrix R € ZZX‘Z we define the three following norms:

1. ||R|| denotes the maximum of the f5 norm over the columns of R.
2. ||R||qg denotes the Gram-Schmidt norm of R (see [7] for further details).
3. ||R||, denotes the operator norm of R defined as ||R||, = supx=; [Rx]|.

Note that for any matrix S € Z,*™, and any vector e € Z!, we have |R.- S| <
IRl - IS, and [[e"F|[o < [le] - [[F[.
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Gaussian Distributions. For any positive parameter o € R, let p,(x) :=

exp(—|x[|?/a?) be the Gaussian function on R™ of center 0 and parameter o.

For any n € N and any subset D of Z", we define p,(D) := > ps(x) the
xeD

discrete integral of p, over D, and Dp , the discrete Gaussian distribution over

D of parameter o. That is, for all y € D, we have Dp ,(y) := %.

Lemma 2 ([7], Lemma 2.5). Let n,m,l,q > 0 be integers and o > 0 be
a Gaussian parameter. For all A € Z3*™, P € nge} U «— Dqu(A),a and

R «— {—1,1}"*™ | with overwhelming probability in m,

IUl < o/ , IR, < 20v/m

Trapdoor Generators. The following lemmas state properties of algorithms
for generating short basis of lattices.

Lemma 3 ([5,6,18]). Let n,m,q > 0 be integers with q prime and m =
O(nlogq). There is a PPT algorithm TrapGen defined as follows:

TrapGen(1™,1™,q):

Inputs: a security parameter n, an integer m such that m = ©(nlogq), and a
prime modulus q.

Outputs: a matriz A € Z7*™ and a basis Ta € ZJ™™™ for Ay (A) such that
the distribution of A is negl(n)-close to uniform and | Tallos = O(v/nlogq),
with all but negligible probability in n.

Lemma 4 ([18]). Letn,m,q > 0 be integers with q prime and m = O(nlogq).
There is a full-rank matric G such that the lattice AqL(G) has a publicly known

basis Tg € Z™*™ with | Tg|qs < V5.

Lemma 5 ([13], Lemmas 5.1 and 5.2)

— Let m > 2nlogq. With all but negl(n) probability, A «y Zy*™ is full rank
(i.e. the subset-sums of the columns of A generate Z;‘).

- Assume A € Zy*™ is full-rank and o = w(y/logn). Then, the following
distributions are statistically close:

{(w,Au) :u 4 Dzm o} and {(0,p):Pp «xZg,u g DAE’(A),U}

2.2 Sampling Algorithms

Given a matrix F := [A||B] and a matrix P, we would like to sample random
low-norm matrices U such that FU = P. Specifically, we want to sample U
from the distribution DAE’(F),U' The following lemma tells us we could do so
given either (1) a low-norm basis T of A, (A) using RightSample, or (2) a low-
norm matrix R and an invertible matrix H such that B = HG + AR using
LeftSample. We will use (1) in the actual scheme, and (2) in the security proof.
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Lemma 6 ( [2,9,13,18] and [7], Lemma 2.8)

There exist PPT algorithms RightSample and LeftSample such that:
RightSample(A,Ta,B,P,0):

Inputs: full-rank matrices A,B € Zy*™, a basis Ta of Aql(A), a matriz
P e ZZX(ZM) and a Gaussian parameter o = O(||Tallqg)-

Output: a matriz U € Zimx(“_”) whose distribution is statistically close to

D (A |B].ow(viogm):
U
Remark 1. We can sample a short matrix U = —e ngx(z+k>
U,

way that [2]. That is, we first sample the bottom part Us € Z?X([+k) from
D MR (o /TogT) and then, we sample the top part U; € ZZ”X(HM from a

in the same

zZ
distribution statistically close to DA;LBUQ(A)’U.W(W), using Ta.

LeftSample(A,R, G, H,P,0) :
Inputs: a full-rank matriz A € Zy*™, a matriz R € Z;**™, a full-rank matriz
G € Zy*™ as defined in Lemma 4, an invertible matriz H € Zy*", a matriz

P e ZZX(H") and a Gaussian parameter o = O(|R||5).
Output: a matriz U € Zimx(“'n) whose distribution is statistically close to

Drp(A|HG+AR],0-w(vIogm)-

2.3 Predicate Encryption
A predicate encryption scheme for a predicate P( -, -) consists of four algorithms
(Setup, Enc, KeyGen, Dec):

Setup(1™, X, Y, M) — (mpk,msk). The setup algorithm gets as input the
security parameter n, the attribute universe X', the predicate universe ), and
the message space M.

Enc(mpk, x,m) — ct. The encryption algorithm gets as input mpk, an attribute
z € X and a message m € M. It outputs a ciphertext ct.

KeyGen(mpk, msk,y) — sk,. The key generation algorithm gets as input msk
and a value y € Y. It outputs a secret key sk,. Note that y is public given sk,,.

Dec(mpk, sky, ct) — m. The decryption algorithm gets as input sk, and a
ciphertext ct. It outputs a message m.

Correctness. We require that for all (z,y) € X x Y such that P(z,y) =1 and
all m € M,
Pr[ct < Enc(mpk, z,m); Dec(sk,, ct) = m)] = 1 — negl(n),

where the probability is taken over (mpk, msk) <« Setup(1™,X,Y, M) and the
coins of Enc.
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Security Model. For a stateful adversary A, we define the advantage function

(135» J)f) N A(l)\);

B {0,1};

mpk, msk Setup(1™, X, Y, M); 1
Adef(n) -— Pr ﬁ:ﬁl: ( p )<— p( y ) _ _

(m07m1) — AKeyGen(msk,~)(mpk); 2

ct «— Enc(mpk, zg, mg3);
ﬁ/ HAKeyGen(msk;)(ct)

with the restriction that all queries y that .4 makes to KeyGen(msk,-) satisfies
P(z§,y) = P(z}, y) = 0 (that is, sk, does not decrypt ct). A predicate encryption
scheme is selectively secure and weakly attribute-hiding" if for all PPT adversaries
A, the advantage Adv’j(n) is a negligible function in n.

3 Reductions Amongst Predicates

3.1 AND-OR-EQ Predicate

In this section we state our general predicate, and exhibit the reductions from
multi-dimensional subset queries and multi-dimensional range queries to the
latter. This general predicate is symmetric (c.f. Lemma 11), which will allow
us to obtain both ciphertext-policy and key-policy predicate encryption schemes
in Section 4.

Disjunction of Equality Queries. Here, Pog gq : Zf; X ZS — {0,1}, and

4
POR—EQ(X7Y) =1iff V (xz = yi)~
=1

We generalize the previous predicate to a multi-dimensional setting as follows
P anp-or-Eq : Z(?XZ X Zquz — {0, 1}, and:

D ¢
Paxp-oree(X,Y) = 1iff /\ \/ (Xi,j = }/:L-7j)

i=1j=1

We impose a so-called “at most one” promise on the input domains of the
predicate for our predicate encryption scheme in Section 4. This technical
property is required for our lattice-based instantiations (see Remark 3 in
Section 4) and also implicitly used in prior pairing-based ones. We define

! In an adaptively secure scheme, the adversary specifies (z§, }) after seeing mpk and
making key queries. In a fully attribute-hiding scheme, the adversary is allowed key
queries y for which P(zg,y) = P(z1,y) = 1, in which case the challenge messages
mo, m1 must be equal.
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the predicate Par vost one - Zg X Zg — {0,1} and its multi-dimensional variant
Paxp At mosT one Zque X ZEXZ — {0,1} by:

Par most one(X,y) = 1 iff there exists at most one j € [{],z; = y;

Paxp ar most one (X, Y) = 1 iff Vi € [D], there exists at most one j € [{] s.t. X; ; =Y ;

We require that the input domains X,Y C ZqD xL for P axp-or-nq satisfy the “at
most one” promise, namely for all X € XY € ),

Paxp ar MOST ONE(X7 Y) =1

Indeed, the promise is satisfied by all of our reductions in this section.

3.2 Multi-dimensional Subset Queries

Predicate (ciphertext-policy). Here, Pepsupser : {0, 1}P*T x [T]P — {0,1}
and
D
PCP—SUBSET‘(Waz) =1iff /\ Wi,zi =1
i=1
For each dimension ¢ € [D], the i’th row of W is the characteristic vector of a
subset of [T7].

Reducing Pcp-subset t0 Pand-or-eqc We map (W,z) € {0,1}7%T x [T]P to
(W,Z) € ZP*T x Z.P*T where

— W is the matrix W where zeros are replaced by —1, that is, for all (i,7) €
[D] x [T), W;; = 1if W;; = 1, and W, ; = —1 otherwise. (We need this
modification in order to satisfy the “at most one” promise.)

-7 € ZqDXT denotes the matrix whose i'th row is e,, € Z}IXT, where
(e1,...,er) denotes the standard basis of Z!*7T.
For instance, we map ((0,1,1),2) to ((—1,1,1),(0,1,0)).

We can check that the following lemma holds:

Lemma 7 (Pcp-subset tO Pand-or-eq) Let (W,z) € {0,1}P%T x [T|P, and

({7\7, Z) € Z(?XT X ZqDXT defined as above.

- PCP—SUBSET(Wa Z)i 1~iﬁ PAND—OR—EQ(W7 Z) =1
~ Paxp ar most ong (W7 Z) =1

3.3 Multi-dimensional Range Queries

Predicate (key-policy). Here, Pypraxce : [T]° x Z(T)P? — {0,1} and
D

Pip-ranae(z,I) = 1iff A (2; € I;), where Z(T') denotes the set of all intervals

Jj=1
of [T1].
We show how to reduce Pyp.pance t0 Panp-or-rq, Which involves rewriting
points and intervals as vectors.
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Writing Points and Intervals as Vectors. For simplicity, we write ¢ for
[logT]. In order to realize the “at most one” promise, we need to decompose
intervals into disjoint sub-intervals where each sub-interval contains all the points
with some fixed prefix, e.g. [010,110] can be written as [010,011] U [100,101] U
[110,110]. Indeed, any interval in [T] can be partitioned into at most 2¢ disjoint
sub-intervals with this property [10, Lemma 10.10].? In addition, we can ensure
that there are exactly 2¢ sub-intervals by padding with empty intervals ¢ (using
empty intervals ensures that no point ever lies in more than one of these 2t
sub-intervals).

Lemma 8 (interval to vector [10]). There is an efficient PPT algorithm
IntVec that on input I C [T] outputs (w1, wa, ..., wa) € ({0,1}*U {6})2t, where
t := [logT|, with the following properties:

~ for each i =1,...,t, we have wa;_1,we; € {0,1}* U {e};

— for all z € [T, we have z € I iff one of wy,...,wa s a prefic of z;

— for all z € [T], at most one of wy,...,ws is a prefix of z.
Here, ¢ is not a prefix of any string.
For instance, IntVec([010,110]) = (e, ¢,01, 10,110, &).

Remark 2 (Hashing bit strings into Z,). We map {0,1}U{e} where t := [logT"]
into Zg in the straight-forward way, which requires that ¢ > 7'41. We can handle
also larger T' by using matrices over Z, a la [1, Section 5].

Now we give the description of algorithm PtVec, used to map points to vectors.
PtVec: On input z € [T], output (vy,...,ve) € Z2

q )
i-bit prefix of z, 1 =1,...,t.
For instance, PtVec(011) = (0,0,01,01,011,011).

where V2i—1 = Vg =

Lemma 9. For any point z € [T] and any interval I C [T,

- z € I iff Poppo(PtVec(z), IntVec(I)) =1
— Par most one(PtVec(2), IntVec(I)) = 1.

Lemma 9 follows readily from Lemma 8.

Reducing Pyp-range t0 Pand-or-eq- We map (z,I) to (PtVecD(z), IntVecD(I))
where

~ PtVec”(z) € ZP>?" denotes the matrix whose i’th row is PtVec(z;)
~ IntVec” (1) € ZP>2" denotes the matrix whose j’th row is IntVec([})

Lemma 10 (Pkp-range t0O Pand-or-eq). For allz € [T)P and IC (Z[T))P,

~ Puprance(z, I) = 1 iff EAND_OR_EQ(PIBVecD(z), IntVec?(I)) = 1
— Paxp ar most oxe(PtVec™ (z), IntVec™ (1)) = 1

Lemma 10 follows readily from Lemma 9, applied to each dimension ¢ € [D].

2 See http://en.wikipedia.org/wiki/Segment_tree for a visualization.
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Predicate (ciphertext-policy). Here, Pep panar : Z(T)P x [T]P — {0,1} and

D
P(:P-RANGE(LZ) =1iff /\ (Zj € Ij)
j=1

The predicates Por-nq and Par yost oxe are symmetric:

Lemma 11 (Symmetry of Poreq and Pat most one). For all X,y € Zf;, we
have:

- POR—EQ(X7y) =1+ POR-EQ()’aX) =1
— Par vosr ONE(X7y) =1 <= Pur vosr ONE(y)X) =1

Thanks to this symmetry, we can reduce Pep_rance t0 Panp-or-nq in the same way
we did for Pyp_pance-

Reducing Pcp_range t0 Pand-or-eq- Following the previous reduction, we map
(I,z) to (IntVec”(I), PtVec”(z)).

Lemma 12 (Pcp-range t0 Pand-or-eq). For all IC (Z[T))P and z € [T,

= Pepranae(L,2) = 1 iff %AND—OR—EQ(“):}V‘?CD(D’ PtVec”(z)) = 1
— Paxp ar most one(IntVec™ (I), PtVec™ (z)) = 1.

Lemma 12 follows from Lemma 10 and Lemma 11.

4 Predicate Encryption for AND-OR-EQ

Here we describe our predicate encryption scheme for the AND-OR-EQ predicate
defined in Section 3.1, selectively secure and lattice-based. Recall that Pyp-or-rq :
ZD*E x 70" — {0,1}, and

D ¢
PAND-QR,-EQ(Xa Y) = 1iff /\ \/ (Xi,j = Y;J)

i=1j=1

The security of our scheme relies on the fact the ciphertext attributes and secret
key predicates come from a restricted domain X',) C ZqD x¢ satisfying the “at
most one” promise, namely for all X € XY € ),

PAND AT MOST ONE(X7 Y) =1
Indeed, the promise is satisfied by all of our reductions in Section 3.1.
Overview. We begin with the special case D = 1. Given an attribute matrix

X € Zéxe, the ciphertext is an LWE sample corresponding to a matrix of the
form
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[A||A1 + G| || A+ Z‘gG]

where A, the A;’s and G are publicly known matrices, and the message is
masked using an LWE sample corresponding to a public matrix P. The secret
key corresponding to y € Zéxg is a collection of ¢ short matrices Uy,..., Uy
such that for all j € [¢],

[AllA; +y,G]U; =P

To understand how decryption works, let us first suppose that there exists a
unique j such that x; = y; and that the decryptor knows j; then, the decryptor
can use U, to recover the plaintext. However, since the decryptor does not know
x, he will try to decrypt the ciphertext using each of Uy,...,U,. We will also
need to pad the plaintext with redundant zeros so that the decryptor can identify
the correct plaintext.

To establish security with respect to some selective challenge x*, we will
need to simulate secret keys for all y such that z7 # y; for all j € [¢]. We
can then simulate U; using an “all-but-one” simulation (while puncturing at
x}) exactly as in prior IBE schemes in [1]. In order to establish weak attribute-
hiding, we adopt a similar strategy to that for inner product encryption in [4]:
roughly speaking, we will show that the challenge ciphertext is computational
indistinguishable from an encryption of a random plaintext message under a
random attribute x.

Higher Dimensions. Given an attribute matrix X € ZqD %t the ciphertext is
an LWE sample corresponding to a matrix of the form

[A||A171 + X11G| | A1 + X1 Gl|A21 + X011 G| - ||Ape + XD,ZG]

The secret key corresponding to Y € ZP*? is a collection of D - ¢ short matrices
Ui1,...,Upy such that for ¢ € [D], j € [¢]:

[A|A;; +Y;;G]U;; = P;

where Py, ..., Pp is an additive secret-sharing of P.

For correctness, observe that if there exist indices (j1,...,jp) € [(]P such
that for all ¢ € [D] X; ;, =Y ;, then the decryptor can use Uy j,,---,Upj,
to recover the plaintext. As with the case D = 1, the decryptor will need to
enumerate over all (ji,...,jp) € [(]P.

To simulate secret keys for Y with respect to some selective challenge X*,
we first fix ¢* such that X7 ; # Y. ; for all j € [¢]. Without loss of generality,
suppose i* = 1, that is, for all j € [(], X} ; # Y1 ;.

Using the ”at most one” promise on X and Y, we know that for all i > 2, we
have X7, = ; for at most one j € [¢], which we call j;. That is, there exists a
vector of indices (ja,...,jp) € [(]P~1 such that for all i > 2 and all j # j;, we
have X7, #Y; ;. We then proceed as follows:

— Sample random short matrices Us j,,...,Up
the shares Ps, ..., Pp.

jp» Which in turn determines
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— Use an all-but-one simulation strategy to sample the short matrices Uj ;, for
all i > 2, and j # j;.

— Define P, := P — Z7LD:2 P, and use an all-but-one simulation strategy to
sample the remaining short matrices in the secret key.

Note that the construction relies crucially on the “at most one” promise on
X and Y. In fact, the scheme given in Section 4.1 is insecure if this promise
is not fulfilled, that is, there is a PPT adversary that wins the game defined in
Section 2.3 with non negligible advantage. The attack goes as follows. Suppose
that the adversary holds a secret key for Y € Z(IZDXZ such that Payp-orre(X,Y) =
0 and Pxp ar most ONE(X7Y) = 0. Since Puxp ar vost ONE(XuY) = 0, for some
dimension i € [D], there are at least two indices j1, jo € [¢] such that X; ;, =Y j,
and X; ;, =Y, ,, and therefore, both short matrices U; ; and U, ;, allow to
recover the same LWE sample corresponding to the matrix P;, up to some error.
When X, ;, # Y;;, however, U, ;, with the corresponding (i, j2) component
of the ciphertext only gives a uniformly random vector. Therefore, the fact
that U, ;, and U, j, both decrypts to (almost) the same LWE sample tells the
adversary that X; ;, =Y ;, and X; ;, = Y; ;, with high probability, contradicting
the fact that the scheme is weakly attribute hiding. This induces an attack whose
running time is polynomial in the security parameter.

4.1 Construction

Let n € N be the security parameter. Let the attribute space X and predicate
space ) be subsets of ZqD ¢ satisfying the “at most one” promise. Let ¢ = q(n)
, m = m(n,¢,D) and Xmax = Xmax(n,q,¢, D) be positive integers. Let o =
o(n,q,?,D) be a Gaussian parameter.
Setup(1™, X, Y, M): On inputs the security parameter n, X C ZqDXZ, ycC ZqD”
and M := {0,1}*, do:
— Pick (A, Ta) < TrapGen(1™,1™,q).
— For all i € [D] and all j € [{], pick A; j <y Zy™™.
— Pick Py Z*(Hm),
Compute (G, Tqg) as defined in Lemma 4.
— Output mpk := (P,A,A11,...,Ap,G,Te) and msk:=Tyx
Enc(mpk, X, b): On input mpk, X € X and b € {0,1}*, do:
— Pick s < Zg, e < X", and compute co :=s"A +e'.
— For all ¢ € [D] and all j € [£], do:
e Pick Ri,j — {71, 1}m><m
e Compute ¢; ; :=s"(A;; + X, ;G) + € R, ;.
— Set b’ := (b,0,...,0) € {0,1}¢T" pick e « x**", and compute c; :=
sP+em+b"-[q/2].
— Output ct := (cp,€1,1,...,CD,¢, Cf)

KeyGen(mpk, msk,Y): On input the public parameters mpk, the master secret
key msk, and a predicate matrix Y € ), do:
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D
— Secret share P as {P;,i € [D]}, such that } P, =P.
i=1
— Forall i € [D] and all j € [(] :
Sample a short matrix U; ; € ngx(kﬂb) such that [A[|A;;+Y;;G|U; ; =
P, using
RightSample(A,Ta,A; ; +Y;;G,P;,0) with 0 = O(y/nlogg).
— output the secret key sky = (U 1,...,Upy)
Dec(mpk, sky, ct): On input the public parameters mpk, a secret key sky =

(Ui1,...,Upy) for a predicate matrix Y, and a ciphertext ct = (cg,€1,1,- - -,
prg,Cf), do:

D

~ For all (ji,...,5p) € [(]P, compute d := ¢y — Y [coci ;| Usj, mod g.
i=1

— If {#‘2—‘ € {0,1}* x 0™, then output the first k bits of {ﬁ—‘. For any

z € ]0,1], we denote by |z] the closest integer to z.
— Otherwise, abort.

Running Time. The running times are:
— O(D - ¢-poly(n)) for encryption;
— O(D - £ - poly(n)) for key generation;
~ O(fP - poly(n)) for decryption.

The above numbers take into account matrix multiplications and additions.
When done naively, the above Dec algorithm takes O(D - ¢P - poly(n)) time.
However, if one saves the intermediate results [col|c; ;] U, ; for all (i, j) € [D] x
[¢], one can do it in O(¢P - poly(n)) time.

4.2 Correctness

Lemma 13. Suppose that Xmax s such that
Xmnax < ¢/4- (14D - (1420y/m)-s-2m) "

where s = o - w(y/logn). Let (X,Y) € X x Y such that Paxporeq(X,Y) = 1.
Let sky = (Uy,...,Upy) < KeyGen(mpk, msk,Y)

and ct = (co,...,cy) < Enc(mpk, X, b)

With overwhelming probability in n, Dec does not abort and outputs b.

Proof. Recall that Dec computes d for all (ji,...,jp) € [é] P We consider two
cases:

Case 1: Vi, X; ;, =Y; ;- We show that with overwhelming probability in n,

{#ﬂ:(b,o,...,m =D

For all i € [D],

D
I:AHA»LJ7 +X17JIG] Ui,ji = Pz thus Z[AHA%L + XLJqG] Ui,j,; =P

=1
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This implies
D
> leollei Uiy, = > s"[Al|Aij, + Xi;,G]U,j, =s'P~c; —b" - |q/2]

i=1 =1

and thus d = b’ - |¢/2]. To obtain {%—‘ = b’, it suffices to bound the error

term and show that

D
He” —> (e"lle'R; ;) Uiy,

i=1
We know that || ||coc < Xmax. In addition, for all i € [D],

< (llell+Ralllell) [ Ui

, < 20(/m.

< q/4.

H (e'[le"R; ;) U,

oo

< H(GTHGTR@J‘J
o0

By Lemma 6, | U, j, || < o-w(y/logn)-v2m and by Lemma 2, |R; ;,
Combining these bounds, we obtain

< Xmax(1+ D(1+20v/m) - 0 - w(+/log m)V2m)

oo

D
He" =Y (e"]le'R; ;) U,

i=1

We will set the parameters in Section 4.4 so that the quantity on the right is
bounded by ¢/4.

Case 2: 31", X« ;.. # Yi- ;... We show that the computed value d has a
distribution which is statistically close to uniform, and therefore the probability
that the last n bits of {#‘2—‘ are all 0 is negligible in n.

By an analogous calculation to that in Case 1, we have:
D D
D [AllA, + X0, Gl U, =P+ > [0|(X,, — Yi;,)G]U,,
i=1 i=1
We know that there exists some * € [D] such that X« ;.. # Yi ;,., and we

focus on
[07[|s" (X o = Yie j, )JG]Ups ..

By Remark 1, we know that the bottom part U, € Z;nx(k'm) of Uj .. 1is
sampled from DZ?,U,W(\/@). Therefore, since X ;.. — Yi= ;. # 0 and G
is a full-rank matrix, by Lemma 5, we know that the distribution of GU,
is indistinguishable from uniform over Zg *) and then, the entire sum is

indistinguishable from uniform over Z’;*". Therefore,

D
d=cy - Z[coﬂcim]Ui,ji mod ¢

i=1
is indistinguishable from uniform over Z’;*‘”, and the probability that the last

n bits of {#‘2-‘ are all 0 is negligible in n.
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4.3 Proof of Security

Lemma 14. For any adversary A on the predicate encryption scheme, there
exists an adversary B on the LWE assumption whose running time is roughly
the same as that of A and such that

dLWE

Adv'i(n) < Advg mmHREX 4 onegl(n)

The proof follows via a series of games, analogous to those in [4]. We first define

several auxiliary algorithms for generating the simulated ciphertexts and secret
keys, upon which we can describe the games.

Auxiliary Algorithms. We introduce the following auxiliary algorithms:

Setup(1™, X, Y, M, A,P,X*): on a security parameter n, an attribute space
X C Z(?Xf7 a predicate space ) C ZqDXE satisfying the “at most one promise”,
a message space M := {0,1}*, a matrix A € Z2*™, a matrix P € ZZX(kJrn)
and the challenge attribute matrix X*, do:
— Compute (G, Tqg) as defined in Lemma 4.
— For all i € [D] and all j € [{], pick R; ; < {—1,1}™*™ and set A, ; :=
AR;; - X};G.
— Output mpk := (P,A,A11,...,Ap¢,G,Tq) and
n?sT« = (X*, ].:{,1717 e ,RD7g, TA)

arc(mpk,b; r?{s/k,do, dy): On input the public parameters mpk, a message b €
{0,1}*, the master secret key rﬁ, and the extra inputs do € Z", dy € Z’;*”
do:

— Set Cp = d-g,

— For all ¢ € [D] and all j € [¢], compute c; ; := djR,; ;,

— Compute b’ := (b,0,...,0) € {0, 1}, and set c; := d} +b""[¢/2].

— Output (co,...,cy).

sz\G/en(mpk, n/1§<7Y,X*): On input the public parameters mpk, the master
secret key msk, a predicate matrix Y and the challenge attribute matrix X*
do:

- If P(X*,Y) = 1, abort.

— Otherwise, since P(X*,Y) = 0, there must exist a ¢* € [D] such that for all
j €], Xj. ; # Yi- ;. By the “at most one” property, for all i € [D], there
is at most one j; € [¢] such that X7, =Y ;.

We proceed in three steps :
1. First, for all ¢ € [D] \ {i*} we sample: U, ;, < D

with o = O(yv/nlogq) and set

22 ) 5w (VIog )

P, = {AHARZ-JI.]UM c Z;’X(’”")
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2. Next, we set P;« to be: P» :=P — > P;
Qi
3. We sample the remaining matrices as follows:
Ui,j — LeftSampIe(A, R@j, G, }/i,j — X

7,79

Pi, O').
This is possible because Y; j — X7, # 0, whenever ¢ = ¢* or whenever
J# Ji-

— Output (Uy,...,Upy).

Game Sequence. We present a series of games. We write Adv,, to denote the
advantage of A in Gameyyy.

— Gameyg: is the real security game, as defined in Section 2.3.
— Game;: same as Gamey, except that the challenger runs

S/éﬁl/p(ln, X, Y, M; A, P, X%) and a::(mpk, bg; msk,s" A +e',s' P +em)

with (A, Ta) «x TrapGen(1™,1m), P «—, Zo**+)
k+n

n
S < Z

m
q?eHRX7

7

and e’ «—p x

—_~—

— Games: same as Game; except that the challenger runs KeyGen.
— Games: same as Games except that the challenger runs

E{:(mpk,bg;nﬁ,do,df)

where dg «— Zj* and dy +— Z’;*”.
— Gamey: is the same as Games except that the challenger runs KeyGen.

We show in the following lemmas that each pair of games (Game;, Game; 1) are
either statistically indistinguishable or computationally indistinguishable under
the decision-LWE assumption. Finally, we show in Lemma 19 that no information
is leaked about (3 is the last game Gamey.

Lemma 15 (Gamey to Gamey). For allm > (n+ 1)logq + w(logn), we have
|Adv, — Adv, | = negl(n).
Proof. From Gameg to Game;, we switch from Setup, Enc to Setup, Enc.

Note that the only difference between Gamey and Game; is that for all ¢ € [D]
and j € [{], the matrix A;; is set to be A;; <5 Zy*™ in Gamey, whereas it
is set to be A; ; := AR, ; — X ,G in Game;, where R; j < {—1,1}m*™, The
matrix A;; only appears in the mpk and in the component c; ; = s"(A;; +
X[ ;G) + e R, ; of the ciphertext.

Therefore it suffices to show that the distribution of (A,e, A; ;,e'R; ;) in
Gameg and Game; are statistically close, that is,

(A,e7Am-,eTRi,j) g (A,e, ARi’j — X,ZjG,eTRi’j)
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where A; j «— Zy*™, Ry j ¢ {—1,1}™*™, and e < x™. Observe that

(A7e7Ai,j,eTRij>
=(A,e A, — X* G,e'R; ;) since A; j < Zg*™
g (A,e, ARi,j — Xi*,jG’ e Ri,j) by Lemma 1

Lemma 16 (Game; to Gamey). |Adv; — Adv,| = negl(n).

Proof. From Game; to Gamey, we switch from KeyGen to K/e}\G/en. Therefore, it
suffices to show that for any predicate Y such that P(X*,Y) = 0, the following
distributions are statistically close:

KeyGen(mpk, msk, Y) =, K/e;/\G/en(mpk, r?;s/k,Y,X*)

We WI‘iteZ FiJ = (A”AZJ —+ Y}JG) = (A”ARZ’J —+ (Y;’j — X,:])G) e ZZXQm.

Since P(X*,Y) = 0, we know that there must exist a ¢* € [D] such that Y;- ; #

X ; for all j € [f]. Because Paxp ar most one(X*,Y) = 1, we know that for all
i € [D], there is at most one j; € [¢] such that ¥;;; = X; . We proceed in three
steps: '

1. First, we argue that the joint distribution {P;,U;;, : ¢ € [D],i # i*}
is statistically close in KeyGen and in KeyGen. This follows readily from
Lemma 5.

2. Next, we argue that the joint distribution {P; : i € [D]} is statistically close
in KeyGen and in KeyGen. This follows readily from secret sharing.

3. Finally, fix Py,...,Pp. We argue that the distribution of the remaining
matrices is statistically close in KeyGen and in KeyGen. This follows from
Lemma 6, which tells us that the output U; ; of both RightSample in KeyGen

and LeftSample in KeyGen, are statistically close to D, »

Agt(Fij),00w(VIogn)’
We can sample these U; ; in KeyGen applying LeftSample because Y; ; —
X[ ; # 0 whenever ¢ = " or whenever j # j;.

Remark 3. Note that the "at most one” promise is crucial here, because when
Y;; — X[, =0, we cannot use LeftSample to sample a short matrix U; ; such
that (A|AR,; + (Yi; — X;;)G) U;; = P;. If there exists ”at most one” j; € [(]
such that ¥; ;, - X, =0, we can sample a short matrix U, _j; from some discrete
Gaussian distribution, and set P; to be P; := (A||AR;; +0-G) U, ;. Lemma
5 ensures that both U; ; and P; are correctly distributed. However, if there exist
at least 2 indices j; and j; € [¢] such that Vi ;, — X[, =Y, — X[ =0, then
there is more than one matrix that we cannot sample using LeftSampIe and the
previous technique does not work anymore.

Lemma 17 (Gamey to Games). There exists an adversary B whose running
time is roughly the same as that of A and such that

LWE .
[Advy — Adv,| < Adviy Tk
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Note that only difference between Games and Games is that we switch the
distribution of the inputs (do,dpy1) to Enc from LWE instances to random
ones.

Proof. On input an LWE challenge
(Aa Pa dOv dD+1)

where A« Z7*"™ and P« 72 and (dg, dpaq) is either (sTA+e', s P+
€’") or random, B simulates A and proceeds as follows:

— runs Qh/p(ln,X,y,M;A,P,XE) as in Gameg;

—_~—

— answers A’s prlvate key queries by using KeyGen as in Games;

runs Enc(mpk bg; msk do,dp41) to generate the challenge ciphertext;
Finally, A guesses if it is interacting with a Games or a Games challenger. B
outputs A’s guess as the answer to the LWE challenge it is trying to solve.

When the LWE challenge is pseudorandom as in Definition 1, the adversary’s
view is as in Games. When the LWE challenge is random the adversary’s view
is as in Games. Therefore, B’s advantage in solving LWE is the same as A’s
advantage in distinguishing Gamey and Games.

Lemma 18 (Games to Gamey). |Advsy — Adv,| = negl(n)

Proof. The differences between Games and Gamey are:
— In Games, A « Zp*™, and Ta := L, whereas in Gamey, (A, Ta) <
TrapGen(1™,1™).
— In Gamegs, the challenger answers the adversary’s secret key using the KeyGen
algorithm, whereas he answers using the KeyGen algorithm in Gamey,.

The proof is the same as the one of Lemma 16, by symmetry of the games.
Lemma 19 (Gamey). We have |Adv, —1/2| = negl(n)

Proof. In Gamey, both the challenge ciphertext and the secret keys are indepen-
dent of 8. Moreover, by Lemma 1, we know that for all ¢ € [D], for all j € [{]
the two following distributions are statistically close

(A, Ai,j) g (A, ARZ'J — X:JG)
where A; j « Zy*™, Ry j «—x {—1,1}"*™, and e <5 x". Thus, the mpk does
not leak any information on X7%. Therefore, we get [Adv, — 1/2[ = negl(n).
4.4 Parameter Selection

— By Lemma 1, we need m > (n + 1) log ¢ + w(logn)
— By Lemma 3, and Lemma 4, we require m = O(nlogq)
— By Lemma 5, we need m > 2nlogq
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- By Lemma 6, we need o = O(| Ta | s) and o = O(|Te g5 - (1 + [R]],)
where |[Tallqs = O(vnlogq) and |R|, < 20y/m with overwhelming
probability in n, according to Lemma 3 and Lemma 5, respectively.

— For correctness of decryption, we require xmax < 4 (1+ D(1 4 20y/m) - s - 2m) -

where s = o - w(y/logn).
Consequently we take m = ©(nlogq), o = O(v/nlogq) and Xmax = O (

where s = 0 - w(y/logn).

q
D(nlog q)3/2.9)

4.5 Putting Everything Together for Multi-dimensional Range
Queries

When D denotes the number of dimensions and 7 the number of points in
each, combining the preceding scheme with the reduction in Section 3.3, we get
a scheme for Pcppance and Pyprange With ciphertexts and secret keys of sizes
O(DlogT) and running times O(D - logT - poly(n)) for encryption and key
generation, O((log T)P - poly(n)) for decryption.

5 Shorter Ciphertexts and Secret Keys for
Multi-dimensional Subset Queries

The predicate encryption scheme for P,yp-or-pq €xhibited in Section 4 together
with the reductions presented in Section 3 lead to efficient predicate encryption
schemes for multi-dimensional subset queries.

Indeed, when D denotes the dimension and T denotes the size of the sets,
we obtain a predicate encryption scheme for Pyp.gupsgr and Pcpsupsgr with
ciphertexts and secret keys of size O(D - T).

However, in this section we show how we can improve the size of the secret
keys and ciphertexts in order to obtain:

— ciphertexts of size O(D) for Pxp_susser
— secret keys of size O(D) for Pep_supser

5.1 Multi-dimensional Subset Queries, Ciphertext Policy

We can obtain a predicate encryption scheme for Pcp_sypser using the reduction to
P axp-or-rq defined in section 3.2, with secret keys of size O(D - T'). We reduce the
size of the secret keys size down to O(D) using the fact that in each dimension,
only one of the 7" matrices in the secret key is needed to decrypt.

On the one hand, for each dimension 4, the reduction maps a point z € [T]
into the vector e,. Therefore, for all j # z the KeyGen algorithm generates a short
matrix U, ; which is a preimage of some target for the matrix [A[|A;; +0- G].

On the other hand, a characteristic vector w € {0,1}7, is mapped into a
—1,1 vector. Thus, for all j, the (4, j)’th component of the ciphertext is an LWE
sample corresponding to the matrix [Ai’j + *G} k€ {-1,1}.
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Consequently, the matrices U; ; for j # 2 do not yield any useful information
to decrypt the ciphertext. Therefore, we can remove them, and still satisfies
correctness. Moreover, it is clear that removing parts of the secret key will not
affect the security. Removing these matrices, we obtain a scheme whose secret
keys have size O(D), and whose decryption algorithm runs in time O(D-poly(n))
(instead of O(TP - poly(n))).

Construction. Let n € N be the security parameter and 7', D positive integers.
Let ¢ = q(n,T,D) , m = m(n,T,D) and Xmax = Xmax(n, T, D) be positive
integers, and o = o(n, T, D) be a Gaussian parameter.

Setup(1™, X, )Y, M): on a security parameter m, an attribute space X :=
{0,1}P*T | a predicate space ) := ZqD, and a message space M = {0,1}*,
do:

Pick (A, Ta) < TrapGen(1™,1™,q).

— Pick A171, N aAD,T R ngm

— Pick Py Z*(Hm),

— Compute (G, Tqg) as defined in Lemma 4.

— Output: mpk := (P,A,Ay1,...,Ap1,G,Tg) and msk:=Tyx
Enc(mpk, X, b): On input the public parameters mpk, an predicate matrix X €
X, and a message b € {0,1}*, do:

— Pick s «— Z, € < X", and compute ¢g :=s"A +e'.

— for all ¢ € [D] and all j € [T], do:

e Pick Ri,j — {—1, 1}n><m-
e Compute Cij = ST(AiJ‘ + XiﬂjG) + eTRm-.

~ Set b’ := (b,0,...,0) € {0,1}¥*" pick an € <« x**", and compute

cpi=sP+e" +Db"-[q/2].

— Output: ct := (cg,€1,1,...,Cp,T,Cf)

KeyGen(mpk, msk,y): On input the public parameters mpk, the master secret
key msk, and an attribute vector y € V), do:

D
— Secret share P as {P;,i € [D]}, such that }_ P; =P.

=1
— For all ¢ € [D]:
Sample a short matrix U; € ngx(lﬁn) such that [A[|A;,, + G|U; =P;
using RightSample(A, Ta,A;,, + G,P;,0) with 0 = O(y/nlogq).
— Output the secret key sky = (Uy,...,Up).
Dec(mpk, sky,ct): On input the public parameters mpk, a secret key sk, =
(Uy,...,Up) for an attribute vector y, and a ciphertext ct = (co,¢1.1,-..,Cp,T,
cy), do:
— Compute d := ¢y — 223:1 [collciyy, U mod q.
— Output the first k& bits of { d -‘ For any z € [0, 1], we denote by |z] the

q/2
closest integer of z.
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Correctness and Security. Correctness and security proofs follow readily from
those of Paxp-or-rq in Section 4.

5.2 Multi-dimensional Subset Queries, Key-Policy

The following scheme is similar (however simpler) to the one presented in
Section 4 for P,xp-or-xqg-

Overview. We begin with the special case D = 1. Given an attribute vector z €
[T]7, the ciphertext is an LWE sample corresponding to the matrix [A[|A;+2G]
and the message is masked using an LWE sample corresponding to a public
matrix P. The secret key corresponding to Y € {0,1}7 is a collection of T short
matrices Uy, ..., Ur such that:

[AJA, +jG]U; =P ifY;=1
Uj=1 ifY;=0

For correctness, observe that if Y, = 1, then the decryptor can use U, to
recover the plaintext. However, since the decryptor does not know x, he will try
to decrypt the ciphertext using each of Uy, ..., Up. We will need to pad the
plaintext with redundant zeroes so that the decryptor can identify the correct
plaintext.

To establish security with respect to some selective challenge x*, we will need
to simulate the secret keys for all Y such that Y.« = 0. Observe that for all
i=1,...,T,

Yj =1= 75 x*
We can then simulate U, using an “all-but-one” simulation (while puncturing at

x*) exactly as in prior IBE schemes in [1]. In order to establish weak attribute-
hiding, we adopt a similar strategy to that for inner product encryption in [4].

Higher Dimensions. Given an attribute vector x € [T]?, the ciphertext is an
LWE sample corresponding to the matrix [A||A; +z:G||---|[Ap + zpG].

The secret key corresponding to Y € {0, 1}P*7 is a collection of D - T short
matrices Uj 1,...,Up r such that for j=1,...,T,i=1,...,D:

[AlA; +jG]U;; =P; ifY;;=1
Ui,j = J_ lf Yi,j = 0

where Pq,...,Pp is an additive secret-sharing of P.
For correctness, observe that if Y ,, = Y2 ,, =... = Yp,, =1, then the
decryptor can use Uy 4,, -+ ,Up 5, to recover the plaintext. As with the case

D = 1, the decryptor will need to enumerate over all x’ € [T]P.

To simulate secret keys for Y with respect to some selective challenge x*,
first we fix ¢* such that Yy .-, = 0. Without loss of generality, suppose i* = 1,
that is, Y1 .: = 0. We then proceed as follows:
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— Sample random short matrices Usg ;x,...,Up 4+, which in turn determines
the shares Py,... , Pp.
— Define P; := P — Ziz P, and use an all-but-one simulation strategy to

sample the remaining short matrices in the secret key.

Construction. Let n € N be the security parameter and T, D be positive
integers. Let ¢ = ¢(n) , m =m(n, T, D) and Xmax = Xmax(", ¢, T, D) be positive
integers, and o = o(n, q,T, D) be a Gaussian parameter.
Setup(1™, X, Y, M): on n, X := Z{]D, Y :={0,1}P*T and M := {0,1}*, do:
Pick (A, Ta) < TrapGen(1™,1™,q).
~ Pick Ay,..., Ap g Z2X™,
— Pick Py Z*(Hm),
— Compute (G, Tg) as defined in Lemma 4.
— Output: mpk := (P,A,Ay,...,Ap,G,Tg) and msk:=Tx
Enc(mpk,x, b): On input mpk, x € X and b € {0, 1}*:
— Pick s < Z, € < X", and compute ¢g :=s"A +e'.
— For all i € [D]:
e Pick R; « {—1,1}m*™,
e Compute c; := sT(Ai + xiG) +e"R,;.
~ Set b’ := (b,0,...,0) € {0,1}**", pick e «; x*™™, and compute c; =
sP+e" +b"-|q/2].
— Output: ct := (cg,c1,...,Cp,Cy)
KeyGen(mpk, msk, Y): On input mpk, msk, and Y € ), do:

D
— Secret share P as {P;,i € [D]}, such that }_ P; = P.
i=1

— For all ¢ € [D] and j € [T]:
e If Y; ; =1 then sample a short matrix U; ; € Zimx(lﬁr") such that

[AllA; + jG|U; ; = P;

using RightSample(A, Ta, A; + jG,P;,0) with 0 = O(v/nlogq).
e Otherwise set U; j :=1.
— Output the secret key sky = (Uy,1,...,Up 7).

Dec(mpk, sky, ct): On input the public parameters mpk, a secret key sky =
(U11,...,Upr) for apredicate matrix Y, and a ciphertext ct = (cg, c1,...,cp,
cy), do:

D
~ For all X' = (f,...,27) € [T]”, compute dw := c; — ¥ [collci] U o

1=

—

mod gq.
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first k bits of {dx' -‘ For any z € [0, 1], we denote by |z] the closest integer

a/2
of z.

— Otherwise, abort.

We defer the proofs of correctness and security to the full version [12].
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