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Abstract. The physical system of the power grids relies on the cyber system for
monitoring, control, and operation. As a result, the reliable operation of power gr-
ids is highly dependent on the associated cyber infrastructures. The integrated cy-
ber and physical system of power grids creates a large and complex infrastructure.
Due to the high penetration of Information and Communications Technology
(ICT), Supervisory Control And Data Acquisition (SCADA) systems are highly
interconnected with one another, resulting in higher vulnerability with respect to
cyber intrusions. Recent reports indicate that cyber-attacks are increasingly likely
for the critical infrastructures, e.g., control centers, nuclear power plants, and
substations. These attacks may cause significant damages on the power grid. Cy-
ber security research for the power grid is a high priority subject for the emerging
smart grid environment.

Substations in the power grid are critical as they are installed with power sys-
tem components such as transformers, busbars, circuit breakers, and Intelligent
Electronic Devices (IEDs). Measurements from substations are used as input to
Energy Management System (EMS) software applications, including state estima-
tion and optimal power flow. These cyber and physical devices can be physically
or electrically connected. For example, a protection and control unit of a transfor-
mer is connected to the user-interface via the substation local area network.
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Remote access to substation networks is a common way for maintenance of
substation facilities. However, there are many potential cyber security issues in-
cluding remote access connection. Simultaneous cyber intrusions to important
substations may trigger multiple, cascaded sequences of events, leading to a
blackout. As a result, it is crucial to enhance the cyber security of substations and
analyze cyber and physical security as one integrated structure in order to enhance
the resilience of power grids. The mitigation strategy is vital to cyber-physical se-
curity of substations in order to stop the attack, disconnect the intruder, and restore
the power system to a normal state. Mitigation methods can be taken on the cyber
(ICT) side and physical (power system) side. The key to cyber mitigation is to find
anomaly activities or malicious behaviors, and disconnect or stop the intrusion.

A cyber-physical testbed is critical for the study of cyber-physical security of
power systems. For reason of security by power companies, real measurements
(e.g., voltages, currents and binary status) and ICT data (e.g., communication pro-
tocols, system logs, and security logs) are not available. A testbed is a good alter-
native to acquire realistic cyber (i.e., ICT data) and physical (i.e., power system
measurements) system data for research and demonstration purposes. The cyber-
physical testbed provides a realistic environment to study the interactions between
a complex power system and the ICT system. It is important to study the cause-
effect relationships of cyber intrusions, vulnerability and resilience of power sys-
tems, as well as the performance and reliability of applications in a realistic
environment provided by a testbed.

1 Introduction to Cyber and Physical System in a Power
Grid

Power grids are complex cyber and physical systems [1]. The physical system of
power grids includes power plants, substations, and transmission and distribution
systems [2]. Electric power is produced by generators, while substations convert
Alternating Current (AC) voltage from a voltage level to another for delivery from
power plants to the load. Transmission systems deliver electric power to distribu-
tion substations through transmission networks. Distribution systems deliver elec-
tric energy to customers. The physical system of power grids relies on the cyber
system for monitoring, control, and operation. The cyber system of power grids is
formed by the Information and Communications Technology at the substations
and the SCADA system at the control center [3]. The SCADA system supports the
EMS that includes a number of power system software applications. Measure-
ments (e.g., current and voltage) from Current Transformers (CTs) and Voltage
Transformers (VTs) at the substations are delivered to control centers through ICT
networks, e.g., TCP/IP based wide area networks. Control commands, such as
opening of a Circuit Breaker (CB), can be sent from the SCADA system at a con-
trol center to the Remote Terminal Units (RTUs) or gateways in the substations.
The integrated cyber and physical systems of power grids create a large and com-
plex infrastructure.
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SCADA systems have evolved from independent systems to networked-
systems [4]. The first SCADA systems were isolated from other systems. As the
requirements for data points are increased, more ICT networks are implemented in
the substations and SCADA systems. Due to the high penetration of ICT systems,
modern SCADA systems are highly interconnected with one another and, as a
result, become more vulnerable than before with respect to cyber intrusions.
Unsecured web servers in the user-interfaces, default passwords of IEDs and
mis-configured firewalls are among the potential cyber vulnerabilities [5].

Substations in the power grid are critical since it has power system components
such as transformers, bus bars, circuit breakers and IEDs, and the measurements
from substations are used for input to EMS applications, e.g., state estimation and
optimal power flow. The traditional power grid is designed based on the N-1 secu-
rity criterion' [6]. However, a well coordinated cyber attack may compromise
multiple substations. Therefore, simultaneous cyber intrusions to important substa-
tions may trigger multiple, cascaded sequences of events, leading to a power grid
blackout. As a result, it is crucial to enhance the cyber security of substations and
analyze cyber and physical security as one integrated structure in order to enhance
resilience of power grids.

Cyber security concerns and potential threats to the power infrastructures have
been reported by governments and other organizations, e.g., General Accounting
Office (GAO), National Institute of Standards and Technology (NIST) or NISTIR
(NIST Internal Reports) and Department of Energy (DOE) [7, 8, 9]. North Ameri-
can Electric Reliability Corporation (NERC) Critical Infrastructure Protection
(CIP) published reliability standards 002-009 that covers the security of critical
cyber assets, physical and cyber security, electronic security perimeters as well as
personnel training and security management [10].

There are different cyber-physical systems in a smart grid, e.g., substation au-
tomation system, distribution automation system, advanced metering infrastruc-
ture, and electricity market. Moreover, many other critical infra structures, e.g.,
transport, health, water, gas, are critically dependent on ICT systems. Due to the
vulnerability of these critical systems, a successful cyber intrusion may cause se-
rious damages to the cyber system or physical components.

This chapter is concerned with cyber security of substations. A real-time cyber-
physical security testbed is proposed for simulation of potential cyber intrusions
and validation of cyber and physical mitigation methods. In the remaining of this
chapter, Section III provides the concepts and design of the cyber-physical system.
Section IV describes the IEC 61850 standard and multicast messages in a substa-
tion automation system. In Section V, vulnerabilities and hypothesized intrusion
and mitigation scenarios of substation automation systems are explained. Section

! The power system has to be designed to absorb a loss of one or more system elements
that occurs first, e.g., loss of a single generator or a transmission line. However, the
expression “-1” may refer the failure of multiple elements since there could be physically
or electrically linked elements as one, e.g., multiple feeders that are connected to one
transformer.
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VI provides architectures and components of the proposed cyber-physical security
testbed and mitigation strategies. Simulation results involving cyber attacks and
intrusion detection in the testbed environment are reported.

2 Cyber-Physical System Testbeds

By gradual deployment of advanced information and power technologies, the power
system is in transition to a smart grid. This important transition creates the need for
Research and Development (R&D) on the enabling technologies, such as integrated
communication, advanced metering infrastructure (AMI), demand response, distri-
bution automation and integration of large scale renewable devices. However, recent
reports indicate that cyber attacks are increasingly likely for the critical infrastruc-
tures (e.g., control centers, nuclear power plants, and substations). Therefore, cyber
security research for the power grid is an important priority for the emerging smart
grid [11]. The work of [52, 53] show the survey of cyber-physical security research
of power grid for researchers and system operators.

Advanced communication technologies and integration of a large number of
Phasor Measurement Units (PMUs) enable the reliable and dependable Wide-Area
Monitoring, Protection and Control (WAMPAC) system of the power grids. This
system has the potential to analyze the power system condition, predict problems
that may arise, and prevent worsening system conditions. The Automatic Genera-
tion Control (AGC) and Automatic Voltage Regulator (AVR) are representative
applications that use the WAMPAC system. For instance, AVR uses measure-
ments from substation RTUs periodically (e.g., 10 seconds or 2 minutes). It also
sends control commands from the control center to the substation RTUs in order
to increase or decrease the reactive power output of the generators, turn on/off
switches of the capacitor banks, and change the positions of On-Load Tap Chan-
gers (OLTCs). The information is managed by the application in EMS. However,
the performance of WAMPAC depends on the ICT networks. It also generates a
lot of measurements and control messages to the ICT network (Specially, PMUs
accumulate large amounts of data into the wide-area communication network
between substations and control centers). All measurements and controls are trans-
ferred, stored and managed by the same ICT system in order to reduce the opera-
tion and implementation costs. As a result, there are potential threats and cyber
security concerns for the EMS applications that are supported by ICT systems.
These problems can be analyzed by the cyber-physical security testbed.

The cyber attack and defense studies cannot be conducted on the real systems
due to the potential risk of service disruption. Furthermore, communication data
in a substation and a control center may not be available for the cyber security re-
search. As a result a realistic testbed is the best alternative for study of cyber secu-
rity for power systems. The conventional power system simulation software or
hardware tools do not incorporate the ICT systems (e.g., communication protocols
and SCADA). Similarly, communication simulation tools do not support power
system simulations (e.g., power system stability analysis and optimal power flow).
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In order to analyze the cause- effect scenarios of the cyber and physical system
(e.g., what is the consequence and impact to a power grid upon a successful cyber
attack to a substation), integration of the cyber and physical system is needed.
Therefore, a cyber-physical testbed is required for study of cyber-physical security
of power systems. This testbed can be used for complex power system analysis
with ICT systems and also provide a methodology to study the interaction between
a power system and the ICT system that cannot be performed by a traditional
power system testbed [11].

Several testbeds for cyber-physical security of power systems have been devel-
oped by a number of institutions. Idaho National Laboratory (INL) developed a
National SCADA Testbed (NSTB) that can be used to identify and mitigate exist-
ing vulnerabilities [12, 13, 14]. The Virtual Control System Environment (VCSE)
is developed by Sandia National Laboratory (SNL) that can be used to model and
simulate cyber-physical system security [15], [16]. Iowa State University estab-
lished the PowerCyber testbed using Real Time Digital Simulators (RTDS), and
ISEAGE WAN emulation [1]. The Virtual Power System Testbed (VPST) was
developed by the University of Illinois with the PowerWorld power system sim-
ulator and a Real-Time Immersive Network Simulation Environment (RINSE)
[17]. The work of [18] proposes anomaly-based intrusion detection on the
SCADA Control Systems (TASSCS) at the University of Arizona. The CRUTIAL
testbeds are proposed to analyze the ICT resilience of power control systems in
Europe [19], [20]. The testbed at the University College Dublin (UCD) has the ca-
pability to simulate cyber attacks and its impact on the power grids. This testbed is
based on the commercial EMS and DIgSILENT power system simulator [21].
Royal Melbourne Institute of Technology (RMIT) developed the SCADASim
testbed for testing of different attack and security solutions on actual devices and
applications using a simulated environment [22].

In Sections 3.1, the common architecture and research applications of cyber-
physical power system testbeds will be presented. Then the common design of a
Cyber-Physical Substation Testbed (CPST) will be introduced in Section 3.2.

2.1 Common Framework and Applications of the Cyber-Physical
Testbeds

As described in the last Section, there are various types of cyber-physical testbeds.
Although the components and configurations of the testbeds are different, they do
share some similarity. The figures 1 ~ 4 will explain the common modeling and
simulation platforms of the cyber-physical testbeds and their applications.

The integrated system is composed of cyber (ICT systems) and physical (power
system elements) systems as shown in Fig. 1. The cyber-physical system can be
divided into three parts, i.e., control center with EMS and SCADA system, substa-
tions with critical devices (e.g., transformers, buses, generators, feeders, capaci-
tors) and ICT systems that link them.
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Fig. 1 General structure of the integrated system

The power flow snapshots can be obtained in two ways, i.e., acquired raw data
and results from the state estimation software. Generally, the power flow snapshot
from the raw data provides enough information to dispatchers to enable basic op-
erations, e.g., monitoring and emergency warning. However, if dispatchers need to
determine the controls for reconfiguring the power system, they need to use a
credible power flow snapshot from the state estimation. The optimal or contingen-
cy dispatch strategies are generated by EMS in order to optimize the operation of
the power system or prevent outages that are caused by power system faults and
disturbances. These actions are performed by predefined algorithms or expe-
rienced dispatchers. Control commands are sent to the gateways or RTUs in the
substations to operate the appropriate devices.

To enhance the robustness of a power system, double layered control systems
are proposed as shown in Fig. 2. Remote controls are used to enhance the efficien-
cy and stability of the power system whereas local controls are designed to main-
tain the integrity of the devices and reliability of the power system. Some local
controls, e.g., excitation and governor controls for the generators, are responsible
for enhancing the steady and dynamic stability of the power system.

Fig. 3 is an illustration of a typical structure of the cyber-physical testbed. Each
module represents a simulation software package, hardware device or routine pro-
gram. The functional modules include four features, i.e., the physical system, ICT,
cyber system and system management module.
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Each module’s functions and interfaces are described in the following:

Physical System Module: This module is to simulate the complex power system
behaviors accurately and efficiently. The cyber-physical testbed needs to have the
capability to simulate various power system operating conditions, e.g., steady
state, quasi-steady state (i.e., time series analysis based successive power flow),
dynamic and transient simulations with small or large-scale power system models
as shown in Fig. 3. Thus, it provides various measurements such as active and
reactive powers, currents and voltages as well as binary status of switches and
lines before/after control actions to other modules. The transient simulation pro-
duces detailed dynamics of power systems within microseconds. However, it is
not feasible to represent the entire power system due to the modeling complexity
and heavy computational burden. It is important to determine the tradeoffs
between different levels of modeling and simulation methods.

In general, the hardware-in-loop refers to hybrid simulations that combine
hardware devices and digital simulators. Hardware devices (e.g., IEDs, PMU and
converters) need input data from the digital simulators to process its own algo-
rithms. Digital simulators have to finish all calculations within a data sampling
period. For instance, if PMU required 30 data samples every second, the digital
simulator has to calculate the input data within 0.033 [mesc] and send it to the
PMU. Otherwise, this cyber-physical testbed will lose the accuracy of the simula-
tion result. Time synchronization between hardware devices and digital simulators
can be done by implementation of time tags, e.g., creating time tags for measure-
ments and controls.

ICT Module: There are three sub-modules in the ICT module, i.e., network emu-
lator, communication protocols, and security emulator that can be used to simulate
local and wide area controls in power systems. In order to connect the cyber and
physical system modules, the network emulator is used to evaluate the perfor-
mance, stability, or functionality of communication networks. The network emula-
tor can be computer software that performs a communication network simulation,
a hardware based device or hybrid simulator that includes both of them. There are
some benefits for using network emulators compared to hardware based devices.
For instance, network emulators are smaller, cheaper and more flexible than the
hardware options; they can provide more detailed information (e.g., packet delays,
losses, network errors and latency). There are many industrial communication pro-
tocols, such as Modbus, Distributed Network Protocol (DNP), International Elec-
trotechnical Commission (IEC) 60870-5 and IEC 61850 based protocols, in the
power grids. They may not be suited for evaluation of cyber related intrusions
since they do not adopt up to date security measures. False data injection attacks
may lead to wrong control or protection actions. Large scale denial of service at-
tacks may cause disruptions to the communication networks. Potential cyber
threats, attack models and its mitigations have to be studied using a proper cyber-
physical testbed. Security emulators can be used to detect network anomalies and



Cyber-Physical Security Testbed for Substations in a Power Grid 269

malicious behaviors with predefined rules or algorithms. The Intrusion Detection
System (IDS) and firewall are representative security devices in the ICT systems.
The Intrusion Prevention System (IPS) can disconnect or stop the intruders whe-
reas a passive IDS will trigger an alarm to the operators. The ICT module has two
interfaces, substation and corporate networks. The time synchronized measure-
ments are sent from the physical system module to the cyber system module
whereas time synchronized controls come from the cyber system module to the
physical system module through the ICT module, as depicted in Fig. 3.

Cyber System Module: This module includes software, applications and systems
that are developed for a study of the management, operation, and control of power
systems in the cyber-physical testbed, e.g., EMS, Distribution Management Sys-
tem (DMS), AMI and energy markets. A solution to enable the cyber system
module is to deploy commercial products from industry vendors. In fact, most of
existing cyber-physical power system testbeds follow this approach since the
commercial products provide both simplified ICT networks integration and a gen-
eral level of system-in-the-loop tests. On the other hand, the cost of this solution is
a barrier. In addition, it is hard to implement customized or developed algorithms
into the commercial products since vendors may not allow users to access or mod-
ify their source code. Open source code based emulators can be customized and
incorporated into existing platforms. They are suitable for cyber-physical security
research where it is desirable to evaluate security algorithms or applications
against cyber intrusions or threats. Examples include the impact of cyber attacks
on the secured state estimation, security enhanced automatic generation controls
and automatic voltage regulations, and analysis of resilience of power systems
against cyber attacks. The measurements and controls have to be synchronized by
the time synchronization manager as shown in Fig. 3.

System Management Module: This module is in charge of the overall operation
of cyber-physical power system testbeds. The responsibilities include maintaining
time synchronization between modules, managing all events and attacks that are
generated from external sources, and analyzing/visualizing the test steps and re-
sults on the Graphic User Interfaces (GUIs). An important part in building the cy-
ber-physical testbed is to balance between the physical power grid module and
communication network and cyber system module. The physical power grid mod-
ule produces continuous dynamic data (i.e., measurements), whereas the commu-
nication network and cyber system module generates discrete dynamic data (i.e.,
controls). The information gateway can create, add, delete and query all ex-
changed data in the system by the key-value mapping scheme. As all data and in-
formation that are generated from four modules (e.g., the physical system module,
ICT module, cyber system module, and system management module) are
exchanged at the information gateway, time synchronization becomes the
only feature that determines the consistency of these interactions. Therefore, sig-
nificant effort has been made by researchers to design and model the proper time
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synchronization mechanism and function modules in order to build a cyber-
physical testbed. There are three types of synchronization mechanisms that can
serve to provide the backbone time line for data exchange such as Global Position-
ing System (GPS) signal for real-time simulation, virtual-time stamp for off-line
simulation or hybrid simulation that includes both of them. If the power system
simulation tool (physical system module) calculates the power flow and sends
measurements to the state estimation (cyber system module), this system can be
synchronized by a combination of real-time and virtual-time mechanisms after
ignoring the power flow calculation time at the power system simulation tool. Re-
cently, the Functional Mock-up Interface (FMI) protocol standard has been pro-
posed by the FMI research group. This independent standard is a tool to support
both model exchange and co-simulation of dynamic models using a combination
of xml-files and compiled C code. Moreover, it can reduce the system configura-
tion times and efforts by offering the synchronized Function Mock-up Unit (FMU)
that contains descriptions of interface data and functionalities [23].

The cyber-physical testbeds generate a large amount of data so it is important to
manage and analyze all information and results by the post-process manager, as
shown in Fig. 3. GUI can manage the global inputs and outputs of the testbed,
configuration of physical, and ICT and cyber system modules. It can also be used
for the external events due to cyber attacks, abnormal weather conditions, inten-
sive fluctuation of loads and physical device failures. If there is an uncertain
event, the statistical application will calculate the probability distributions to be
used for stochastic analysis. Data mining techniques are used to perform the multi-
round tests with different parameters and scenarios.

A cyber-physical testbed consists of various types of components such as soft-
ware, hardware, ICT networks, emulators, and communication protocols. As
shown in Fig. 4, the research of [1] identifies various applications of cyber-
physical security testbed for power grids. The cyber-physical testbed is beneficial
as a realistic platform for modeling and simulation of the power system and ICT
applications, as well as the attack and defense strategies.

1.Vulnerability Research 2.Impact Analysis 3. Mitigation Research 4. Cyber-Physical Metrics

Inspect weaknesses in industry Explore the physical system Evaluation mitigation strategies| | Development of metrics which

standards software plaforms, impacts from various cyber against various attacks, combine key cyber-physical

network protocols, and attacks to quantify physical system topologies, and properites.

configurations. system impact. configurations.
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Fig. 4 Testbed applications [1]
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2.2 Design of the Off-line Cyber-Physical Testbed

This section provides details of cyber-security testbed with examples of the actual
implementation, e.g., off-line testbed. The off-line testbed has been used for the cy-
ber security of AVR applications between substations and control centers. In the
off-time testbed, all components are synchronized with a virtual-time stamp. The
proposed off-line testbed requires more time and effort compared to the real-time
testbed since this testbed does not use commercial products. It uses only freely
available software. The ability of this testbed is limited since it can only perform the
off-line based simulations and tests. However, it can produce reliable results and the
implementation cost is low. The figures 5 ~ 9 will explain the framework and archi-
tecture of the off-time testbed for cyber security of the substations.

As shown in the Fig. 5, the testbed consists of open-source software packages
and interfaces for physical, ICT, and cyber modules. Since this testbed adopted
off-line testbed with the virtual time stamp, it can simulate large-scale power grids
and ICT systems for the cyber-physical security research.

Physical System Module (Mllkgrw;‘::lg:es) Cyb':;i)l/litem
OpenDSS
Toas) P ) @ (MATPOWER)
N- ‘OpenDSS Engine Sampling Data W ‘( State
'LMeasurements Communication "| Estimation
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5 9 C Cyber Intrusions 1~10
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‘ Parameters }Q+ Load Data %‘-\ M False Data Injection)
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‘ Topologies }<-+ Devices }4' o e Controls "4 Communication [ 7~
30s )
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(] O | e S| () Cirenasen
bata Virtual Timeline

Fig. 5 Application flow of the off-line testbed

Physical System Module: Wide area control applications in SCADA systems can
significantly affect the dynamics of a power system. Therefore, this testbed uses
the OpenDSS® simulation tool to model the physical power systems. The
OpenDSS (The Open Distribution System Simulator) is a toolbox for power sys-
tem simulation, especially for the simulation of distribution networks with

% The OpenDSS is a comprehensive electrical power system simulation tool primarily for
electric utility power distribution systems. It supports nearly all frequency domain (sinu-
soidal steady-state) analyses commonly performed on electric utility power distribution
systems [24].



272 J. Hong et al.

DER integrations. The functions of the OpenDSS include power flow, successive
power flow with controls and load variations, common multi-phase circuit anal-
ysis, distributed generator analysis, harmonic analysis, and solar energy analysis.
In this testbed, the OpenDSS is used as a simulation engine to generate quasi-
steady dynamics of the power system. As shown in Fig. 6, the time series of sys-
tem states are obtained by successive power flow calculations with inputs of the
controls and load variations, where T is the current time, T, is the end of simula-
tion time, and At is the time difference between the previous and the current power
flow.

( )( Load )
Conng Variations

k. A 4

T=T+At

Power Flow

Fig. 6 Successive power flows

For the integration between the power system simulation engine and external
modules, the Component Object Model (COM) interface is used, which is a built-
in feature of OpenDSS and can be executed by MATLAB and Python languages.
Through the COM interface, MATLAB can access the power flow results and ad-
just the parameters of the OpenDSS data (e.g., load data and status of devices).
Fig.7 shows an example of the MATALB source code that controls the time-based
simulation in OpenDSS. Therefore, MATLAB is acting as the wide area ICT
module that connects the cyber system and physical system modules.

while (present_step <= num_pts)
DSSCircuit.Solution.Solve;

t = sample_dss_values (present_step);

t = do_custom_control_loop () ;

if (£t == 0)
disp ('Error running th ontrol loop')
k=0

returr

present_step :Vpresent_stép + A5
end
result = dss_Command('CloseDI');

Fig. 7 Pseudo codes for the time-based simulation in Matlab
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ICT and Cyber System Module: MATLAB is used for the ICT module. For the
cyber system module, Matpower has been used to simulate the EMS applications,
including optimal power flow and state estimation. There are six steps for the ICT
and cyber system module, e.g., sampling measurements, data communications,
state estimation, optimal power flow, controls and cyber intrusions, as shown in
Fig. 5. First, every 30 seconds, the function of measurement sampling has the re-
sponsibility to obtain all required measurements from the OpenDSS engine, such
as the three phase voltages of all buses, power injections on each side of branches
and transformers, and outputs of the generators. Measurements are tagged with
time stamps, and they will be stored at the measurement data pool (i.e., database).
Then, the data communication function will transfer time synchronized measure-
ments to the state estimation function in the cyber system module. During this
process, the network latency will be tagged to each time stamp according to the
predefined configurations of communication channels. Also, the state estimation
function imports the latest measurements from the data pool to produce the power
flow snapshot. For every predefined time interval, if there is any limitation viola-
tion, the optimal power flow function will be executed using the data from state
estimation. The optimal power flow results provide the necessary control com-
mands, which are tagged with time stamps to controllable devices. Finally, the da-
ta communication function will transfer all controls from the optimal power flow
function to the control function. Again, all control commands will be handled by
the data communication function, which will create time tags and network latency
information and store them in the command data pool. The control function will
check the commands from the optimal power flow function periodically. Once it
receives a new command, the control function changes the status of the corres-
ponding devices, which are modeled in the OpenDSS engine via the COM inter-
faces.

Cyber Intrusion Module: In order to study cyber-security of the power system
with wide area control applications, the cyber intrusion module is modeled and
implemented in the testbed. Although there are numerous possibilities of attacks
on the cyber system, the impact of these cyber attacks is related to three important
features such as function integrity, service availability, and information confiden-
tiality. The consequences caused by the availability and integrity attacks on the
ICT module are explored with proper models and simulations. Note that if the
testbed has a simulation function of the power system market, it can also simulate
information confidentiality attacks on electricity market prices.

> MATPOWER is a package of MATLAB M-files for solving power flow and optimal
power flow problems. It is intended as a simulation tool for researchers and educators.
MATPOWER is designed to give the best performance possible while keeping the code
simple to understand and modify [25].
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As shown in Fig. 8, wide area networks of a power system can be jammed by a
large amount of data requests or injections as an attempt to reduce the availability
of the cyber system. Moreover, if the ICT network links and communication pro-
tocols are compromised , the integrity of the wide area control systems can be
damaged by injecting false data. Moreover, attackers may generate fabricated con-
trol messages to critical devices such as generators, transformers and breakers to
create large scale outages. To model the cyber attacks, three dimensions are given,
e.g., time, space, and style as illustrated in Fig. 9.

The execution time intervals for each function are shown in Fig. 5. They
represent the operation period of each module. For example, the OpenDSS engine
performs power flow calculations to generate measurements of the power system
every 10 ~ 30 seconds. Since the proposed testbed is working in the off-line mode,
the virtual timeline can be manipulated by adding, removing or adjust events. The
operation periods of each module are important parameters for the study of wide
area control cyber-security since it can influence the performance of EMS applica-
tions. Therefore, the off-line testbed is suitable for the parameter sensitivity analy-
sis of the cyber-physical system security of power systems.

Space

Single Target
Multiple Targets

[ Systematic]

Style

Fig. 9 Implementation strategies of cyber attacks
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3 Substation Automation System

The concept and design of substation automation system was proposed by the IEC
Technical Committee (TC) 57, Working Group (WG) 10. IEC TC 57 published
IEC 61850 which is a standard for the design of substation automation system.
The main purposes of IEC 61850 standard can be divided into four parts, (1) Low-
er configuration and installation cost, (2) Multi-vendor interoperability, (3) Long
term stability, and (4) Minimal impact to the existing system.
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Fig. 10 Communication topology of the substation automation system (cyber system)
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The installation and engineering cost of IEC 61850 based devices are drastical-
ly reduced since all hardwired connections from CTs and VTs to relays are
changed to Ethernet based communications using Sampled Measured Value
(SMV) messages which contain sampled data of currents and voltages. The Gener-
ic Object Oriented Substation Event (GOOSE) enables IEC 61850 based devices
to quickly exchange critical data (e.g., a trip signal to a circuit breaker), i.e., less
than 4 [msec], over the Ethernet based communication. This also significantly re-
duces the cost of wire installation. The Substation Configuration Language (SCL)
contains device configuration information. Therefore, IEC 61850 based devices do
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not need any manual configurations; they import the configured SCL file through
the ICT network. Standardized communication protocols and logical nodes en-
hance multi-vendor interoperability. Therefore, substation operators can use IEDs
and user-interfaces from different vendors in a substation. The concept of IEC
61850 is extended to Distributed Energy Resources (DERs) and distribution
automation. Hence, IEC 61850 enables devices from different manufacturers to
exchange information in the substation level as well as system level [26]. The ICT
technologies have been fast evolving over the last decade and the trend is continu-
ing. However, the evolving cycle of power substation functions and software
applications are slow compared to that of ICTs. The long term stability allows up-
grading of ICT at a substation without re-engineering of the entire substation sys-
tem. Since multi-vendor interoperability significantly reduced the gaps of device
configuration between different vendors, substation engineers can add or remove
existing devices at a lower cost. For instance, substation engineers can set up
new devices and applications in a substation by sending SCL files via the
ICT network [27].

Fig. 10 shows the three levels of the substation automation system, i.e., the
station, bay, and process levels. The station level is where the user-interface,
Human Machine Interface (HMI), substation server and gateway are located.
The server and gateway exchange data coming from/to substation, e.g., remote
access points (interface 1), control centers (interface 2) using DNP 3.0 or IEC
60870-5 [28]. The protective devices exchange critical data, e.g., interlocking
(interface 3), between bays using GOOSE messages. Control and protection data
are exchanged between the station and bay level using Manufacturing Message
Specification (MMS) message (interface 4). Measurements such as currents and
voltages are sent to the station level from the process level to bay level whereas
control data are sent from the bay level to process level (interface 5) using SMV
and GOOSE, respectively. Interface 6 shows the remote control and protection
features between substations [29].

A substation includes various types of critical physical equipment, e.g., trans-
formers, circuit breakers (52), bus bars, disconnect switches, and feeders, as
shown in Fig. 11. The substation in Fig. 11 has two main transformers, and sin-
gle busbars. When a fault occurs at a transformer or a busbar, the faulted area
can be isolated by switching actions. The substation equipment will be protected
by different types of protective relays. For instance, the transformer and busbar
are protected by differential relays while the feeder is protected by overcurrent
relays.
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Fig. 11 The one line diagram of a substation (physical system) [30]

3.1 IEC 61850 Standard

The IEC 61850 is divided into 10 sections and 7 sub-sections as shown in Table I.
Part 1 is an overview of the IEC 61850 standard series, basic interface and refer-
ence model of a substation automation system. Part 2 provides an explanation of
the abbreviations and terms that are used in IEC 61850 series. Part 3 describes the
general requirements of the ICT networks and guidelines for environmental condi-
tions and recommendations. Part 4 is concerned with the system and project man-
agement with respect to the engineering process, life cycle of the overall system
and supporting tools for engineering and testing. The scope of part 5 covers the
communication requirements of the functions that are performed in the substation
automation system. It also explains the Logical Nodes (LNs) for each function,
e.g., PTOC is an AC time overcurrent relay that is able to trip the circuit breaker
when the input current exceeds the predetermined threshold. The IED related con-
figuration languages are shown in part 6, e.g., SCL, IED Capability Description
(ICD), System Exchange Description (SED), Instantiated IED Description (IID),
System Specification Description (SSD) and Configured IED Description (CID)
that are based on the Extensible Markup Language (XML). Part 7 deals with the
basic communication structure for substation and feeder equipment. Part 7-1 ex-
plains the principles of the modeling method, communication and information
models that are used in IEC 61850-7-x. The definition and structure of Abstract
Communication Service Interface (ACSI) communication in substations are intro-
duced in part 7-2. Part 7-3 provides details of the layered substation communica-
tion architecture. The ICT models of functions and devices that are related to
substation automation are described in part 7-4. Specially, this part of the standard



278 J. Hong et al.

includes details of logical node names and data names for communication between
substation devices, e.g., IEDs and user-interfaces. Part 8-1 describes a method for
data exchange between ACSI and MMS communication. Finally, part 9-1 and part
9-2 explain the structure and mapping of the SMV. Part 10 covers the subject of
conformance testing for IEC 61850 systems.

Table 1 Sections of IEC 61850 standards

Section Title
IEC 61850-1 Introduction and overview
IEC 61850-2 Glossary
IEC 61850-3 General requirements
IEC 61850-4 System and project management
IEC 61850-5 Communication requirements for functions and device models

Configuration language for communication in electrical substations related to

IEC 61850-6 IEDs

IEC 61850-7 Basic communication structure for substation and feeder equipment

|- IEC 61850-7-1 |- Principles and models

|- IEC 61850-7-2 |- Abstract communication service interface (ACSI)

FIEC 61850-7-3 | } Common Data Classes

L IEC 61850-7-4 L Compatible logical node classes and data classes

IEC 61850-8 Specific communication service mapping (SCSM)

LIEC 61850-8-1 | L Mappings to MMS (ISO/IEC9506-1 and ISO/IEC 9506-2)

IEC 61850-9 Specific communication service mapping (SCSM)

|- IEC 61850-9-1 |- Sampled values over serial unidirectional multidrop point to point link

LIEC 61850-9-2 L Sampled values over ISO/IEC 8802-3

IEC 61850-10 Conformance testing

3.2 Multicast Messages in a Substation Automation System

The communication protocols in IEC 61850 can be classified into seven types.
Due to the requirement of type 1, 1A and 4 messages, e.g., GOOSE and SV, they
use three communication stacks, i.e., physical, data link and application layer as
shown in Fig. 12. GOOSE supports critical data exchange such as interlocking be-
tween IEDs, trip messages from IED to circuit breakers or the status of circuit
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breakers to IED. The basic concept of information exchange is that a publisher
writes values in a GOOSE packet and subscriber receives and reads the values
from the GOOSE packet. GOOSE uses Media Access Control (MAC) address for
the multicast' scheme. Due to the real-time requirement, GOOSE applies a re-
transmission’ scheme in order to achieve the appropriate level of communication
speed and reliability. As shown in Fig. 10, the merging unit receives voltage and
current values from CT and VT through the hard wire. Then the merging unit
sends measured current and voltage values to protection IEDs using SMV
messages. A merging unit can send SMV messages to multiple IEDs since SMV
supports the multicast scheme. There are three types of resolution (bits) amplitude
for SMV messages such as bits (P1 class), 16 bits (P2 class) and 32 bits
(P3 class) [31].
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Values Substation Time ACSI Status
(Multicast) Event Sync Services Event
................. -
sV GOOSE TimeSync MMS Protocol Suite GSSE
(SNTP)
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H
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ISO/IEC 8802-3 Ethertype |
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Fig. 12 Communication protocols in IEC 61850 [32]

- Type 1: Fast messages

- Type 1A: Trip

- Type 2: Medium speed messages

- Type 3: Low speed messages

- Type 4: Raw data messages

- Type 5: File transfer functions

- Type 6: Time synchronization messages

* Multicast is the delivery of data or information in a single host to multiple receivers si-
multaneously.
3 The receiver does not send any response to the sender.
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4 Vulnerability, Intrusion and Mitigation Scenarios of the
Substations

The cyber security of substations has been recognized as a critical issue since it
consists of various types of critical physical and cyber devices as explained in
Section 3. They can be physically or electrically connected, e.g., a protection and
control unit of a transformer is connected to user-interface via the substation local
area network. The remote access to substation networks, e.g., IED or user-
interface, is a common way for maintenance of the substation facilities. However,
there are many potential cyber security issues, such as: (1) Well-trained intruder(s)
compromise the remote access points for cyber attacks, (2) Standardized commu-
nication protocols allow intruders to analyze the substation communications, (3)
Unencryptable multicast messages (e.g., GOOSE and SMV) due to the require-
ments, (4) Mis-configured firewalls, and (5) IEDs and user-interfaces with default
passwords. .

4.1 Substation Vulnerabilities

4.1.1 Unsecured Industrial Protocols

Communication protocol is an important element for the operation of a power
grid. The protocol must not be modified, fabricated or monitored except by system
operators. Despite their importance, cyber security features are not included in
most industrial protocols since cyber security was not a major concern when in-
dustrial communication protocols were published, e.g., DNP 3.0, IEC 61850, IEC
60870-5 and Inter-Control Centre Communication Protocol (ICCP). Therefore,
IEC TC 57 WG 15 established the IEC 62351 standard. The primary objective is
to develop standards for security of the communication protocols defined by IEC
TC 57. The GOOSE and SMV messages contain critical information and use the
multicast scheme as explained in Section 3. The multicast scheme has potential
cyber vulnerabilities, e.g., group access control and group center trust. Most en-
cryption schemes or other cyber security features that delay the transmission time
are not applicable for these protocols since the performance requirement of
GOOSE and SMV messages is within 4 [msec]. Therefore, IEC 62351 standard
recommends an authentication scheme with a digital signature using Hash-based
Message Authentication Code (HMAC) for GOOSE and SMV. However, the per-
formance test to apply the authentication scheme to GOOSE and SMYV is yet to be
performed. The existing intrusion and anomaly detection systems do not normally
support IEC 61850 based protocols since they are more focused on general cyber
intrusions such as Distributed Denial of Service attack (DDoS). In order to miti-
gate the communication based cyber attacks to substation automation networks,
the work of [33] proposed an Intrusion Detection System (IDS) for IEC 61850
based substation automation system. An intrusion detection system for serial
communication based MODBUS and DNP3 in the substations is proposed in [34].
Reference [35] proposes a temporal anomaly detection method and [36] reports an



Cyber-Physical Security Testbed for Substations in a Power Grid 281

integrated anomaly detection method for detecting malicious activities of IEC
61850 based multicast protocols (e.g., GOOSE and SMV) in the substation ICT
network.

4.1.2 Remote Access Points

Power system components are located in wide-spread and remote sites. Remote
access to substation networks using Virtual Private Network (VPN), dial-up or wire-
less is a common way to monitor and maintain the substation. The main problem of
the remote access point is that remote access points may not be installed with ade-
quate security features, e.g., poorly configured firewall, weak ID and password poli-
cy, bad key management for cryptography, and use of un-secured external memory
(e.g., USB flash drive). Therefore, substation security managers have to consider the
following actions in order to enhance the cyber security: (a) Check firewall policies
and logs periodically to identify security breaches, (b) Change ID and password fre-
quently and enhance the password policy (e.g., including numerical digits and spe-
cial characters), (c) Enhance security of the key server against attacker(s), and (d)
Provide security practice education for operators.

4.1.3 Default Password and Built-in Web Server

A typical substation may have a number of IEDs and it is difficult to manage the
different passwords for each IED. Therefore, substation operators may use the de-
fault or same password for all IEDs. In addition, some IEDs and user interfaces
have a built-in web server and hence it may be vulnerable to cyber intrusions, e.g.,
remote configuration change and control with default passwords. Substation secu-
rity managers have to check the security and system logs of IEDs and user-
interface to detect unauthorized access.

4.2 Hypothesized Intrusion Scenarios to Substations

Security threats to the substation automation system can be divided into two parts
based on the physical and cyber assets. The physical assets are the hardware com-
ponents, e.g., GPS (A4), IED (AS5) and circuit breaker (A8), whereas cyber assets
include physical and cyber resources, e.g., firewall (A2), communication network
(A3) and software applications in the user-interface (A6), as illustrated in Fig. 13.
Mitigation actions against security threats have to consider both physical and cy-
ber intrusions. More details about the mitigation will be discussed in Section 5.
Security threats to substations can be inadvertent events as well as deliberate at-
tacks. Inadvertent events include animal intrusions, equipment failures and
natural disasters [37]. Animal intrusion is a major concern for substation operators
[38]. A significant amount of research has been undertaken over the last
decade concerning monitoring of the health condition for substation components.
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Fig. 13 Overview of substation ICT network diagram and security threats

Natural disasters such as flood, volcanic eruption, earthquake and tsunami, are
rare but, in a severe scenario, can lead to cascading events and catastrophic out-
ages. The work of [39] proposes weather-related power outages and enhancement
of the system resiliency. Deliberate threats can be caused by disgruntled em-
ployees, cyber attackers, and malwares. Disgruntled employees can be threats for
the substation security as they are familiar with the substation systems. The threats
of cyber attacks are higher than before since substations need remote access con-
nections for maintenance. Stuxnet is a relevant example of cyber threats (mal-
wares) that are aimed at control systems of critical power infrastructure [40].

4.2.1 Single Substation Attack

As shown in Fig. 13, potential cyber security threats and locations of intruders in a
substation automation network include:

Al: Compromise remote access points (e.g., dial-up, VPN and wireless)
A2/A9/A12/A14: Compromise firewall

A3: Gain access to substation network

A4: Interrupt GPS time synchronization

AS5: Gain access to bay level devices or change protective device settings
A6: Gain access to user-interface

A7: Compromise process level devices (e.g., merging unit)
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AS8: Change the status of circuit breaker (e.g., close to open or vices versa)
A10: Gain access to wide area network (e.g., DNP 3.0)

Al1: Gain access to neighbor substation network

A13: Gain access to corporate network

A15: Gain access to control center network

A16: Compromise the server in a control center

A17: Compromise the user-interface in a control center

I1: Intruder from outside of substation network via remote access points

12: Intruder from inside of substation network

13: Intruder from outside of substation network via corporate network

I4: Intruder from outside of substation network via control center network

I5: Intruder from outside of substation network via neighbor substation network

As depicted in Fig. 13, possible intrusions to the substation local area network
can originate from outside or inside a substation network.

The following combinations represent the possible intrusion paths from outside
to a local area network at a substation. Intrusions can originate from remote access
points (A1) or neighbor substation network (A11) or corporate network (A13) or
control center network (A15) all the way to the substation local area network (A3),

e.g.,

from A1-A2-A3;

from A11-A10-A9-A3;
from A13-A12-A10-A9-A3;
from A15-A14-A10-A9-A3

Cyber attacks from inside the substation can originate from the substation net-
work (A3) or user-interface (A6) then gain access to other facilities in the substa-
tion. An inside attack can be performed by social engineering [41]. One of the
realistic examples of this attack is that intruder(s) send an email to substation op-
erators that appears to come from a credible source. However, this email contains
a fabricated website link or malware software so once operators open this email,
their desktops or laptops will be infected. After that, this malware will infect the
external flash drive that plugged into compromised devices. Finally, operator(s)
may use the infected flash drive at the substation network to copy documentation.
Then this malware will find a path to external communication, and send all infor-
mation to intruder(s) or change the setting of the protection devices (e.g., IEDs).

It is crucial to protect the substation automation ICT network against cyber at-
tacks as a successful cyber intrusion can cause significant damages on the power
grid. Once an intruder can access the substation communication network, (s)he
can access other facilities in the substation. For instance, the result of cyber attack,
A4, may disrupt time synchronization of all communication protocols in the subs-
tation ICT network, and operators may lose the availability of substation commu-
nications. Upon successfully cracking an user name and a password and gaining
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an access to the user-interface (A6), the intruder may control or modify the
settings of the IEDs (A5). Then they can operate circuit breakers through the con-
nection of IEDs. Another possibility is to gain access to the ICT network of a
neighbor substation, e.g., from A9-A10-All, then multiple cyber attacks
can be carried out. More details about simultaneous cyber attacks to the multiple
substations will be discussed in Section 5.2.2.

4.2.2 Simultaneous Attacks to Multiple Substations

Each substation has a different level of importance in a power grid. Since general-
ly, a high voltage substation carries more power. The level of cyber security is al-
so different at each substation. For instance, substation A uses firewall, IDS and
cryptography features for cyber security mitigation whereas substation B only uses
firewalls. In this example, the security level of substation A is higher than substa-
tion B whereas the cost of security implementation at substation B is lower. By
analyzing the security level of each substation and importance in a power grid, an
intruder may find the optimal combination (considering cost-benefit model) of
target substation(s) that can trigger a sequence of cascading events, leading to a
system blackout. Therefore, the impact of simultaneous cyber attacks to multiple
substations can be much higher than that of a single substation attack.

Table 2 Cost for cyber intrusion

Substation | Cyber security level | Physical importance Cost for attack
1 Low Medium 5
2 Medium Medium 4
3 High High 10
Successful attack combinations (1,2),(3),(1,3),(2,3),(1,2,3)

For instance, there are 3 substations in the power system shown in Table II. If
an attacker knows the cyber security level, physical importance, costs of an attack,
and attack combinations that lead to a power system collapse, they may find the
optimal attack combination. In this example, the lowest cost combination that can
cause a collapse of the power system is (1, 2). Therefore, the attacker is likely to
choose this combination to achieve the goal.

4.2.3 Attack Tree

In the field of computer science and information technology, attack trees have
been used to analyze potential threats and attack paths against cyber attacks [42,
43, 44]. However, the concept of attack trees is broadened and applied to other
systems, e.g., cyber security of power systems [45, 46]. Although there are
numerous concepts and definitions of attack trees, the most commonly occurring
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concepts are nodes (root or leaf), edges, connectors and attributes [47]. Fig. 14
shows a simplified attack tree for the substation automation system. Root node
(T1) is the ultimate goal (i.e., open circuit breakers) with combinations of leaf
nodes (T3) that do not have any predecessor. Leaf nodes (T3) contain sub goals or
steps to archive the final goal (T1). Edges (T2) are connectors for all nodes. There
are two types of connectors (T4) in Fig. 14, “AND” and “OR.” AND connector
shows different steps (nodes) toward achieving the same goal. For instance, an in-
truder has to complete two steps, Social Engineering and Compromise Operator
Laptop, in order to achieve Obtain ID and Password. Attributes represent features
or properties relevant for numerical analysis of security models, e.g., attack prob-
ability and cost of an attack. Fig. 14 shows an example model of cost of an attack.
If the first priority is to minimize the attack cost, the combination of (9)-(10)-(5)-
(2) is the best way to achieve the final goal. However, if the priority of attack is to
minimize attack steps, (4)-(1) is the best way to open circuit breakers.

Open
Circuit Breakers
(CBs)

/<_>\ AND
/\ OR

1 Compromise 2 Publish CB
User interface Control Packets
/ \ . / \ .
i 4 Bypass 5 Capture CB .
P Casoword Sysiem Open Packet Control Packats
Administrator (Normal Operation)
M - \CZ
T3 -

7 Compromise 8 Social 9 Gain Access 10 Monitor 11 Gain Access
Operator’s Engineerin to Substation Communication to Substation
Laptop 9 9 Network Packets Network

C3 C4

Fig. 14 Attack tree diagram for substation automation systems

4.3 Mitigation Strategies That Include Cyber and Physical
Aspects

The mitigation strategy is vital to cyber-physical security of substations in order to
stop the attack, disconnect the intruder, and restore the power systems to a normal
state. Mitigation methods can be divided into two sides, e.g., cyber (ICT) and
physical (power system) side. On the cyber side, real-time network monitoring, in-
trusion detection system, encryption, authentication and enhanced firewall are
common practices in industry. The key to cyber mitigation is to find anomaly ac-
tivities or malicious behaviors, and disconnect or stop the intrusion. A remedial
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action for mitigation can be performed on the physical side. For example, the Op-
timal Power Flow (OPF) algorithm, with an objective function that minimizes
load shedding, can be used to calculate the mitigation actions. Substation
operators need to determine an optimal cost-benefit solution. For instance, they
can implement new security measures at important substations (e.g., high voltage
substations).

4.3.1 Framework

Confidentiality, Integrity and Availability (CIA) are essential concepts in informa-
tion security [48]. Confidentiality is to prevent access to data or information by
unauthorized individuals. Communication data in a substation network must be
protected since any successful eavesdropping attack can capture critical packets
that contain important information to be used for an attack. Integrity refers to the
ability to maintain authenticity, accuracy and provenance of recorded and reported
information over its life cycle, i.e., data cannot be modified by an unauthorized
person [49]. Upon successfully modification of fabrication of control messages
(e.g., circuit breaker control or transformer tap change) in a substation network, an
attacker may trigger an outage of the power system. Availability refers to the time-
ly delivery of functional capability. Communications from/to a substation must be
available all the time. A Denial-of-service (DoS) attack to a substation network
can disrupt the communication for controls and measurements from/to the control
center. Therefore, these security objectives (i.e., CIA) must be met.

Fig. 15 shows a framework of mitigation strategies based on the status of intru-
sion, i.e., before, on-going, and after a cyber intrusion. Before an attack is encoun-
tered at the substations, security managers and operators need to analyze potential
vulnerabilities using the system and security logs, penetration test, etc. Encryption
is needed for non-time critical messages, e.g., MMS and DNP in order to enhance
the confidentiality. Authentication is used for time critical messages, e.g., GOOSE
and SMV, for the enhancement of integrity. Transient stability and contingency
analysis will be performed to check whether the power system can maintain stabil-
ity when it undergoes hypothesized cyber attacks. During the intrusions, it is im-
portant to find the intrusion point and type of attack. Then the intruder(s) can be
disconnected from the substation network through an IDS and a firewall. The im-
pact analysis will be performed to find the most critical attack that can cause the
worst case damage to the power grid. Once intruders are blocked or disconnected
from the substation network, the security manager has to analyze the security
breach using security and system logs.



Cyber-Physical Security Testbed for Substations in a Power Grid 287

Mitigation Strategies

S ) :
® * Real-time Monitoring . . *» Reconfiguration of Firewall
® - Data and Security Logs . In_tru5|on Dgtectlon System . Find a Connection of
> o5 ; * Find Security Breach Intrud
¢ * Vulnerability Analysis «Fi I ntruaer
D Cryptography RS + Disconnect Intruder
o
>
o
Before Intrusion After
(S
o
7
>
U_) * Power System Stability < Impact Analysis (What-if ~ « Optimal Power Flow
8 Analysis Scenarios)
‘©
>
o
o

Fig. 15 The framework of mitigation strategies

5 Real-time Testbed for the Cyber Security of the Substations

5.1 Objectives and Requirements

As mentioned in previous Sections, a cyber-physical power system testbed is help-
ful for the study of the cause-effect relationships of cyber intrusions, resilience of
power systems, as well as the performance and reliability of applications in a rea-
listic environment. In a real-time testbed, all components that include software,
hardware, communications and emulators are synchronized with GPS or time pro-
tocol. Real-time dynamics of communication and information processing are
required when cyber intrusions, detections and mitigations are studied. The fol-
lowing Section explains the framework and architecture of a real-time testbed for
cyber security of substations.

5.2 Architecture and Components

The work of [50] proposes a Real-time monitoring, Anomaly detection, Impact
analysis, and Mitigation strategies (RAIM) framework. Real-time monitoring al-
lows tracking of activities on the cyber-power system. The objective of Anomaly
detection is to identify the events on cyber systems that indicate potential cyber in-
trusions. The tasks of impact analysis are to evaluate the intrusion behaviors and
consequences on the power system operating condition. Impact analysis can be
achieved by computer simulations in a way similar to the contingency evaluation
for online security assessment. The mitigation module serves to illustrate the pre-
ventive, remedial or restorative actions to mitigate potential damages caused by
cyber intrusions. Analytical techniques can be evaluated on a software based cy-
ber-power system testbed with the control center and substation models.
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As shown in Fig. 16, the testbed consists of real-time substation ICTs and the
SCADA system from a commercial vendor, while the digital simulator is adopted
for the physical power system. There are a couple of products that produce analog
and digital values, e.g., the Real-time Digital Simulator (RTDS) and HYPERsim.
They are widely used for hardware testing and power system simulation. Howev-
er, it has a limitation to produce analog and digital values per hardware board so
software simulators are more suitable for large scale power grids in a hybrid or an

off-line mode.
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Fig. 16 Real-time testbed for cyber-physical substations

Physical System Module: This testbed comprises two control centers and thirty
nine substations, as shown in Fig. 16. The DIgSILENT power factory is a suite of
software simulation tools for power systems incorporating applications for system
dynamics, transient analysis, optimal power flow, and state estimation. It is used
as a real-time simulator for power systems in this testbed. Institute of Electrical
and Electronics Engineers (IEEE) 39-bus system has been modeled and imple-
mented in the power factory for research on cyber security of substations and
transmission systems. In fact, the power factory is not a real-time simulator. How-
ever, it can be used to generate real-time simulation results that include electrome-
chanical transient dynamics of a small system (e.g., IEEE 39-bus) by advanced
multi-core based microprocessors and fast Solid-State Drivers (SSDs). Four types
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of IEDs are installed at the substation networks such as merging unit IED, hard-
ware type protection IED, software type protection IED and circuit breaker IED.
Both hardware and software types of IEDs have the capability to deliver control
commands (GOOSE messages) of a circuit breaker whereas the circuit breaker
IED is designed to subscribe to GOOSE messages, and publish the status
(open/close) to software type protection IED. The merging unit IED can send cal-
culated currents and voltages values to software type protection IED. The IDS is
designed to detect anomalies and malicious behaviors in a substation automation
system [51].

ICT Module: ICCP is used for communication between control centers. Each
control center belongs to a different power company. Therefore, control center A
only monitors the measurements of control center A but control center A does not
have the jurisdiction to control devices supervised by control center B. DNPi
(DNP over TCP/IP) protocol enables communications between control centers and
substations. All measurements are sent from substations to control centers whereas
control commands come from the control centers to substations via DNPi proto-
col. Object Linking and Embedding for Process Control (OPC) enables the com-
munications between the physical and cyber systems. As illustrated in Fig. 16, all
measured status data and analogue values from the power system simulator (i.e.,
powerfactory) are mapped with the OPC client and linked to an OPC server. The
gateway is also mapped with an OPC client and connected to server. Therefore,
the control center user interface is able to supervise and control the power system.
IEC 61850 based protocols (e.g., SMV, MMS and GOOSE) have been imple-
mented for the substation's communication network using SISCO MMS EASE
Lite which can be used to simulate real-time substation automation communica-
tion. As described in Section 3, MMS messages are used for the communication
between the user-interface and IEDs; SMV messages that include currents and
voltages are sent from MU IED to the software type protection IED; GOOSE mes-
sages are used for communications between IEDs and circuit breakers, i.e., when
an IED sends a tripping signal to CB, and CB sends a status to an IED. The role of
the gateway is to convert different communication protocols in a substation net-
work, e.g., convert DNPi to MMS and vice versa. The integrated IDS and
firewalls are deployed for cyber security measures. In order to evaluate cyber in-
trusions from remote access points to substation networks, the IDS and routers
need to be connected to the same ICT network. There are three types of remote
access points (e.g., dial-up, VPN or wireless) in the testbed environment.

Cyber System Module: SCADA systems can collect, store and visualize the mea-
surements and events on multiple screens. A commercial SCADA system is
installed to maximize the accuracy of data and enhance interoperability between
devices. The SCADA system consists of network devices, computer servers, data-
bases, user interfaces and the Operator Training Simulator (OTS). The OTS
enables operators to simulate and analyze how realistic cyber intrusions can cause
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damages to a power system and how to defend against the intrusions. Therefore, it
can help operators to be prepared for emergency situations. The EMS supports
power system applications such as state estimation and optimal power flow.

5.3 Case Study

A real-time cyber-physical testbed enables users to study realistic scenarios of cy-
ber attacks and defense strategies. In this Section, scenarios that include possible
intrusion paths to the substation systems and cyber attacks that compromise the
substation will be discussed.

Table 3 Cyber intrusions and mitigations

No. Intrusions Results IT mitigations
1 GOOSE replay attack Open CB Network based IDS
2 GOOSE i?gimodlﬁca— Open CB Network based IDS
DoS attack using Lost availability of protection IEDs -
3 GOOSE and CB Network based IDS
Generate fabricated
4 Open CB Network based IDS
GOOSE packets pen cwork base
5 SMV replay attack Open CB Network based IDS
6 SMYV data modification Open CB Network based IDS
7 DoS attack using SMV Lost availability of protection IEDs Network based IDS
and MU
Generate fabricated
8 SMYV packets Open CB Network based IDS
9 Modify control values at Open CB/ change. transformer tap Host based IDS
gateway position
Modify measurement
10 Send wrong data to control center Host based IDS
values at gateway
. . . . Network / host
11 Man-in-the-middle attack Lead wrong operation action based IDS
12 ComPromlse user- Change password / open CB / Host based IDS
interface change transformer tap position
C is tecti
13 ompromlll;(]e)pro ection Change protection setting / open CB Host based IDS

As depicted in Fig. 16, a possible intrusion path is from the remote access point
(T1) to the substation systems (T2-9). This intrusion path is protected and moni-
tored by security enhanced firewalls with confidential security rules. However,
once an intruder successfully compromises the site engineer computer, (s)he can
install back door software and is able to acquire the user name and password of
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the VPN (T1) connection. Using a legitimate ID and password, the firewall (T2)
cannot detect the intruder. Once they access the substation network (T3), all
network devices can be detected by ping and port scanner software tools that are
publicly available. Therefore, intruders can find the substation’s user interface
(TS), IEDs (T6~9) and protocol gateway (T4). Unfortunately, these critical devic-
es are sometimes mis-configured or improperly protected against cyber intrusions
since they may be perceived as part of an isolated communication network. It has
been reported that many computer servers and systems use default user IDs and
passwords, and operators may not know the configurations of their firewalls.
Through these security breaches, the intruder could compromise the substation
system. After compromising the substation system, attacks can be launched based
on their scenarios as follows.

(1) The intrusion scenario, GOOSE replay attack, is to capture the normal oper-
ation of GOOSE packets that contain a CB trip signal, and then retransfer them to
the substation network without any modification using free available software, as
shown in Fig. 17. The software has the capability to capture and retransfer packets
from/to chosen network. This attack can open the circuit breaker (T9).
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Fig. 17 Retransfer captured GOOSE packet to the substation network

(2) Fig. 18-(a) shows an HMI of the circuit breaker before the attack. In this
status, the circuit breaker is closed, and status of relay is normal. After the
GOOSE data modification attack, the circuit breaker is opened with the associated
relay alarm status as shown in Fig. 18-(b). This alarm indicates that no overcurrent
is sensed by the relay but the circuit breaker is tripped.



292 J. Hong et al.

WASHINGTON STATE W STON STATE
G UNIVERSITY Energy Systems Innovation Center @ UNIVERSITY Energy Systems Innovation Center
Protection IED: Circuit Breaker Protection IED: Circuit Breaker
Relay Status Status Relay Status: Status:
Norma ol — R
Ib: Closed Ib: lopen
Ic: Closed Ic:  |open
Circuit Breaker Status: Circuit Breaker Status:
cLoSED oPEN |
(a) Before attack (b) After attack

Fig. 18 Consequence of a GOOSE related cyber attack to the circuit breaker

(3) The intrusion scenario, DoS attack using GOOSE, is to generate a huge amount
of GOOSE packets into the substation network. This attack can disrupt the availability
of substation ICT network so operators will lose controls and measurements.

(4) The attack scenario, generate fabricated GOOSE packets, is to capture,
modify, and transfer fabricated GOOSE packets to the substation ICT network.
This attack can open the circuit breaker (T9). As shown in Fig. 19-(a), this relay
has the overcurrent protection function with instantaneous (125 [A]) and time
overcurrent (30 [A]) settings. It can also monitor the status of the circuit breaker.
As illustrated in Fig. 19-(b), it shows the consequence of a GOOSE modification
attack since the overcurrent relay does not sense any fault current but the circuit
breaker is opened by cyber intrusion. The relay sensed a change of the circuit
breaker status (from closed to open) without an overcurrent condition.
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Fig. 19 Consequence of GOOSE related cyber attack to overcurrent relay

(5) The intrusion scenario, SMV replay attack, is to capture normal SMV packets
when a fault occurred, and then retransfer them to the substation network without any
modification. This attack will execute the overcurrent protection (since captured SMV
packets contain overcurrent data) and relay (T8) will trip the circuit breaker (T9).

(6) The intrusion, SMV data modification, is to capture normal SMV packets
from substation ICT network, modify the measurement data (e.g., low current val-
ue to high current value), and then retransfer them to the substation ICT network.
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This attack will execute the protection functions at relay (T8), and open the circuit
breaker (T9).

(7) The scenario, DoS attack using SMV, is to generate a large amount of SMV
packets into the substation network. This attack can disrupt the availability of a
substation network so operators will lose controls and measurements of network
connected devices.

(8) The scenario, generate fabricated SMV packets, is to capture, modify, and
transfer fabricated SMV packets to the substation ICT network. This attack will
execute the protection functions at relay (T8) and open the circuit breaker (T9).

(9) The intrusion scenario, modify control values at gateway, involves com-
promising the substation gateway (T4). An attacker can monitor, modify and gen-
erate all measured analog and status values using the compromised gateway. A
false signal is generated and a trigger open (T7 and T8) command is sent to subs-
tation circuit breaker (T9).

(10) The scenario, modify measurement values at gateway, is to generate a
forged CB status at the gateway. As a result, control center operators will be pre-
sented with fabricated data for the CB status or current and voltage values. How-
ever, the actual status has not changed.

(11) The attack scenario, man-in-the-middle attack, is to generate fabricated
analog values to the control center using a man-in-the-middle attack. Once an in-
truder successfully compromises the substation Local Area Network (LAN) (T3)
or OPC client, (s)he is able to monitor and capture all measured data from field
devices. Attackers send fabricated data to the control center as illustrated in Fig.
20. Once data passes through the SCADA system, system operators will observe
an operational emergency. As a result, operators may take emergency controls
such as reducing voltage set points at generators, while the power system is actual-
ly in a normal operation condition. In the worst case, these (logical) actions based
on fabricated data can drive the system into a sequence of cascading events, lead-
ing to a power outage.

&' Write Values

Fultipls Yalue } Signal Gener ator ]

Item ID | Current Yalue [ Diaka Type [ Hew Yalug |

E Substation108us09, L1 350.295501708%84  Single Float 38B.83
E Substation] 1Bus0S, LC 332.85546875 Sirigle Float 349.44
E Substation]2BusD7. LC 332.86279296575 Single Float 357.88
E Substation138usl 1B 336.472290039063  Singls Float 344.2

E Substation]4Bus0S. LI 335.24841 3085937 Single Float 350.66
|| Substation158us04, LC 334.093627929687  Single Float 344,12
E Substation]7Bus0l, LI 357, 765106201172 Single Float 394,37
E Substation]Bus32.61 355,349975555937  Single Float 408.6

E Substationz7Bus14.L1 335.939544677734  Single Float 3345.2
E SubstationIBus06BUS: 336.023406932422  Single Float 348,43

QK | Cancel Apply

Fig. 20 Generating fabricated analog values to the control center
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(12) The attack scenario, compromise user-interface, is to find and compromise
the substation user-interface. If an attacker has sufficient knowledge about the
substation automation system, they may find all network connected devices using
ping and port scanner. Once intruders compromise (i.e., find user name and pass-
word) the substation user-interface, they may change the password of user-
interface, execute opening command to circuit breaker, or change the transformer
tap position.

(13) After compromising the substation protection IED, intruders can access
the IED with authorized user name and password, and then change the protection
settings to execute the system protection functions.

Mitigation actions are needed for the substation IT as well as the power grid.
For IT mitigation, a host-based and network-based IDS have been proposed [51].
The host-based IDS uses an anomaly detection algorithm based on the logs of
temporal events whereas the network-based IDS monitors malicious behaviors
that violates the predefined rules as illustrated in Fig. 21 and 22.
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Fig. 21 HMI of intrusion detection system

As shown in Fig. 22, the network-based intrusion detection system has 6 types
of anomaly indicators, i.e., predefined logics, data violation, security constrains,
detected intrusions, alarm data, and event data. The host-based intrusion detection
system has 8 anomaly indicators, i.e., temporal anomaly detection, unauthorized
control actions, intrusion attempt, change of the file system, change of IED set-
ting, change of system status, alarm data, and event data. These modules monitor
all system activities or the network traffic in order to find anomalies or abnormal
behaviors. For the communication protocol based attacks, e.g., replay, packet
modification and generation, the attacker’s behaviors will violate the predefined
security rules. For instance, replay attack will violate the time synchronization
since the attacker will use previously captured control messages that contains an
incorrect time stamp. When the attacker tries to access the substation gateway
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which is on the user interface, logs of intrusion attempts (user interface) will be
generated. Any intrusion that attempts to change of the target system’s status (e.g.,
circuit breaker status and change settings of IED) will generate system logs. For
the gateway intrusion scenario, the attacker will create logs of changes of the file
system (gateway) and intrusion attempts (user interface). In the user-interface in-
trusion scenario, the attacker triggers logs of intrusion attempts (user interface)
and changes of file system logs. The host-based IDS is able to detect the intrusions
by analyzing the log files. The proposed collaboration scheme between IDS and
the firewall is able to disconnect intruders from the substation network.
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T operation IDS data T settings
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Alarm logs
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Fig. 22 Host- and network-based intrusion detection system

The IDS has been validated under different types of attack packet intervals,
e.g., 1, 10, 20 and 30 [msec], in order to check the performance of IDS. The false
negative ratio (FNR) is defined as the number of misclassified abnormal packets
divided by the total number of abnormal packets. Table IV shows the mean value
of FNR of each test case: 1 ms: 0.95%, 10 ms: 0.62%, 20 ms: 0.29% and 30 ms:
0.11%, respectively. The FNR performance of the proposed intrusion detection
system depends on the interval between packets. This is due to the fact that IDS
may lose packets when the interval between packets is too small [36]. The false
positive ratio (FPR) is defined as the number of misclassified normal packets di-
vided by the total number of normal packets. As shown in Table IV, the mean val-
ue of FPR of each test case are 1 ms: 0.79%, 10 ms: 0.56%, 20 ms: 0.18% and 30
ms: 0.027%, respectively.

Emergency control actions are taken to mitigate the effects of cyber intrusions
as an attempt to restore the system back to a normal condition. Fig. 23-(a) and 23-
(b) show the consequence of multiple cyber attacks to substation 27 and 28 at the
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Table 4 False ratio of the substation intrusion detection system
Attack packet in-
terval 1 [msec] 10 [msec] 20 [msec] 30 [msec]
False negative ratio 0.95 % 0.62 % 0.29 % 0.11 %
False positive ratio 0.79 % 0.56 % 0.18 % 0.027 %

same time (attack time is at 5 second) whereas Fig. 23-(c) shows the results of dif-
ferent time (attack times are at 5 and 10 second, respectively) based cyber intru-
sions. Both attacks consider the worst case scenario such as opening all circuit
breakers at a substation as shown in Fig. 24. After compromising substations 27
and 28, intruders open all circuit breakers at target substations. As the conse-
quence of this attack, the voltages of substations 27 and 28 dropped to O pu. In the
mean time, the voltages of neighbor substations, e.g., substations 24 and 26,
dropped dramatically. However, Optimal Power Flow (OPF), with an objective
function that minimizes load shedding and constraints that include generator max-
imum and minimum allowable P and Q, executed as a physical mitigation. At 5.5
second, the voltages at buses 24 and 26 recover by the mitigation actions.
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Fig. 23 Consequence of cyber attacks on IEEE 39 bus system



Cyber-Physical Security Testbed for Substations in a Power Grid 297

Fig. 23-(c) and Fig. 24 illustrate how voltages of neighbor substations vary af-
ter multiple cyber intrusions (substation 27 at 5 second and substation 28 at 10
second, respectively). The first cyber intrusion is executed at 5 second which leads
to a voltage drop, and then physical mitigation (i.e., OPF) leads to the sharp vol-
tage rise. Another 5 seconds later, the second attack on substation 28 is executed,
and then the amount of load shedding is determined by OPF and power systems
are back to a normal status.

The time domain dynamic calculation has been used for the case study. For
power grid mitigation, an optimal power flow based generation control with an
objective function that minimizes the network losses is used for power system re-
covery after cyber attacks. Coordination between mitigations in the cyber and
physical systems enhances the security of a substation.

Busis

=

Fig. 24 Consequence of physical system after simultaneous cyber attacks to multiple subs-
tations on the IEEE 39-bus system (buses 27 and 28)
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