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Abstract. Complex distributed information systems that run their ac-
tivities in the form of processes require continuous auditing of a process
that invokes the action(s) specified in the policies and rules in a continu-
ous manner. A shared vocabulary, or common ontology, used to defined
the processes, and the audit rule ontology for processes or modules are
integrated to form a hybrid ontology that supports the acquisition and
evolution of ontologies. A methodology to construct a Common Ontology
and an audit rule ontology by coupling to an expert system for Continu-
ous Process Auditing (CPA) has been introduced recently. In this paper,
we present a policy-based authorization methodology incorporating Au-
dit Rule Ontology for CPA within distributed audit rule ontology. We
also propose the use of probabilistic risk determination and evaluation of
risk level, along with access history heuristics that define the adaptable
access control policies before making policy decisions.

Keywords: Policy-based Authorization, Continuous Process Auditing,
Audit Rule Ontology, Authorization and Access Control, Semantic Web,
Risk-Adaptive Access Control (RAdAC).

1 Introduction

Auditing encompasses a variety of methods used to measure and assess the
compliance of a system to defined rules and policy guidelines. Auditing is just one
facet of a more extensive set of processes, often rooted in accounting, intended
to support assurance that the system is functioning as intended. Auditing is
applied in many domains, such as government, business, education and health
care, among others. Underscoring the breadth of auditing applications is the fact
that most auditing is still performed by human agents, trained and experienced
in many aspects of evidence gathering, interpretation of rules and guidelines,
and clarifying of final reports in respect of limitations.

Increasingly, complex systems have grown beyond the capacities of human
driven auditing to perform meaningful audits in a timely fashion that serves
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stakeholders and oversight bodies. Such systems encompass networks of human
agents and also highly automated software systems with semi-autonomous sub-
systems, all of which are assumed to be vulnerable to risk. Researchers have
focused attention on automating significant parts of auditing, both as embed-
ded components within systems working autonomously, and as decision support
components serving human analysts.

One vital element throughout auditing concerns knowledge, namely, its ac-
quisition, interpretation and uncertainty, or vagueness, in reasoning. Auditing
practice dictates that meaningful definitions must be determined and docu-
mented; for the system components and processes to be audited, evaluation
measures, rules and actions to be applied, and limitations or constraints must
be expressed. Auditors must work with suitable knowledge expressed in natural
language terms for human consumption, but also expressed in terms appropri-
ate for application and reasoning through computational logic. In Continuous
Process Auditing (CPA) methodology, an audit rule sheet is defined for each
process or module. The matter of continuity of application in CPA ranges from
continuous time-dependent modeling to discrete time steps of audit application
adapted to application requirements through use of coarse-grained analysis of
sub-systems, and estimation techniques based on limited rule sets. This consid-
eration is used to determine the degree of conceptualization as knowledge, audit
measures using sensors and reasoning through rules and inference.

Knowledge is an essential part of most Semantic Web applications and ontol-
ogy, which is a formal description of concepts or classes in a domain of discourse
[1], is an essential approach for structuring the knowledge. Extracting knowl-
edge from text in a semi-automatic way and identifying effective procedures for
achieving useful and reliable results are challenging research areas. In auditing
applications, most rules are defined in the context of human understanding and
language and can be used to support human cognitive reasoning and inference.
Ontology-based reasoning has known shortcomings and limitations compared
with rule-based reasoning [2]. To represent inferential knowledge, ontology alone
is insufficient [3]; but, inferential rules are an essential part of the knowledge in
an audit rule ontology for a process or module in CPA for real-time Decision Sup-
port systems [4]. Though chronological, topological, and other types of semantic
relations already exist [5], within these methods only hierarchical concepts are
extracted and reduced sets of semantic relations are in use.

Many systems, such as health care and government, are complex and het-
erogeneous in nature and their data sources are semantically heterogeneous. A
common ontology approach is straightforward for dealing with homogeneous se-
mantic data sources. Hybrid approaches and multiple ontologies to deal with the
heterogeneity problem of ontologies have been discussed [6, 7]. Recently, we pro-
posed a hybrid audit rule ontology approach that couples with an expert system
to infer new relations from the existing concepts [8]. In autonomous pervasive dis-
tributed systems (e.g. hospital, nuclear power plant, manufacturing), accessing
authorized data in real-time and enforcing data security as highly encrypted-
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sensitive data are transported from one layer to another in various geographic
locations are essential issues to handle before CPA is deployed.

Determination of security risk and evaluation of risk level are critical issues in
evolving complex distributed systems. Demand for generating adaptable access
control policies that use previous knowledge of access history and acceptable
risk level is on the rise, especially in cloud-based distributed systems. The objec-
tive of this paper is to present an authorization and access control mechanism
for audit rules along with a risk-adaptive policy based authorization framework
for Continuous Process Auditing. The rest of the paper is organized as follows.
Audit rule ontology and its hybrid layered construction approach are briefly dis-
cussed in section 2. A general discussion of the authorization and access control
of continuous process auditing in the context of audit rule ontology is provided
in section 3. Our proposed Policy-based authorization framework incorporating
with audit rule ontology for any autonomous pervasive distributed systems is
presented and illustrated using an use-case scenario in section 4. Finally, conclu-
sion and future research directions are drawn in section 5.

2 Audit Rules and Ontologies

Following Gruber, an ontology is an explicit specification of conceptualization
[1], that can serve as an effective and powerful tool to capture, store and work
with domain knowledge in knowledge-based information systems. In terms of
knowledge representation, there are several types of ontology, including high-
level, generic, domain and application. Domain ontologies are intended to specify
conceptualization of particular real-world domains and processes, such as finance
or industries involved in the production or delivery of goods and services. In this
section we describe the ontology aspects relevant to processes, then audit rules
and finally hybrid approaches.

2.1 Process Ontology (PO)

All activities in a process are linked as sequential steps, either defined by higher
business modelers or discovered by various established methodologies, such as
workflow mining from labeled and unlabeled event logs, stochastic workflow anal-
ysis or rule-based approaches. There are two approaches to the study of any sys-
tem and its behavior: the micro system (u), which studies the algorithms, sensors
for collecting data, and atomic devices; and the macro system (M), which stud-
ies and models large systems composed of large numbers of algorithms, devices
and connections [8]. Process Ontologies (PO) are constructed for each process
with their defined concepts and databases that might be either homogeneous or
heterogeneous in nature, and an expert system for PO mappings is coupled to
construct a hybrid layered ontology for process audit rules.

2.2  Audit Rules and Audit Rule Ontology of a Process (AROP)

As a first step, audit rules are defined for an activity or component within
the scope of human-performed auditing. Audit rules are based on both the
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hierarchical structure of an organization and the enforced business controls. The
same audit rules discernment and definition approach can be applied and im-
plemented in any Continuous Process Auditing system where a process has to
traverse through various components, and by applying audit rules sequentially
through the traversal. An Audit Rule Ontology for a Process (AROP) may be
used to detect exceptions to the audit rules in a process during CPA. Semantic
rule-based reasoning can facilitate construction of AROP in a semi-automatic
way. AROPs would be used as second layer under common ontology in a hybrid
layered ontology model. We assume that human approval of all audit rules is
enforced; autonomous automated approval through artificial intelligence is not
considered in this discussion.
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Fig. 1. Conceptual Model of Hybrid Audit Rule Ontology

2.3 Ontology Design: A Hybrid Layered Model

Domain ontologies may be divided into linguistic and conceptual ontologies.
According to Gruber [1], Conceptual Ontologies (CO) represent the domain ob-
jects, distinguishing between the primitive concepts and the defined concepts,
whereas Linguistic Ontologies (LO) define words or contextual usages of words.
The Process Ontology (PO) contains only the defined concepts and the Mapping
Ontology (MO) contains both the defined and the underlying primitive concepts.
The observation in [9] led to identifying some relationships between POs, MOs
and LOs. Mappings between POs may be defined in terms of equivalence op-
erators of some MO. The various meanings of words in MO references may be
defined by LOs and this reference would provide a basis for formal, and exact
or uncertain reasoning, and automatic translation of context-specific terms.

In our proposed single common ontology approach to domain ontology con-
struction each PO is attached to a database that might be heterogeneous in
nature with other databases. Each PO describes the semantics of data sources
individually. Inter-PO mapping is realized by the MO, which is defined with
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primitive concepts. The simplicity and flexibility permitting addition of new
sources (like new POs) with little or no need of modification, is the main advan-
tage of this mechanism. To integrate several POs addressing the same domain,
this mechanism exploits the MQ’s capability to define equivalent and similar
concepts.

As detailed by Wache [6], one develops the Common Ontology using multiple
POs in the top-most layer, then Audit Rule Ontologies of Processes would be
stemmed as a second layer under the top-most layer to form a Hybrid Layered
Ontology. Fig. 1 visualizes the conceptual model of both the layers alongside with
the technologies to be used to integrate and develop the entire operable Audit
Rule Ontology system. More abstract description of construction, development
and operational mechanism are discussed in [8].

3 Authorization and Access Control of Continuous
Process Auditing

A Continuous Process traverses through multiple modules or micro processes [8]
and it requires seamless access control to all data sources in a complex distributed
system for assessing audit rules. Different stakeholders, actors and networking
modules that are part of a process need various levels of authorization policies
for access control. In distributed environments, it is daunting challenging task to
provide authorization and access control and many different mechanisms have
been investigated. Most distributed systems employ numerous policies to provide
authorization for access control. Policy based authorization mechanism is being
investigated [10-12] and the policy conflict resolution problem has yet to be
addressed while eliminating real-time performance bottlenecks.

Organizations are constantly evolving. Thus, the authorization policies that
guide them must also be adaptable and extend to a variety of risk factors. In
audit rule ontology, a CPA requires all the authorization policies to access control
of all data sources for each module, or micro process, before assessing the audit
rules. Assessing audit rules that deal with a variety of audit risks is one of the
major access control requirements as well within AROP. Since common ontology
lies on top of all ontologies (Fig. 1), its audit rules require the access control and
authorization policies to all data sources of common ontology; the same is true
for the all other ontologies in 2nd and 3rd layers of ontologies as well.

To gain the access control and authorization policies of all data sources in dif-
ferent layers of ontologies, we proposed a policy-based authorization framework
incorporating with AROP and we also devised a modified Risk-Adaptive Access
Control (RAJAC) model [13] to enforce adaptable and risk-aware access control
in any complex distributed system, particularly in real-time.

4 Policy-Based Authorization Framework Incorporating
with Audit Rule Ontology

In Section 2.3, we proposed the hybrid ontology for Audit Rule Ontology for
Process. A Process traverses through Common Ontology first, then Process
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Ontology before reaching to AROP. An Audit Rule Ontology of Process (AROP)
is constructed with audit rules obtained from two layers of ontologies i.e. Com-
mon Ontology and Process Ontology (Fig. 1). Process ontologies are mapped
in-between by Mapping Ontology. Authorization Policies are also deployed and
enforced along with the ontologies in their nodes. Polices must be defined incor-
porating with the ontological predicates. Common authorization policies that
have to applied/enforced for all the branches of ontologies must be deployed
and enforced in Common Ontology and same way process specific authorization
polices must be deployed and enforced in Process Ontology. After getting autho-
rization from CO and PO, Audit Rule Authorization Polices (ARAP) are also
enforced in AROP. Before making decision and providing access to the access
control for data access layer, ARAP must adjust or adapt to the security risk
(automatically or semi-automatically) to resources associated with that process
and audit rule. Below we have described the framework of RAdAC using Audit
Rule Ontology for Process.

4.1 Audit Rule Authorization Policy (ARAP)

Audit Rule Authorization Policies define the process goals of the system and
event triggered reactions from the policies in order to deal with them. Events
are produced, or may be produced some time in future, by receiving a message
from an ontology object within the system. There are currently two basic policy
types defined: Obligation Policies and Authorization Polices. Obligation Polices
specify the actions that must be performed by CO and PO within the system
when certain events occur and provide the ability to respond to changing cir-
cumstances. Authorization Polices are essentially access control policies, to allow
or deny message passing between objects (ie. resources and services).

4.2 Risk Determination and Evaluation

Probabilistic determination of the security risk associated with granting the re-
quested access is made based on examining several external factors. The level
of risk is calculated from several areas such as the risk associated with the
users, protection capabilities and robustness of system components, the operat-
ing threat level of the environment and access history. We only define the user
(as an entity that is requesting access) and connection (as any communication
channel on the users device) to capture the security risk. In future, we plan to
consider the risk of device, associated components, operational matter, service
provider’s trustworthiness and the risk level assurance. This process provides
quantitative indication of the level of risk and the risk evaluation on risk associ-
ated with each of these components as well as heuristics described below.

4.3 Heuristics of Access History and Acceptable Risk Level

Knowledge of the past access control decisions help to fine-tune the access control
policy to improve the rate of positive access control decisions and can be used to
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develop better algorithms for determining risk. Policy must specify the degree to
which heuristics should be considered in each access decision, as well as how each
decision should be incorporated into the learning process. The policy will have to
specify an acceptable risk level for each area, or a risk range. We consider access
history and acceptable risk level to capture the characteristics of heuristics. It
updates the object access history repository with acceptable risk level in the
access request and the access control decision, then it provides access for making
future access decisions.

4.4 Adaptable Access Control Policies

This specifies the rules for access control for various classes of information objects
under different conditions. The purpose of adaptable access control policies is
defined to capture an audit rule’s need to access an object. User and connection
are defined to capture the security risk. Access history and acceptable risk level
are defined to provide feedback to the access decision process and to capture the
access decisions. Since our main purpose is to access for audit rule, we did not
consider including overriding process where an allowed authority can override
an access decision made by the system under specific conditions.

4.5 Policy Decision and Post Processing

A Policy Decision sequence is defined by: (a) ARAP defined by specifying the
heuristics and acceptable level degree of risk, (b) determining security risk as a
quantifiable amount then evaluating security risk with heuristics knowledge of
access control decision and acceptable risk level, (¢) capturing the access control
decision and acceptable risk level to update the object access history repository
then providing access for making future access decisions. This heuristics step
gives feedback to the “risk determination and evaluation” and to define the
“adaptable access control polices” steps as well, and lastly, (d) decision making
and post decision processing. Complete policy decision sequence flowchart is
presented in Fig 2.

Post decision processing, among other tasks, is aimed at supporting the need
for access control to filter out the authorized data from the data access layer
based on the access decision. Various tools are available to filter out data from
the data access layer; we are considering XACML to do this job in the follow-
ing two ways: (a) filtering authorized data returned from data sources, and (b)
modifying input parameters according to the authorization before retrieving the
data from data sources. In typical complex distributed systems, there are a large
number of data sets to filter out. We adopt the approach of modifying the input
parameter, and are investigating if this is the preferred approach. Associated
with this matter is how to manage efficiently frequently accessed authorization
data for making decision in near real-time.
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Fig. 2. Conceptual Model of Audit Rule Ontology based Risk-Adaptive Access Control
Framework

4.6 Use-Case Scenario for an Audit Rule Authorization Policy

An example of Risk-Adaptive Access Control Framework (RAdAC) is illustrated
in the following as sequential steps from audit rule authorization policy towards
granting or denying access to services aor resources for a facility management
system. In this scenario, Alice is a junior employee working in the IT department
of a firm, within a team led by John, who has placed Alice under the supervision
of Mark, a senior member of Johns team. To aid in identifying mistakes made due
to unauthorized access, a continuous audit system should be capable of capturing
and analyzing non-compliance with established policies, especially in cases where
such policies may apply only after deriving a reasonable and consistent inference.

1. Authorization Policy: An audit rule authorization policy that defines
the goal of approving contract worker overtime might be stated as: Allow
contract worker to work overtime maximum of 6 hours. A contract worker
overtime process definition (including working condition, payment method,
overtime rate, work shift schedule, worker specific contract terms, etc.) should
be clearly defined in the process ontology of a contract worker overtime mod-
ule. This authorization policy governs the access control of providing and us-
ing services, and using resources by contract workers. As an example, Alice,
a contract worker, is hired as an electrician to work only in morning shift
under Marks supervision. Should Alice be given access to work overtime in
the server room in midnight shift without any supervision?

2. Risk Determination and Evaluation: Determining the risks associated
with granting Alice the requested access is made probabilistically by ex-
amining several external factors such as Alices security clearance level, the
operating threat level of environment, access history and so on. As men-
tioned earlier, we consider only a user as an entity and a connection as a
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communication channel on the user device to calculate the level of risk. Each
component (for Alice only entity and connection) relating to granting of re-
quested access is equipped with appropriate tools or devices to calculate the
level of risk. Acceptable Threshold level of risk is determined by the au-
thorization policy from audit rule ontology. For instance, if the entity risk
level is 4 and connection risk level is 8, and for Alice, acceptable entity risk
threshold level is 3-5 and connection threshold level is 4-7, authorization to
access should not be granted.

3. Heuristics of Access History: Since Alices connection risk level is not
within the threshold level, the audit system needs to adapt an access control
policy for Alice by using heuristics of her access history along with acceptable
risk level. By examining the access history, Alice was given access 5 times
to the server room manually by her supervisor Mark with connection risk
level 8, three times under his own supervision in the morning shift and two
times under supervision of team leader John, who is Marks supervisor, in the
midnight shift. After analyzing the access history and acceptable risk level
for Alice, heuristics pointed out two facts: (a) all 5 times Alice was given
access to the server room under an employee supervision (assume both Mark
and John have security clearance level 3, and John is superior to Mark) that
has required security clearance 3, and (b) this time Alice is requesting access
without supervision

4. Adapting an Access Control Policy: Based on the heuristics, facts and
level of risk associated to granting the requested access, an access control
policy must be adapted that Alice can be given the requested access under
supervision by an employee with level 3 security clearance.

5. Decision Making: Since Alice was always supervised by an employee with
level 3 security clearance and she is now seeking access without supervision,
then she should NOT be given access to the server room.

Although Alice was given access to the server room several times earlier with
supervision, the security risk associated with entity, connection, and the knowl-
edge of the past access control decisions aided the RAJAC system to adapt an
access control policy for similar kind of events without any intervention from
human administrators.

5 Conclusion and Future Work

We have presented a conceptual policy-based authorization framework incorpo-
rating audit rule ontology. This framework adapts the modified version of Risk-
Adaptive Access Control (RAJAC) with the security risk components of users
and connections between devices. We believe that policy-based authorization
framework with modified RAdAC in Audit Rule Ontology for Process (AROP)
addresses real world scenarios where risk in an important factor in Continuous
Process Auditing and making access control decisions.

In future, we will include more security risk components such as the risk of de-
vice, associated device components, operations, service provider trustworthiness
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and risk level assurance. We plan to use the heuristics of user security history, and
service provider’s risk level of asserted algorithmic and authentication strength
as well. A resolution mechanism for policy conflict will be addressed as well in
future extensions of this framework.
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