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Abstract. Time-bound hierarchical key assignment (TBHKA) scheme
is a cryptographic method to assign encryption keys to a set of security
classes in a partially ordered hierarchy. Only the authorized subscriber
who holds the corresponding key can access the encrypted resources. In
2005, Yeh proposed a RSA-based TBHKA scheme which is suitable for
discrete time period. However, it had been proved insecure against col-
luding attacks. Up to now, no such TBHKA schemes were proposed. In
this paper, we fuse pairing-based cryptography and RSA key construc-
tion to propose a secure TBHKA scheme. In particular, our scheme is
suitable for discrete time period. The security analysis is demonstrated
that our scheme is secure against outsider and insider attacks (including
colluding attacks). Finally, the performance analysis and comparisons
are given to demonstrate our advantage.
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1 Introduction

The access control (AC) problem is to deal with users who can access some
sensitive resources in a system. According to users’ priority, users are organized
in a hierarchy formed by several disjoint classes (called security classes). These
classes have different limitations on the resources. In other words, some users
own more access rights than others. In the real world, the AC problem is applied
to several applications such as hospital system, computer system, etc.. For ex-
ample, in computer system, administrator has the high priority to access all files
(including sensitive files), but general users only access some common files. Up to
now, several famous hierarchical key assignment schemes [1,3,5,6,10,11,13,14,16]
had been published to solve the AC problem and address the data security.

In some situations, time-bound property may be involved in the AC prob-
lem such as Pay-TV system. In Pay-TV system, subscriber desires to subscribe
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some channels for some certain time periods such as one week, one month, or
one year. Hence, subscribers should be assigned different keys for each time pe-
riod. If the time period expires, the subscriber should not derive any keys to
access subscribed channels. Time-bound hierarchical key assignment scheme is
a cryptographic method to assign encryption keys to a set of security classes in
a partially ordered hierarchy, where the keys are dependent on the time. Note
that if two classes form a relation, the subscriber who is in the higher class can
access the resources in the lower class, however not vice versa.

In 2002, Tzeng [20] proposed the first time-bound hierarchical key assignment
scheme by using Lucas function. However, Yi and Ye [27] pointed that his scheme
suffered from a colluding attack in 2003. In 2004, Chien [9] proposed an efficient
time-bound hierarchical key assignment scheme by using two hash values. Un-
fortunately, his scheme was also suffered from a colluding attack mentioned by
Yi [26]. In 2005, Yeh [25] proposed an RSA-based hierarchical key assignment
scheme. However, Ateniese et al. [2] pointed that Yeh’s scheme [25] is insecure
against colluding attack in 2006. Meanwhile, they proposed the unconditionally
secure and computationally secure setting for a time-bound hierarchical key as-
signment scheme with a tamper-resistant device. In the same year, Wang and
Laih [21] proposed a time-bound hierarchical scheme by using merging. In 2009,
Sui et al. [18] proposed the first time-bound access control scheme for support
dynamic access hierarchy. In 2012, Chen et al. [7] proposed a time-bound hier-
archical key management scheme without tamper-resistant device. In the same
year, Tseng et al. [19] proposed two pairing-based time-bound key management
schemes without hierarchy. In their two schemes, one scheme combines Lucas
function and is suitable for continuous time period. Another scheme fuses the
RSA construction and is suitable for discrete time period. In 2013, Chen et
al. [8] proposed the first hierarchical access control scheme in cloud computing.
However, their scheme did not consider the time-bound property. Recently, Wu
et al. [24] extended Chen et al.’s scheme [7] to propose the first time-bound
hierarchical key management scheme in cloud computing.

Up to now, no secure time-bound hierarchical key assignment (TBHKA)
scheme which is suitable for discrete time period is proposed. In this paper, we
fuse pairing-based cryptography and RSA key construction to propose a secure
TBHKA scheme. In particular, our scheme is suitable for discrete time period.
The security analysis is demonstrated that our scheme is secure against out-
sider and insider attacks (including colluding attacks). Finally, the performance
analysis and comparisons are given to demonstrate our advantage.

The rest of this paper is organize as follows: In Section 2, we introduce the
concept of partially ordered hierarchy, bilinear pairings, and RSA cryptosystem.
Our concrete scheme is proposed in Section 3. In Section 4, we demonstrate the
security analysis of our scheme. The performance analysis is given in Section 5
and the conclusions are draw in Section 6.
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2 Preliminaries

In this section, we brief review the concept of partially ordered hierarchy, bilinear
pairings, and the RSA cryptosystem.

2.1 Partially Ordered Hierarchy

Consider a set of resources organized into a number of disjoint classes. A binary
relation < partially orders the set of classes €. The pair (€, <) is called a partially
ordered hierarchy. For any two classes C; and C; in €, the notation C; < Cj
means that the user in C; can access the resource in C; and the opposite is
forbidden. It is easy to see that C; < C; for any C; € €. The partially ordered
hierarchy (€, =) can be represented by a directional graph, where each class
corresponds to a vertex in the graph and there exists an edge form class C; to
C; if and only if C; =X C;. For the detailed descriptions about partially ordered
hierarchy, readers can refer to [2,17].

2.2 Bilinear Pairings and Its Security Assumptions

Let G; and G2 be two groups with a same large prime order g, where G is an
additive cyclic group and G is a multiplicative cyclic group. A bilinear pairing
e is a map defined by e : G; X G; — G2 which satisfies the following three
properties:

L. Bilinear: For all P, Q € G1, a, b € Z;, we have e(aP,bQ) = (P, Q).

2. Non-degenerate: For all P € Gy, there exists Q € G; such that e(P,Q) =
la,.

3. Computable: For all P, € G1, there exists an efficient algorithm to compute
o(P,Q).

The detailed descriptions for bilinear pairings can be referred to [4,22,23].

2.3 Integer Factorization Problem and RSA Cryptosystem

As we all known, given two large prime number p and ¢ to compute n = p X ¢
is easy. However, given a value n to find p and ¢ is intractable. It is well-known
the integer factorization problem.

The security of RSA cryptosystem is based on the difficulty of integer factor-
ization problem. In this cryptosystem, the two large primes p and ¢ are selected
firstly and then the two values n = p x ¢ and ¢(n) = (p— 1) - (¢ — 1) can be
computed. Then, a public value e is selected which satisfies ged(e, ¢p(n)) = 1 and
1 < e < ¢(n). According to e, a secret value d can be chosen which satisfies
e-d =1 mod ¢(n). Note that given two values n and e, an adversary without
p and ¢ is unable to compute the secret value d. The detailed descriptions for
the integer factorization problem and the RSA Cryptosystem can be referred to
[12,15].
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3 A Concrete Scheme

In this section, we propose a concrete time-bound hierarchical key assignment
scheme for secure data access control. The proposed scheme combines the pairing-
based public key system with the RSA cryptographic method and is suitable for
subscribers in discrete time intervals. In our scheme, we assume that each user
can access some resources in some discrete time interval T; such as one weak,
one month, etc.. These resources are stored in a set of classes €. Without loss
of generality, the maximal system life time is defined as T = {1,2,...,z}, ie.
T; C T and there are n classes, € = {C1,Cq,...,C,}. Note that the n classes
form a directional graph with the relation < mentioned in Subsection 2.1. The
proposed scheme consists of following four phases: System setup, User subscrib-
ing, Encryption key generation, and Decryption key derivation phases.

System setup phase: Firstly, the system vender (SV) constructs a set of classes
¢ and deploys the resources into n classes. In other words, a directional graph
(¢, <) is produced. Then, the SV generates the needed keys and parameters as
follows. The SV selects a bilinear pairing e : G; x G; — G2 mentioned in Subsec-
tion 2.2. A generator P € G is generated and then a public value Py, =5 - P
is computed, where s € Zj is a secret value kept by the SV. Meanwhile, the
system vender selects two prime numbers p;, ¢; and computes n = p; X ¢; and
¢(n) = (p1—1)- (g1 —1). Then, the SV determines two RSA key pairs (e;, d;) and
(gt, ht) such that e; -d; = 1 mod ¢(n) and g¢ - hy = 1 mod ¢(n) fori =1,2,...,n
and t = 1,2,..., 2, where d; and h; are kept secret. Finally, the SV defines a
cryptographic hash function H : {0,1}* — Z7 and publishes the public parame-
ters {e, G1,G2,q, P, Ppup, M, €1, .., €n, g1, --.,9s, H}.

User subscribing phase: When a user subscribes class C; to access some resource
in some time period T; C T = {1,2,..., 2z}, the system vender computes a key
pair (o = allg <0, deP, B = e(P, P)HyETi hy), where a € Zj is a secret value
kept by the SV. Finally, («, 3) is sent to user via a secure channel.

Encryption key generation phase: For each time t € T = {1,2,..., 2}, the system
vender computes a encryption key K;, = H(k;||k;) to protect the resource in
class C;, where

ki=e( [] P Pouws)® = e(P, p)Hep=cisds and k, = e(P, P)™.
Cr=C;

Note that we can use the symmetric encryption algorithm such as AES with the
key K to encrypt the resource in class C; for time period ¢.

Decryption key derivation phase: For any user who is in class C; with her/his sub-
scribing time period T;, she/he can compute the decryption key K; , = H (k;||k:)
of class C; if and only if C; =< C; and t € T;. The key derivation is shown as
follows:
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ki = e(a, Pml‘_b[)nc’“jci’ckfcj * =e(allg, <c, diPrs- p)tlewzcione; o
sady
= e(P, P)llexzc; sade

and
ki = (5)Hy6T7‘,,y#t 9y — e(P, P)ht.

4 Security Analysis

In this section, we demonstrate the security of our proposed scheme. It is easy
to see that the security of our scheme is based on the computation of both k;
and k; because the encryption key K, = H(k;||k:). In the following Lemmas 1
and 2, we will demonstrate the security of k; and k;, respectively.

Lemma 1. Under the security of the RSA cryptosystem, the value k; for i €
{1,2,...,n} of the proposed scheme is secure against outside and inside attacks.

Proof. Here, the security proof of Lemma 1 is divided into following three parts.

Part 1. Any outside attacker cannot compute the value k;. An outside at-
tacker only knows the public values ej,es,...,e,, and Pp,. Since the value
k; = e(HijCi di P, Ppup)® is generated by the secret values dy,ds, ..., d,, and
a, she/he has no way to know them. In other aspect, the security of dj, relies on
the security of the RSA cryptosystem. The pair (e;,d;) is a pubic/private key
pair and nobody can derive d; from e;.

Part 2. Any legal user with the value kj; still cannot derive the value k; for
the two cases: (1) C; = C; and (2) C;j 4 C;. For the case 1, the key point
is how to find d; such that k; = (k:j)di. However, it is impossible by the same
reason mentioned in Part 1. Similarly, to find d; such that k; = (k;)% % is also
impossible for the case 2.

Part 3. The value k; is secure against colluding attacks. Without loss of gen-
erality, assume that two legal users with the two values k; and k; and they
want to derive the value k; for the two cases: (1) C; < C; < C; and (2)
C; = C; and C; =X Cj. For the case 1, to compute k; they must find d; or d;
such that k; = (k;)% = (k;)% % . However, it is impossible by the same reason
mentioned in Part 1. Similarly, it is also impossible for the case 2.

Lemma 2. Under the security of the RSA cryptosystem, the value k; for i €
{1,2,...,s} of the proposed scheme is secure against outside and inside attacks.

Proof. By the similar approach in Lemma 1, we can prove (a) any outside at-
tacker cannot compute the value ki, (b) any legal user with the value ky, still
cannot derive the value ki, for t1 # to, and (c) the value ki is secure against
colluding attacks.

Based on the above two lemmas, the following theorem demonstrate the pro-
posed scheme is a secure time-bound hierarchical key assignment scheme.



442 T.-Y. Wu et al.

Theorem 1. Under the security of the RSA cryptosystem and the security of
hash function, any outside and inside attackers cannot compute the encryption
key K@t = H(l{}ZHk‘t)

Proof. By Lemmas 1 and 2, we have proven that k; and k; are secure against
outside and inside attacks. If the outside and inside attackers can obtain a value
v = k;||k¢ such that K;; = H(v), it is a contradiction for the security property
”collusion resistance” of the hash function H.

5 Performance Analysis and Comparisons

For convenience to evaluate the performance of our scheme, we define the fol-
lowing notations:

e TG,: The time of executing a bilinear pairing operation, e : G1 X G1 — Gs.
TGmui: The time of executing a scalar multiplication operation of point in
G1.

Teqp: The time of executing a modular exponentiation operation.

Trnwi: The time of executing a modular multiplication operation.

Ty The time of executing a one-way hash function H.

Tsyme: The time of executing a symmetric encryption algorithm.

d: The path length between the subscribing class and its lower level classes.
l: The number of subscribing time interval.

In the user subscribing phase, TG + TG mul + Texp + (d+ 1) T is required to
compute («, 8). In the encryption key generation phase, it requires TGe+T1 G+
2T ezp+ AT+ Th to compute K; , = H(k;||k:). In the decryption key derivative
phase, TGe + 2Teyp + (d + 1 — 2) Ty is required to derive K, = H (k;|| k).

Table 1. Comparisons between our scheme and the recent proposed time-bound hier-
archical key assignment schemes

Chen et al.’s Yeh’s Our

scheme [7] scheme [25] scheme
Key Pairing-based
construction Pairing-based RSA + RSA
Type of
time interval Continuous Discrete Discrete
User TGl 2Teap TGe + TG mu
subscribing  +2Teap + 2Tmuw +H(d+ 1 — D)Twt +Teap + (d+ 1) T
Encryption TGe + 3Texp TGe + TG mut
key generation +2T0ui + Tsyme 2T exp + dTmut +2Teap + Al + TH
Decryption 2Teap TGe 4+ 2Terp
key derivative  TGe + Tsyme +(d+1—2)Tmu  +(d+1—2)Tmu

Provably Existing Provably

Security secure attack [2] secure
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Then, we compare the recent presented time-bound hierarchical key assign-
ment schemes [7,25] in terms of key construction, performance, and security
properties. The results are summarized in Table 1. We can see that Yeh’s scheme
[25] is based on the RSA key construction, Chen et al.’s scheme [7] is based on
the pairing-based key construction, and our scheme fuses the pairing-based and
the RSA key constructions. In other aspect, Chen et al.’s scheme focuses on
continuous time interval. Our scheme and Yeh’s scheme are suitable for discrete
time interval. Though Yeh’s scheme is efficient, it suffered from colluding attack
mentioned in [2]. Our scheme and Chen et al.’s scheme are provably secure.

6 Conclusions

In this paper, we have proposed a time-bound hierarchical key assignment scheme.
Our scheme fuse pairing-based cryptography and RSA key construction and is
suitable for discrete time interval. The security analysis is demonstrated that our
scheme is secure against and outsider and insider attacks (including colluding
attacks). In the future, we will extend our scheme to the cloud environments.
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