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Abstract. In the literature a lot of studies were carried out on (2, n) visual 
cryptographic scheme (VCS) using either XOR or OR operation. A scheme on 
ideal contrast (2, n) VCS with reversing using combined OR and NOT 
operations was reported. In this paper, a construction on an ideal contrast (2, n) 
VCS using combined XOR and OR operations with less amount of 
transparencies than ideal contrast (2, n) VCS with reversing using OR and NOT 
operations is proposed. This paper also shows a construction of (2, n) VCS with 
pixel expansion one which perfectly reconstruct the white pixels and 
probabilistically reconstruct the black pixel using XOR operation.  

Keywords: Visual Cryptography, Secret sharing, Perfect Reconstruction, 
Probabilistic scheme. 

1 Introduction 

Secret sharing scheme is a method of generating shares from a secret, and the 
generated shares are distributed to a group of participants. The dealer distributes 
shares to each participant in such a way that, while combining sufficient number of 
shares (k or more) the participants can reconstruct the secret but fewer than k 
participants are not allowed to reconstruct. Such a system is called as (k, n) threshold 
scheme. Naor and Adi Shamir in 1994 developed a (k, n) OR based visual 
cryptographic scheme (VCS) [1] for sharing secret images. The basic parameters for a 
VCS are pixel expansion and contrast. The pixel expansion is a measure of number of 
sub pixels used for encoding a pixel of secret image while contrast is the difference in 
grey level between black pixel and white pixel in the reconstructed image. Droste [3] 
in 1998 proposed a VCS with less pixel expansion than Naor’s et al. scheme. In 2006 
Bose et.al [7] proposed an optimal (2, n) VCS. In 2008 Sreekumar et al. [8] proposed 
a Uniform Secret Sharing Scheme for (2, n) VCS. In 2010 Liu et al.  [9] proposed an 
XOR based (2, n) VCS with optimal pixel expansion but the contrast is not ideal. A 
VCS for general access structure was introduced by Ateniese et al. [2] in 1996. 
Adhikari et al. [4] in 2004 also constructed a VCS for general access structure. In 
2005 Tylus et al. [5] proposed a VCS based on XOR operation. The (k, n) VCS and (2, 
n) VCS are special cases of general access structure constructions. Cimato et al. [10] 
in 2005 proposed an ideal contrast general access structure VCS with reversing using 
OR and NOT operations. An ideal contrast (2, n) VCS can be constructed using 
Cimato et al. construction.  
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In this paper, we propose a construction of an ideal contrast (2, n) VCS using 
combined XOR and OR operations with optimal amount of transparencies. This 
scheme is better than the method proposed by Cimato et.al in the amount of 
transparencies. In 2004 Yang et al. [6] constructed a probabilistic non expandable 
VCS with same contrast level of the expandable VCS using OR operation. In this 
paper we show a construction of non expandable (2, n) VCS which perfectly 
reconstruct the white pixel and probabilistically reconstruct the black pixel. 

Let P = {P1, P2, P3,…, Pn} be the set of participants, and 2P denote the power set of 
P. Let us denote ΓQual as qualified set and ΓForb as forbidden set. Let ΓQual ∈ 2P and 
ΓForb ∈ 2P

 where ΓQual ∩ ΓForb = Ø. Any set A ∈ ΓQual can recover the secret image 
whereas any set A ∈ ΓForb cannot leak out any secret information. Let Γ0 = {A∈ 
ΓQual: A′ ∉ ΓQual for all A′ ⊆ A, A′ ≠A} be the set of minimal qualified subset of P. 
The pair Γ = (ΓQual, ΓForb) is called the access structure of (2, n) VCS. Let S be an n × 
m Boolean matrix and A ⊆ P, the vector obtained by applying the Boolean XOR 
operation to the rows of S corresponding to the elements in A is denoted by SA. Let    
w (SA) denotes the Hamming weight of vector SA. Definition for the basis matrix of (2, 
n) VCS using XOR operation is given in [9]. In the next section an existing ideal 
contrast (2, n) VCS is discussed.   

2 Cimato’s Ideal Contrast (2, n) VCS   

Let P = {P1, P2,…. Pn} be the set of participants. The share generation and decryption 
phase is given below. 

1. Let K be the secret binary image of size )( qp × .For each participant u, 

1≤u≤n the share construction is given as.  
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1≤ h ≤q and 1≤ j ≤m. Each participant u will have m transparencies with 
same size of the secret image. S0 and S1 are the basis matrices which can be 
constructed using perfect black pixel reconstruction scheme [2, 11]. 

2. Let us define a function
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3. In the decryption phase, the stacking of any 2 of the n shares of the 
participants is done using the following steps. Apply steps from a) to c) for 
all pixels. 

a. Let ),( hgjλ = OR-ing any pairs (Sh(x, j), Sh(y, j)) for all j = 1,..,m, x ≠ y 

and x, y are ∈{1, 2, 3…n}. 

b. ),( hgσ = OR all )),(( hgf jλ for j = 1,.., m. 

c. Find K= )),(( hgf σ for 1≤ g ≤ p, 1≤ h ≤q. 
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3 Proposed Ideal Contrast (2, n) VCS using Liu’s Construction  

Let P = {P1, P2, P3,…, Pn} be the set of participants. The share generation and 
decryption phase is given below 

1. From the Construction 1 in [9] generate a matrix M with distinct rows of size 

n × m, m=  n2log . 

2. Two collections of n × m Boolean matrices S0 and S1 is given as            
S1={C(i ) : C(i) be the n × m  matrix obtained by a cyclic shift on the rows of 
M over (i) positions} and all the rows in the matrix S0 is same and are 
generated by randomly selecting a single row from M. 

3. Let K be a binary secret image of size )( qp × .For each participant u, 1≤u≤n 

the share construction is given as. 
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 1≤ h ≤q and 1≤ j ≤m. Each participant u will have m transparencies with 
same size of the secret image. 

4. In the decryption phase, the stacking of any 2 of the n shares of the 
participants is done using the following steps. Apply steps from a) and b) for 
all pixels )( qp × .  

a) Let ),( hgjλ = XOR-ing any pairs (Sh(x, j), Sh(y, j)) shares for all 

j=1,….,m , x ≠ y  and x , y are ∈  {1,2,3,…. n}.  

b) ),( hgσ = OR-ing all ),( hgjλ for j=1,…., m; where 1≤ g ≤ p, 1≤ h ≤ 

q, ),( hgσ is the reconstructed secret which is same as that of K. 

The number of transparencies of the proposed scheme using Liu’s construction is 

 n2log which is better than 2(n-1) (resp. n) transparencies of ideal contrast (2, n) VCS 

using Ateniese et al. (resp. Blundo et al.) scheme. 

3.1 Example  

Let P = {P1, P2, P3, P4} be the set of participants. The basis matrices S0 (resp.S1) for a 

(2, 4) VCS is constructed as follows. Let M =
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 , then according to the 



338 K. Praveen and M. Sethumadhavan 

 

construction the randomly selected row from M is (0, 1). Then S0=
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10

 and      

S1=
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 .Suppose the secret matrix is given as K= 







10

01
.  Two transparencies 

of each participant are given as follows. 

 P1=> )1,1(Sh = 
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, )2,1(Sh = 
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,P2=> )1,2(Sh = 
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,  

 P3=> )1,3(Sh = 
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, )2,3(Sh = 








11

11
, P4 => )1,4(Sh = 








10

01
, )2,4(Sh = 
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In the decryption phase if P2 and P3 combines the two transparencies obtained are   

1λ  = 







10

01
and 2λ = 








00

00
, then σ  = 








10

01
, which ideally reconstruct the 

secret K.  

4 Proposed Probabilistic Non Expandable (2, n) VCS  

Let P = {P1, P2, P3,…, Pn} be the set of participants. The basis matrices S0 (resp.S1) of 
size n × 1 is given as S0= {“either” n tuple column vector with all zeros “or” n tuple 
column vector with all ones} and S1= {any n tuple column vector with r ones where r    

= 




2
n

 or 




2
n

}.The reconstruction is done by XOR-ing any two shares. The patters 
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1
 in a matrix S0 will give a white pixel during reconstruction and the 

patters 
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0
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1
 in a matrix S1 will give a black pixel during reconstruction. It is 

clear that during reconstruction the white pixels will reconstruct perfectly in white 
region but the reconstruction of black pixel in black region is probabilistic. In order to 
increase the probability of occurrence of black pixel in black region we need to 
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increase the number of patterns of 
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 in a matrix S1.In the paper [9] it is 

given that if we are selecting a n tuple column vector with r ones the occurrence of 

the patterns 
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 reaches its maximum when r = 




2
n

 or 
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.The 

probability of occurrence of black pixel in the black region is observed as Prob(b/b) = 
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.The probability of occurrence of black pixel in the white region is 

observed as Prob(b/w) =0. The relative contrast is given as Prob(b/b) - Prob(b/w). 

4.1 Example  

Let us define two sets D0 and D1 as D0= {
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} and D1= {
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}, S0∈  D0 and S1∈  D1. Let S0 and S1 be the second matrix from D0 and D1 

respectively.  The possible pairs of patterns from the matrix S0 is { 
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} and S1 is 
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}.The white pixel 0 will be reconstructed perfectly 

but black pixel 1 will be reconstructed with a probability of 4/6.So the contrast of the 
scheme is 4/6. 

5 Conclusion  

Cimato et al. proposed an ideal contrast (2, n) VCS using the basis matrices of 
Ateniese et al. and Blundo et al. perfect black construction scheme. In this paper we 
proposed an ideal contrast (2, n) VCS using Liu’s construction. The number of 
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transparencies of the proposed scheme is better than that of existing construction. The 
contrast of the probabilistic schemes completely depends up on the basis matrices 
used, except in case of random grid constructions. The proposed probabilistic non 
expandable (2, n) VCS has better contrast than that of existing schemes. 
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