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Abstract. Mobility of users and information is an important feature
of IT systems that must be considered during design of sensitive in-
formation protection mechanisms. This paper describes an architecture
of MobInfoSec system for sharing documents with sensitive information
using fine-grained access rules described by general access structures.
However, the proper usage of general access structures requires trusted
components and strong authentication protocols. They allow to establish
secure communication channels between different system components. In
the paper we propose a conference protocol based on Boyd’s ideas with
key transport and key establishment mechanisms. We show that the pro-
tocol achieves three goals: (a) the key and participants’ mutual authen-
tication, (b) the common secure communication channel, and (c) the
personal secure communication channels between the protocol initializer
and other protocol participants.

Keywords: mobile device, sensitive information, authentication proto-
cols, conference protocol, secure communication channel.

1 Introduction

As more and more information within organisations is created, stored and shared
electronically, the issue of protecting, sharing and archiving sensitive informa-
tion has become a major concern. Shared information is often stored in the
network and downloaded on mobile devices when they are needed. The informa-
tion should be stored in an encrypted form at a fine-grained level to reduce the
risks and vulnerabilities associated with information security, i.e., anonymity,
privacy, information retrieval, loss, theft and interception. Such a solution is
based on cryptographic access control mechanisms and is typically implemented
in two stages [1,2]. At the first stage the information is encrypted (according to
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some pre-defined access control policy) and is made available on a public server.
At the second stage the encrypted information can be collected by any entity.
However, the information can be read only by an entity that meets the require-
ments specified in the access policy related to the encrypted information. Usually,
the access policy requires a well-known group of participants who cooperatively
try to decrypt a ciphertext. A group decryption process must be preceded by
strong mutual authentication of all group members. The authentication process
is initiated by an entity U0 (called the chairman). The chairman is interested
in deciphering the information downloaded from the network. If deciphering re-
quires cooperation of (n+ 1) entities U0, U1, . . . , Un (participants of a group U),
then authentication is not an easy task. In such a situation it is required to de-
sign authentication protocol that will be effective primarily in terms of running
time. The natural solution to the problem is to use any two-party one-to-one
authentication protocol (e.g., [3,4,5,6]). A chairman executes (sequentially or si-
multaneously) n times the one-to-one protocol with every other member from
the group U . Successful completion of each protocol enables to authenticate
every pair of users (U0, Ui), i = 1, . . . , n, and to establish n independent se-
cure communication channels between them. This type of simple generalization
of two-party protocols to the multi-party situation (especially for large group
of participants) may be too expensive, in terms of both communications and
computation, because each principal needs to receive and verify explicit authen-
tication information from all other group members. Multi-party conference key
agreement protocols are more advanced generalization of two-party protocols for
establishing keys [1,6]. The protocols of this type are executed between entities
belonging to a common group of entities (called the conference). However, the
messages exchanged between the parties are authenticated only by the initiator
of the protocol. On the one hand, this allows to reduce the time complexity of
these protocols and enables to create a common secure communication channel,
but on other hand, it does not ensure mutual authentication of an initiator with
other group members.

1.1 Our Contributions

The first objective of this paper is to describe the general architecture of MobIn-
foSec system, which enables cryptographic protection of sensitive information
in accordance with Originator Controlled (ORCON) access control rules [10,11].
The ORCON rules release a user from the obligation to monitor any information
(especially against unauthorized copying). The information is removed when a
user is no longer allowed to access it. The MobInfoSec needs the strong authenti-
cation between key components like secret protection modules. The definition of
the MobInfoSec system, its properties and parameters allowed us to derive design
goals for authentication protocol and achieve the second objective of this paper,
i.e., the proposal of conference authentication protocol design for protecting and
sharing sensitive information on mobile devices. The protocol summarizes the re-
sults from our previous work on authentication and key establishment protocols
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for different multi-party authentication models. We review the existing solutions
and classify their suitability for protection of sensitive information in mobile
devices. The result of this review is the proposal of multi-party key agreement
protocol based on Boyd protocol idea [4,5,6,7]. The protocol allows the estab-
lishment of a common secure channel and enables mutual authentication of each
pair of protocol participants (U0, Ui), i = 1, . . . , n. Additionally, personal secure
communication channels are also established.

1.2 Paper Organisation

The remainder of this paper is organized as follows. In the next section we shortly
describe the architecture of MobInfoSec system, its properties, components and
their mutual relations. The same Section presents the identified trusted domains
and authentications problem in MobInfoSec system. In Section 2.3 we derive
design goals for authentication and key establishment protocols in MobInfoSec
system and present comparison of selected protocols. Section 3 contains descrip-
tion of a new Boyd’s based conference protocol and short discussion concerning
its security. The paper ends with conclusions, including directions for our future
investigations.

2 Background

2.1 MobInfoSec System

MobInfoSec is a distributed, modular, and configurable cryptographic access con-
trol system to sensitive information [1]. The system allows building confidence
to software and hardware components of popular mobile devices available at the
market. One of the most complex components that needs to be implemented
properly to enable access control according to ORCON rules is a strong mutual
authentication scheme between secret protection (SP) modules. In the MobIn-
foSec system the strong mutual authentication is required before any group
decryption operation. Its main purpose is to create secure (trusted) communi-
cation channels between mobile devices (i.e., between SP modules inside mobile
devices). MobInfoSec architecture (see Fig. 1 - the arrows use UML notation for
labels) consists of several subsystems which are divided into three categories:
subsystems working on server-side of the system (at service provider site), sub-
systems used by mobile users and external subsystems performing services used
by MobInfoSec. The system consists of six logical subsystems connected with
three subsystems in an external environment.

Server-side components. Policies and Assertions Management Subsystem
(PAMS) contains several components that provide key features and can be di-
vided into three categories. The first one is related to management of targeted
access policies and their templates (generation, storage and distribution). The
second group of functions is related to management of users and mobile devices.
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The third category contains functions related to assertions (attributes) manage-
ment. The subsystem only distributes the data to Standard Trusted Services
(STS) and is not available directly for mobile devices. The STS is the source
of that information via the trusted components providing the information from
PAMS. Dispatcher Subsystem (DS) is used to generate targeted access policies
and to encrypt documents with sensitive information in accordance with those
policies. Generated policies are published in the repository located in STS. An
encrypted document linked with a target access policy is published in External
Subsystem in an untrusted document registry. Mobile components. User Sub-
system (US) and Mobile Device Protection Subsystem (MDPS) are two logical
subsystems that are located in Mobile Device. US is responsible for authenti-
cation and authorization of users and mobile devices, for distribution of access
policies to mobile devices and it enforces access policy in the case of decryption.
Additionally, there is located an application that presents the data subjected to
access policy. The integrity of trusted applications sets is supervised by MDPS.
MDPS through SP module provides specific cryptographic keys to the trusted
code. The SP module is a source of trust (at various levels, depending on SP
type). SP protects directly trusted US components implementing ORCON rules.
External components. External PKI Services Subsystem provides services re-
lated to a public key infrastructure (PKI). Furthermore, External Model PKI
Services Subsystem provides PKI services which are not available in External
PKI and Cryptographic Services Subsystem and are necessary for the function-
ing of new algorithms and protocols developed especially for the MobInfoSec
system. That subsystem is not a part of MobInfoSec system and belongs to
its environment. External Systems subsystem contains untrusted mobile device
that can be vulnerable for attempts tampering its integrity. The mobile device
is a platform for placement of dispatcher or user subsystems. Another part of
external systems is an untrusted document registry. The untrusted document
registry contains encrypted documents. It might be public http or ftp server or
service intended to store files in a cloud.

Fig. 1. MobInfoSec subsystems [1]
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2.2 Trusted Domains and Authentications

MobInfoSec system can be treated as a set of distributed cooperating applica-
tions located in different network places (Fig. 2). Applications can be grouped
according to the trust domain. A single domain is created around a trusted
application or a group of trusted applications. Communication between appli-
cations in a single domain is secure, which may result, e.g., from the fact of
deploying them in one location or the use of security technologies such as SSL.
The problem that remains open is a communication between components located
in different trust domains. The communication requires the creation of trusted
paths and channels. The paths and channels created using strong cryptographic
mechanisms allow applications from different trust domains to trust each other
and mutually accept decisions.

Fig. 2. Trust domains concept for different mobile devices

2.3 Basic Entity Authentication Protocols and a Key Establishment
Protocols

Cryptographic authentication protocol depends primarily on the methods used
to generate session keys and on the number of protocol participants (according
to Boyd [7]). Generally MobInfoSec system requires secure communications be-
tween multiple entities. It is necessary to design protocols that establish keys for
groups of principals to achieve such goal. In the MobInfoSec system the most
important is a cryptographic authentication protocol implemented between SP
components located in different trust domains. One of these domains (called a
chairman) is the initiator of the protocol and should mutually authenticate with
every other trust domain and establish secure communication channels.
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Table 1 presents a few potentially useful protocols considered for MobInfoSec
system and based on literature analysis [3,4], [6,7], [10]) compares their proper-
ties given in [4]. The most important are three groups of properties (in addition
to confidentiality and integrity of keys): two or multi-party authentication, inde-
pendent (personal) versus common communication channels and existence of a
formal security proof. Protocols providing multi-party authentication are more
effective (require fewer runs). However, they allow creating a common channel,
which is not always beneficial from the specific application point of view. This
is the case of MobInfoSec system, where communication channel are created
for sending shadows to the initiator. The initiator is the only recipient of those
messages and no other group member should have access to them. However,
this problem can be solved, and it is possible to provide access to confidential
information only to the originator of the protocol (at the expense of additional
cryptographic operations, see Section 3).

Table 1. Authentication protocol comparison

Protocol (variant)

No. Property

Transport

RSA (EN

14890) [3]

Key transport

ISO/IEC
11770-3

Mechanism 5 [10]

Lim-Lee
key

agreement

Protocol 5 [6]

Boyd’s
conference

protocol A [7]

Boyd’s
conference

protocol B [4]

1.
Mutual

authentication + + + − −

2.

Multi-party
authentication
(one to many

and many

to one) − − − +5) +5)

3.
Key

integrity + + + + +

4.
Key

authentication + + + + +

5.

Personal
(independent)

communication
channels +1) +1) +1) − −

6.

Common
communication

channel − − − + +

7.
Forward
secrecy − − − − −

8.
Backward
secrecy N/A2) N/A N/A − −

9. Liveness +3) +3) + + +

10.
Key

control + +4) + + +

11.
Key

freshness +3) +3) +3) +4) +4)

12.
Key

confirmation + + + +5) +5)

13.

Formal
security
proof + −6) −6) + +
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Legend:

+ means that the protocol has indicated property, perhaps after meeting
additional requirements presented in footnote
1) It also applies to the case when the protocol is used to authenticate the
initiator of the protocol with other members of the participants group
2) N/A - not applicable
3) Applies to all participants of the protocol
4) Applies only to the initiator of the protocol
5) If session key is used by all members of the group
6) Lack of information about the existence of a formal security proof.

Considering the above facts and the existence of formal security proofs, for
further work on authentication protocols in the MobInfoSec three protocols were
adopted: RSA-based key transport protocol (according to EN 14890) and Boyd’s
conference protocols A and B. RSA-based key transport protocol is normally run
by the two parties. Mutual authentication of protocol initiator with each of the
n group members requires to initiate and perform n independent authentica-
tion protocols. Their successful completion allow to authenticate the protocols
initiators with all the other participants and to establish n independent commu-
nication channels. Boyd’s conference protocols in two variants (see Tab. 1) allow
a chairman to establish a common communication channel with a certified key
that can be established during running only one instance of the authentication
protocol. Although it does not provide mutual authentication of the initiator
with other participants in the protocol, this can be achieved after modifications
introduced into the protocol presented in Section 3. Moreover, these modifica-
tions allow to achieve the independent communication channels, while there is
still the common communication channel.

3 3 Conference Authentication Protocol Design

In this section the conference protocol SPs Conference Key Agreement is pre-
sented, one of two designed especially for the MobInfoSec system. The main
protocol purpose is mutual authentication of mobile devices, which are under
control of a user A and users Bi, i = 1, . . . , n, and establishment of secure com-
munication channels. We assume that the user A is an initiator. In a typical
use scenario of SPs Conference Key Agreement a user A, (the owner of mobile
device UM.A), needs to retrieve shadows of keys from devices UM.Bi, being
under control of users Bi. Consequently, the restored key can be used to decrypt
the document.
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3.1 Notation and Assumptions

For the protocol description the following short names of components and nota-
tions are used (see also Fig. 2):

DS[key](msg) A digital signature of a message <msg> created using a key <key>

E[key](msg) Encryption of a message <msg> using a key <key>

h(msg) A digest calculated for a message <msg> using hash function h

MAC[key](msg) Message Authentication Code of <msg> built with <key>

MU.X Authentication module under control of a user X installed in a
mobile device

PrK.SP.X.AUT A private authentication key installed in the SP belonging
to an entity X

PuK.SP.X.AUT A public authentication key installed in the SP belonging
to an entity X

Q||Z A concatenation of information Q and Z

SP.X Secret Protection module installed in a user X mobile device
X A protocol participant

We assume that for a given set of entities P = {A,B1, . . . , Bn}, where n ≥ 1,
the entity A is the preferred entity responsible for initiating the protocol. The aim
of the protocol is the mutual authentication with each entity Bi, i = 1, . . . , n,
and generation of a key material necessary to ensure the confidentiality and
authenticity of information exchanged between the parties.

3.2 SPs Conference Key Agreement Protocol Description

The SPs Conference Key Agreement(A,B1, . . . , Bn) protocol is based on the
Boyd’s conference protocol idea [4], [7]. Successful completion of the protocol
authenticates directly only an entity A. Other entities authenticate themselves
indirectly in the moment of usage of key generated based on an agreed key
material. The key material is common for all entities that take part in the pro-
tocol. The SPs Conference Key Agreement(A,B1, . . . , Bn) protocol consists of
five phases.

Phase I. Protocol participants exchange certificates between each other and
activate necessary keys. After successful completion of that phase, SP.A has
certificates C.SP.Bi.AUT and public keys PuK.SP.Bi.AUT of modules SP.Bi(i =
1, . . . , n), and each module SP.Bi(i = 1, . . . , n) contains the certificate
C.SP.A.AUT and the public key PuK.SP.A.AUT of the module SP.A. Modules
SP.A and SP.Bi (i = 1, . . . , n) have activated their keys needed during execution
of cryptographic operations. Subsequent phases are performed as follows.

Phase II. Activation of the module SP.A and generation of the first component
of common key material:
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1. MU.A requests activation by SP.A of private key PrK.SP.A.AUT:

MU.A → SP.A: activate security key (PrK.SP.A.AUT)

2. SP.A activates key PrK.SP.A.AUT and sends confirmation to MU.A:

SP.A → MU.A: conf.OK

3. MU.A requests from SP.A to generate a random number and store it under
its control:

MU.A → SP.A: get rand

4. SP.A generate random number RND.SP.A and stores it in the memory:

SP.A → MU.A: conf.OK

Phase III. (Generation of key material’ components) For each pair of entities
(A,Bi), i = 1, . . . , n:

5. MU.A requests from SP.Bi via MU.Bi to generate a random number and to
send it back together with ID.:

MU.A → MU.Bi → SP.Bi: get challenge

6. SP.Bi generates challenge RND.SP.Bi and together with its ID, SN.SP.Bi,

sends it back to MU.A:

SP.Bi → MU.Bi → MU.A: RND.SP.Bi || SN.SP.Bi

Phase IV. Signing and Decryption

7. MU.A sends authentication request to SP.A:

MU.A → SP.A: authenticate(RND.SP.B1 || SN.SP.B1
|| ... || RND.SP.Bn || SN.SP.Bn)

8. SP.A generates random padding PRND.SP.A, prepares preToken.SP.A
and signs it:

DS[PrK.SP.A.AUT](preToken.SP.A)

where:

preToken.SP.A = textA.SP.A || PRND.SP.A
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|| RND.SP.B1 || SN.SP.B1 || ...|| RND.SP.Bn
|| SN.SP.Bn || h(PRND.SP.A || RND.SP.A

|| RND.SP.B1 || SN.SP.B1 || ... || RND.SP.Bn
|| SN.SP.Bn) || textB.SP.A

and then for every i = 1, . . . , n generates additional random number
exRND.SP.Bi and calculates a ciphertext in the form:

E[PuK.SP.Bi.AUT](RND.SP.A || exRND.SP.Bi);

next SP.A sends it together with its signature to each SP.Bi via MU.Bi:

SP.A → MU.A → MU.Bi → SP.Bi:
E[PuK.SP.Bi.AUT] (RND.SP.A || exRND.SP.Bi)
|| DS[PrK.SP.A.AUT](preToken.SP.A)

9. Each SP.Bi (for i = 1, . . . , n) decrypts E[PuK.SP.Bi.AUT] (RND.SP.A ||

exRND.SP.Bi) || DS[PrK.SP.A.AUT] (preToken.SP.A) and after that
SP.Bi verifies SP.A signature (after the confirmation of compliance with a
random challenge RND.SP.Bi sent previously) and returns back confirmation
to MU.A:

SP.Bi → MU.Bi → MU.A SP.A: conf.OK

Remark 1. When the protocol is completed - the module SP.A and each module
SP.Bi (for i = 1, . . . , n) have confidential key materials RND.SP.A and
exRND.SP.Bi(i = 1, ..., n). On this basis each party calculates:

(a) common key material:

K.SP.A/SP.B1..n = KDF (RND.SP.A || RND.SP.B1 || ... || RND.SP.Bn),

where KDF denotes a key derivation function (it is used to create session keys
ensuring confidentiality and message integrity);

(b) personalised key material known only to a pair (A,Bi), i = 1, . . . , n:

inK.SP.A/SP.Bi = KDF (K.SP.A/SP.B1..n||exRND.SP.Bi).

Phase V. Key material authentication and establishment of independent trusted
channels. For each pair of entities (A,Bi), i = 1, . . . , n:

10. MU.A sends authentication request to SP.Bi via MU.Bi:

MU.A → MU.Bi → SP.Bi: MACauthenticate(RND.SP.Bi || SN.SP.Bi)

11. SP.Bi calculates message authentication code and sends it back SP.A via
MU.Bi:

SP.Bi → MU.Bi → MU.A → SP.A:
MAC[inK.SP.A/SP.Bi](RND.SP.A || exRND.SP.Bi || RND.SP.Bi)
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12. SP.A verifies MAC [inK.SP.A/SP.Bi] (RND.SP.A || exRND.SP.Bi ||

RND.SP.Bi) and after successful verification of its compliance with received
value sends it to SP.Bi:

SP.A → MU.A → MU.Bi → SP.Bi: conf.OK

After the protocol completion module SP.A is authenticated mutually with ev-
ery other modules SP.Bi(i = 1, . . . , n). It results from the step 8, in which module
SP.A has used its private key to create a digital signature, which is then verified
by each of modules SP.Bi (step 9). Also, in step 9 each of entities SP.Bi had to
use its private key to decrypt a ciphertext received from SP.A. Thus each SP.Bi
might recover random numbers (RND.SP.A || exRND.SP.Bi) and calculate key
material (K.SP.A/SP.B1..n,inK.SP.A/SP.Bi). This material is used in step 11
by entity SP.Bi to calculate message authentication code and then to successful
verification by entity SP.A in the step 12; this ends authentication of entity SP.Bi
by SP.A. It is easy to notice, that key material K.SP.A/SP.B1..n allows to build
common secure communication channel. Whereas material inK.SP.A/SP.Bi is
known only to a pair of entities (SP.A, SP.Bi) - it enables to create individual
communication channels. This last property is particularly useful in the MobIn-
foSec system. In the system each of the entities SP.Bi must send to SP.A a
shadow or partially decrypted document confidentially.

3.3 Verification of Protocol’s Security

In MobInfoSec system authentication protocol should work even under worst-
case assumptions, namely messages may be eavesdropped or tampered by an at-
tacker or dishonest or careless principals. The attacks can be conducted without
attacking and breaking cryptography, but rather by attacking communication
itself. These attacks exploit weaknesses in the protocol’s design whereby pro-
tocols can be defeated by cleverly manipulating and replaying messages in the
manner not anticipated by the designer [11]. Many formal methods for analysing
cryptographic protocols and increasing the assurance that the protocol satisfies
its security requirements exist. Some example of such methods and tools are
CSP and FDR [12], OFMC [13] and the AVISPA tool [14], CryptoVerif [15], the
crypto-module of the VerICS tool [16] and the PathFinder tool [17,18]. Three
of these tools, i.e., AVISPA, VerICS and PathFinder, were used to investigate
the main part (Steps 5-9) of proposed protocol (see Section 3.1). To model these
steps we use HLPSL and ProToc languages. Next, we have examined correct-
ness of the protocol using authentication and security properties. For all defined
properties the proposed protocol is correct and secure. Computations were car-
ried out on a computer equipped with the quad core processor Intel Pentium D
(3000 MHz), 2 GB main memory, and the operating system Linux, and for each
case took no more than 20 ms. More detailed description of the experiments and
achieved results can be found in [19].
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4 Conclusions

In this paper we have introduced a new multi-party conference authentication
protocol based on ideas presented by C. Boyd [4], [7]. This protocol is a fun-
damental element of MobInfoSec system that enables access control according
to ORCON rules to sensitive information stored and shared in encrypted form
[2], [9]. The main objectives of this protocol is a mutual authentication of each
pair of the protocol participants and building both common and personal secure
communication channels between them. We model core security properties of
proposed protocol in HSPL and ProToc languages and use the different tools,
i.e., AVISPA, VerICS and PathFinder, to automate our security analysis. The
protocol security analysis was conducted under the assumptions of perfect cryp-
tography and that the protocol messages are exchanged over a network that is
under the control of the Dolev-Yao intruder [20]. The extensive investigation has
shown that our protocol does not contain flaws and is resistant against attacker
following the Dolev-Yao model. The proposed protocol is a little more complex
than Boyd’s A or B protocol and: (a) it can be completed with 3n (n – number of
protocol participants except an initiator) broadcast messages (without counting
request messages), i.e., with n messages more than for Boyd’s protocol, (b) the
computation required for U0 (the same as in Boyd’s protocol) is one signature, n
public key encryptions and (c) in opposite to Boyd’s protocol, the n additional
MAC calculations are required (one calculation per each entity Ui, i = 1, . . . , n).
However, main drawback of our protocol (like Boyd’s protocol) is a lack of a for-
ward secrecy, because the compromise of any principal’s decryption key results
in compromise of key materials (compare Step 9). Therefore, the future work
will concentrate on extending our conference protocol to cover this drawback
and to provide a forward secrecy.
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