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Abstract. Differential uniformity and nonlinearity are two basic prop-
erties of S-boxes, which measure the resistance of S-boxes to differential
and linear attack respectively. Besides these two properties, the hardware
cost of S-boxes is also an important property which should be consid-
ered primarily in a limited resource environment. By use of Feistel struc-
ture, we investigate the problem of constructing S-boxes with excellent
cryptographic properties and low hardware implementation cost in the
present paper. Feistel structure is a widely used structure in the design
of block ciphers, and it can be implemented easily in hardware. Three-
round Feistel structure has been used to construct S-boxes in symmetric
algorithms, such as CS-CiPER, CRYPTON and ZUC. In the present pa-
per, we investigate the bounds on differential uniformity and nonlinearity
of S-boxes constructed with three-round Feistel structure. By choosing
suitable round functions, we show that for odd k, differential 4-uniform
S-boxes over ng with the best known nonlinearity can be constructed
via three-round Feistel structure. Some experiment results are also given
which show that optimal 4-bit S-boxes can be constructed with 4 or 5
round unbalanced Feistel structure.

Keywords: lightweight cryptography, S-boxes, Feistel structure, differ-
ential uniformity, nonlinearity.

1 Introduction

S-box is an important component of symmetric cryptography algorithms since it
provides “confusion” for algorithms and in most cases is the only nonlinear part
of round functions. S-boxes used in cryptography should posses good properties
to resist various attacks. As a nonlinear part, an S-box usually takes a relative
high cost in hardware implementation. Thus the cost of hardware implementa-
tion of an S-box is also of significant importance in lightweight cryptography
algorithms, which are aiming to provide security in a limited resource environ-
ment. With the rapid development of lightweight cryptography, it is of particular
interest to investigate the problem of constructing S-boxes with excellent cryp-
tographic properties and low cost hardware implementation.
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Feistel structure is a well-known and widely used structure in symmetric cryp-
tography. There are too many block ciphers designed with the scheme, and the
most famous one among them is Data Encryption Standard (DES). Feistel struc-
ture is also used for constructing components of block ciphers. For example,
MISTY used three-round Feistel structure to construct its nonlinear part FI
[20]. The S-boxes in CS-CIPER [24], CRYPTON [18] and ZUC [25] are also
constructed with three-round Feistel structure.

In general, the cost of hardware implementation of nonlinear functions is in
direct proportion to its input and output size. For example, the 8-bit S-box
of AES cost around 200 gates [5], and optimal 4-bit S-boxes cost less than 40
gates [17]. Thus, implementing functions on Fyx often cost much less area than
implementing functions on Fq2r. An advantage of constructing S-boxes over ]ng
with Feistel structure is that it only need to implement round functions on Fyx.
Therefore, comparing with 2k-bit S-boxes constructed directly with permutation
polynomials over Fqar, S-boxes over F%k constructed via Feistel structure with
round functions on Fyr cost much less area in hardware implementation.

However, the best cryptographic performance of S-boxes constructed with
Feistel structure is not known clearly. Differential uniformity and nonlinearity
are two basic properties of S-boxes, which measure the resistance of S-boxes to
differential and linear attack respectively. S-boxes with lower differential unifor-
mity and higher nonlinearity posses better resistance to differential and linear
attack. Then it is interesting to investigate the lower bound and upper bound
of differential uniformity and nonlinearity of S-boxes constructed with Feistel
structure respectively.

There are already some work on the provable security of Feistel structure,
such as [19,21]. Based on the assumption that round keys are independent and
uniformly random, it is proven that the average differential uniformity of all
permutations constructed via r-round (r > 3) Feistel structure with round per-
mutation f and all possible round keys is less than or equal to A(f)? [21]. Note
that the bound is an average bound over all round keys, then for some fixed
round keys, the differential uniformity of the corresponding permutation may
larger than the above bound. This has been verified with experiment results in
[1].

In the present paper, we mainly investigate the problem of constructing S-
boxes with low differential uniformity, high nonlinearity and easy hardware im-
plementation by use of Feistel structure. Without any statistical assumptions,
we investigate the lower bound and upper bound of S-boxes constructed with
three-round Feistel structure. We show that differential 4-uniform permutations
with the best known nonlinearity can be constructed with three-round Feistel
structure. It is also shown that optimal 4-bit S-boxes can be constructed with 4
and 5 round unbalanced Feistel structure.

The paper is organized as follows. In Sect. 2, some preliminaries are given.
In Sect. 3, the bound on differential uniformity and nonlinearity of S-boxes
constructed with three-round Feistel structure is characterized. In Sect. 4, a
class of differential 4-uniform permutations with the best known nonlinearity
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over o2 for odd k is constructed via three-round Feistel structure. In Sect. 5, it
is shown that optimal 4-bit S-boxes can be constructed with unbalanced Feistel
structure. A conclusion is given in Sect. 6.

2 Preliminaries

An S-box with n-bit input and output can be represented by a polynomial on
the finite field Fay». First, we introduce the definitions of differential uniformity,
nonlinearity and algebraic degree.

Definition 1. [22] Let F(x) € Fan[z]. The differential uniformity of F(z) is
defined as

A(F) =max{|Rp(a,b)|: a € F5.,b € Fan},

where Rp(a,b) means the set of solutions of equation F(x) + F(x +a) = b in
]FQ'!L.

F(z) is called differential -uniform when A(F) = 4. It is easy to see that
the lower bound on differential uniformity of F'(z) € Fan[x] is 2. Differential
2-uniform functions are called almost perfect nonlinear (APN). The differential
spectrum is the set {|Rp(a,b)| : a € F5,.,b € Fon}.

Definition 2. Let F(x) € Fon[z]. The minimum distance of the components of
F(x) and all affine Boolean functions on n variables is called the nonlinearity of
F(z). It is denoted by NL(F) and can be computed as follows

NL(F) =271 - ;A(F),

where A(F)=max{|\r(a,b)|:a € Fan,b € F3.} and A\r(a,b)= 3" (—1)TrbF@)+az)

xEFon

For odd n and F(z) € Faa[z], it holds that N'L(F) < 271 —2"2" [10]. For
even n and F(z) € Fan[z], the upper bound on the nonlinearity of F'(z) is still
open, and the best known nonlinearity is 277! — 22 [11].

2" —1
Definition 3. The algebraic degree of G(z) = Y, cja? € Fanlx], which is de-
=0

noted by d°(G), equals the mazimum hamming weight of binary expansion of j
with c; # 0. In other words, d°(G) = max; ., +0{w2(j)}, where wa(j) means the
number of nonzero terms in the binary expansion of j.

For other cryptographic properties of Boolean functions and vectorial Boolean
functions, one can see [8,9] for more details.
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Fig. 1. An S-box constructed with three-round Feistel structure

3 On Properties of S-boxes Constructed with
Three-Round Feistel Structure

Throughout this section, we consider S-boxes constructed with three-round Feis-
tel structure as in Figure 1. Let P;(x) € For[z],1 < i < 3. Then an S-box over
F%k constructed as in Figure 1 can be characterized as

F(z,y) = (z + Pi(y) + Ps(y + Pa(x + P1(y))), y + Pa(z + P1(y)))-

We also write F'(z,y) as Fp, p, p,(%,y) when the sequence of round transforma-
tions Py, P> and Pj is emphasized. It is easy to see that F(z,y) is a permutation
over ng and

Fp, p,.p; (2, 9) " = Fp, p, P, (2,9),

where Fp, p, p,(x,y)”! means the compositional inverse of Fp, p, p,(x,9).
This construction has been used in CS-CIPER [24], CRYPTON [18] and ZUC
[25]. In this section, we mainly investigate the bound on differential uniformity
and nonlinearity of F(z,y).
First, it needs the following result. Remember that for F'(z) € Fan[z], a € F3.
and b € Fan, Rp(a,b) means {y € Fan | F(y) + F(y + a) = b}.

Lemma 1. [6,1] Suppose P;(x) € Forlx],1 < i < 3, and F(x,y) be the S-box
constructed as in Figure 1. Then the following statements hold.

(1) Let a,b,c € For and (a,b) # (0,0). Then the equation F(z,y)+ F(z+a,y+
b) = (¢,0) has |Rp,(b,c + a)| - |Rp,(c,b)| roots in F2,. Furthermore, these
roots are (z; + Pi(y;),y;), where y; € Rp, (b,c+ a) and z; € Rp,(c,b).

(2) Let a,b € For and c € F,. Then Ap((a,b),(0,¢)) = Ap,(c+b,a)Ap,(a,c).

Theorem 1. Suppose P;(x) € For[z],1 < i < 3, and F(x,y) be the S-box con-
structed as in Figure 1. Then the following statements hold.
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(1) If Py(x) is not a permutation over Fox, then A(F) > 2k+1,
(2) If Py(x) is a permutation over For, then A(F) > 2A(Ps).

Proof. (1). Since P(x) is not a permutation over Fax, then there exists a € I,
such that

Py(z)+ Pa(x+a)=0

has at least 2 roots in Fyx, which means |Rp, (a,0)| > 2. Notice that Rp, (0,0) =
Fyx, Then according to (1) of Lemma 1, F(x,y) + F(z + a,y) = (a,0) has at
least

[Rp, (0,0)] - [Rp,(a,0)] = 2k+!
roots in 2

2., which implies A(F) > 2~

(2). Firstly, we choose b,c € I}, such that |Rp,(c,b)] = A(P). Then we
choose a € Fqr, such that Rp, (b, c+a) is nonempty. This means |Rp, (b,c+a)| >
2. Therefore, according to (1) of Lemma 1,

F(z,y) + F(z + a,y + b) = (¢,0)
has 2A(P;) roots in For. Hence A(F') > 2A(P). O

Let

Ak =

23"k odd,
25+l k even.

For F(z) € Fyr[x], we assume it holds
A(F) = A,

which is a bound accepted widely for F'(z) € Fan|[x] with n even, although it is
not proven yet. Then we have the following result concerning the nonlinearity of

F(x,y).

Theorem 2. Suppose P;(x) € For[z],1 < i < 3, and F(x,y) be the S-box con-
structed as in Figure 1. If for any a € T3, there exists b € T3, such that

A, (a,b)] = A, then NL(F(x,y)) < 2261 — A%

Proof. We only need to prove A(F(z,y)) > A}. Choose a € F3.,c € Far such
that
|Ap, (¢, a)| = A(Py).

According to the condition of P, there exists b € I}, such that [Ap,(a,b)| > Ag.
Then according to (2) of Lemma 1, it holds

Ar((a,b+¢),(0,b)) = Ap, (¢,a)Ap,(a, b).
Note that

A(F (2, y)) =max{|Ap ((u1, u2), (v1,v2))]: (u1, u2), (v1,v2) € Fo, (v1,02) #(0,0)},
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Table 1. Properties of known 8-bit S-boxes constructed with three-round Feistel
structure

Algorithm/S-box  Differential uniformity Nonlinearity Algebraic degree

CS-CIPER/P 16 96 5
CRYPTON/So, S 8 96 5
ZUC/So 8 96 5

then it holds

A(F(z,y)) > [Ar((a,b+¢), (0,0))]
= [Ap,(¢,a)| X [Ap,(a,D)]
> A(P1) A
>\,

and we complete the proof. O

As for 8-bit S-boxes, which are the most often usage size in real applications,
we have the following result.

Theorem 3. Suppose Fp, p, p,(x,y) is an S-box over F2, constructed by three-
round Feistel structure with round functions P;(x) € Fas[z], 1 <14 < 3. Then the
following statements hold.

(1) A(Fpl,PmPs) > 8.
(2) IfA(Fpl,pz,pS) = 8, then Nﬁ(Fpl’pz’ps) < 96.

Proof. Notice that there are no APN permutations over Fosa [16], then the dif-
ferential uniformity of any permutation over F2, constructed with three-round
Feistel structure is larger than or equal to 8.

If A(Fp,,p,,p,) = 8, then Py(z) is a differential 4-uniform permutation over
Fy1 according to Theorem 1. By an exhaustive search, it can be checked that
the condition of Theorem 2 is satisfied by all differential 4-uniform permutations
over Fasi. Then according to Theorem 2, we have NL(Fp, p, p,) < 96. O

The permutation P in CS-CIPER, S-boxes Sy, S1 in CRYPTON and an S-box
Sy in ZUC are constructed by three-round Feistel structure. The properties of
these 8-bit S-boxes are listed in Table 1.

The permutation P in CS-CIPER is an involution over ]F§4, which means
P(P(z,y)) = (z,y) for (z,y) € FZ,. The differential uniformity of the permuta-
tion P in CS-CIPER does not achieve the bound in Theorem 3. In Example 1,
we give an involution over IF§4, which achieves the bound in Theorem 3 and has
a better algebraic degree.

According to Theorem 3, the differential uniformity and nonlinearity of S-
boxes in CRYPTON and ZUC can not be improved by choosing different round
transformations. However, the following example shows that the algebraic degree
of S-boxes constructed with three-round Feistel structure can be improved to 6.
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Ezample 1. Let Pi(z) = 23, Py(x) = o + ¢21° + g3a13, Where g is a root of
2 +24+1=0,and P3(z) = 23 + (2® + 2 + 1) Tr(23) = Zx’ Py(x) is a case

of Gold function [12,22], which is an APN polynomial. Pg( ) is a differential
4-uniform permutation over Fqa got by computer searching. Ps(z) is an APN
polynomial which is CCZ-equivalent and EA-inequivalent to P;(z) [3].

It is easy to check that Fp, p, p, and Fp, p, p, are S-boxes over FZ, with
differential uniformity 8, nonlinearity 96 and algebraic degree 6. Furthermore,
Fp, p, p, is an involution over ]F§4.

4 Optimal S-boxes Constructed with Three Round
Feistel Structure

When % is odd, the upper bound on nonlinearity of F(z,y) in Theorem 2 is
22k=1 _ 9F wwhich is the best known nonlinearity of functions on F%k Further-
more, there exist APN permutations over For with k& odd. Thus, it is possible
to get differential 4-uniform permutations over F%k with the best known nonlin-
earity. v

Suppose k is an odd integer, ged(i, k) = 1. Then z2't1 is an APN permutation
over Fyr and denote its compositional inverse by x27"1+1. Let F(x,y) be the S-
box over ]ng constructed by three-round Feistel structure with round functions

Pi(z) = Py(z) = 22+ and Py(z) = z2+1. Then
i i 1 i i 1
Floy)=(z+y* T+ (y+ (@ +y" TH2e) Ty + (a+y7 ) 20)
i i i 1 i _2i i 1
= Tyt @y e fy(ahy T ey (@ y® T ),

In this section, we show that F(x,y) constructed as above is a differential
4-uniform permutation over F%k with the best known nonlinearity.

In order to characterize the differential uniformity and nonlinearity of F(x,y),
we need the following lemmas firstly.

Lemma 2. Suppose k is an odd integer and ged (i, k) = 1. Then for any (b,d) €
F2,. with (b,d) # (0,0), the following system of equations

dy? +d2y+b2z—|—bz =0,
by? + b2y + (b+d)z2 +(b+d)2z=0

has exactly 4 roots in ]ng. Furthermore, the following statements hold.

(1) If bd(b+ d) = 0, then the 4 roots are (0,0),(0,5),(8,0) and (5, 3), where
B € {b,d} with 5 # 0.
(2) If bd(b+ d) # 0, then the 4 roots are (0,0), (d,b), (b,b+d) and (b+d,d).
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Proof. To solve the following system of equations
dyQi +d2iy+b2iz+bz2i =0, (1)
by + 02y + (b+d)2 2+ (b+d)22 =0, ()

we have the following cases.
First, if b = 0, then d # 0 and the above system of equations becomes

dy* +d*y =0,
dz> +d* z=0.

It is easy to see that the above systems of equations has exactly 4 roots in ng,
which are
(0,0),(0,d), (d,0), (d, d).

This is because az? + o'z is a linear mapping on For with kernel {0, a} for
any a € [}, since ged(i, k) = 1.

The case of d = 0,b # 0, and b = d € F;, can be proved similarly.

Next, we prove the case of bd(b+ d) # 0, which is equivalent to b,d € I}, and
b #d. Let

2

A=0b%+bd+ d?,

and ‘ v

B=b*d+bd*.
Notice that & is odd, ged(i, k) = 1, b,d € I, and b # d, then A # 0 and B # 0.
We add equation (1) multiplied by b + d to equation (2) multiplied by b, from
which we eliminate 22 and get

7 ;(Azﬁ + (B ba® +d? ).
Substitute the above equality to equation (1) and multiply both sides by BTH,
then we have
0= dei+1y2i —&-dziBQiHy—i— (bB)Qi(AyQi + (b2i+1 + bdzi +d2i+1)y)
+OB(Ay® + (7 4 bd® + d* 1 )y)?
= bBAY Y2 + (dB¥ ' + (bB)2 A+ bB(G* T 4+ bd2 + d% )2 )y2
H(d B 4 (0B)F (02 4+ bd 4 d2 )y
— bBAZ y* + A% (¥ d+ bd® )y + bAZ By, (3)

i

where the coefficients of yzi and y is computed as follows. First, we have

dB¥ 1 = d(b* d + bd? ) !
_ b22i+2id2i+2 + b22i+1d2i+1+1 + b2i+1d22i+2 + b2i+1d22i+2i+1

(bB)ZiA _ (b22z‘+2id2i +b2i+1d22i)(b2 +bd+d2)
— 2P 2022 p2M 20l g2 2% g2t 2
+b2i+1+2d22i + b2i+1+1d22i+1 + b2i+1d22i_,'_27
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and
bB(bziH + de + d2i+1)2i _ (b2i+1d+ bzdzi)(b22i+2i + bzid22i + d22i+2i)

_ b2“’7"+27"+1+1dJr b27"+1+1d22i+1 + b27"+1d227"+2i+1

+b22i+2i+2d2i + b2i+2d22i+2i + b2d22i+2i+1

9

then it holds
dB¥*1 4 (bB)* A+ bB(b* 1 + bd® + d* 1)
2L g2 T L g 2%t g2t 2t 2%
+b22i+2i+1+1d I b2i+2d22i+2i I b2d22i+2i+1
— b(b221d(d21+1 + b2‘id2i + b2i+1) + bd22i (b2i+1 + bgidgi n d2i+1))
— bA2 (b2 d + bd®”").

The computation of the coefficient of y is easy.

dzi‘Bzi-.H + (bB)Zi (b2i+1 + bdZi + dzifl) |
= B (d% (b*' d + bd?®") + b (b* 1 + bd? + d*'T1))
— BT’ (bdZH'l + b2i+1+1 + b2i+1d2i)
= bA? B

Note that b # 0 and A # 0, then equation (3) is equivalent to
Divid both sides by d22i+2i+1, then we have

b b b b b

= O O G O
b bygiy Yo Yo b bioivai  Yyoi Y
G O + O+ O+ O b,
Notice that ged(i, k) = 1, then ar? + %z is a linear polynomial on Fyr with
kernel {0, a} for any a € F,. Note that Z + (Z)T # 0, since b,d € F}, and

b # d. Therefore, it holds

Yot | Y
or b b
Yot Y 21

form which we get the roots of equation (3) are y = 0,y =d and y = b,b+d
respectively.

Substitute the values of y into equation (1) and equation (2), then one can
solve and check that the roots of system of equation (1) and equation (2) are

(0,0),(d,b), (b,b+4d), (b+d,d).

Then we complete the proof. a
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Let a € I}, denote L4(z) = az? + oz and take o+ 3 = Tr(af) for inner
product in Fyr, where Tr(x) is the trace function from Fyr to Fo. The adjoint
linear mapping of L,(x), which is denoted by L¥(x), is a linear mapping such
that

Tr(BLa(@)) = Tr(Lg(B)a)

for all a, 8 € For. It is easy to see that

Li(z) = oz + (ax)TH.

a

Lemma 2 means that

L(y,z) = (La(y) + Lp(2), Lo(y) + Lya(z))

is a linear mapping on ]sz with kernel dimension equals 2. Take (a, ) - (y,2) =
Tr(ay + Bz) for inner product in IF‘Q,” then we have

(o, B) - L(y, 2) = (o, B) - (La(y) + Lo (2), Lo (y) + Lo+a(2))
= Tr(aLa(y) + aLy(z) + BLs(y) + BLp+d(2))
=Tr(Lg(a)y + Ly (B)y + Ly(a)z + Ly, 4(8)2)
= (Lg(e) + Ly (B), Ly (@) + Ly, a(B)) - (v, 2).

Hence it holds

Ly, z) = (La(y) + Ly (2), Ly (y) + Ly1a(2)),

where £* is the adjoint mapping of £. By an elementary knowledge of linear

algebra, we have
dim(ker(£*)) = dim(ker(£)) = 2.

Then the following result holds.
Lemma 3. Suppose k is an odd integer and ged(i, k) = 1. Then for any (b,d) €
F2, with (b,d) # (0,0), the following system of equations

dzfy + (dy)zn__i +% 2+ (_bz)TH =0, _
y+ by +b+d)P 2+ ((b+d)2)? =0

has exactly 4 roots in ]ng

Theorem 4. Suppose k is odd and ged(i, k) = 1. Let F(x,y) be the S-box over
F%k constructed by three-round Feistel structure with round functions Py(x) =

Ps(z) = 22+ and Py(x) = 2241, Then the differential uniformity of F(x,y)
equals 4. Furthermore, the differential spectrum of F(x,y) is {0,4}.

Proof. Let a,b,c,d € Fyr and (a,b) # (0,0). Then we need to prove that

Flz,y) + F(z +a,y+b) = (c,d)
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has 0 or 4 roots in F3,.
First, it is easy to see that the above equation is equivalent to the following
system of equations

by? + 0%y + F (z,y) + F (x+a,y+b) ="+ (4)
2041y 4ity 2041y ity
(x+y= ™) +(x+a+(y+0b) ) b+d, (5)
where _
’ i i 1 i 21
F(z)=y* (@+y> T 4yl +y> =i,
Let

i 1
z= (v +y* T2,

Then according to equation (5), we have

(+at+ (y+b)2 e = (@ +y? e 4 brd=2+b+d  (6)
Raise both sides to the (2° + 1)th power, then we have

by + 02y + b+ d)2 2+ (b+d)22 =a+ b2t 4 (b+d)2 L

Furthermore, according to equality (6), it also holds

’

Fla,y)+F (@+ay+b) =y z+y22 + G +0)" (z+b+d) +(y+b)(z+b+d)?
=(b+d)y* +b+d)y+b>z+0b2> +b%d+bd*.

Thus equation (4) implies
dy? +d?y+b22 0% 2 =02 0¥ d 4 bd? + e
Therefore, (zg,yo0) is a root of equation

F(z,y)+ F(z+a,y+b) = (¢,d)

1

2't1)2i01 s a root of the following

if and only if (yo, 20), where zo = (xo + yg
system of equations

dy? +d?y+ b2 + b2 = b7 62 d + b e, |
by* + 0¥y + (b+d)* 2+ (b+d)2® =a+b* T 4 (b+d)? L.

Notice that (a,b) # (0,0), then a # 0 when b = 0. Note that g2 is a per-
mutation over Fox, then (5) does not has solutions on F%, when (b,d) = (0,0).
Therefore, we have (b, d) # (0,0) when the system of equation (4) and equation
(5) has solutions in F2,.

Hence according to Lemma 2, the above system of equations has 0 or 4 root
in ]ng. Then we complete the proof. a
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Theorem 5. Suppose k is odd and ged(i, k) = 1. Let F(x,y) be the S-box over
F%k constructed by three-round Feistel structure with round functions Py(x) =

Piy(z) = 22! and Py(z) = w21, Then the nonlinearity of F(x,y) equals
22k=1 _ 9k which is the best known nonlinearity over F%k Furthermore, the
Walsh spectrum of F(x,vy) is {0, £2F 1},

Proof. Let a,b,c,d € Fqr, and (c,d) # (0,0). Then we have

AF((ay b)» (C, d))
. ) ) 1 ; 2t ; 1
Z (71)Tr(6(y27'+1+y2l(ﬂc+y2l+1) 2041 fy(aty? T 241 ) 4d(y+(a+y? T 2041 )+azt+by)

z,yE]sz

i 1 i i
Let z = (x +y? t1)2+1. Then 2 = y? ! + 22'*1 and 2 runs over Fox when x
runs over Fyir. Therefore, we have

Ap((ab) (e.d) = 3 ()P0 T s bl bal T )

y,2€F,k

— Z (71)f(y,2)’

y,2€F %
where
fly,z) =Tr((a + c)yzi+1 + az?+1 + c(yziz + yzzi) + (b+d)y + dz).

Firstly, if a = ¢ = 0, then d # 0 since (¢, d) # (0,0). Hence it holds

Ar((0,0),(0,d)) Z (—1)Tr((b+d)y+d2)

y,2€F %

= Z (—1)Tr((0+d)y) Z (—1)Tx(d=)
yEF i 2€F,k

=0.

Next, we suppose (a, c) # (0,0). Note that

Fly:2)+ fly+u,z+0)
=Tr((a+ )@ + (y+u)” ) a4 (2 0P )

+Te(c(y® 2 + 22 + (g +u)? (2 +0) + (y + w) (2 +0)2) + (b + d)u + dv)
=Tr((a + c)(uyy +uy? + uziﬂ) + a(vziz +u2 v2i+1))

+Tr(c(y2iv +u s+ u v+ yvzi +u? + uvzi) + (b+ d)u+ dv)
=Tr(((a + c)uzi + (au + cu)zn_i +e? + (cv)Qn_i)y)

+Tr((av2i + (av)TH +eou? + (cu)TH)z) + f(u,v),
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then it holds that

)‘F((aa b)v (C’ d))2

Z (—1)/ w2 x Z (—1)f wHwztv)

y,2€F i u,vEF
= Z (_1)f(y,z)+f(y+u,z+v)

Y,2,u,0€EF i

Z (_1)Tr((cv2i +(cv)2n_i +(a+c)u2i+(au+cu)2n_i )y)

yEF K
y Z (_1)Tr((cu2i+(cu)2n_i+av2i+(av)2n_i)z)
2€F,k
x 3 (-1
u,weF,
_ o2 Z (—1)f o),
uweR(a,c)

where R(a,c) is the solution set of the following system of equations with vari-
ables u and v

av?i + (av)Qn_‘i +eu? + (cu)Q"_i =0, v
cv? + ()" + (a+e)u? + (au+cu)? T =0.

Note that (a,c) # (0,0), then according to Lemma 3, the above system of equa-
tions has exactly 4 roots in F%k Denote

R(a,c) = {(ui,v;) | 0 < <3}

Notice that f(y, )+ f(y+u,z+v) = f(u,v) for (u,v) € R(a,c) and (y, z) € FZ,,
which means f(u,v) is linear on R(a, c). Therefore, f(u,v) is a balanced function
or a constant 0 on R(a,c). Note that (0,0) € R(a,c), then it holds

92k+2 ug,v;) =0 forall 0 <7 < 3,
wel(at ey = {577 )

Hence
AF((aa b)’ (Cv d)) € {Ov i2k+1}a

and we complete the proof. a

At the end of this section, we investigate the algebraic degree of F'(x,y). The
following results are needed.

Lemma 4. [22] Suppose k is odd and gcd(i k) = 1. Then the compositional

241 oper For is at, where t = Z 2217 mod (28 — 1). Its algebraic

7=0

inverse of x

‘o k41
degree is "7 .
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Lemma 5. [4,7] Suppose F(x) € Fan|x]. If Ap(a,b) € {0, :i:2"+&}f0r allb € F3,
and a € Fon, then d°(F) < ";° + 1.

Theorem 6. Suppose k is odd and ged(i, k) = 1. Let F(x,y) be the S-box over
F%k constructed by three-round Feistel structure with round functions Py(x) =

Ps(z) = 2+ and Py(z) = w2t Then the algebraic degree of F(x,y) equals k.
Proof. Firstly, according to Theorem 5 and Lemma 5, we have

eEy) < 1=k

Next, let S = {2ij mod k|0 < j < *7'} and for s C S, define

0 s =10,
:{ZQjmod(Qk—l) s#0.

JEs

. o . iy1 .. oS
Then according to Lemma 4, the compositional inverse of z2 *! is 22”. Hence

we have
7 _1 i s
(.’L‘ + y2 +1)2!+1 = (Z‘ + y2 +1)2
s1CS
K1
i 0ii .
= xy(Q +1) jgl 223t mod (27-1) n Z xz.ely(2i+1)2s\sl
{0}#s1CS
= ayh + F (z,y),
where F’ (x,y) = D 22 y(2i+1)25\sl and
{0}#51CS

k—1
2

dl = (QZ + 1) Z 22'72 mod Z 2'72 mod )
j=1
We claim that wa(d;) = k — 1. Otherwise there exist 2 < j; < jo < k, such
that 291 = 292 mod (2% — 1). This is equivalent to ij; = ijo mod k, since for an
integer r € Z, 2" mod (2k71)—2r,where0<r <k—1and 7 =rmod k.
Thus k|i(j2 — j1). Note that ged(i, k) = 1, then j; = jo, which is a contradiction.
Therefore, it holds
w2 (d1) =k - 1,
and hence
d°(zy™) = k.

Notice that zy® does not appear in the terms of F' (z,y), then the algebraic
degree of y 4 (z 4+ y? t1)2+1 equals k. This means F(z,y) has a component
function with algebraic degree k. Thus d°(F(z,y)) > k. Then we complete the
proof. a

According to the above results, we have the following result.
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Theorem 7. Suppose k is an odd integer and ged(i, k) = 1. Let

i i 1 i i 1
Flz,y) = (@ +y” T+ (y+ (@+y? 202 Ty + (o +y? 7)),

which is the S-box over ng constructed by three-round Feistel structure with

round functions P, = Py = (2)*+ and P, = Pi(z)"! = w2+t Then the
following statements hold.

(1) F(x,y) is an involution over F3., which means F(F(x,y)) = (z,y).

(2) The differential uniformity of F(x,y) equals 4 and its differential spectrum
is {0,4}.

(8) The nonlinearity of F(xz,y) equals
{0, £2F+13.

(4) The algebraic degree of F(x,y) equals k.

22k=1 _ 9k and its Walsh spectrum is

Remark 1. When k = 3, ¢ = 1, it can be checked that F(z,y) in Theorem 7
is CCZ-equivalent to z°. In general, we do not know whether F(z,y) is CCZ-
equivalent to the Gold type permutations over Foor, i.e., 22 71 with ged(i, 2k) =
2. However, the permutations in Theorem 7 are still interesting due to their
efficient hardware implementation.

The following result also holds, whose proof is similar to the proof of above
results.

Theorem 8. Suppose k is an odd integer and ged(i, k) =1, o, B,y € For. Let

. i ‘1 . . ‘1
Fla,y) =@+ w+a)? T+ rv+@+8+w+aP TH2+)2 g4 a4 g4 (y+ ) ThH2it1),

which is the S-box over F%k constructed by three-round Feistel structure with
round functions Pi(z) = (z + a)2i+1, Py(z) = (x 4+ ) 21 and Ps(z) = (z +
)2+, Then the following statements hold.

(1) F(z,y) is an involution over F%, when o = 7.

(2) The differential uniformity of F(x,y) equals 4 and its differential spectrum
is {0,4}.

(3) The nonlinearity of F(z,y) equals 22~ — 2k and its Walsh spectrum is
{0, £2F+11.

(4) The algebraic degree of F(x,y) equals k.

Remark 2. “Characterizing the F-functions whose maximum differential prob-
ability with keys is small” is an open problem proposed in [1]. In that pa-
per, the i-th round of Feistel structure is a transformation as (L;, R;) —
(Ri, Li + f(L; + k;)). F-function means f(z + k;), where f is a permutation
and k; is the i-th round key. Theorem 8 means that for any fixed round keys,
the three-round Feistel scheme with round functions P, = P; = 22t and

1
P, = z2+1 always posses the best differential uniformity and nonlinearity.
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5 Constructing Optimal 4-bit S-boxes with Unbalanced
Feistel Structure

Four bit S-boxes are always chosen for lightweight cryptography because of their
less hardware implementation cost. It has been shown that, the best differential
uniformity and nonlinearity of 4-bit S-boxes both equal 4 [17]. These S-boxes
are called optimal 4-bit S-boxes.

In order to reduce hardware implementation cost, a method of constructing
recursive diffusion layers is proposed in PHONTON [14] and LED [15], and
further studied in [26]. We use a similar idea to construct recursive S-boxes in
this section. We show that some optimal 4-bit S-boxes can be constructed with
4 or 5 round unbalanced Feistel structure.

Construction 1. Suppose f is a nonlinear Boolean function with three vari-
ables, and x; € Fa,1 < ¢ < 4. One round unbalanced Feistel structure is a
transformation as follows

Pr(x1,29,23,24) = (T2, 23,24, 1 + f(22, 23, 24)).

Then an S-box over F3 can be constructed with t round unbalanced Feistel struc-
ture as follows

F($1,$2,x3,x4) - P;(x17x27x3ax4)7
where t = 4 or 5, PJZ defined as Pf(PJZ_l) for j > 2 and P]} = Py.

It is easy to see that P} is a permutation over F5 for ¢ > 1. In order to update
every bit of the output of the S-boxes constructed as above, ¢t should larger than
or equal to 4. Considering the efficiency of S-boxes, it is better to construct
S-boxes with not too many rounds. Thus, we choose t = 4 or 5 in the above
construction. PJf can be implemented with nonlinear feedback register (NLFSR)
as shown in Figure 2. It also can be implemented similarly as the implementation
of S-boxes in Piccolo [23] and LS-design [13].

L1 | X2 | T3 | T4

f

/AR

A \t

Fig. 2. Constructing S-box with NLFSR
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Table 2. Boolean functions such that P;cl are optimal 4-bit S-boxes

f Operations G; f Operations G;
Tox3 (1,1, 0) 8 mexz+1 (1,1, 1) 8
T3T4 (1, 1, 0) 8 wzra+1 (1, 1, 1) 8
(z3+ 1)xa (1,1, 1) 8 (zs+1)za+17 (1,1, 2) 8
za(xs + 1) (1,1,1) 8 as(zs+1)+1* (1,1,2) 8
z3(za + 1) (1,1, 1) 8 x3(wa+1)4+1" (1,1,2) 8
(Iz + 1):33 (1, 1, 1) 8 (:Cz + 1)563 +1* (1, 1, 2) 8
(x2+1)(zs+1)+1 (1, 1, 3) 8 (z2+1)(z3+1) (1,1, 2) 8
(zs+ D) (za+1)+1 (1,1, 3) 8 (x3+1)(za+1) (1,1,2) 8
Tox3 + T4 (2, 1, 0) 8 xTox3z 4 x4+ 1F (2, 1, l) 8
T2 + T3T4 (27 1, 0) 8 xo+x3T4+ 17 (2, 1, 1) 8
T2 + (ZEg + 1)1’4 (2, 17 1) 8 T2 + (Is =+ 1)%4 +1 (2, 17 2) 8
(z2 + Dxs + 24 (2,1,1) 8 (zo+Dzs+aza+1 (2,1,2) 8
T2 + :L'3({E4 —+ 1) (2, 17 1) 8 T2 + $3($4 =+ 1) +1 (2, 17 2) 8
Iz(xg + 1) + X4 (2, 17 1) 8 {Ifz(.’lfg + 1) + T4 + 1 (2, 1, 2) 8
o+ (3 +1)(za+1)+1 (2,1, 3) 8 wa+ (rz3+1)(za+1)" (2,1,2) 8
(2 +1)(ms+1) +zs+1 (2,1, 3) 8 (z2+1)(zs+1)+ai (2,1,2) 8
z2(x3 + x4) + T3T4 (3, 2,0) 1 zo(xs+x4)+ 324+ 1 (3,2, 1) 1
To(ra+ a3+ 1)+ (3 +)za (3,2, 1) 1 xo(zatzs+1)+(zs+Daa+1 (3,2,2) 1
zo(xs+xa+1)+as(za+1) (3,2,1) 1 zo(zs+aza+1)+as(@a+1)+1 (3,2,2) 1
(z2+14za)zs+ (2 + D)2a (3,2, 1) 1 (me+1+mz)zs+ (z2+Dza+1 (3,2,2) 1

Let Qf(x1, 2, x3,24) = (x4 + f(x1,%2,23), T1, T2, x3), which is also a trans-
formation that can be implemented easily. Then it is easy to verify that

P(Q(x17x27x3ax4)) = (.’L‘l,.’L‘Q,-’L‘3,.’Iz‘4).

Hence the compositional inverse of P} equals Q%. It should be noticed Q% also
can be implemented with nonlinear shift register.

By an exhaustive searching, we list all Boolean functions f such that P%,
P;’ are optimal 4-bit S-boxes in Table 2 and Table 3 respectively. The cost
of hardware implementation of one round transformations of Pjtc, ie. x1 + f,
is estimated in the two tables. An element “(ri,72,73)” in the “Operations”
columns of the two tables means that the number of operations “+” (XOR), “x”
(AND) and “41” (NOT) in z1 + f is r1, ro and 73 respectively.

According to [17], there are exactly 16 classes of optimal 4-bit S-boxes up to
affine equivalence. An element “;” in the columns “G;” in Table 2 (resp. Table
3) means the P;} (resp. P?) is CCZ-equivalent to G in [17]. Tt can be checked
that the S-box used in PRESENT [2] is affine equivalent to Gj.

The functions with a “x” in the superscript, such as “f*”, in Table 2 (resp.
Table 3) means that P; (resp. P}) does not have fixed points. For other functions
in the two tables, it can be checked that there always exists nonzero constant
(a1, a2,a3,a4) € F3, such that Pf(xl +a1, xa+ag, x3+ a3, x4 +ayg) (resp. Pf(m +
ai, T2 + as,x3 + as, x4 + ag)) does not have fixed points. Note that adding a
constant to input does not change the differential uniformity and nonlinearity,
then for any function f in the two tables, optimal 4-bit S-boxes with no fixed
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Table 3. Boolean functions such that PJ‘? are optimal 4-bit S-boxes

f Operations G; f Operations G
zo(zs + 24) + 1 21,1 7 (v2+za)zs+1* (2,1,1) 4
(172 + acg)am +1 (2 1, 1) 7 (zz + x4) 3 + 1) +1* (2, 1, 2) 4
(z2 4+ xs)(za+1)+1 (2,1, 2) 7T (x2+1)(ws+x4)+1 (2,1,2) 7
zox3 + (z2 + 1)z (2,2,1) 13 ma(za + 1) + z324 (2,2, 1) 13
Troxs + J)3(w4 + 1) +1 (2, 2, 2) 13 wg(x3 + 1) + 173(924 + 1) (2, 2, 2) 4
(24 D)z + xoxg + 1 (2,2,2) 13 xama+ (xz3+1)(xa + 1)* (2,2,2) 13
zoxs + (2 + 1)(za+ 1)* (2,2,2) 13 (z2+1)(xa + 1) + 23] (2,2,2) 13
(.722 + 1)($3 + 1) + xox} (2, 2, 2) 13 (.T,z + 1)£3 + (xs + 1)I4 (27 2, 2) 4
z2((z3+ 1)za + 1) + x3(za + 1) (2,3,3) 11 (z2(za+1)+Das+ (xz2+ 1)zs (2,3,3) 11
(T2T3 + 1)]‘4 —+ (TQ 4+ 1)(.7‘3 + 1) (2, 3, 3) 11 1‘2(1‘3.’1)4 + 1) 4+ (.’123 + 1)(T4 + 1) (27 3, 3) 11
(.szs + 1)$4 + (332 + 1)(13 + 1) +1 (2, 3, 4) 11 (mzm + 1)133 + (xz + 1)(:v4 + 1) +1 (27 3, 4) 3
zo(zsza+ 1)+ (zs+ 1)(xa+1)+1 (2,3,4) 11 zo(as(za+1)+ 1)+ (zs+Dza+1 (2,3,4) 3
(.’EQ(I4+1)+1)1‘3+(T2+1)I4+1 (2 3, 4) 11 .7‘2((7‘3+1)l‘4+1)+T3(T4+1)+1 (27 3, 4) 11

points can also be constructed by adding a constant to the input. For example,
let f = x93, by adding (1,0, 1, 0) to the input of P;}, we have P}L(xl +1, 9,23+
1,24) is a optimal 4-bit S-boxes which does not have fixed points.

With the method in this section, it can only use 1 XOR, 1 AND and 2 NOT
for one round transformation to construct an 4-bit optimal S-box with no fixed
points by 4 round unbalanced Feistel structure, see Table 2.

6 Conclusion

In the present paper, we investigate cryptographic properties of S-boxes con-
structed with three-round Feistel structure. A class of differential 4-uniform S-
boxes with the best known nonlinearity over F%k for k£ odd is given. It is also
shown that optimal 4-bit S-boxes can be constructed with unbalanced Feistel
structure and some experiment results are given in the paper. The problem of
constructing new, which means CCZ-inequivalent to known ones, differential 4-
uniform permutations over F3, with the best known nonlinearity is an interesting
problem that needs further study.
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