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Abstract. We propose a typing theory, based on multiparty session types, for
modular verification of real-time choreographic interactions. To model real-time
implementations, we introduce a simple calculus with delays and a decidable
static proof system. The proof system ensures type safety and time-error freedom,
namely processes respect the prescribed timing and causalities between interac-
tions. A decidable condition on timed global types guarantees time-progress for
validated processes with delays, and gives a sound and complete characterisation
of a new class of CTAs with general topologies that enjoys progress and liveness.

1 Introduction

Communicating timed automata (CTAs) [14] extend the theory of timed automata [3] to
enable precise specification and verification of real-time distributed protocols. A CTA
consists of a finite number of timed automata synchronising over the elapsing of time
and exchanging messages over unbound channels. In spite of its simplicity, the com-
bination of timed automata [3] and communicating automata (CAs) [8] can represent
many different temporal aspects from a local viewpoint. On the other hand, the model
is known to be computationally hard, and it is difficult to directly link its idealised
semantics to implementations of programming languages and distributed systems.

On a parallel line of research, multiparty session types (MPSTs) [13,6] have been
proposed to describe communication protocols among two or more participants from a
global viewpoint. Global types are projected to local types, against which programs can
be type-checked and verified to behave correctly without deadlocks. This framework is
applied in industry projects [19] and to the governance of large cyberinfrastructures [17]
via the Scribble project (a MPST-based tool chain) [20].

From the theoretical side, in the untimed setting recent work brings CAs into chore-
ographic frameworks, by seeking a correspondence with projected local types [11]. We
proceed along these lines by applying the idealised mathematical semantics of CTAs to
the design of MPSTs with clocks, clock constraints, and resets, in order to fill the gap
between the abstract specification by CTAs and the verification of real-time programs.
Surprisingly, since MPSTs inherently capture relative temporal constraints by imposing
an order on the communications, they enable effective verification without limitations
on topology or buffer-boundedness, unlike existing work on CTAs.

We organise our results in two parts. First we show that although time annotations
increase the expressive power of global types, time-error freedom is guaranteed with-
out additional time analysis of the types. In § 3 we give the semantics of timed global
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types (TGs) and prove soundness and completeness of the projection onto timed local
types (TLs) (Theorem 3). In § 4 we give a simple w-calculus for programs (running as
processes) with delays that can be used to synchronise the communications in a ses-
sion. A compositional proof system enables modular verification of time-error freedom
(Theorem 7): if all programs in a system are validated, then the global conversation will
respect the prescribed timing and causalities between interactions. In the second part we
investigate the conditions for an advanced property — time-progress — ensuring that if a
process deadlocks, then its untimed counter-part would also deadlock (i.e., deadlock is
not caused by time constraints). The fact that untimed processes in single sessions are
deadlock-free [13] yields progress for timed processes. Time-progress is related to two
delicate issues: (1) some time constraints in a 7G may be unsatisfiable and (2) there
may exist some distributed implementation of the 7G which deadlocks. We give two
sufficient conditions on 7Gs (§5) to prevent (1) and (2): feasibility (for each partial exe-
cution allowed by a TG there is a correct complete one) and wait-freedom (if all senders
respect their time constraints, then no receiver has to wait for a message). Feasibility
and wait-freedom are decidable (Proposition 8), and if we start from feasible and wait-
free TGs, then the proof system given in part one guarantees time-progress for processes
(Theorem 11). We give a sound and complete characterisation (Theorem 13) yielding a
new class of CTAs which enjoys progress and liveness (Theorem 14). Conclusion and
related work are in § 6. Full definitions can be found in the technical report [22].

2 Running Example: A Use-Case of a Distributed Timed Protocol

The motivating scenario developed with our partner, the Ocean Observatories Initiative
(00I) [17], is directed towards deploying a network of sensors and ocean instruments
used/controlled remotely via service agents. In many OOI use-cases requests are aug-
mented with deadlines and services are scheduled to execute at certain time intervals.
These temporal requirements can be expressed by combining global protocol descrip-
tions from MPSTs and time from CTAs. We show a protocol to calculate the average
water temperature via sensor sampling. The protocol involves three participants: a mas-
ter M that initiates the sampling, a worker/sensor W with fixed response time w, and an
aggregator A for accumulating the data; their time constraints are expressed using clocks
Xu, Xy, and x,, initially set to 0. Each clocks can be reset many times. Delays [ (average
latency of the network) and w (sampling time) are expressed in milliseconds. As in [14]
(synchronous semantics) time elapses at the same pace for all the parts of the system.

(M ] [(w ] Ca ] (1): M sends W a message of type task and resets xy (xy:=0).
After at least / and at most 2/, W receives the message.

<task> »li< xw<2

ierae (@)t W completes the task and replies to M with the tempera-
(2) xu =20+ | S93ERY WSy ooTee ture (of type data) at any time satisfying xy < w and resets
xy. Mreceives the message at time xy = 2/ +w.

]
:

3) ?@iﬂf}{,m‘?@fﬁ%ﬁ?? ,,,,,,,,, p| 31w < XAi
i

i

i

i

i : - xa =0 1 (3): Mimmediately sends A a message of type data with ei-
@) G ;=g MOreStaskgl w2 ther label more (the sampling continues for another iteration)
:‘__k stop<data> 3i+w<xa O Stop (enough results have been aggregated).
S e B Xa =0 .
) m =0 ‘stop X =2l (4): If more was selected then M sends W a new task with label
- Tlaw =0 more, resets xy and another iteration is executed.

Delays (in ms): / =400 (latency), w=300,000 (sampling)  (5): If stop was selected, M notifies W and the session ends.
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3 Timed Multiparty Session Types

Global types [6,13] are specifications of the interactions (causalities and carried data
types) of multiparty sessions. A global type can be automatically projected onto a set
of local types describing the session from the perspective of each single participant
and used for local verification of processes. We extend global and local types with
constraints on clocks, yielding timed global types (TGs) and local session types (TLs).

We use some definitions from timed automata (see [3, § 3.3], [14, § 2]): let X be
a set of clocks ranging over xi,...,x, and taking values in R=°. A clock assignment
v : X — RZ0 returns the time of the clocks in X. We write v + ¢ for the assignment
mapping all x € X to v(x) +¢. We write v for the initial assignment mapping all clocks
to 0. The set ®(X) of clock constraints over X is:

du=true|x>c|x=c|08|81Ad

where c is a bound time constant taking values in QZO (we derive false, <, <, >, Vin
the standard way). The set of free clocks in §, written fi(9), is defined inductively as:
Sfu(true) =0, fu(x > ¢) = fu(x = ¢) = {x}, fu(=8) = fn(d), and (81 A &) = fn(d1) U
f(82). We write 8(%) if fn(8) = X and let v = 8 denote that 3 is satisfied by v. A
reset A over X is a subset of X. When A is 0 then clocks are not reset, otherwise the
assignment for each x € A is set to 0. We write [A — O]v for the clock assignment that
is like v except 0 is assigned to all clocks in A.

Participants (p,q, p1, - .- € N) interact via point-to-point asynchronous message pass-
ing. An interaction consists of a send action and a receive action, each annotated with a
clock constraint and a (possibly empty) reset. The clock constraint specifies when that
action can be executed and the reset specifies which clocks must be set to 0.

Syntax. The syntax for sorts S, timed global types G, and timed local types T is:

S = bool | nat | ... | G| (T,9)

G = p—q: {li(S){A;}.Gi}icr | ut.G | t | end A = {80,A0,01,A1}
T .= p@{li : <Si>{Bi}-Ti}ieI | p&{li : <Si>{Bi}~Ti}iel |,ut.T ‘ t | end B ::= {6,%}
The sorts S include base types (bool, nat, etc.), G for shared name passing (used for
the initiation of sessions of type G, cf. § 4), and (T, ) for session delegation. Sort (7', 9)
allows a participant involved in a session to delegate the remaining behaviour 7'; upon
delegation the sender will no longer participate in the delegated session and receiver
will execute the protocol described by T under any clock assignment satisfying 8. G
and T in sorts do not include free type variables.

In G, type p — q: {li(S:){Ai}.Gi}icr models an interaction: p chooses a branch i € I,
where [ is a finite set of indices, and sends q the branching label /; along with a message
of sort S;. The session then continues as prescribed by G;. Each branch is annotated
with a time assertion A; = {8q;, hoj, O1;, M1; }, Where 8g; and Aq; are the clock constraint
and reset for the output action, and d1; and Ay; are for the input action. We will write
p— q: (S){A}.G’ for interactions with one branch. Recursive type ut.G associates a
type variable t to a recursion body G; we assume that type variables are guarded in the
standard way and end occurs at least once in G (this is a common assumption e.g., [9]).
We denote by P(G) the set of participants of G and write G’ € G when G’ appearsin G.
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As in [14] we assume that the sets of clocks ‘owned’ (i.e., that can be read and reset)
by different participants in a TG are pair-wise disjoint, and that the clock constraint and
reset of an action performed by a participant are defined only over the clocks owned by
that participant. The example below violates this assumption.

G =p—q: (int){x; <10,xp,xp <20,xp}

since both the constraints of the (send) action of p and of the (receive) action of q
are defined over xp, and x; can be owned by either p or q (similarly for the resets
{%p}). Formally, we require that for all G there exists a partition {X(p,G) }pcp(g) of X
such that pP—q: {li<Si>{80i7}\’0i7SIia}\’Ii}'Gi}iEI eG impliesfn(ﬁgi),Kgi - X(p, G) and
Sfn(d1;),A1; € X(q,G) foralliel.

In T, interactions are modelled from a participant’s viewpoint either as selection
types p @ {l; : (Si){Bi}.T;}ier or branching types p&{l; : (Si){Bi}.Ti}icr. We denote
the projection of G on p € P(G) by G |p; the definition is standard except that each
{%0;, 0,01, M1, } is projected on the sender (resp. receiver) by keeping only the output
part {8o;, Ao; } (resp. the input part {1;,A1;}), e.g., if G=p — q: {li(Si){Bi,B}}.Gi}icr
then G ipz qD {li : <Si>{Bi}.Gi J,P}igj and G J,qz p&{li : <Si>{B§}.Gi J,q}igl.

Example 1 (Temperature calculation). We show below the global timed type G for
the protocol in § 2 and its projection G |y onto M. We write  for empty resets.
G =M—W: (task){B},B1}.ut.G’ Bl = {an =0,xu}
G' =W—M:(data){Bj,B%}. Bl ={I<w<2l, }
M— A:{more(data){B3,B3}. M — W : more(task){Bg, B} } t, B2 = {xy <w,xy}
stop(data){B3,B3}. M — W : stop(){B3, B1}.end} B} ={m=2l+w }

G ln = WO (task){B}}. By ={m=2+w, }
ut. W (data){B2}. By ={3l+w < xp,xa}
A® {more : (data){B}}.Wdmore : (task){Bg}t, Bg = {ow =20 +w,xu}

stop : (data){B3}.Wdstop : (){B}}.end} B} = {oxy =21,xy}

Remark 1 (On the importance of resets). Resets in timed global types play an impor-
tant role to model the same notion of time as the one supported by CTAs, yielding a
more direct comparison between types and CTAs. Resets give a concise representa-
tion of several scenarios, e.g., when time constraints must be repeatedly satisfied for
an unbounded number of times. This is clear from Example 1: the repetition of the
same scenario across recursion instances (one for each sampling task) is modelled by
resetting all clocks before starting a new recursion instance (e.g., B3, Bf and B} on the
second line of G’ in Example 1).

Semantics of Timed Global Types. The LTS for TGs is defined over states of the form
(v,G) and labels ¢ ::=pq!l(S) | pq?(S) | t where pq!l(S} is a send action (i.e., p sends
1{S) to @), pq?!(S) is the dual receive action, and € R=? is a time action modelling time
passing. We denote the set of labels by £ and let subj(pq!l(S)) = p, subj(qp?/(S)) =p
and subj(r) = 0.

We extend the syntax of G with p ~» q: [{S){A}.G to describe the state in which mes-
sage [({S) has been sent by p but not yet received by q (as in [11, § 2]). The separation
of send and receive actions is used to model the asynchronous behaviour in distributed
systems, as illustrated by the following example.
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p—q: (int){x, <10, ,x4>10, }.p—r:(int){xp > 10, ,true, }

s

Pq'<mt>> p~q:(int){x, <10, ,xq>20, }.p—r:(int){xp; <10, ,true, }
s

PR, s q:{int){xp <10, xq>20, }p~or:(int){x, > 10, true, }

After the first action pq!{int) the TG above can reduce by one of the following actions:
a send pr!(int) (as illustrated), a receive of g, or a time step. By using intermediate
states, a send action and its corresponding receive action (e.g., pq!{int) and pq?(int))
are separate, hence could be interleaved with other actions, as well as occur at dif-
ferent times. This fine-grained semantics corresponds to local type semantics where
asynchrony is modelled as message exchange through channels (see Theorem 3).

TGs are used as a model of the correct behaviour for distributed implementations in
§ 4. Therefore their semantics should only include desirable executions. We need to take
special care in the definition of the semantics of time actions: if an action is ready to be
executed and the associated constraint has an upper bound, then the semantics should
prevent time steps that are too big and would make that clock constraint unsatisfiable.
For instance in p — q : (int){x, <20, ,true, } (assumingx, =0) the LTS should
allow, before the send action of p occurs, only time steps that preserve x, < 20.

More generally, we need to ensure that time actions do not invalidate the constraint
of any action that is ready to be executed, or ready action. A ready action is an action
that has no causal relationship with other actions that occur earlier, syntactically. A TG
may have more than one ready action, as shown by the following example.

p—q: (int){x; <20, ,true, }k—r:(int){x <10, ,x; =10, }

The TG above has two ready actions, namely the send actions of p and of k which can
happen in any order due to asynchrony (i.e., an order cannot be enforced without extra
communications between p and k). In this case a desirable semantics should prevent the
elapsing of time intervals that would invalidate either {x, <20} or {x, < 10}.

Below, function rdy(G, D) returns the set, for each ready actions in G, of elements
of the form {9, };c; which are the constraints of the branches of that ready action. D
is a set of participants, initially empty, used to keep track of the causal dependencies
between actions. We write rdy(G) for rdy(G,0).

(1) T = q: {ltSi) {4} Gikier, D) _ {{80i}ier} Uierrdy(Gi, DU{p,q}) if p ¢ D
(with A; = {80, Aoi, 81, A1 }) Uierrdy(Gi,DU{p,q}) otherwise

{{8:}}Urdy(G,DU{q}) ifq¢D

rdy(G,DU{q}) otherwise

(3) rdy(ut.G,D) = rdy(G,D) (4) xdy(t,D) = rdy(end,D) =0

(2) ray(p ~ q: 1(S){80,20,01,A1}.G,D) = {

In (1) the send action of p is ready, hence the singleton including the constraints {8q; }ics
are added to the solution and each G; is recursively checked. Any action in G; involving
p or q is not ready. Adding {p,q} to D ensures that the constraints of actions that
causally depend from the first interaction are not included in the solution. (2) is similar.

Definition 2 (Satisfiability of ready actions). We write v |=* rdy(G) when the con-
straints of all ready actions of G are eventually satisfiable under v. Formally, v |=*
rdy(G) lﬁCV{{Sl}lel} € I‘dy(G) dt >0, jel. v+t ': 6]'.
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jel Aj={8077\.0,6177\.1} V‘Z&g V,:[Xg}—)O}V

| SELECT |
1;(S;)

(v.p = a: {L{S){A}.GiYier) T2 (v p s q 1 1(S;){A}}.G))

VES V=[O (VGG & (V.G
’ A
(v.p~q: 1(8){B0,00,80, 0 1.G) 2 (viog) (vtG) L (v, @)
Vkel (v,Gi) 5 (V.Gy) padsubj(t) (#1

[AsYNCI |

(v;p— q: {(Si) A} Gitier) & (V,p = q: {li(S){A:}.GlYier)

v,G) 5 (V.G qdsubj(l) V41 = rdy(G)
(v,p~q: 1{S){A}.G) & (V.p~ q: [(SH{AL.G))  (V,G) 5 (V+1,G)

|ASYNC2 |/| TIME |

Fig. 1. Labelled transitions for timed global types

The transition rules for TGs are given in Figure 1. We assume the execution always
begins with initial assignment vo. Rule |seLecr | models selection as usual, except that
the clock constraint of the selected branch j is checked against the current assignment
(i.e., v |= 8p) which is updated with reset Ag. Rules |asvnci | and |asvnc2 | model inter-
actions that appear later (syntactically), but are not causally dependent on the first in-
teraction. Rule | mve | models time passing by incrementing all clocks; the clause in the
premise prevents time steps that would make the clock constraints of some ready action
unsatisfiable. By Definition 2, v +¢ =* rdy(G) requires the satisfiability of the con-
straints of some of the branches of (each ready action of) G, while some other branches
may become unsatisfiable. In this way, the semantics of TGs specifies the full range
of correct behaviours. For instance in p — q : {l; : {xp < ¢, ,true, }, bh:{x>
¢, ,true, }} one can,insome executions, let time pass until x, > c so that [ can be
chosen. |mive | can always be applied to (v,end) since v+ =* rdy(end) for all 7.

Semantics for Timed Local Types. The LTS for TLs is defined over states (v, T), labels
L and is generated by the following rules:

(v (I () (B} Thier) B2 (v Ty) (€T Bj= (8.0} V=8 v/ = L5 O]v) |Lse]

(voa&e{ls : () {Bi} Trhier) T2 (v 13) (jeT Bj= {80} VIS v/ = [Lrs Ov) |LBral

(v, Tt.T/t) 5 (V. T') implies (v,ut.T) % (v, T") | LREc |

v+t =*rdy(T) implies (v,T) % (V/,T) | LTiv |

Rule |LsEL | is for send actions and its dual |LBra | for receive actions. In rule |LTive | for

time passing, the constraints of the ready action of 7 must be satisfiable after ¢ in v. Note

that 7 always has only one ready action. The definitions of rdy(7) and v+7 =* rdy(T)
are the obvious extensions of the definitions we have given for TGs.

Given a set of participants {1,...,n} we define configurations (7,...,T,, W) where

w o= {w; j}ijeq1,..n) are unidirectional, possibly empty (denoted by €), unbounded

channels with elements of the form /(S). The LTS of (Ti,...,T,, W) is defined as fol-

lows, with v being the overriding union (i.e., ©;c(1,...») Vi) of the clock assignments v;
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of the participants. (v, (Ti,...,T,, W) — (V/, (1{,...,T;,w")) iff:

vty
(1) €= pall(S) = (Vp, Tp) > (Vp, T) AW = wpq - 1(S) A (ij # pa= wij = Wi ATy =T))
(2) £ = pQ2(S) = (Vq,Tq) 5 (V. ) NIULS) - Wh = wpa A (] 7 PA= wij = Wi AT; = T))
(B3) =1=Vi#je{l o n}.(vi ) 5 (Vi+1,T;) Awij = w);
with p,q,i,j € {1,...,n}.
We write TR(G) for the set of visible traces obtained by reducing G under the initial
assignment vo. Similarly for TR(T1,...,T,, € ). We denote trace equivalence by ~.

Theorem 3 (Soundness and completeness of projection). Let G be a timed global type
and {Ti,...,T,} = {G lp}per(c) be the set of its projections, then G =~ (Ti,..., Ty, €).

4 Multiparty Session Processes with Delays

We model processes using a timed extension of the asynchronous session calculus [6].
The syntax of the session calculus with delays is presented below.

1 oy Aol i Shana

‘ clplal{e);P Select i gYs}zP g:li(fessmn

| clpl>{li(zi)-Pi}ier Branching :

\ delay(t).P Delay h = 0|h-(p,q,m) (queue content)
\ if ethen Pelse Q Conditional m = 1) | (s[pl,v)  (messages)

\ PlO Parallel ¢ u=slp] |y (session names)
\ 0 Inaction u = alz o (shared I}ames)
‘ uX.pP Recursion e = v | -e| ope (expressions)
X Variable v u= clultrue | ... (values)

u[n](y).P sends, along u, a request to start a new session y with participants 1,...,n,
where it participates as 1 and continues as P. Its dual u[i](y).P engages in a new session
as participant i. Select c[p] </(e); P sends message /(e) to participant p in session ¢ and
continues as P. Branching is dual. Request and accept bind y in P, and branching binds
z; in P;. We introduce a new primitive delay(¢).P that executes P after waiting exactly
t units of time. Note that ¢ is a constant (as in [5,16]). The other processes are standard.
We often omit inaction 0, and the label in a singleton selection or branching, and denote
with £n(P) the set of free variables and names of P.

We define programs as processes that have not yet engaged in any session, namely
that have no queues, no session name hiding, and no free session names/variables.

Structural equivalence for processes is the least equivalence relation satisfying the
standard rules from [6] — we recall below (first row) those for queues — plus the follow-
ing rules for delays:

(vs)s:0=0 s:h-(p,qm)-(p/,d,m')-W'=s:h-(p/,d,m')(p,q,m) h
delay(r+1').P = delay(r).delay(f').P  delay(0).P=P
delay(t).(va)P = (va)delay(t).P delay(t).(P | Q) = delay(r).P| delay(r).Q

/ /

ifp#p orq#q

In the first row: (vs)s : @ = 0 removes queues of ended sessions, the second rule per-
mutes causally unrelated messages. In the second row: the first rule breaks delays into
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ap)(y).Pi | Tieg..my ali]0)-Pi — (v8)(Tlief1,..ny Bils[E]/¥] | 5:0) (s & £n(Pi)) |Link]
slplla]<l{e);P |s:h — P|s:h-(p,q,l{v)) (elv) [SEL|
slpllal>{li(zi)-Pities [ s = (p,a,lj(v) - b —> Pi[v/zj]|s:h (jeJ) [BRAJ
delay(?).P [Iljessj:hj — P|Iljessj:hy | DELAY |
P — P’ (notby |DELAY]) imply P|Q—P'|Q [Com|
if ethen Pelse Q — P (e true) if ethen Pelse Q0 — Q (el false) | IFT/IFF |
P=P P —Q Q0=0Q implyP— Q P — P imply (vn)P — (vn)P' | STR/HIDE |

Fig. 2. Reduction for processes

smaller intervals, and delay(0).P = P allows time to pass for idle processes. The rules
in the third row distribute delays in hiding and parallel processes.

The reduction rules are given in Figure 2. In |sk.| we write e | v when expression
e evaluates to value v. Rule |Dprray | models time passing for P. By combining | DeLay |
with rule delay(¢).(P | Q) = delay(z).P | delay(t).Q we allow a delay to elapse si-
multaneously for parallel processes. The queues in parallel with P always allow time
passing, unlike other kinds of processes (as shown in rule | com| which models the syn-
chronous semantics of time in [14]). Rule |coum| enables part of the system to reduce as
long as the reduction does not involve |Decav | on P. If P reduces by |Decay| then also
all other parallel processes must make the same time step, i.e. the whole system must
move by |Deray |. The other rules are standard (n stands for s or a in |HE |).

Example 4 (Temperature calculation). Process Py is a possible implementation of
participant M of the protocol in Example 1, e.g., G Jy. Assuming that at least one task
is needed in each session, we let task() be a local function returning the next task and
more tasks() return true when more tasks have to be submitted and false otherwise.
Py = sM][W] < (task());uX .delay (2] +w). s[M[W]>(y);if more tasks()

then s[M|[A] <more(y); s[M][W] <more(task()); X else s[M][A] astop(y);s[M][W] <stop();end

Proof rules. We validate programs against specifications based on TLs, using judge-
ments of the form I'- P>A and I'F e : S defined on the following environments:
re=0|Tu:S|TX:A A:z=0|Ac:(v,T)

The type environment I maps shared variables/names to sorts and process variables to
their types, and the session environment A holds information on the ongoing sessions,
e.g., A(s[p]) = (v,T) when the process being validated is acting as p in session s speci-
fied by T'; v is a virtual clock assignment built during the validation (virtual in the sense
that it mimics the clock assignment associated to T’ by the LTS) .

Resets can generate infinite time scenarios in recursive protocols. To ensure sound
typing we introduce a condition, infinite satisfiability, that guarantees a regularity across
different instances of a recursion.

Definition 5 (Infinitely satisfiable). G is infinitely satisfiable if either: (1) constraints
in recursion bodies have no equalities nor upper bounds (i.e., x < c or x < c) and no
resets occur, or (2) all participants reset at each iteration.

In the rest of this section we assume that 7Gs are infinitely satisfiable. Asusual (e.g., [13]),
in the validation of P we check I' - P’ > A where P’ is obtained by unfolding once all
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T,u:GFPrAY[1]: (vo,G J1) T,u:GFPrAY[]: (vo,G J1)
[VREQ| dom(vy) = {x1} |VAce| dom(vo) ={xi} 1#1
T,u:GFun](y).P>A T,u:GFuli](y).P>A

. ) [,zi:SiEPivAc: ([ =0y, T;) (Si # (T4,84))
Viel vy {FFPI'DA-&': (M =0V, T3),2i: (Va, Ta) Va Eda (Si=(Tu,8a))

veral Tt clp] e {li(z)-Pi}ier> A, (v,p&{l  (Si) {8, A} Ti ier)
(s €1 THesSi VES TEPrAc: (o OV (S # (T4,84)
TFelpl<lj(e);PoAc: (v,p® {Ii 1 (S){8i,Ai}- T Yier)
(voee| /€1 THeS; viEd; Va8 THPeAc: ([ 0V, Tj) (S) = (T4,84))

T+ clplalj{e);PrAc: (v,p@ {li: (S){8iMi} T hier), '« (Va, Ty)
dom(A1)Ndom(A2) =0 THP>A;
FFP] ‘ PzDA],Az
T Po{ci: (vi+t,Ti)}ier
I'tdelay(r).P>{ci : (vi, Ti) et

I'te:bool THP>A i€{l,2}

ie{l,2}
\¢
LvCon] I' if e then Pj else P,>A

| VPAR |
Ve € dom(A) A(c) = (v,end)

VT
LvTie ] THosA

| VEND |

ILX:AFP>A
I'FuX.P>A

Ve € dom(A')  A(c) = (v,end)

[VDer] LX:AFXbAA

| VCALL |

Fig. 3. Proof rules for programs

recursions uX .P” occurring in P. This ensures that both the first instance of a recursion
and the successive ones (all similar by infinite satisfiability) satisfy the specification.

We show in Figure 3 selected proof rules for programs. Rule |VReq | for session re-
quest adds a new instance of session for participant 1 to A in the premise. The newly
instantiated session is associated with an initial assignment vq for the clock of partici-
pant 1. Rule |vacc] for session accept is similar but initiates a new session for partic-
ipant i with i > 1. Rule |vBra] is for branching processes. For all i € I, §; must hold
under v and the virtual clock assignments used to validate P; is reset according to A;. If
the received message is a session (i.e., S; = (Ty,04)) a new assignment z; : (vg,Ty) is
added to A in the premise. This can be any assignment such that v; = d,. Rule | vseL |
for selection processes checks the constraint 8; of the selected branch j against v. In
the premise, v is reset as prescribed by A ;. Rule | vpeL| for delegation requires d, to be
satisfied under v, (of the delegated session) which is removed from the premise. Rule
|vrive | increments the clock assignments of all sessions in A. Rule | vEnp| validates 0
if there are no more actions prescribed by A. Rule | vper | extends " with the assignment
for process variable X. Rules | vpar | and |vconn | are standard. Rule |vcare | validates,
as usual, recursive call X against I'(X) (and possibly some terminated sessions A”).

Theorem 6 (Type preservation). I[f T~ P>0and P — P/, then T+ P'>0.

In the above theorem, P is a process reduced from a program (hence A is 0). A stan-
dard corollary of type preservation is error freedom. An error state is reached when
a process performs an action at a time that violates the constraints prescribed by its
type. To formulate this property, we extend the syntax of processes as follows: selection
and branching are annotated with clock constraints and resets (i.e., c[p] </(e){d,A}; P
and c[p] > {li(z;){8i,Mi} .P; }icr); two new processes, error and clock process (s[p], V),
are introduced. Process error denotes a state in which a violation has occurred, and
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(s[p],v) associates a clock assignment v to ongoing session s[p|. The reduction rules for
processes are extended as shown below.
Vie{l,.,n} s¢fn(P)
an)(y)-Pr | Tlieq,...ny ali](v)-Pi — (v8)(TLiequ,...ny (Pi[s[3]/3] | (5[], v0)) [ 5 0)
delay(t).P | I1jes(sj : hj | Tlxex; (s;[Pe), Vi) — P [ TLjes (s hj | Tlkex; (s5[pil, Vi +1)) [DELAY
elv V=Rk=O0v dEv IseL |
slplla) <{8,A}(e);P | s: k| (s[p],v) — P |s:h-(p,q,{(v)) | (s[p),V")
) ): v
slplla) <{8,A}i(e); P | s: k| (s[pl,v) — error |s: h| (s[p],V)

|LINK |

|ESEL |

|Link | introduces a clock process (s[i], Vo) with initial assignment for each participant
i in the new session; |DeLav | increments all clock assignments; |seL| checks clock
constraints against clock assignments and appropriately resets (the rule for branching is
extended similarly); |EseL | is an additional rule which moves to error when a process
tries to perform a send action at a time that does not satisfy the constraint (a similar rule
is added for violating receive actions). Note that |seL]| only resets the clocks associated
to participant p in session s and never affects clocks of other participants and sessions.
The proof rules are adapted straightforwardly, with error not validated against any A.

Theorem 7 (Time-error freedom). If T' = P> A, and P —* P’ then P' # error.

5 Time-Progress of Timed Processes and CTAs

This section studies a subclass of timed global types characterised by two properties,
feasibility and wait-freedom and states their decidability; it then shows that these are
sufficient conditions for progress of validated processes and CTAs.

Feasibility. A TG G is feasible iff (vo,Go) —* (v,G) implies (v,G) —* (V/,end)
for some V'. Intuitively, Gy is feasible if every partial execution can be extended to
a terminated session. Not all 7Gs are feasible. The specified protocol may get stuck
because a constraint is unsatisfiable, for example it is false, or the restrictions posed
by previously occurred constraints are too strong. We give below a few examples of
non-feasible (1,5) and feasible (2,3,4,6) global types:

Lp—q:(int){x, >3, ,xq=4, }

2.p—q:(int){xp; >3Ax, <4, xg=4, } 3.p—q:{int){xp >3, xq>4, }
4. q—or:{l;:{xg>3, ,true, }, h:{xg<3, ,true, }}

5.ut.p— q: (int){xp < 1,xp,xq =2,xq}.p = r: (int){xp <5, ,true,x }.t

6. ut.p — q: (int){xp < 1,xp,xqg =2,xq}.p = r: (int){xp <1, ,truex }.t

In (1) if p sends (int) at time 5, which satisfies x, > 3, then there exists no xq satisfying
Xq = 4 (considering that x; must be greater than or equal to 5 to respect the global
flowing of time); (2) amends (1) by restricting the earlier constraint; (3) amends (1) by
relaxing the unsatisfiable constraint. In branching and selection at least one constraint
associated to the branches must be satisfiable, e.g., we accept (4). In recursive 7Gs,
a constraint may become unsatisfiable by constraints that occur after, syntactically, in
the same recursion body. In the second iteration of (5) x4 = 2 is made unsatisfiable by
Xp < 5 occurring in the first iteration (e.g., p may send q the message when x4 > 2); in
(6) this problem is solved by restricting the second constraint on x;.
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Wait-freedom. In distributed implementations, a party can send a message at any time
satisfying the constraint. Another party can choose to execute the corresponding receive
action at any specific time satisfying the constraint without knowing when the message
has been or will be sent. If the constraints in a 7G allow a receive action before the
corresponding send, a complete correct execution of the protocol may not be possible
at run-time. We show below a process P | Q whose correct execution cannot complete
despite P | Q is the well-typed implementation of a feasible 7G.

G =p—q:{int){xp <3Vxp >3, ,xq<3Vxq>3, }
a—=p:{h:{xq>3, >3, },hi{xgq<3, ,xp<3, }}
Glp =a®(int){x, <3Vxp >3, }a&{li:{xp>3, }, h:{xp<3, }}
Glq = p&(int){xq <3Vxq >3, }.p®{l:{xq>3, },hb:{xq<3, }}
P = delay(6).s[p][q] < (10);s[q][p]>{/1.0, .0} Q= s[p][a]>(x).s[al[p] </2();0

P implements G |;: it waits 6 units of time, then sends q a message and waits for the
reply. Q implements G q: it receives a message from p and then selects label /»; both
interactions occur at time 0 which satisfies the clock constraints of G |4. By Theorem 7,
since O - P | Q> s[p| : (Vo,G 1p),s[a] : (Vo,G lq), no violating interactions will occur
in P | Q. However P | Q cannot make any step and the session it stuck. This exhibits
an intrinsic problem of G, which allows participants to have incompatible views of the
timings of action (unlike error transitions in § 4 which, instead, represent constraints
violations).

To prevent scenarios as the one above, we introduce a condition on 7Gs called
wait-freedom, ensuring that in all the distributed implementations of a 7G, a receiver
checking the queue at any prescribed time never has to wait for a message. Formally

(and using D for logic implication): Gy is wait-free iff (vo,Go) %*M (v,G) and

p~ q:(S){d,A,01,A1}.G’ € G imply 81 D v(x) < x for all x € fn(J;).

Decidability. If G is infinitely satisfiable (as also assumed by the typing in § 4), then
there exists a terminating algorithm for checking that it is feasible and wait-free. The
algorithm is based on a direct acyclic graph annotated with clock constraints and re-
sets, and whose edges model the causal dependencies between actions in (the one-time
unfolding of) G. The algorithm yields Proposition 8.

Proposition 8 (Decidability) Feasibility and wait-freedom of infinitely satisfiable TGs
are decidable.

Time-progress for processes. We study the conditions under which a validated program
P is guaranteed to proceed until the completion of all activities of the protocols it im-
plements, assuming progress of its untimed counterpart (i.e., erase(P)). The erasure
erase(P) of a timed processes P is defined inductively by removing the delays in P
(i.e., erase(delay(¢).P’) = erase(P')), while leaving unchanged the untimed parts
(e.g., erase(u[n](y).P’) = u[n](y).erase(P')); the other rules are homomorphic.

Proposition 9 (Conformance) If P — P/, then erase(P) —* erase(P’).

Processes implementing multiple sessions may get stuck because of a bad timing of
their attempts to initiate new sessions. Consider P = delay(5).a[2](v).P: | a[2](y).P2;
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erase(P) can immediately start the session, whereas P is stuck. Namely, the delay of
5 time units introduces a deadlock in a process that would otherwise progress. This
scenario is ruled out by requiring processes to only initiate sessions before any delay
occurs, namely we assume processes to be session delay. All examples we have exam-
ined in practice (e.g., OOI use cases [17]) conform session delay.

Definition 10 (Session delay). P is session delay if for each process occurring in P of
the form delay(r).P’ (witht > 0), there are no session request and session accept in P'.

We show that feasibility and wait-freedom, by regulating the exchange of messages
within established sessions, are sufficient conditions for progress of session delay pro-
cesses. We say that P is a deadlock process if P —* P’ where P’ /— and P’ # 0, and
that T is feasible (resp. wait-free) if I'(u) is feasible (resp. wait-free) for all u € dom(T).

Theorem 11 (Timed progress in interleaved sessions). Let I" be a feasible and wait-
free mapping, T+ Py>0, and Py —™ P. If Py is session delay, erase(P) is not a
deadlock process and if erase(P) — then P —.

Several typing systems guarantee deadlock-freedom, e.g. [6]. We use one instance from
[13] where a single session ensures deadlock-freedom. We characterise processes im-
plementing single sessions, or simple, as follows: P is simple if Py —* P for some
program Py such that a : G = Po>0, and Py = a[n|(y).P1 | [lica,.. ny ali](y).Pi where
Pi,...,P, do not contain any name hiding, request/accept, and session receive/delegate.

Corollary 12 (Time progress in single sessions). Let G be feasible and wait-free, and
P be a simple process with a : G = P1>0. If erase(P) —>, then there exist P’ and P”
such that erase(P) — P', P —* P" and erase(P") =P

Progress for CTAs. Our TGs (§ 3) are a natural extension of global types with timed no-
tions from CTAs. This paragraph clarifies the relationships between 7Gs and CTAs. We
describe the exact subset of CTAs that corresponds to T7Gs. We also give the conditions
for progress and liveness that characterise a new class of CTAs.

We first recall some definitions from [3,14]. A timed automaton is a tuple 4 =
(Q,q0,A4ct, X ,E,F) such that Q are the states, go € Q is the initial state, Act is the
alphabet, X are the clocks, and E C (Q x Q x Act x 2X x ®(X)) are the transitions,
where 2% are the resets, @(X) the clock constraints, and F the final states. A nerwork of
CTAsis atuple C = (41, ..., 4,, W) where W = {wi;},+jc(1,.n} are unidirectional un-
bounded channels. The LTS for CTAs is defined on states s = ((q1,V1),- .., (¢n,Va), W)
and labels £ and is similar to the semantics of configurations except that each 4; can
make a time step even if it violates a constraint. For instance, assume that 4; can only
perform transition (¢1,¢,ij!(S),0,x; < 10) from a non-final state ¢, and that v; = 10,
then the semantics in [14] would allow a time transition with label 10. However, after
such transition 4; would be stuck in a non-final state and the corresponding trace would
not be accepted by the semantics of [14].

In order to establish a natural correspondence between 7Gs and CTAs we introduce
an additional condition on the semantics of C, similar to the constraint on ready actions
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in the LTS for 7G (rule | Tmve] in § 3). We say that a time transition with label ¢ is spec-
ifiedif Vi € {1,..,n}, vi+1t =" rdy(q;) where rdy(qg;) is the set {3,} je; of constraints
of the outgoing actions from ¢;. We say that a semantics is specified if it only allows
specified time transitions. With a specified semantics, 4; from the example above could
not make any time transition before action ij!/(S) occurs.

The correspondence between 7Gs and CTAs is given as a sound and complete en-
coding. The encoding from T into A4, denoted by 4(T), follows exactly the definition
in [11, § 2], but adds clock constraints and resets to the corresponding edges, and sets
the final states to {end}. The encoding of a set of TLs {T;}cs into a network of CTAs,
written 4({T;};cs), is the tuple (4(T}),...,A(T,), €). Let G have projections {7;}ics,
we write 4(G) foras (4(Ty),...,A(T,), ).

Before stating soundness and completeness we recall, and adapt to the timed setting,
two conditions from [11]: the basic property (timed automata have the same shape as
TLs) and multiparty compatibility (timed automata perform the same actions as a set of
projected 7G). More precisely: C is basic when all its timed automata are deterministic,
and the outgoing actions from each (g;,C;) are all sending or all receiving actions, and
all to/from the same co-party. A state s is stable when all its channels are empty. C is
multiparty compatible when in all its reachable stable states, all possible (input/output)
action of each timed automaton can be matched with a corresponding complementary
(output/input) actions of the rest of the system after some 1-bounded executions (i.e.,
executions where the size of each buffer contains at most 1 message).!

A session CTA is a basic and multiparty compatible CTA with specified semantics.

Theorem 13 (Soundness and completeness). (1) Let G be a (projectable) TG then
A(G) is basic and multiparty compatible. Furthermore with a specified semantics G =
A(G). (2) If C is a session CTA then there exists G such that C = A(G).

Our characterisation does not directly yield transparency of properties, differently
from the untimed setting [11] and similarly to timed processes (§ 4). In fact, a session
CTA itself does not satisfy progress. In the following we give the conditions that guar-
antee progress and liveness of CTAs. Let s = ((¢1,V1),---,(qn,Va), W) be a reachable
state of C: s is a deadlock state if (i) W = €, (i) for all i € {1,...,n}, (g;,v:) does
not have outgoing send actions, and (iii) for some i € {1,...,n}, (¢, v;) has incoming
receiving action; s satisfies progress if for all s’ reachable from s: (1) s’ is not a deadlock
state, and (2) V¢ € N, ((q1,V1 +1),...,(gn,Vn +1), W) is reachable from s in C. We say
C satisfies liveness if for every reachable state s in C, s —* s’ with s’ final.

Progress entails deadlock freedom (1) and, in addition, requires (2) that it is always
possible to let time to diverge; namely the only possible way forward cannot be by
actions occurring at increasingly short intervals of time (i.e., Zeno runs).?

We write TR(C) for the set of visible traces that can be obtained by reducing C. We
extend to CTAs the trace equivalence ~ defined in § 3.

Theorem 14 (Progress and liveness for CTAs). If C is a session CTA and there exists
a feasible G s.t. C = A(G), then C satisfies progress and liveness.

! Note that multiparty compatibility allows scenarios with unbounded channels e.g., the channel
fromptoqinut.p — q:[(S){A}.t.
2 The time divergence condition is common in timed setting and is called time-progress in [3].
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6 Conclusion and Related Work

We design choreographic timed specifications based on the semantics of CTAs and
MPSTs, and attest our theory in the m-calculus. The table below recalls the results for
the untimed setting we build upon (first row), and summarises our results: a decidable
proof system for m-calculus processes ensuring time-error freedom and a sound and
complete characterisation of CTAs (second row), and two decidable conditions ensuring
progress of processes (third row). These conditions also characterise a new class of
CTAs, without restrictions on the topologies, that satisfy progress and liveness. We
verified the practicability of our approach in an implementation of a timed conversation
API for Python. The prototype [1] is being integrated into the OOI infrastructure [17].

TGs n-calculus session CTAs
untimed type safety, error-freedom, Sound, complete characterisation,
progress [13] progress [11]
timed type safety (Theorem 6) Sound, complete characterisation,
error-freedom (Theorem 7) (Theorem 13)
feasible, wait-free progress (Theorems 11 and 12) progress (Theorem 14)

Challenges of Extending MPSTs with Time. The extension of the semantics of types
with time is delicate as it may introduce unwanted executions (as discussed in § 3).
To capture only the correct executions (corresponding to accepted traces in timed au-
tomata) we have introduced a new condition on time reductions of TGs and TLs: satis-
fiability of ready actions (e.g., | Tve] in Figure 1). Our main challenge was extending
the progress properties of untimed types [6] and CAs [11] to timed interactions. We in-
troduced two additional necessary conditions for the timed setting, feasibility and wait-
freedom, whose decidability is non trivial, and their application to time-progress is new.
The theory of assertion-enhanced MPSTs [7] (which do not include progress) could not
be applied to the timed scenario due to resets and the need to ensure consistency with
respect to absolute time flowing.

Reachability and verification. In our work, if a CTA derives from a feasible 7G then
error and deadlock states will not be reached. Decidability of reachability for CTAs has
been proven for specific topologies: those of the form (A1, 4, wi2) [14] and poly-
forests [10]. A related approach [2] extends MSCs with timed events and provides ver-
ification method that is decidable when the topology is a single strongly connected
component, which ensures that channels have an upper bound. Our results do not de-
pend on the topology nor require a limitation of the buffer size (e.g., the example in § 2
is not a polyforest and the buffer of A is unlimited). On the other hand, our approach
relies on the additional restrictions induced by the conversation structure of 7Gs.

Feasibility. Feasibility was introduced in a different context (i.e., defining a not too
stringent notion of fairness) in [4]. This paper gives a concrete definition in the context
of real-time interactions, and states its decidability for infinitely satisfiable 7Gs. [21]
gives an algorithm to check deadlock freedom for timed automata. The algorithm, based
on syntactic conditions on the states relying on invariant annotations, is not directly
applicable to check feasibility e.g., on the timed automaton derived from a 7G.
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Calculi with Time. Recent work proposes calculi with time, for example: [18] includes
time constraints inspired by timed automata into the m-calculus, [5,16] add timeouts,
[12] analyses the active times of processes, and [15] for service-oriented systems. The
aim of our work is different from the work above: we use timed specifications as types
to check time properties of the interactions, rather than enriching the mt-calculus syntax
with time primitives and reason on examples using timed LTS (or check channels lin-
earity as [5]). Our aim is to define a static checker for time-error freedom and progress
on the basis of a semantics guided by timed automata. With this respect, our calculus is
a small syntactic extension from the m-calculus and is simpler than the above calculi.
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