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Abstract

Arms control aims at preventing conflicts and fostering stability in inter-state relations by
either reducing the probability of usage of a specific weapon or regulating its use and thus,
reducing the costs of armament. Several approaches to arms control exist: limiting or re-
ducing numbers of weapons and armed forces, disarmament (“down to zero”) or prohibit-
ing certain weapons. To illustrate these further, this chapter elaborates on the necessity of
arms control and presents some historical examples, including an overview of existing
measures of arms control. Extrapolating from these, the general architecture of arms con-
trol regimes and the complex issue of establishing and verifying compliance with agree-
ments will be discussed, not least with respect to cyberspace. Building on these theoretical
considerations, the chapter presents important treaties and first approaches, including the
Wassenaar Arrangement, the recommendations of the OSCE, and the UN GGE 2015.

Objectives

=  Understand the historical background of arms control and its development of the
last decades for different military systems, applications or technologies.

= Learn about the diverse approaches of arms control and the stepwise progress of
arms control treaties according to the political situation, the affected stakeholders
and the intended goals.

= Understand the challenges of establishing arms control measures to cyberspace.
Learn about the different proposals of states, private companies and non-govern-
mental actors that can prepare the way towards binding international treaties for the
cyberspace.
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10.1 What is Arms Control and why is it Necessary

The concept of arms control has been developed as a political reaction to the dynamics of
military armaments in the international state system (see Chapter 3 “Natural-Sci-
ence/Technical Peace Research” and Chapter 11 “Unmanned Systems: The Robotic Rev-
olution as a Challenge for Arms Control”). At its core, arms control is a normative en-
deavour. It was born out of the insight that nuclear war needs to be prevented, and it is
guided by the principle of preventing future wars. The concept can be described as “uni-
lateral measures, bilateral and multilateral agreements as well as informal regimes (...)
between States to limit or reduce certain categories of weapons or military operations in
order to achieve stable military balances and thus diminish tensions and the possibility of
large-scale armed conflict” (Den Dekker, 2004).

Thus, arms control does not necessarily imply steering armed forces towards complete
disarmament. Early attempts of arms control can be recorded in the pre-20th century, often
accompanying larger conflicts or new military technologies like the development of fire-
arms and high calibre guns. These early approaches, like the Hague Conventions of 1899
and 1907 and their annexes*’, often included the non-usage of certain weapons such as
chemical weaponry. This dynamic increased with the advancements of military weapons
during the First and Second World War as well as with the subsequent arms races of the
Cold War. Especially the development of nuclear weapons, their massive destructive po-
tential and the high risk of global annihilation underlined the necessity of political regula-
tion of these developments.

Arms control is usually conducted in the form of bilateral or multilateral legally binding
treaties to regulate some aspects of military potential and capabilities, but it is also con-
cerned with the conditions and circumstances that lead to armed conflicts. The overall goal
of arms control is less a complete disarmament which — strictly speaking — would mean
the renunciation of all military capabilities but rather a rational planning for reducing the
risk of war. This task can be divided into three different parts (Miiller & Schornig, 2006):

1. War prevention and the reduction of conflict probability, limiting the acceleration
of armament dynamics and its causes and reducing the likelihood of preventive or
preemptive strikes.

40 Both Hague Conventions from 1899 and 1907 consist of multiple treaties and additional annexes. Most
relevant for the challenges of arms control is the second treaty of the first conference "Convention (II)
with Respect to the Laws and Customs of War on Land and its annex: Regulations concerning the Laws
and Customs of War on Land. The Hague, 29 July 1899" (Hague Conference, 1899) as well as the fourth
treaty of the second Hague convention (Hague Conference, 1907).
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2. Damage limitation in the event of armed conflicts, restricting the extent of death
and destruction by certain weapon systems with massive destructive potential or
weapons that can be used on a large scale.

3. Reduction of armament-related costs and the release of such funds.

Against the background of these overall tasks, arms control approaches generally consider
the following different principles and measures specified in individual and usually legally
binding treaties for specific weapons, weapon parts, weaponisable technologies, and
armed forces:

= Create transparency about military capabilities, establish and maintain sustainable
stability and communication in inter-state relations, so-called Confidence and Se-
curity Building Measures (CSBMs or CBMs).

= Provide quantitative and qualitative limits of allowed weapons or its specific capa-
bilities, for instance, the payload or the range of missiles.

= Restrict or prohibit the proliferation of weapons, weapon parts or weapon technol-
ogy, establish measures to control restrictions or limitations and provide infor-
mation for other states about arms sales.

= Develop and establish specific measures of verification that enable states to practi-
cally verify the compliance of other treaty parties with agreements.

These approaches are not necessarily consistent or compatible, and the particular focus in
a concrete situation as well as the corresponding means always depend on the configura-
tion and level of political, economic or (expected) military conflict. This is also important
in view of the realistic assessment of possibilities and expected results of arms control in
specific situations and their limitations. Therefore, arms control cannot be equated with
disarmament. This may be the case, for example, when limits are set for weapons systems
that are above the current stock levels of two treaty parties. The controlled armament build-
up to the new limits could allow a balance of military power and reduce concerns of a later
and possibly hidden armament. In general, arms control stretches from measures with min-
imal requirements of commitment to establish first steps for positive state relations to re-
duction measures with practical controls and monitoring of weapon sites or other relevant
facilities. Figure 10-1 shows the “Non-Violence” sculpture in front of the UN headquarter
— a classical tribute to non-violence and peace.
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Figure 10-1: Sculpture “Non-violence” showing a revolver tied in a knot, on display outside
the Headquarters of the United Nations in New York City by the sculptor Carl Fredrik Reu-
terswérd (Picture: C. Reuter)

10.2 Historical Examples of Arms Control

Some examples aim at illustrating that over the last decades, each new emerging military
technology raised new challenges for arms control, led to international debates and — often
after their military deployment — to agreements and treaties*'.

10.2.1 Arms Control for Nuclear Weapons Technology

Due to their major threat to mankind and the historical arms race during the Cold War era,
the regulation of nuclear weapons and its carriers like missiles and warheads has a long
history with many, sometimes unsuccessful, approaches of mutual agreements and trea-
ties. The following examples also illustrate a specific aspect of arms control treaties. In
most cases, the agreements not only have a specific technological or military-strategic
scope but also a limited period of validity. Often, they are intended to be reviewed and

41 For an insightful overview of arms control endeavours see Goldblat (2002).
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possibly renewed after some time or followed by subsequent treaties. Because of these
expiration dates or the unilateral cancellation of treaty signatories, some of the agreements
were terminated without follow-up approaches. The list further exemplifies that arms con-
trol regulation is often a step-by-step process, starting with minimum consensus regula-
tions proceeding towards stricter prohibitions. This development can be seen in the first
arms control agreement for nuclear weapons and weapons technology, the so-called Partial
Nuclear Test Ban Treaty (PTBT)*? which entered into force in 1963 (PTBT, 1963).

The treaty was initially signed by the Soviet Union, the United Kingdom, and the United
States and then opened for signature by other countries. It prohibits all test detonations of
nuclear weapons other than those conducted underground and is still active. The agreement
can be perceived as a first measure to slow down the nuclear arms race and its proliferation
by limiting the scientific testing capabilities. A few years later, in 1970, the Non-Prolifer-
ation Treaty (NPT)* came into force, taking arms control of nuclear weapons an important
step further (NPT, 1970). The treaty is based on three pillars.

1. It firstly defines a list of nuclear-weapon states that have manufactured and ex-
ploded a nuclear weapon or other nuclear explosive devices before 1 January 1967
and declares that all other non-nuclear weapon states agree to never acquire nuclear
weapons.

2. Its second pillar is the agreement of all treaty parties to pursue nuclear disarmament
in order to ultimately eliminate nuclear arsenals (Graham, 2004).

3. Its third pillar is the right of all parties to develop nuclear energy for peaceful pur-
poses and to benefit from international cooperation in this area.

The NPT originally had a limited duration of 25 years but was extended indefinitely in
May 1995. It is now reviewed every five years in the Review Conferences of the Parties.
An important aspect of the NPT is that it authorises the International Atomic Energy
Agency (IAEA) to monitor the states’ compliance with NPT agreements and commits
them to security measures, the so-called safeguards.

Another issue of arms control is highlighted by the 1988 Intermediate-Range Nuclear
Forces Treaty** between the United States and the Soviet Union (INF, 1988). The treaty

4 The full name of the treaty is “Treaty Banning Nuclear Weapon Tests in the Atmosphere, in Outer
Space and Under Water”, but it is also known as Limited Test Ban Treaty (LTBT).

43 The full name of the treaty is “Treaty on the Non-Proliferation of Nuclear Weapons™.

4 The full name of the treaty is “Treaty Between the United States of America and the Union of Soviet
Socialist Republics on the Elimination of Their Intermediate-Range and Shorter-Range Missiles”.
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does not focus on the nuclear explosive device itself but on its deployment tools, the mis-
siles and the necessary launchers. It codified the elimination of all nuclear and conven-
tional missiles and their launchers with specific ranges and ordered a deadline for their
destruction. In addition, verification measures such as on-site inspections were established
to check compliance with the treaty by both sides. Besides the obvious positive effect of
reducing the military escalation potential of nuclear weapons, the agreed verification
measures are valued by peace and security researchers because they established specific,
practical and measurable steps* for checking compliance while respecting and sustaining
national security agendas. After many years of criticism against Russia for undermining
the agreements, the INF treaty is currently on the brink of termination as the United States
has announced its withdrawal in February 2019. A similar fate of non-prolongation is
threatening the so-called New START treaty that was signed in 2010 and entered into
force in 2011 (New START, 2010). START is the abbreviation for Strategic Arms Reduc-
tion Treaty and is used to describe three different, consecutive treaties between the Soviet
Union (later Russia) and the United States on the reduction of nuclear bombers, intercon-
tinental and submarine-launched ballistic missiles and warheads in combination with the
establishment of verification measures. The New START treaty is expected to last at least
until 2021, but negotiations for a follow-up treaty are currently not pursued.

10.2.2 Arms Control for Biological and Chemical Weapons Technology

As mentioned, arms control treaties were also negotiated for many other technologies.
Two other important weapons of mass destruction are chemical or biological weapons.
Facing the challenges and risks associated with them, the member states of the United
Nations adopted the Biological and Toxin Weapons Convention (BWC)* that entered into
force in 1975 which prohibits the development, production, stockpiling and distribution of
biological weapons in combination with the strong emphasis on restricting the application
of biological and toxic material to civil purposes (BWC, 1972)*. Since its implementation,
review conferences have been held every five years. However, in the absence of specific

4 Verification measures include extensive data exchange, on-site inspections at deployment sites, per-
manent inspections at the missile production facilities (Woolf 2011).

46 The full name of the treaty is “Convention on the Prohibition of the Development, Production and
Stockpiling of Bacteriological (Biological) and Toxin Weapons and on their Destruction”.

47 The military usage of chemical weapons had already been banned by the Geneva Protocol in 1925. The
BWC reaffirms this ban and supplements the Protocol.
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compliance or verification stipulations in the treaty, effective monitoring of compliance
has proved to be insufficient. Attempts to solve this problem by means of an additional
protocol, including disclosure requirements and inspections, failed in 2001. As for the
challenge of chemical weapons, the Chemical Weapons Convention (CWC)*®, signed in
1993 and entered into force in 1997, provides a series of comprehensive and practical
disarmament steps (CWC, 1997). The signatory states undertake to declare existing stocks
and to destroy all chemical weapons by 2012 under international supervision®’. In addition
to toxic chemicals, the CWC also applies to ammunition or equipment specifically de-
signed to cause death or other harm by exploiting the toxic properties of the listed chemi-
cals. The CWC also included the establishment and authorisation of the Organization for
the Prohibition of Chemical Weapons (OVCW), based in The Hague, which is responsible
for monitoring compliance with the Convention. In a so-called “verification annex” to the
Convention, contractual obligations (i.e. a detailed description of procedures to be fol-
lowed by the treaty parties) and verification measures (i.e. how inspections are to be con-
ducted and how samples are to be collected, handled and analysed) are specified.

10.2.3 Arms Control Treaties for Conventional Weapons and the Outer
Space

Another example for the diverse field of arms control approaches is the Outer Space
Treaty™® from 1967. Its aim is to prevent the occupation of celestial bodies by individual
states (at that time: the Soviet Union and the USA) and the temporary or permanent de-
ployment of military forces in space, on the moon or other celestial bodies, especially
weapons of mass destruction (UN, 1967). However, given the spirit of technological ad-
vancement, civil space exploration is explicitly allowed for each state. Regarding arms
control for conventional forces and weapons, the 1990 Treaty on Conventional Armed
Forces in Europe (CFE) sets upper limits for the number of heavy weapons systems that
may be deployed in Europe (CFE, 1990). After its implementation, the treaty led to drastic
reductions in stocks of weapons that could be used for offensive purposes in Europe as a
stable balance of military powers between the Cold War parties was established. One last
example to mention is the Convention on Cluster Munitions (CCM, 2008). The CCM is a
ban on the use, manufacture and transfer of certain types of conventional cluster munitions.

48 The full name of the treaty is “Convention on the Prohibition of the Development, Production, Stock-
piling and Use of Chemical Weapons and on their Destruction”.

49 This deadline had to be prolonged.

30 The full name of the treaty is “Treaty on Principles Governing the Activities of States in the Exploration
and Use of Outer Space, including the Moon and Other Celestial Bodies”.
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It refers to bombs, grenades or warheads that do not explode as a whole but release a
variety of smaller explosive devices. In addition to the prohibition provisions, the agree-
ment includes provisions on the destruction of existing stocks, the disposal of residues
from cluster munitions and the support of victims of cluster bombs. The convention was
signed in December 2008.

10.3 Arms Control Measures

10.3.1 Confidence Building and Verification as Important Parts of Arms
Control Measures

The historical examples showed that arms control efforts are almost always a gradual pro-
cess; their success is often temporary and a matter of the political circumstances and re-
sponsible actors. In many cases, the initial situation is characterised by two or more state
parties with a certain degree of mistrust or uncertainties about the current or planned mil-
itary power and security policies of “the other sides”. These situations, sometimes com-
bined with ideological differences, have often been marked by little official communica-
tion. Each party depends on the “outside perception” of other parties and the interpretation
of their actions, without having complete knowledge about their intentions and motiva-
tions. These constellations can be described by the sociological system theory of Parsons
and Luhmann and their concept of “double contingency” (Luhmann, 1984). Applied to the
context of international security politics, this means that state parties are under the impres-
sion of existing or perceived threats of other state actors that will or may interfere with
their national security, sovereignty or foreign policy goals. Such threats can be an aggres-
sive territorial behaviour but also military armament which is perceived as overpowering
either in terms of sheer capacities of military power (e.g. conventional forces like tanks,
infantry, military airplanes) or by the destructive military potential of specific weapons
technology. Such tense situations are often exacerbated by new technologies and the inad-
equate or missing understanding of their invasive or destructive capacities.

The current debates on cyber weapons illustrate this situation: It is yet unclear what cyber
weapons are and if cyber-related offensive military acts fit the conventional term of use of
“weapons”. As Sommer and Brown point out “there is an important distinction between
something that causes unpleasant or even deadly effects and a weapon” (Sommer &
Brown, 2010). The authors define: “4 weapon is ‘directed force’ — its release can be con-
trolled, there is a reasonable forecast of the effects it will have, and it will not damage the
user, his friends or innocent third parties”. Another approach for the definition of cyber
weapons proposes an assessment of the strategic selection of the target, the purpose and
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the intended damage of specific cyber incidents and the attackers behind. Despite this ra-
ther terminological debate, there have been several interruptive and sometimes damaging
incidents in cyberspace. International studies emphasise the increasing demand of military
forces for cyber-related capacities (UNIDIR, 2013). On the other hand, it is unclear how
to measure, compare and categorise such cyber tools and their potential military destruc-
tive effects. As a result, especially in political debates, each state expects the most dysto-
pian scenarios and tries to prepare for them, either with cyber defence measures or some-
times by setting up its own offensive cyber capacities. The ongoing debates about active
cyber defence (in Germany known as the “Hack-Back” debates) or the perpetual fear that
critical infrastructures could be shut down by military cyber attacks are the most visible
parts of this Zeitgeist. However, there are no empirical studies that suggest the likelihood
of such incidents.

In the face of these challenges, relations of mistrust, armament and the risk of conflicts by
accident or misconception, the international political community has developed the con-
cept of confidence building measures (CBMs)*! (see Chapter 9 “Confidence and Security
Building Measures for Cyber Forces ). These measures, originally introduced by the Con-
ference on Security and Co-operation in Europe (CSCE) during the Cold War era, intend
to establish cooperation between states through gradual and mutual concessions, exchange
of information and the reduction of military threats (CSCE, 1986). The proposed actions
further intend to establish active channels of communication between opposing parties,
facilitating communication in times of crisis before “pushing the buttons”. The exchange
of information and talks about national security doctrines or strategies and the underlying
motivations aim at fostering an understanding of the security goals and fears of the “other
side”. At best, they could help the parties reach the common understanding that weapons
should be seen as “military insurance” and not be used. Such situation emerged, for exam-
ple, during the cold war, where the capacities of nuclear weapons either reached a level
that ensured a balance of power between the opposing states or provided the military tac-
tical possibility for an immediate strike back®?. Over the last decades and especially in
times of the Cold War, some trust building approaches explicitly focused on technical-
level talks about aspects of securing weapons and their facilities. Protecting one’s own

3! In debates addressing military forces, the term is often extended to confidence and security building
measures (CSBM)

32 The military concept of a strike back followed the deterrence idea of preventing the threat of a nuclear
attack by a country's assured ability to respond with an own nuclear attack. Such a “second strike” should
have destroyed the attacker too and by that minimised its intent for the first strike.
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population from unwanted and destructive effects of weapon technologies by accidents
can be seen as the least common denominator of all states.

These approaches sometimes helped to circumvent the ideological differences that would
otherwise overshadow or even prevented these exchanges of knowledge. Such talks and
conferences, more specifically, the establishment of mutual understanding, often became
the starting point for further debates about reducing or stopping arms races. Moreover,
they promoted agreements that kept a balanced level of specific weapons that sufficed for
all sides in terms of their national security considerations without further armament. The
fact that many of the above-mentioned examples of weapons technology also contain po-
tential risks for the civil society and risks of technical accidents helped to drive debates
further towards the reduction of military capacities or the proscription or the abolishment
of specific weapon technologies.

As mentioned, the general goal of any arms control agreement or treaty is reducing the
likelihood of war by a reduction of military technology weapons, their development, test-
ing or military application. To restrict or regulate these aspects, treaties define rules for
forbidden activities, thresholds for the numbers or instructions for the handling of specific
items. The stability of arms control treaties depends on the widespread acceptance and
support of these rules as well as on the existence of trustworthy and effective compliance
procedures (Miiller & Schornig, 2006). This underlines the importance of possibilities for
treaty parties to check compliance with agreements of other parties, especially when the
mutual relationship is characterised by mistrust. This vital part of arms control treaties can
be implemented in different ways, and the agreed measures are specific to the regulated
technological issues and the political goals of the negotiating parties. These so-called ver-
ification measures range from methods that allow supervision without on-site assessment
like aerial imaging or seismic sensors to the structured collection, submission and ex-
change of data between states on stockpiles and trade volumes and on-site inspections with
counting and measuring stockpiles and facilities. Miiller & Schornig (2006) define four
important characteristics for the acceptance of these measures:

= Appropriate and focused on the given context and the intended regulation of the
selected items.

= Practicable and able to detect violations.
= Adequate and suitable to assess violations and their military dimension.

= Effective to recognise violations without being hindered by technical obstacles or
political intentions.
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10.3.2 Preventive Arms Control

One concept of arms control that is useful in assessing uncertain scenarios such as the
militarisation of cyberspace and the many technical difficulties associated with it is the so-
called preventive arms control. It complements traditional arms control by focusing on
technologies that are still in the research and development stages today. Preventive arms
control attempts to regulate, limit or minimise technological innovations that could have
negative effects on international security and peace to prevent such consequences as early
as possible. The assessment of preventive arms control follows three main objectives
(Mbolling & Neuneck, 2001):

= Risk prevention for sustainable development and the evaluation of the conse-
quences and potential dangers of the technology for the human, environmental, so-
cial and political systems and infrastructure complexes.

= The further development of effective arms control, disarmament and international
law to place new technologies under existing arms control and disarmament con-
tracts or existing international treaties as well as the development of new standards.

= The reduction or limitation of the extent to which technologies have destabilising
and negative effects on international security, either as a result of qualitative arma-
ment or in terms of the proliferation of armament-related knowledge.

10.3.3 An Overview on Existing Measures of Arms Control

An important step towards arms control measures regarding the militarisation of cyber-
space is to look at the history of similar measures of former technological developments
and their military application. The specific requirements, technical constraints and goals
of these approaches, as well as the lessons learned of their success or failure, are a valuable
resource for their application to cyberspace. The following Table 10-1 depicts a catego-
rised list of arms control measures (Mo6lling & Neuneck, 2001; Stohl & Grillot, 2009):

Geographical measure Demilitarised regions, security zones, e.g. nuclear weapon-free zone
Africa
Structural measures Defensive orientation of force structures, e.g. the Treaty on Conven-

tional Armed Forces in Europe (CFE, 1990)

Operational measures Limitation of manoeuvres, omission of provocative actions e.g. the
Vienna Document (OSCE, 2011)




218

10 Arms Control and its Applicability to Cyberspace

Verification measures

Data exchange, inspections etc., e.g. the Open Skies Treaty (OSCE,
1992) or the IAEA Nuclear Safeguards in Iran (IAEA, 2015)

Declaratory measures

Waiver of the first use of weapons, especially nuclear weapons

Technology-/Medium-re-
lated measures

Limitation, reduction or destruction of certain weapons or technolo-
gies, e.g. ABM Treaty (ABM, 1972), INF Treaty (INF, 1988), indi-
vidual marking of weapons to make the flow and illegal discharge of
weapons comprehensible e.g. Arms Trade Treaty (UN, 2013)

Proliferation-related
measures

Prohibition or restriction on the export of militarily relevant technol-
ogies, e.g. Nuclear Suppliers Group under the NPT (NPT, 1970), se-
curing the storage and production facilities of weapons to prevent il-
legal diffusion

Application-related
measures

Prohibition or restriction of the use of certain weapons and methods
of war

Actor-related measures

Prohibition, restrictions or permissions in relation to specific groups
of actors

Target-related measures

Safeguard clauses, prohibition of the attack on certain, especially
civil, targets, e.g. the treaties of the Geneva Convention (ICRC,
1949)

Economic/Trade-related
measures

Registration and licensing of arms dealers, producers, shippers as
well as the regulation and approval of individual arms transfers and
provision of sanctions and intervention options, licensing arrange-
ments for import, export, transit through national territories of weap-
ons

Interstate cooperation
measures

Inter-agency coordination, cooperation, coordination between rele-
vant governmental organisations involved in arms control and, if nec-
essary, cooperation in law enforcement with appropriate powers of
the commissioned institutions

Information exchange
measures

Transparency of production, ownership, trading and control efforts
and dissemination of information to international partners

Table 10-1: Forms of arms control

10.4 The Challenges of Arms Control Measures in Cyberspace

Cyberspace as a domain has some very specific characteristics that are very different from
other domains like land, air and sea. This includes the virtuality of this field and the infor-
mation it contains, the non-physical representation of code and the seamless duplication
of data. These features pose many challenges, especially for the practical side of arms
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control agreements; many of the established approaches will not work. In particular, this
concerns all measures that rely on one of the following aspects:

= The limitation or the reduction of cyber weapons.

= The differentiation between civil and military usage and the resulting differences in
authorisation.

= The differentiation between a defensive and an offensive usage of cyber tools.
= The assignment of responsibility for individual activities in this domain.
= The necessity to practically control or monitor compliance with agreements.

Chapter 12 “Verification in Cyberspace” will have a detailed look at the specific technical
aspects of cyberspace that cause these challenges and explain how cyberspace differs from
real physical domains. The chapter will further explain how to deal with these problems
and what aspects and measurable parameter could be used to implement verification
measures for this space.

The previous examples of arms control approaches have shown that many of the ap-
proaches are based on states’ declarations of the intended use or non-use as well as the
trade or exchange of information on restricted items. Nevertheless, the ongoing interna-
tional political debates currently struggle to find a way to reach binding agreements in the
cyber area. Besides the technical difficulties preventing a one-to-one application of estab-
lished measures to the new domain, this has many reasons. One of these problems is based
on the different views of states about what constitutes cyberspace and the question of state
sovereignty in this area. Whereas proposals from European states or the US usually focus
on the IT infrastructure and acknowledge human rights and the freedom of speech, other
approaches, such as a proposal to the UN by Russia, China and other states (UN, 2011),
emphasise the national right to monitor and regulate the distribution of information in this
space. This potentially includes censorship. This conceptual disagreement is further com-
plicated by the problem of transferring the idea of national borders to this area; determin-
ing the sovereign territory of a state as well as the area of its responsibility is complex.
Another aspect exacerbating these disagreements is the question of which international
committee or institution can be entrusted with monitoring and controlling the further tech-
nological development of cyberspace supporting its long-term peaceful orientation. This
task was historically taken by different organisations like the Internet Corporation for As-
signed Teams and Numbers (ICANN) and the Internet Engineering Task Force (IETF),
which did not represent the international state community and may have been influenced
by individual state actors. Approaches to transferring these tasks to a UN institution such
as the International Telecommunication Union (ITU) have so far been unsuccessful. A
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similar question arises regarding an internationally legitimate institution that could be as-
signed with investigating suspected state-actor-driven incidents that would require (in
most cases) the exchange and analysis of malware samples or sensitive log data from the
affected IT systems (Davis II et al., 2017). A further problem for arms control approaches
is the current lack of internationally consistent classification of cyber weapons or any kind
of malicious cyber tools such as exploits and vulnerabilities in IT products. This lack pre-
vents a uniform risk assessment. Thus, there is no basis for any kind of definition specify-
ing limitations or reporting obligations. This applies in particular to the necessary analysis
of possible damage and the classification of different types, ranges and destructive factors
of cyber weapons. The lack of classification further intensifies cyber armament as unpre-
dictability hinders a “stable balance of military cyber power” where states would agree to
limit military capabilities that meet their security requirements.

Previous cyber incidents showed that cyber weapons have so far - unlike expected — mostly
been used for gaining hidden accesses to IT systems. This resembles espionage tactics
rather than the use of classic weapons with disruptive or destructive effects. Cyber weap-
ons rely in most cases on the exploitation of vulnerabilities in IT products. Thus, they are
“one-shot weapons” that lose their impact once released because they reveal their attack
vector and the exploited weakness in other systems can be closed. This results in a very
cautious disclosure of the cyber capacities of states which - from a military tactical per-
spective - work best when they are secretly implanted into the targeted systems and stay
hidden until their application is needed (US Government, 2012).

10.5 Important First Approaches of Arms Control in Cyberspace

As demonstrated, there is a growing international understanding of the dangers of an un-
controlled militarisation of cyberspace and the need for cyber arms control measures. The
historical examples illustrated that the first step for specific agreements on the limitation
or the reduction of military goods is a common understanding of the problems and the
risks of the technology. The debates within the international community are moving in this
direction, forming an essential basis for agreements on norms and rules for state behaviour
in cyberspace as well as for binding future treaties on the military usage of cyberspace
technology. The last part of this chapter will present some of the attempts that have been
made in recent years by various actors and at different levels of inter-state cooperation that
have driven these debates forward and will hopefully help pave the way towards broader
agreements. The approaches are not ordered chronologically but according to the involved
stakeholders and their target group. It is important to mention that these examples do not
always explicitly fulfil the criteria of arms control treaties in accordance with the presented
historical treaties and agreements. Their selection will present state-driven initiatives as
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well as proposals from economic actors and the civil society to illustrate the different as-
pects of the ongoing debates in cyberspace and their challenges, as well as the first results
of these efforts.

10.5.1 The Wassenaar Export Control Arrangement and its Extension from
2013

The “Wassenaar Arrangement on Export Controls of Conventional Weapons and Dual-
Use Goods and Technologies” is a multilateral export control regime. It was established
in 1996 and currently consists of 42 member states (Wassenaar, 2011). The objective of
the Convention is to increase international transparency and regulation of trade as well as
to limit the distribution of conventional arms. The list of regulated items comprises so-
called dual-use items that can be used for both civil and military purposes. The member
states of the arrangement undertake to control the export of these critical goods, examine
export inquiries and, in the event of suspicion, reject them because of the potential for
security-critical or human rights-endangering application. Trade data is exchanged be-
tween the member states twice a year. In view of the increasing expansion of intelligence
and military activities into cyberspace, a first step towards regulating these activities was
taken at the end of 2013. The extension of the agreement comprised the inclusion of “in-
trusion software” in the catalogue of critical goods, regulated by the following definition
(Wassenaar, 2013):

Xt

Software” specially designed or modified to avoid detection by ‘monitoring tools’, or
to defeat ‘protective countermeasures’, of a computer or network capable device, and per-
forming any of the following: (a) The extraction of data or information, from a computer
or network capable device, or the modification of system or user data; or (b) The modifi-
cation of the standard execution path of a program or process in order to allow the exe-
cution of externally provided instructions.”

This definition considers the functional scope of an application as a sufficient criterion for
its regulation, less the possible damage or the specific application environment. One of the
problems of the Wassenaar Arrangement is its implementation, which falls under the sov-
ereignty and responsibility of each member state and is decided independently. In Ger-
many, the Federal Office of Economics and Export Control (BAFA) has been commis-
sioned to examine export inquiries. The German control criteria differ with regard to the
destination of planned exports. Exports to EU Member States, NATO countries or states
with a similar status are generally authorised unless there are specific political reasons
against them. Exports to other countries are questioned and examined regarding the poten-
tial buyer, the possible open and hidden purpose of use as well as the political situation
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and stability in the target country. These decisions and export controls are handled differ-
ently in other member states, and there is no obligation for standardised procedures. Con-
trol of the proliferation of such goods, an essential component of classical arms control
agreements, is, therefore, only possible to a limited extent and does not achieve a universal
validity. The approach could, therefore, be seen as a blueprint for a potentially global ap-
proach to regulating these goods and items if combined with consistent and equal national
trade export laws and placed under an international control body such as a UN organisa-
tion.

10.5.2 The 2018 Proposal of the EU Parliament for a Harmonised Dual-Use
Export Controls Regulation

On the basis of the Wassenaar Arrangement, the European Commission has begun to dis-
cuss further regulation of such goods within the framework of a uniform export control
system for EU countries (EU Commission, 2016a). It prepared a proposal for the European
Parliament which adopted this position and prepared negotiations with the Council of the
EU for a final agreement (EU Parliament, 2018). The EU Parliament’s position follows
most of the principles of the Wassenaar Arrangement on the regulation of technologies
capable of cyber-surveillance and human rights violations. The definition of the proposal
covers (EU Commission, 2016b):

“items specially designed to enable the covert intrusion into information and telecommu-
nication systems with a view to monitoring, extracting, collecting and analyzing data
and/or incapacitating or damaging the targeted system. This includes items related to the
following technology and equipment: (a) mobile telecommunication interception, equip-
ment,; (b) intrusion software; (c) monitoring centers, (d) lawful interception systems and
data retention systems; (e) digital forensics;”

When assessing the export authorisation for cyber-surveillance and other affected items,
member states must consider the risk of infringement of the defined rules. This regulation
potentially broadens the scope of regulated goods and their assessment in comparison to
Wassenaar because it introduces a “catch-all control” approach which aims at supplement-
ing the specific control categories for non-listed technology items and preparing regulation
for future developments. Beyond the approach of an EU-wide common export control law,
it also proposes a due diligence regime for exporting states and the exporter itself, as well
as a responsibility for standardised reports on national export control measures. This ex-
ceeds the Wassenaar approach of national sovereignty concerning the specific export rules
and reporting procedures. In addition, member states may prohibit or impose an authori-
sation requirement on the export of dual-use items not listed in the regulation for reasons
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of public security, human rights considerations or the prevention of acts of terrorism. The
proposal of the EU Parliament is currently being discussed with the Council of the EU.

10.5.3 Recommendations of the United Nations Group of Governmental
Experts from 2015

In 1999, the United Nations General Assembly passed the resolution 53/70 “Developments
in the Field of Information and Telecommunications in the Context of International Secu-
rity” (UN, 1999). The resolution is concerned with the increasingly relevant topic of cy-
berspace in terms of its potential for scientific and technological progress as well as its use
for malicious purposes. A further resolution 58/32 of 2003 (UN, 2003) proposed to focus
on the threats for this domain, the chances and possibilities for international cooperation
in the field of information and communications technology (ICT) (including technical in-
frastructures) and established a group of governmental experts (GGE) to address these
issues. Since its foundation, there have been five groups of governmental experts that were
concerned with these questions and with the applicability of international law in cyber-
space. Also, they prepared recommendations for international agreements. The last suc-
cessful group from 2015 "examined existing and potential threats arising from the use of
ICTs by States” and has recommended a set of voluntary, non-binding norms of responsi-
ble state behaviour (UN GGE, 2015). These norms have been adopted by the UN General
Assembly "in a call to its member states to be guided in their use of information and
communications technologies. (..) G20 has also invited states to implement the GGE rec-
ommendations" (UNODA, 2017). With regard to the challenges of arms control in cyber-
space, the recommendations of the 2015 report addressed the following aspects:

“[1t] recommended that States cooperate to prevent harmful ICT practices and should not
knowingly allow their territory to be used for internationally wrongful acts using ICT. It
called for the increased exchange of information and assistance to prosecute terrorist and
criminal use of ICTs. (..) A State should not conduct or knowingly support ICT activity
that intentionally damages or otherwise impairs the use and operation of critical infra-
structure (..) States should not harm the information systems of the authorized emergency
response teams of another State or use those teams to engage in malicious international
activity. (..) States should take reasonable steps to ensure the integrity of the supply chain
and prevent the proliferation of malicious ICT tools, techniques or harmful hidden func-
tions. (..) The Group identified a number of voluntary confidence-building measures to
increase transparency (..) and called for regular dialogue with broad participation under
the auspices of the United Nations and through bilateral, regional and multilateral forums.
(..) The report called for the international community to assist in improving the security
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of critical ICT infrastructure, help to develop technical skills and advise on appropriate
legislation, strategies and regulation.” (UN GGE, 2015)

The 2016/2017 follow-up group did not reach a final consensus. This can be explained
(among other things) by disagreements between states about the assessment of cyber inci-
dents and their impact on national security. The members of the expert group could not
agree on the question of how international law applies to the possibilities and limits of
responses to such presumed state activities and appropriate countermeasures. Proposals
for Confidence Building Measures by the OSCE

Over the last years, the Organization for Security and Co-operation in Europe (OSCE) has
issued two decisions that concern "confidence-building measures to reduce the risks of
conflict stemming from the use of information and communication technologies". Deci-
sions No. 1106 of 2013 (OSCE, 2013) and No. 1202 of 2016 (OSCE, 2016) are based on
the organisation’s belief and commitment to foster international security by promoting
communication and international cooperation between states and other relevant interna-
tional organisations. In this regard, the organisation developed a set of confidence building
measures that should “enhance interstate co-operation, transparency, predictability, and
stability, and (..) reduce the risks of misperception, escalation, and conflict that may stem
from the use of ICTs.” The measures are voluntary, but the OSCE instructed its member
states to base their political decisions, law-making and behaviour on these principals. Most
measures concern interstate consultations, the definition of a common terminology for cy-
berspace and its threats, the exchange of information regarding the security and use of
ICTs as well as — in particular — the risks for critical national and international ICT infra-
structures and their integrity:

“Participating States will nominate a contact point to facilitate pertinent communications
and dialogue on security of and in the use of ICTs. Participating States will voluntarily
provide contact data of existing official national structures that manage ICT-related inci-
dents and co-ordinate responses to enable a direct dialogue and to facilitate interaction
among responsible national bodies and experts. Participating States will update contact
information annually and notify changes no later than thirty days after a change has oc-
curred. Participating States will voluntarily establish measures to ensure rapid communi-
cation at policy levels of authority, to permit concerns to be raised at the national security
level.” (OSCE, 2016)

Furthermore, the proposal encourages the establishment of a central platform for the dia-
logue, exchange of best practices, awareness-raising and information on capacity-building
as well as the handling of security threats and incidents and the OSCE is calling on its
member states to prepare an effective national legislation for cooperation on this interna-
tional, interstate level. The proposal extended these considerations, especially regarding
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the significance of ICT for critical infrastructures and industrial IT systems, and encour-
aged its member states to cooperate in the exchange of national ICT incidents and the
vulnerabilities detected. Although all these proposal concern “only” the political behav-
iour of states (not the preparations of their armed forces) and are based on the exchange of
information and the establishment of communication channels, these efforts must be con-
sidered as highly valuable. This is due to the important role of the OSCE as an international
organisation that connects states by providing an important and established platform for
dialogue and decision-making, potentially fostering necessary discussions and the finding
of shared views and rules which could form a basis for negotiations and further agree-
ments.

10.5.4 State Driven Proposals for Norms and Responsibilities of State
Behaviour in Cyberspace

Besides the previous multi-lateral approaches, various states have in recent years devel-
oped proposals for binding norms and rules of state behaviour in cyberspace that followed
established rules of international law. These proposals are often driven by national foreign
policy priorities or reflect national views and concerns about state sovereignty and internal
security.

At the end of October 2018, both Russia and the US, together with other supporting states,
submitted two different proposals to the United Nations General Assembly First Commit-
tee for the further development of norms and responsibilities of state behaviour in cyber-
space. Both proposals assume that states should not use information technology to “carry
out activities that are contrary to the maintenance of international peace and security” or
“intervene in the internal affairs of other states”. The Russian proposal (UN, 2018a), which
is supported by 26 other countries, including China, reaffirms the UN GGE’s recommen-
dations. In doing so, the authors endorse a comprehensive list of international rules, norms
and principles of responsible behaviour. In particular, this draft resolution calls on the
Secretary-General to convene an “open working group” to continue work on these issues
which was discontinued by the UN GGE in 2017. A special feature of this proposal is, that
it emphasises the state sovereignty over the national internet in terms of the states rights
to examine and regulate the information that is shared, transferred, stored and distributed
within national IT systems and the national part of the internet. The US-led proposal (UN,
2018b), supported by 35 nations, also confirms the UN GGE’s work and calls for a further
group of experts. In particular, it should focus on the question of how international law
can be applied to the state’s use of information and communication without defining new
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spaces of national sovereignty that profoundly conflict with freedom of speech and other
human rights.

Two other proposals worth mentioning are the Paris Declaration and the Commonwealth
Cyber Declaration, both published in 2018. The Paris Declaration was presented by the
French government at the Internet Governance Forum (IGF) under the name of “Paris Call
for Trust and Security in Cyberspace” (France-Gov, 2018). The Call is formulated as a
non-binding document and does not contain any detailed measures, nor does it propose to
create new institutions. Rather, it aims to promote existing institutional mechanisms to
“limit hacking and destabilising activities” in cyberspace. This move intended to end the
confrontations in the intergovernmental debates and the resulting stalemate. For this pur-
pose, the call proposes that the monitoring of the effective implementation be delegated to
the IGF as a UN body. The text contains nine objectives that balance its priorities between
states, businesses and civil society, addressing three main issues: regulation of state-based
activities based on norms, state sovereignty in cyberspace and protection of citizens. The
document encourages more comprehensive and coordinated regulation of cyberspace, in
particular, the maintenance of international peace and security. It not only recognises the
applicability of international humanitarian law to cyberspace, including human rights and
customary international law. The role and responsibilities of state actors in cyber conflicts
are to be strengthened, and active cyber defensive measures by companies are excluded.
In the same way, “offensive operations by non-state actors” and the influence of foreign
states on democratic processes, such as elections, are condemned. Another central theme
of the document is the importance of protecting individuals and critical infrastructures
from harm. The document calls for the “public core of the Internet” to be protected from
hostile actors and demands from the industry a stronger commitment to “security by de-
sign” in products and services. At the time of publication, the call was signed by 57 states,
including the EU member states as the strongest faction. Russia, China and the US are not
among the signatories.

A second declaration that is promoting similar goals is the “Commonwealth Cyber Decla-
ration” (Commonwealth, 2018) which was adopted at the 2018 meetings of the “Common-
wealth Heads of Government Meeting”. This is relevant in view of the many smaller and
economically weaker states of this group which emphasise the importance of cyberspace
for their nations and express a right to co-determination in its development. The “Com-
monwealth Cyber Declaration” is, therefore, together with the OSCE CBMs, one of the
strongest intergovernmental signals for the peaceful development of cyberspace so far. It
acknowledges cyberspace as the basis of social, economic and political development and
stresses the dangers of a destabilisation of cyberspace by offensive state activities:

“We, as Commonwealth Heads of Government (..) recognising the threats to stability in
cyberspace and integrity of the critical infrastructure and affirming our shared
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commitment to fully abide by the principles and purposes of the Charter of the
United Nations to mitigate these risks (..) commit to (..) limit the circumstances in which
communication networks may be intentionally disrupted, consistent with applicable inter-
national and domestic law. We, as Commonwealth Heads of Government (..) recognise
that without cybersecurity citizens are at risk of crime or exploitation, and commit to
strengthening legislative, social and educational measures that protect the vulnerable.”
(Commonwealth, 2018)

In this view, the declaration recognises the importance of international cooperation in tack-
ling cybercrime and promoting stability in cyberspace and supports the UN GGE’s rec-
ommendations to develop frameworks for the application of international law to and es-
tablish confidence building measures for this domain.

10.6 Summary

The previous examples of international and national approaches to the development of
binding rules and norms for state behaviour have highlighted the increasing acceptance of
the importance of cyberspace and the growing commitment of the international commu-
nity to ensuring its stability. However, assessments, such as the 2013 cyber security index
(UNIDIR, 2013), can only be the first step towards binding rules that limit, reduce or even
prohibit the development, proliferation and usage of offensive cyber tools for military pur-
poses. Besides the political will of states, many technical issues need to be analysed to
develop solutions to these challenges. Measures need to be developed that allow verifying
compliance of treaty parties, the practical monitoring of military facilities or the tracking
of cyber weapon material like software vulnerability exploits. The history of arms control
shows that this is a long way to go, but a necessary step towards the peaceful development
of a global domain. To summarise the chapter:

* Arms control aims at preventing conflicts and fostering stability in interstate rela-
tions by either reducing the probability of the usage of a specific weapon or regu-
lating its use and thus reducing the costs of armament. Thus, the overall goal of
arms control is less a complete disarmament but a rational planning for reducing
the risk of war.

= The field of arms control approaches is highly diverse; weapons to be controlled
include nuclear, biological, chemical and conventional weaponry.

=  Arms control measures include confidence building and verification or preventive
measures.
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= Cyberspace as a relatively new domain poses — due to its specific characteristics —
many challenges. These include conceptual disagreements, the determination of ter-
ritory and responsibility as well as the establishment of a supervising authority.
Many of the established approaches do not work.

=  First approaches for a regulation of cyber weapons include the Wassenaar Export
Control Arrangement and the 2018 Proposal of the EU Parliament for a Harmonised
Dual-Use Export Control Regulation that could help to establish arms control
measures in cyberspace.

10.7 Exercises

Exercise 10-1: What is arms control and how can it be achieved?

Exercise 10-2: What are the challenges of applying existing norms, regulations and validation measures
to the area of cyberspace?

Exercise 10-3: Explain how the concept of disarmament is related to arms control by describing both.

Exercise 10-4: What are the reasons why arms control efforts are not always successful?
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