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Abstract. In the Android platform environment, various techniques to detect 
personal information leakage are being introduced recently but effective block-
ing is still long way off. The proposed scheme intends to securely protect  
personal information on smartphones by monitoring behaviors of various Apps. 
If an App violates any behavior-based rule, the proposed scheme blocks run-
ning the behaviors of the App. For this purpose, I classified the behaviors of 
smartphone applications and defined the behaviors to monitor. I also proposed 
the architecture to apply it in the Android framework and applied the proposed 
scheme in the Android smartphone. 
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1 Introduction 

Because most Android Apps are implemented in Java that is highly portable, malicious 
code injection and repackaging are not so difficult due to ease of reverse engineering. 
In addition, Android Play Store [1] of Google entrusts everything to developers. So the 
risk of distribution of malicious code is greater than Apple’s App Store. 

In the Android platform environment, various techniques to detect personal infor-
mation leakage are being introduced currently but effective blocking is still long way 
off. Initial Android malware used a comparatively simple method that injects mali-
cious code in a well-known App and repackages it. Thus the signature-based detection 
was possible that scans source code and content. However, recent malwares are ap-
plying obfuscation and encryption to source codes to free from the signature-based 
detection. In addition, they are installed as normal Apps but they download source 
code via Internet. Thus the signature-based detection in the application level is im-
possible. 

This paper intends to securely protect personal information on smartphones by 
monitoring behaviors of various Apps. If an App violates any behavior-based rule, the 
proposed scheme blocks the App. For this purpose, I classified various App behaviors 
on the Android smartphone environment, defined vulnerable behaviors for monitor-
ing, proposed the architecture to apply in the Android framework 

This paper is organized as follows: Chapter 2 finds the characteristics of previous 
studies for detecting personal information leakage. Chapter 3 classifies vulnerable 
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App behaviors and the behaviors for monitoring. Chapter 4 introduces the architecture 
and operation techniques of the proposed scheme. Chapter 5 concludes the results and 
explains the study plan in the future. 

2 Related Work 

This chapter finds the characteristics of previous studies for monitoring personal in-
formation leakages. According to the detection level, this paper classifies previous 
studies into the Application Level and Kernel Level. 

2.1 Detection of Application Level 

In the Application Level, static analysis is possible as well as dynamic analysis. The 
static analysis in Android does not run an App but scans the content itself such as 
source code, permission information, layout, resource, and such. Di Cerbo et al. [2] 
used the Android permission in manifest.xml to predict leakage of personal informa-
tion. Kim et al [3] disassembled DEX files as well as Android permission to create an 
API that tries to leak personal information. Using the API, they proposed a model that 
detects personal information leakage. Zhou et al [4] created a signature based on the 
permission and API to quickly detect well known malicious codes in the Android 
market. In order to detect new types of malwares that run by dynamically fetching 
codes, they proposed a heuristic detection scheme that detects both the original code 
and dynamic code. In addition, they verified the efficiency of the proposed scheme by 
implementing Droid Ranger. Dong-jie Wu et al [5] tested various clustering algo-
rithms to effectively classify malwares that try to leak personal information by using a 
combination of permission, Android components, and API and found an optimal algo-
rithm.  

According to abovementioned studies, they performed the static analysis and dy-
namic analysis in the application level to detect personal information leakage. How-
ever, the static analyses in the application level are vulnerable to new types of attacks 
because it needs signatures of existing malicious codes. 

2.2 Detection of Kernel Level 

In the Kernel Level, it is possible to analyze behaviors in real time because system 
resources can be accessed but system modification is required. Burguera et al [6] 
recorded system call logs, created a vector by extracting the characteristics of person-
al information leaking behaviors, and proposed a malware detection method after 
applying the K-means algorithm. Takamasa Isohara et al [7] recorded the logs for 
system calls and parameters through system call hooking method and found the signa-
ture that is used during information leakage. Blasing et al [8] modified the system and 
created a virtual environment. They proposed a comprehensive analysis that detects 
malwares by analyzing the permission and recording system call logs. However, pre-
vious studies in the kernel level use log-based detection techniques. So it is difficult to 
detect and block malwares in real time. 
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4.1 Operational Principle of the Proposed Scheme 

The proposed scheme intends to securely protect personal information on smart-
phones by monitoring behaviors of various Apps. If an App violates any behavior-
based rule, the proposed scheme blocks the App. 

Fig. 1 shows the operational principle of the proposed scheme. The Rule Check 
Layer in an Android device determines whether or not to block behaviors of an App 
running by comparing with the predefined black and white lists. User can decide 
whether or not to run the behavior when an alert is received that says the behavior is 
not allowed. In addition, the rule database that has malicious behaviors is periodically 
updated so detection is possible in real time. 

 

Fig. 1. Operational Principle of Behavior-based Malware Blocking System 

4.2 System Architecture 

In order to detect malicious behaviors of Android applications in real time, the system 
must interwork with the components in the platform. Accordingly, as in Fig. 2, I pro-
pose to add the components of the basic Android platform on the right. 

The roles and functions of newly added modules are as the following. The SafeGuard 
library is added to Android RT to receive the call logs of core libraries and decide wheth-
er or not to run a behavior according to the predefined rules. If any rule violation hap-
pens, it notifies user of an alarm and an exception occurs to block the behavior. The rule 
provider stores allowed API calls for each application for management and the rule up-
date service receives the rules that are pushed remotely and delivers them to the rule 
provider. The AppMonitor module displays alarms to user, provides an interface to 
change the rules, and notifies user of blocking results and blocking rules, and determines 
whether or not to use the rule for user deletion. It is provided in the form of App to be 
installed and it can be updated for support of additional rules. 

Upon call of the core library of an Android App, it is required to insert a code to 
several methods in the core library and Content Provider. For this, collaboration is 
required from the device manufacturer. According to the behavior to monitor, the 
method to insert is determined. So at the initial stage, starting with several limited  
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5 Conclusions and Future Work 

This paper intends to securely protect personal information on smartphones by moni-
toring behaviors of various Apps. If an App violates any behavior-based rule, the 
proposed scheme blocks the App. In order to get over the limitation of static analysis 
and dynamic analysis in the previous application or kernel level, I proposed the beha-
vior-based monitoring scheme that blocks malicious behaviors through real-time 
monitoring over risky behaviors. Furthermore, I verified that the scheme can be ap-
plied to smartphones through implementation. 

In the future, I will study the different detection approach against privilege escala-
tion attacks and potential threats that try to insert a hooking module to evade from the 
proposed technique. 
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