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Abstract. This paper is focused on the resource allocation of network attack 
and defense with mathematical programming and to optimize the problem. It 
adopts a concept, discount coupon, to describe the attack behavior of taking ad-
vantage of accumulated experience from his previous attack actions of minimiz-
ing future attack cost. The attacker obtains free experience before he launch an 
attack or from a compromised node which could further reduce the cost of  
an attack. The attacker’s objective is to minimize the total attack cost, while  
the core node is compromised and the network could not survive. Here, by 
transforming with node splitting into a generalized shortest path problem and 
applying the algorithm to optimally solve it. 
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1 Introduction 

A number of recent high profile attacks such as the Google Aurora, Stuxnet, RSA 
hack and attacks have been traced on the Internet [1]. Stuxnet is clearly an example of 
a stealthy virus developed by an adversary that spent a great deal of time and money 
on research and development. Consindering these characteristics, it is targeted and 
persistent leading to leakage of vital state secrets and critical damage, which have 
been labeled as Advanced Persistent Threats (APT). APTs is with high dependent 
about the knowledge, information, and experience of target network. The adversary 
picked a specific victim target and make good use of information system vulnerabili-
ties in advance. They act opportunistically, looking for poorly protected targets and 
therefore easy to breach. A sophisticated attacker only spends a little effort or it can 
be even view as automatic to accomplish information collecting or experience accu-
mulating when facing a taregeted network. In [2], the authors conduct a small scale 
study of Internet attack processes using several fixed honeypot in a ten-month period. 
It was found that the increasing numbers of attacks on non-stop basis compromised 
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personal computers running automated robots to collect information. Moreover, the 
ports of one or more target systems were probe following a given sequence [3]. In the 
majority of prior theoretical work, behavior of attackers is modeled as exogenous and 
its guiding principles remain unclear. Prior research offers examples of quantitative 
modeling used in evaluating attackers’ behavior [4] and of explicit models of that 
behavior [5,6].  

The traditional evaluation of systems or infrastructures was analyzed in terms of a 
binary state: safe or compromised [7]. It is insufficient to describe the ability of reco-
vering or continual service providing. The definition of network survivability has 
been discussed for many years. Among these various definitions of network surviva-
bility, Ellison and et al. [8] proposed that “capability of a system to fulfill its mission, 
in a timely manner, in the presence of attacks, failures, or accidents.” To the best of 
our knowledge, there is little research about network attack-defense with mixed non-
linear integer programming to optimize a resource allocation problem. The attack 
behavior about taking advantage of accumulated experience to minimize the total 
attack cost is considering in this model. We proposed a mathematical formulation to 
describe the effect of accumulated experience of attacker. And the problem is trans-
formed with the mathematical technique of node splitting and solved Generalized-
Reverse-Dijkstra algorithm to solve [9]. 

2 Problem Description and Formulation 

This research considers network survivability in terms of protection of the “core 
node” in which organizations store their most significant data or run the most critical 
service to their business. The main purpose of investing in security is to defend 
against attacks, acquiring a proper understanding of attackers’ behavior is an impor-
tant step toward better security practices. In [5], they pointed out that the quantitative 
modeling of survivability for validation or measurement should be based on detailed 
intruder models. Since intruders are humans or are controlled by humans, they not 
only learn but accumulate experience. Thus the unlikely intruder of today becomes 
the most probable intruder of tomorrow. These evidences show that the attacker may 
only collect so useful information form nods to reduce his future attack costs. 

Because of the valuability of this node, attackers do their best to compromise it. As 
attack resources are limited, the attacker needs guidelines about how to make use of 
the experience and his budget to compromise a node is addressed through this prob-
lem. In this paper, the attacker somehow gain free experience before he launch an 
attack or from a compromised node which could further reduce the cost of an attack. 
The objective is to minimize the total attack cost from an attacker’s perspective, while 
the core node is compromised and the network could not survive. Thus, the minimum 
attack cost could be also viewed as the evaluation of the robustness of a network un-
der intentional or malicious attack from defenders’ perspective. 

2.1 Problem Description 

Given that both the attacker and the defender have information about the targeted 
network topology. Meanwhile, the attacker has complete information about the  
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defender’s budget allocation. Though it is almost impossible for the attacker to know 
everything about the target network, the problem is described as a worst case scenario 
with specific assumptions and problem objectives in the following sections. In gener-
al, researchers focus on the node failure but link failure, which are more common to 
the real world; therefore, only node attacks are considered in this research. 

2.2 Problem Formulation 

The attacker behavior with mathematical programming problem is modeled as follow-
ing. The given parameters and decision variables are shown in Table 1. 

Table 1. Given Parameters and Decision Variables 

Given parameter 
Notation Description 

V  The index set of all original nodes 

1L  The index set of all original links 

2L  The index set of all original nodes , which are artificial links 

3L  The index set of all artificial links connect to artificial origin or destina-
tion 

W  The index set of all given critical Origin-Destination pairs (s, n), where 
s is the source node, and n is the core node 

)(kp  The index set of 1-st node to k-th node on path p, where Vp k ∈)(  

M  A large number that represents the link disconnection 
ε  A small number that represents the link connectedness 

id  
The discounted factor between [0, 1] that represents the effect of accu-
mulated experience at the compromised node i without paying an extra 
fee, where i V∈  

wP  The index set of all candidate paths of the O-D pair w ,where w W∈  

plδ  An indicator function, which is 1 if link l is on path p, and 0 otherwise, 
where 321 LLLl ∪∪∈ , wPp ∈∀  

ib  The budget of defense resources that allocated to node i, where i V∈  

iâ  
Threshold of an attack cost leading to a successful attack, which is a 
monotone increasing function of ib  

Decision variable 
Notation Description 

ly  1 if link l is compromised, and 0 otherwise, where 321 LLLl ∪∪∈  

wlt  
1 if link l is used by the O-D pair w, and 0 otherwise, where 

321 LLLl ∪∪∈ , w W∈  

lc  Cost of link l, where 321 LLLl ∪∪∈  

px  1 if path p is chosen, and 0 otherwise, where wPp ∈∀  
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The problem is then formulated as the following minimization problem: 
Objective function: 
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The objective function is to minimize the total attack cost; the attacker minimizes 

the objective value by deciding which path will be attacked. IP 1.1 describes the defi-
nition of the link cost, which ߝ if the link functions normally, and ܯ ൅  if the link ߝ
is broken. IP 1.2 requires that the selected path for each O-D pair, ݓ, should be the 
minimum cost path. IP 1.3 is the relations among ݐ௪௜, ݔ௣ and ߜ௣௟. The auxiliary set 
of decision variables, ݐ௪௜, was used to replace the sum of all ݔ௣ߜ௣௟. The substitution 
is to further simplify the problem solving procedures. IP 1.4 requires that the com-
promised link is equal to the total chosen path p. IP 1.5 and IP 1.6 jointly require that 
exactly one path is selected between each given O-D pair. IP 1.7 determines whether 
each link l is compromised, or not. IP 1.8 determines whether each link l is used to 
from a shortest cost path by O-D pair, ݓ, or not. 

3 Solution Approach 

We model strategic interaction between attackers and defenders by mathematical  
programing and examine it with a optimal solution approach. Here, we demonstrate  
the generalized shortest path problem [6] to resolve the proposed model, which is a 
directed graph ܩ ൌ ሺܰ,  ሻ with ݊ nodes and ݉ arcs. There are two attributes on eachܣ
arc ݉, which is represented by cost function ܿ: ܣ ՜ ܴ and weighted function ݓ: ܣ ՜ܴ. In [7], the weighted ݓ is in multiplicative way of their problem. It can be optimally 
solved in polynomial time using their proposed Generalized-Reverse-Dijkstra  
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The attack cost of different network topologies, node numbers, and budget alloca-
tion strategies is demonstrated in Figure 1. The Generalized-Reverse-Dijkstra algo-
rithm heuristic and both budget allocation strategies perform well in all conditions 
(approximately 20% improvement on average)is shown, and degree-based budget 
allocation strategy is batter than uniform allocation. However, the difference between 
two budget allocation strategies is not significant. One possible reason is that in under 
the heuristic, the extracted defense resources are allotted to compromised nodes ac-
cording to certain strategies. These nodes selected by the attacker already indicate 
which nodes are more important, although node degree is related to the importance of 
nodes. As a result, the gap between two strategies is small. 

5 Conclusion 

This paper focuses specifically on the behavioral impact of security practices and 
contributes to the growing body of work focused on applying the economic approach 
to security investment decisions, especially when those decisions take into account 
strategic interaction between different parties involved. The effects of accumulated 
experience and provide an evaluation of the robustness of a information system net-
work from sophisticated attacker is consindered. This problem is then formulated as a 
mix integer mathematical model. The sophisticated attacker chooses a node as the 
starting node of the target network, and finds a minimal attack cost path. Moreover, 
this problem is successfully transformed into a revised shortest path problem, a gene-
ralized shortest path problem, which algorithm shows a pseudo-polynomial time. 

However, this model can be further extended to a more complex attacker behavior. 
There are critical nodes of an organization. The attack target shall be one or more 
nodes. On the other hand, the defender may also have some active behavior to reduce 
attack impacts on the target network. For example, the defender may to try to fix the 
compromised nodes or reallocate the defense resource to increase the network survi-
vability. Those interactions of the defender and attacker are still need to be discussed 
in future work. 
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