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Abstract. Finding fast and efficient algorithms for computing the k-error joint
linear complexity and error multisequence of multisequences is of great
importance in cryptography, mainly for the security analysis of word based
stream ciphers. There is no efficient algorithm for finding the error
multisequence of a prime power periodic multisequence. In this paper we
propose an efficient algorithm for finding the k-error joint linear complexity
together with an error multisequence of m fold prime power periodic
multisequences over F,,where char F,, =p, a prime.
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1 Introduction

Complexity measures for keystream sequences over finite fields, such as the linear
complexity and the k-error linear complexity, is of great relevance to cryptology, in
particular, to the area of stream ciphers. Stream ciphers uses deterministically
generated pseudorandom sequences to encrypt the message stream. The keystream
should be a truly random sequence of elements of a finite field. Security of stream
ciphers depends on the quality of the keystreams and the keystream must possess
various properties such as having good statistical randomness properties and a high
linear complexity in suitable sense, so that the keystream sequence cannot be
predicted from a small portion of its terms of the sequence.

The vast majority of proposed keystream generators are based on the use of linear
feedback shift registers (LFSR). The length of the shortest LFSR which generates the
given sequence is known as the linear complexity of the sequence. A necessary
requirement for unpredictability of keystream sequence is long period, which can be
attained by large linear complexity. Developments in stream ciphers point towards an
interest in word based stream ciphers which require the study of complexity theory of
multisequences i.e., of parallel streams of finitely many sequences, and of their
complexity properties ([6-8], [10], [12], [14]). A cryptographically strong sequence
should not only have a large linear complexity, but also changing a few terms should
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not cause any significant decrease of the linear complexity. This unfavorable property
leads to the concept of k-error linear complexity ([9], [13]). Many authors studied
various properties of k-error linear complexity of single and multisequences
([1-51, [7], [10 -14]). In [13] Stamp and Martin gave an efficient algorithm for
finding the k-error linear complexity of 2" periodic binary sequences. This algorithm
was later modified by Kaida [2] and he found out the corresponding error vector
together with the k-error linear complexity. Kaida et al. in [3] further extended this
algorithm to the case of sequences with period p" over F,; Char F, = p.

There is no efficient algorithm for finding the error multisequence of a prime
power periodic multisequence. In this paper we propose an efficient algorithm for the
computation of error multisequence e together with the k-error joint linear
complexity of m fold multisequences over F, of period p". In other words, we find
k-error joint linear complexity and an m fold p" periodic multisequence

e=(9,eM, .. ,e™V) such that

m—IN-1
i 0 < D ey 0< i< N-1.0<i<m—1.0<k <mp"
@) ZZ(ZJ. < k,where e (ej ),0< jSN-1,0<ism—-1,0<k<mp
i=0 j=0
(i) The joint linear complexity of the multisequence S +einstead of Sis
LN . (S) - the k-error joint linear complexity of S.

Lets =(S©.s",...s" ) with §® =(s @5 P,.s ") wheres ™ e F . for
0<h<m-1,0<i<N-1be anm fold N = p" periodic multisequence over the finite
field Fq ={a0 =0, al,...,aq_l} of g elements. The joint linear complexity of this
multisequence S is defined as the smallest integer L >0 for which there exists

(h) (h)

. . . (h) —
coefficients dl’dz""’dL in F, such that Sy +dlsl\H +...+dLsN7L =0 for each

0<h<M -1landforeveryN > L.
An m fold N periodic multisequence S can be interpreted as an mX N matrix over
Fq . For defining the k-error joint linear complexity of multisequences, we need the

following definition of term distance [6].

1.1 Definition 1

Let S=($©,s® sy and T=TO,7D,.., 7" V) be two m fold N periodic

multisequences over Fq .We define the term distance 5T (S,T)between S and T as the

number of entries in S that are different from the corresponding entries in 7.

1.2  Definition 2

Let §=(5@,5",..,5)be an m fold N periodic multisequences over F,. For an
integer k (0 < k < mN ), the k-error joint linear complexity Ly(S) of S is defined as



514 M. Sindhu and M. Sethumadhavan

the smallest possible joint linear complexity obtained by changing k or fewer terms of
S in its first period of length N and then continuing the changes periodically with
period N. In other words
L (S)=min_L(T)
Nk T 1)
where the minimum is taken over all m fold N periodic sequence T over F, with term
distance 5T (S, T)<k.

2 Algorithm for Computing the k-error Joint Linear
Complexity and Error Multisequence

Let §=(5,8",.,5)be an m fold N periodic multisequences over F,.
LetN=p"=pM and we write one period of the multisequence S as
S, =@S©, .SM), ..5(p=1), )

where
; — (g M (m=1) +
S, =SS0, ST D,,)
with

sSW@y =@ ® ™ sy 0<r<p-1,0sh<m-1.
M t™M+1" tM+2 (t+)M

Let a=(a al,...,ap_l)e qu' Define a function F, on qu for 0<u<p-1 as

0,
p—u—1 =1
Fu<a)=2[” ! ja @

follows [14]
=0

Now define a multisequence by, , 0<u < p—1 where each single sequence is of
length M as

b =(b(0) pD b(mfl))
M ,u M,u’ M,u’m’ M,u

where
) — ), - OrE (p-D .
by =F ST, S0 S N,,) A3)

and F, is computed component wise.

For the computation of k-error joint linear complexity of S, we are forcing the
value of was large as possible in the algorithm, so that (p-@)M becomes as small as
possible in Step II(4) of our algorithm, under the assumption that the necessary and
sufficient condition for minimum number of changes in the original multisequence is
less than or equal to k, obtaining the minimal case @. This criterion can be achieved

with introduction of the cost matrix AN =(A1(\?),A1(J),...,A1(Vm_l)) where Al(\f’) is a

matrix of size gx N defined as
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AP =|a%q,j) Josi<q-10<shsm-10<j<N-1 )

Initially the cost matrix is defined as A% =[A® (1, j) | with

(h)

h (5)

J

D) ifa=s
ATEDYIN i s
1

Proposed algorithm has »n rounds. In each round, a multisequence

S, = (§MO) gM®D  gMim-l)y WhereSM(h)=(sg“h),sf“h),...,si‘;ml‘)), with each

sequence of length M is computed from a multisequence SpM with each sequence of

length pM whereM = p" ",1<r<n. Also new cost matrices (Aj(vj’)) with

Az(vjl) =[A(h)(l,j)M] are computed in each step where A(h)(l,j)M is the minimum
number of changes required in the original sequence S ) of length N for changing

sM o M)y , in the sequence S MM without altering the previous results.
J J

Let CB((:/I)) denote the costs of b](vj’)u,O Susp-20<i<M-1,0ch<m—-1 and it

is given by cB™ —lﬂ(h)(u,i)MJ where /l(h)(u,i)M is the minimum number of

)
changes in S Nk necessary and sufficient for making
() =pW =..=pP = <i<M -
b (O)M’u b (l)M’u ..=b (u)M’u 0,0<i<M —1.
M-l
The total cost of bz(v;l,)u is defined as TB;:?M = Z AP (u, i ,; With
i=0
p—1
AP (u,i), =min ZA”” (e;h), M+ e e D;h) (M ,u) (6)
J=1
where
D;h) (M ,u)= {e(h)‘Ft (e™ + b;h) (M,t))} =0,0<t <u @)
is the set of all ¢ which can make 6" (O)M L= pM (l)M LT b(h)(i)M L= 0. Now
define
M
— (h) —
1B, —ZTBM’M ,0<u<p-2 8)

h=1
Using TBM . and the value k of allowed term changes, choose the case @ as large as

possible to make the increment (p-@M to the k-error joint linear complexity of S as
minimum as possible in Step 11(4) . If we can force case @ to happen, then the change

vector of S, is recorded as (VCéO) M ),VC(()I) (M ),...,VC(()’”’” (M)) , where
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(h) — v (h) (h) _
vl iy = v® o0, vPoD, ,..v*P0 pM -1, ) )
such that
/1<h)(p—w—1)M,gflstp—1
p-l p-l
(h) vy (h) : : ; : — H (h) ¢, (h) : (h) P
ZA VPO, M +i),, jM +i) | = min ZA @ M +i) LM e FP L (10)
Jj=0 Jj=0
if o=p

§PMh)

Here V" (0, jM +i)M computes the change value of with the minimum

number of changes in the sequences S® so that the case @ to happen is not getting
altered in the algorithm. We also computes the change matrix VAE;’) = [V(h)(l,i)MJ

such that

p-1
A(’“(z,i)M :ZA“” v®™a, jim ) (11)
J=0
During the computation, the values are changed as
p-1
(h) (7 + i (h) (¢ ,(h) i
AP (@i, =min Z;A V.M +i)
J=

e e D™ @, (12)

where
o

(h)y ,(h) (h) [ — ——
<y - Fx(e0 € ,....,ep_l)+b (s,z)M =0,0<sp-w—1and
D (l,z)M i=

() ) )y oY W0y , *(13)
Fo e e e )=F P00, . VOO.(p-DM +i) )+,
if 1Sw< p-1
and
ﬁ““(z,i)Mm={e(h>‘F0(eéh>,el(h>,...,e;’“jl)=F0(v<h>(o,i)M,...,v(’”(o,(p—l)M +i)M)+aZ}, (14)
if w=p
and
(h) _ (h) (h) (O ()
Sy =F,_ o8P\ +veon)...sP(p-1 | +vC D (1) 15)
with
(h) —(y i (h) ; (h) ; _
VCj M)=V (0,]M)M,V 0, jM +1)M,...,V O,(j+)M l)M) (16)
for 0<j<p-1
For the computation of error multisequence e , we compute the error matrix as
E(M):(E(h)(l,i)M),OShSm—l,OSiSN—l,OSqu—l (17)

where E™ (l,i)M is defined as follows. For changing slM M to slM (k) +e, under the

situation that the happening of case @ at M" h step is not altered in the algorithm, we



On the k-error Joint Linear Complexity and Error Multisequence over F, 517

can change elements s%y?i by E® (I, jM +i) in the original sequence S . But from
equation (11) we get

EVApyM + M+ =EP VO @M+ pyM o+ M D) (18)

OSlSq—l,OSjSp—l,OShSm—l,OSySiM—I,OSiSM—1
p

For each 0<h<m-1 the error sequences are initialized as E " ( ,i)N =a,. Now we

are presenting the algorithm.

Algorithm:
I. (a) Initialize N =p", S = S, =SO850 ..5(p=1 ), M=N, L, =0

(b) Cost matrix initialization, Al(\f’) = lA(h) {, j)NJ using equation (5)

(¢) Error matrix initialization, E(N)=(E™ (1,i),) with E® (L,i), =, using

equation (17)
II. Roundr:forl<r<n
M
1. M=—
4
2. For O<h<m-land 1Su<s p-2

(i) Compute b}(l;’)u from S (i)pM using equation (3)

.. (h) . (h) . .
(i) Compute TBM‘M from S (l)pM and A, using equation (6)
(i) Compute TBM . using equation (8)

3. Select one of the following p cases

1) Case 1 :if k< TBM,O

(ii) Case w:if TB <
M, @
(iii)) Casep :if TBM’p_ <

4, 1If Case w: LN’ =LN’k+(p—a))M

k

5. If Case w: @w= 1 or p ,then SMW =pM  and AW = AP ,
M M, o-1 M M.,0

0 £ h £ m—1using equation (12)
6. IfCase w: 2<w<p-1
For 0Sh<m-1,
if 7)) <TB

then S =p™ and AW = AW
-1 M M ,w-1 M Mo ’

0<h<m-1 using equation (12)
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else S =0, A” =0 and k=k-TB"
M M M, ,w-2

Compute the error matrix E(M)from E(pM)and VA(;’) using
equation (18)

m—1
(h) — _
L. If hz_(;A (), <k and S = (alo,a]],....,alnﬂ)for 0<I <g-1, then
— — (M (h)y _ (g (h) (h)
LN’k(S) —LN’k and e=(e"") where " =(E (t,O)l,E (t,l)l,....,
E®™ (t,N-1) 1) where eis an error multisequence
m—1
: (h) _ _
IV. Else if hZ_(;A (lt,l)1 >k then S1 —(0:[0,0:[1 ,....,a[m_l ), LN’k S = LN’k +1

and e =(e) where ™ =(E“”(0,0)1,E<”>(0,1)1,....,E<"'>(0,N—1)1) where

eis an error multisequence
V. The final LN . (S) is the k-error Joint Linear Complexity of given m fold N

periodic multisequence and eis an error multisequence

From the above discussion we can see that the correctness of this algorithm follows
from that of the Generalized Stamp Martin Algorithm [2]. The time complexity of this
algorithm is m times that of the time complexity of Generalized Stamp Martin
Algorithm when applied on a single sequence.

3 Conclusion

There is no efficient algorithm for finding the error multisequence of a prime power
periodic multisequence. In this paper we derived an algorithm for finding the k-error
joint linear complexity and an error multisequence of an m fold prime power periodic
multisequence over F, . Finding the error joint linear complexity spectrum and its
properties of periodic multisequences over a finite field is also of related interest.
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