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Abstract. Remote user authentication is a very important mechanism
in the network system to verify the correctness of remote user and server
over the insecure channel. In remote user authentication, server and user
mutually authenticate each other and draw a session key. In 2012, An pre-
sented a biometric based remote user authentication scheme and claimed
that his scheme is secure. In this article, we analyze An’s scheme and
show that his scheme is vulnerable to known session specific temporary
information attack, forward secrecy attack. Moreover, we also identify
that An’s scheme fails to ensure efficient login phase and user anonymity.
Recently, Li et al. also presented a biometric based three-factor remote
user authentication scheme with key agreement. They claimed that their
scheme provides three-factor remote user authentication. However, we
analyze and find that scheme does not achieve three-factor remote user
authentication and also fails to satisfy key security attributes. Further,
the article presents an improved anonymous authentication scheme which
eliminates all the drawbacks of An’s and Li et al.’s scheme. Moreover,
proposed scheme presents efficient login and password change mecha-
nism where incorrect password input can be quickly detected and user
can freely change his password.

Keywords: Network security, Smart card, Mutual authentication,
Anonymity, Biometric, Password.

1 Introduction

The rapid development in network and communication technology has presented
the platform for electronic commerce, e-medicine, e-education, e-learning and so
forth. Most of the services adopt smart card based remote user authentication to
facilitate secure services over the insecure public network. In general, smart card
based authentication faces various attacks, a few are stolen smart card attack,
password guessing attack and insider attack [1, 2]. These attacks are based on
the following assumptions that is discussed by Xu et al. [3]: (A) An attacker
can completely control the communication channel between user and server in
login and verification phase, that is, it is capable of intercepting, modifying and
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deleting the message. (B) An attacker may steel user’s smart card and extract
the stored values from it using one of the several techniques, a few are in |4, |5].

Instead of above mentioned assumptions, an efficient and secure anonymous
user authentication scheme should meet the following requirements: (a) low com-
putation and communication overhead with less storage requirement; (b) user
anonymity during login and verification; (c¢) efficient login phase to detect incor-
rect login quickly; (d) resistance to different kinds of attacks; (e) user-friendly
and efficient password change phase; (f) efficient mutually authenticate and ses-
sion key agreement.

To provide smart card security, many password based authentication scheme
have been proposed [1, 12, 16, [7, 18], which are widely employed because of their
efficiency. The password based authentication schemes provide two-factor re-
mote user authentication while biometric based user authentication schemes
provide three-factor authentication [9]. Moreover, biometric uniqueness property
increases its application in authentication protocols. Therefore, biometric-based
remote user authentication schemes with password have attractive significant
research attention. Recently, many biometric based authentication schemes have
been proposed, a few are [2, 16, (7,19, 110, 11,12, 113, 14, [15, 116, [17]. These schemes
have advantages of biometric keys (fingerprint, face, iris, hand geometry and
palm-print, etc.), which are having following advantages: (i) biometric keys
cannot be lost or forgotten; (ii) biometric keys can not be copied or shared
easily; (iii) biometric keys are extremely difficult to forge or distribute; (iv) bio-
metric keys maintain uniqueness property (v) biometric keys are hard to guess.
These advantages suggest that biometric-based remote user authentications are
more secure and reliable rather than traditional password-based remote user
authentication.

In 2010, Li and Hwang presented a biometric based remote user authentica-
tion scheme [14], which uses user biometric identification to verify the correctness
of valid user. In 2011, Li et al. [10] and Das [6] demonstrated the weaknesses
of Li and Hwang’s scheme and proposed a new efficient and secure protocols,
independently. In 2012, An [12] demonstrated the weaknesses of Das’s scheme
and pointed out that Das’s scheme does not resist password guessing, user im-
personation, server masquerading and insider attack, and fails to achieve mutual
authentication. In 2012, An [18] also demonstrated the security weaknesses of
Lee et al.’s scheme and showed that Lee et al.’s scheme is vulnerable to offline
password guessing attack, forgery attack and insider attack. An also presented an
improved biometric based remote user authentication and key agreement scheme
and claimed that his scheme is relatively more secure than related authentica-
tion schemes. Recently, Li et al. |9] showed that Das’s scheme is vulnerable
to forgery and stolen smart card attack. Additionally, they have presented an
improved scheme.

2 Review of Li et al.’s Scheme

In this section, we will present a brief review of Li et al.’s scheme [9]. Li et
al presented the improvement of Das’s scheme [6]. In their scheme, registration
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center R selects three parameters p, ¢ and g such that ¢ divides p—1 and g is a
primitive element of GF(q). Then, it chooses its master key X and provides the
parameters p, q, g and X to the server.

2.1 Registration Phase

Step 1. U selects his identity I Dy and password PWy;. He also imprints biomet-
ric information By to the fuzzy extractor and achieves Gen(By) = (Ru, Pu).
Then, he computes Dy = h(PWy||Ry) and h(Ry||N) and submits Dy,
Py, h(Ry||N) and Dy to S via secure channel.

Step 2. R computes H = h(IDyl||X) and e = h(IDyl||X) ® h(Ryl||N).
Then, R issues a smart card to U including the security parameters
{ea PUa DUa h()apa Q>g}

Step 3. On receiving the smart card, U stores N into the smart card.

2.2 Login Phase

Step 1. U inputs I Dy and PWy, and imprints By at fuzzy extractor and calcu-
lates Ry = Rep(By, Py), then the smart card verifies Dy =7 h(PWy||Ry).
If condition holds, goto next step.

Step 2. Smart card achieves M; = e @ h(Ry||N) = h(IDyl|X). Smart card
generates a random number y, then computes My = ¢¥ mod p @& M; and
M3 = h(M;||Mz)'. Then, U sends the login message < I Dy, Ma, M3 > to S.

2.3 Authentication and Session Key Agreement Phase

Step 1. S verifies the I Dy format. If I Dy is valid, S computes My = h(IDy||X)
and then verifies M3 =? h(h(IDy||X)||Mz). If verification holds, goto next
step.

Step 2. S generates a random number z and computes Mz = My @ My,
Z = g* mod p, Mg = M5 & Z and M; = h(IDy||IDg||Z), then sends
the message < Mg, M7 > to U, where I Dg is the server identity.

Step 3. Smart card achieves Mg = Y @M and verifies M7 =7 h(I Dy ||IDg||Ms).
If verification holds, it computes Mg = h(IDy||IDg||h(Mg mod p)) and

sends My to S.

Step 4. S verifies Mg =? h(IDyl||IDg||h(MZ mod p)). If verification holds, S
accepts C’s login.

Step 5. User and server computes the session key skgy =
h(Mi||IDg||(g?)Y mod p) and skys = h(M4||IDsl||(g¥)? mod p),
respectively.

2.4 Password Change Phase

— Step 1. U inputs I Dy and PWy, and imprint By at fuzzy extractor and cal-
culate Ry = Rep(By, Py ), then the smart card verifies Dy =? h(PWy|| Ry ).
If condition holds, goto next step.

— Step 2. U inputs a new password PW[}*", then smart card computes D" =
h(PWj*||Ry) and replaces Dy with D™,
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3 Cryptanalysis of Li et al.’s Scheme

In this section, we show that Li et al.’s Scheme [9] does not satisfy the key
security attribute.

3.1 Three Factor Authentication

Li et al. claimed that their proposed scheme achieves three factor remote user
authentication. In three factor authentication, at least three security parameters
are needed to generate valid login message. In other words, user’s smart card,
password and biometric information are needed to generate a valid login message.
However, in Li et al.’s scheme, an attacker(E) with stolen smart card and user
biometric information (By ), can generate valid login message as follows:

— FE can extract the information {e, Py, Dy, h(-),p,q,g, N} from the stolen
smart card [4, 15, [19].

— F inputs By at fuzzy extractor and calculate Ry = Rep(By, Py), as Py
achieved from stolen smart card.

— E computes h(Ry||N) and then M| = e ® h(Ry||N) = h(IDy||X). E also
selects a random number ygr and computes M) = ¢g¥2 mod p & M; and
M} = h(Mi|[My).

— E sends the login message < IDy, M4, M35 > to S.

— Upon receiving the message < Dy, M}, M4 >, S verifies the I Dy format.
This holds, as I Dy is extracted from user’s smart card. S computes My =
h(IDyl||X) and then verifies M3 =? h(h(IDy||X)||M}). The verification
holds, as M| = h(IDy||X).

This above discussion concludes that without knowing the user’s password,
an attacker can generate valid login message. This proves that Li et al.’s scheme
does not achieve three factor remote user authentication.

3.2 Known Session Specific Temporary Information Attack

The compromise of a short-term secret (session secret values) information should
not compromise the generated session key |20, 21, 22, [23]. However, in Li et al.’s
scheme, if short term session values (temporary secret) y or z are compromised,
then an attacker can achieve the session key skys and sksy.

Case 1: If session secret (temporary information) y is compromised, then

— F can intercept and record the transmitted messages < I Dy, My, M3 > and
< Mg, M7 >, which transmits via public channel.

— FE computes g¥ mod p and then achieve h(IDy||X) = Mz @ ¢g¥ mod p and
g% mod p = Mg & g¥ mod p.

— E computes skys = h(h(IDy||X)||[IDsl||(¢g*)Y mod p). E can also achieve
SkSU, as S/{)SU = Sk‘U,s.

Case 2: If session secret z is compromised, then
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— FE computes g mod p and then achieve g¥ mod p = Mg ® ¢g* mod p and
h(IDyl|X) = My @ g¥ mod p.

— FE computes sksy = h(h(IDy||X)||[IDsl||(g¥)* mod p). E can also achieve
S/{?Us, as S/{)SU = Sk‘U,s.

3.3 Replay Attack

Replay attack is most common attack in which attacker used the past messages
to forge the server [24, 25, [26].

An attacker can track, intercept, modify and record the message that trans-
mits via public channel. Let the attacker has achieved a previously transmitted
message < Dy, M}, M5 >, where M}, = h(IDy||X)®Y' and M5 = h(M;||M3).
Then, he replays the message < IDy, M4, M} > by sending it to server. On
receiving the message < Dy, M4, M4 >, S verifies the I Dy format. The vali-
dation holds, as the message is originally generated by user. Then, S computes
My = h(IDy||X) and achieves M = M4® My, Z = g% mod p, Mg = M{® Z and
M7 = h(IDyl||IDg||Z), then sends the message < Mg, M7 > to U. The server
accepts the old messages, this shows that Li et al.’s scheme does not resist replay
attack.

3.4 User Anonymity

The leakage of the user’s specific information, enables the adversary to track
the user’s current location and login history [27, 28]. Although user’s anonymity
ensures user’s privacy by preventing an attacker from acquiring user’s sensitive
personal information. Moreover, anonymity makes remote user authentication
mechanism more robust, as attacker could not track ‘which users are interact-
ing’ [29, 13d, [31).

The straightforward way to preserve anonymity is to conceal entities real
identity during communication. However, in Li et al.’s scheme, user real identity
is associated with the login message which reveals user’s information to attacker.
This shows that Li et al.’s scheme does not ensure user anonymity.

3.5 Inefficient Login Phase

In Li et al.’s scheme, smart card does not verify the correctness of identity in
login phase. If a user inputs incorrect identity due to mistake, the smart card
executes the login phase as follows:

— U inputs incorrect identity ID;;, and PWy, and imprints By at fuzzy ex-
tractor, then calculates Ry = Rep(By, Py). The smart card verifies Dy =
? h(PWy||Ry), which holds as user inputs correct identity and password.

— Smart card achieves M; = e ® h(Ry||N) = h(IDy||X). Smart card gen-
erates a random number y, then computes Ms = ¢¥ mod p & M; and
Ms = h(M;||M>). Finally, it sends the login message < ID{;, Ma, M3 >
to S.
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Instead of incorrect login input, the smart card successfully executes the login
session. This causes extra communication and computation overhead.

4 Review of An’s Scheme

In 2012, An [18] proposed an improvement of Lee el al.’s [10] biometric based
user authentication scheme. This comprises of three phases similar to the Lee et
al.’s scheme, which are as follows: registration, login, authentication. The brief
description of An’s scheme is as follows:

4.1 Registration Phase

Before starting the registration, the trusted registration center R generates a
large prime p and selects a primitive element g of GF(p).Then, a user registers
with registration center as follows:

Step 1. U generates a random number N and submits 1Dy, W = h(PWy @ N)
and f = h(By) to S.

Step 2. S computes J = h(PWy @ N)||f and e = h(IDy||X) & J, where
X is server’s secret key. S issues a smart card, which includes the values
{IDy, f,e,h(:),p, g} and provides the smart card to the user.

Step 3. On receiving the smart card, U stores N into the smart card.

4.2 Login Phase

Step 1. U inputs his By, smart card verifies f =?h(By). If condition holds,
smart card passes biometric information.

Step 2. U inputs I Dy and PWy, then smart card computes J = h(PW & N)|| f
and achieves My = h(IDyl||X) = e @ J. Smart card generates a random
number ry, then computes My = M7 ® ry and M3 = g"Ymod p. U sends
the login message < I Dy, Ma, M3 > to S.

4.3 Authentication Phase

Step 1. S verifies the I Dy format. If I Dy is valid, S computes My = h(IDy||X)
and r; = Ma @ My, then verifies Mz =7 ¢"v mod p. If verification holds,
S generates rg and computes M5 = My & rs and Mg = g"5 mod p, then
sends the message < My, Mg > to U. S also computes session key skys =
(g"U)"s mod p.

Step 3. Smart card computes rg = M; & Ms and verifies Mg =? g"s mod p. If
verification holds, it computes the session key sksy = (¢"5)"™ mod p.

5 Cryptanalysis of An’s Scheme

In this section, we show that An’s Scheme [18] does not satisfy the key security
attribute.
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5.1 Known Session Specific Temporary Information Attack

The compromise of a short-term secret (session secret values) information should
not compromise the generated session key [20, 21, 22, 23]. However, in An’s
scheme, if short term session values ¢"¥ mod p or ¢"S mod p are compromised,
then an attacker can achieve the session key skyg or skgy as follows:

— Attacker can intercept the message and record the transmitted messages
< My, M3 > and < M5, Mg >, which transmits via public channel.

— Attacker can compute sksy = (¢"%)"V mod p or skys = (¢"V)"S mod p using
public values and lacked values.

5.2 Forward Secrecy

The compromise of static private key of a user does not result the compromise
of established session key [21, 122, 23]. Although if static private key h(IDy||X)
of a user U is compromised, then An’s scheme does not resist forward secrecy
and an attacker can achieve the session key with the help of static private key
as follows:

— Attacker can intercept the message and record the transmitted messages
< My, M3 > and < M5, Mg >, which transmits via public channel.
— Attacker can achieve ry and rg as:
ry = My @ h(IDUHX) =M ®ry® h(IDUHX),
rs = M5€9h(IDUHX) = M4 Drs @h(IDUHX), as M1 = M4 = h(IDUHX)
— Attacker can compute sk = ¢"S" mod p, using ry and rg.

5.3 Replay Attack

An attacker can track, intercept, modify and record the message that transmits
via public channel. Let the attacker achieved a previously transmitted message
< IDy, My, M} >, where M} = h(IDy||X) ® rj;, and M} = g"v mod p. Then,
he can replay the message and sends the message < I Dy, M5, M} > to server.

— On receiving the message < IDy, My, M3 >, S verifies the I Dy format.
The validation holds, as the message is originally generated by user. Then,
S computes My = h(IDy||X) and 7, = My @ My, then verifies My =
? grb mod p. The verification holds, as r; = ry.

— S generates rg and computes M5 = My @ rg and Mg = ¢"5 mod p, then
sends the message < M5, Mg > to U. S also computes session key sk =
(g"")"s mod p.

5.4 Man-in-the Middle Attack

Without loss of generality, let the attacker has achieved previously transmitted
message < IDy, M5, M5 > and < M, Mg >, where M5 = h(IDyl||X) & ry,
M}, = ¢g"v mod p, M} = h(IDy||X) @ 7% and M} = g"s mod p. Then, he can
perform the man-in-the middle attack as follows:
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— When U sends the login message < I Dy, My, M3 > to S. E does not inter-
cept U’s message.

— On receiving the message < IDy, My, M3 >, S verifies the I Dy format.
The validation holds, as the message is originally generated by user. Then,
S computes My = h(IDyl||X) and achieves ry = My @ My, then verifies
M3 =7 ¢g"V mod p.

— S generates rg and computes My = My ®rg and Mg = g"S mod p. Then, it
computes the session key skys = (¢"v)"s mod p.

— When S sends the message < M5, Mg > to U. F intercepts S’s message and
replaces it with a old message < M{, Mg >.

— Upon receiving the message < M{, M§ >, the smart card computes 1y =
M, ® M} and get v Tt verifies M} =? ¢g"s mod p. The verification holds,
since M{§ = gr3 mod p. Then, smart card computes the session key sksy =
(g7 mod p.

Both user and server agreed upon a session key, which are not equal, that is,
sksy # skys, since rg # 1% and ry # ry;. Therefore, user and server can not
communicate with each other using the session key.

5.5 User Anonymity

In An’s scheme, user real identity is associated with the login message, which
reveals user’s information to the attacker. This shows that An’s scheme does not
ensure user anonymity.

5.6 Inefficient Login Phase

In An’s scheme, smart card does not verify the correctness of password in login
phase.

Case 1

If a user inputs wrong password due to mistake. The smart card executes the
login phase, which works as follows:

— When U inputs incorrect password PWY; instead of PWy, the smart card
does not verify the correctness of input and computes J* = h(PW;, @ N)||f
and achieves M7 as:

Mj =e®J" =h(IDy||X)®J®J" = h(IDy||X) & (h(PWy & N)||f) & (R(PW & N)|If).

— The smart card generates a random number 7y, then computes My =
M} @ ry and M3 = ¢"Vmod p. Finally, U sends the login message <
IDy, My, M3 > to S.
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— S verifies the IDy format. If 1Dy is valid, S computes My = h(IDyl|X)
and then r}; as follows:

ry = Mo @® My
=M @ry® My
= h(IDy||X) ® (W(PWy @ N)||f) ® (R(PW @ N)||f) @ rv @ h(IDy||X)
= (h(PWy @ N)||f) @ (h(PWg; @ N)||f) @ ru

Then verifies M3 =7 g’"b mod p. The verification does not hold, as r(; # rp.
— S terminates the session, as authentication does not hold.

Case 2:
If an attacker E intercepts U’s login message, as an attacker can intercept the
message. Then, the following steps executes:

— F intercepts the login message and replaces it with < I Dy, M4, M3 >, where
M} = M & rg for random value rg, i.e., My =M, ®ry @ rg .

— On receiving the message < IDy, M4, M3 >, S verifies the IDy format.
The validation holds, as the message includes user’s original identity. Then,
S computes My = h(IDy||X) and achieves r;; = M3 @ My, then verifies
M; =? ¢g"v mod p. The verification does not hold, since Ty =T @ TE
instead of ry.

— S terminates the session, as authentication does not hold.

In case 1, in spite of wrong password the smart card executes the login
session. However, server terminates the session. Moreover, in case of message
impersonation attack (case 2), the server also terminates the session in same
step. Therefore, if the session terminates, it will be difficult for user to identify
that exactly why the session is terminated.

6 Proposed Scheme

In this section, we present an improved scheme to overcome the weaknesses of
An’s schemes. The proposed scheme adopts three factor authentication. It has
similar phases like Li and Hwang’s scheme. In proposed scheme, a user first
registers himself and achieves the smart card. Then, with the help of smart card
he can login to the system and establish the session. The four phases of the
proposed scheme are as follows: (i) Registration; (ii) Login; (iii) Verification;
Password change.

Initially, the system chooses the large prime number p of bit size 1024, prime
divisor ¢ of (p — 1) of bit size 160. And, let g be a primitive element of order ¢
in the finite field GF(q), h(-) is a one way hash function, for example SHA-1.
Then, server chooses its private key X and computes public key Y = ¢¥ mod p.
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6.1 Registration Phase

When a user wishes to register with the server to get the smart card, which
works as follows:

Step R1. U selects his identity I Dy and chooses a password PWy of his choice,
then computes W = h(PWy||N), where N is a random number. Then, U
imprints his personal biometric By at the fuzzy extractor, then the fuzzy
extractor calculates Gen(By) = (Ry, Py), where Ry is an extracted string
and Py is a helper string. Finally, he submits I Dy and W with registration
request to S via secure channel.

Step R2. Upon receiving the U’s registration request, S verifies the legitimacy
of IDy. If this is invalid, it terminates the session. Otherwise, it computes
H = h(IDy||X) and then e = H @ W. S embeds the values {e, h(-),p,g,Y}
into the smart card and then returns the smart card to U.

Step R4. Upon receiving the smart card, U computes L = N & Ry and V =
h(IDy||PWy||N). Then, he stores Py, L and V into the smart card.

6.2 Login Phase

When user wishes to login to the server, he inserts his smart card into card
reader and inputs the identity I.Dy;, password PW{, and imprints his biometric
By, at fuzzy extractor, then fuzzy extractor outputs Ry, = Rep(B{; Py). Note
that Rc = Ry, if By is reasonably close to Bo. Upon getting the inputs, the
smart card executes the login session as follows:

Step L1. Compute N’ = L & Ry; and verify V' =?h(IDy;||PW{;||N’). If verifica-
tion does not hold, it terminates the session. Note that the verification holds,
if user enters correct identity (ID}; = IDy) and password (PW{, = PWy),
and imprints biometric By, is reasonably close to By. Otherwise, goto Step
L2.

Step L2. Compute H = e @ h(PWy||N), select a random number ry and then
compute A; = ¢"U mod p, A2 = Y™ mod p = (¢%)" mod p, NID =
IDy @ Ag and Cy = h(IDy||H||A1||Az2||T1), then send the login message
< NID,Ay,Cy, T > to S, where T} is the U’s current timestamp.

6.3 Verification Phase

User and server perform the following steps to mutually authenticate each other:

Step R1. On receiving the message < NID, Ay, Cy, Ty > at time Ts, S verifies
Ty — T1 < At, where At is the valid time delay in message transmission. If
verification does not hold, S terminates the session. Otherwise, it computes
Az = (¢g"U)* mod p and achieves IDy = NID @ Al. Then, it computes
H = h(IDy||X) and verifies Cy =? h(IDy||H||A1||As||T1). If verification
does not hold, terminate the session. Otherwise, U is authenticated by S,
then Step R2 executes.
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Step R2. S chooses a random number rg and computes A4 = ¢"S mod p,
As = (¢g"V)"s mod p and the session key skys = h(IDy||As||As||H||T1||T3),
where T3 is the current timestamp of S. Finally, it sends the message <
Cs,A4,T3 > to U, where Cs = h(IDUHSkUsﬂHHTg)

Step R3. Upon receiving S’s message < Cg, A4, T35 > at time Ty, smart card
verifies Ty — T3 < At. If time delay in message transmission is invalid, termi-
nates the session. Otherwise, smart card achieves Ag = (¢"5)"™ mod p and
then the session key sksy = h(IDuyl|As||Ae||H||T1|[T3). Finally, it verifies
Cs =? h(IDy||sksy||H||T3). If verification does not hold, terminate the ses-
sion. Otherwise, S is authenticated by U, then U accepts sksy as the session
key.

The agreed session key skys = sksy, as As = Az and A5 = As.

6.4 Password Change Phase
A user with old password and smart card can change the password as follows:

Step P1. U inserts his smart card into the card reader and inputs IDy;, old
password PWY;, a new password PW,,, and imprints his biometric B}, at
fuzzy extractor, then fuzzy extractor outputs R}, = Rep(By;; Py).

Step P2. Smart card achieves N = L& R}, and verifies V' =? h(I Dy, ||PW[;||N).
If verification does not hold, terminates the session. Otherwise, smart
card computes €ney = € ® A(PWy||N) & h(PWhyew||N) and Ve =
R(IDy||PWypew||N). Then, it replaces e with e,e and V with Ve, .

7 Security Analysis

The detailed security analysis of the proposed scheme to verify ‘how the scheme
satisfying the security requirements’ is as follows:

Proposition 1. The proposed scheme preserves user anonymity.

Proof. In the proposed scheme, login message includes user dynamic identity
NID = IDy @ As, where Ay = ¢* v mod p. The computation ¢*X v mod p for
given ¢"’ mod p and ¢g¥ mod p is equivalent to Diffie-Hellman problem, which
is intractable. Therefore, I Dy can not be achieved from NID. Moreover, NID
is different for each session , as user selects ry randomly for each session. This
makes Ao different and so NID for each session. The different NID for differ-
ent session, reduces the possibility of linkability. The unlinkability and dynamic
identity concept, ensures user anonymity in the proposed scheme.

Proposition 2. The proposed scheme withstands offline password guessing
attack.

Proof. In proposed scheme, to verify the correctness of guessed password, an
adversary can use following conditions V' = h(IDy||PWy||N) and e = H &
h(PWy||N), where N = L @ Ry. Each condition involves N, to achieve N, user
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biometric information is needed as N = L@ Ry . However, biometric information
is user secret and unique information. Therefore, an attacker can not perform
password guessing attack.

Proposition 4. The proposed scheme resists stolen smart card attack.

Proof. An attacker can extract the stored parameters {e, h(-),p,g,Y, L, V} of
smart card. However, to generate a valid login message < NID, A;,Cy,T; >,
user’s identity IDy and user’s long term key H = h(IDy||X) are needed. The
identity is neither stored in smart card nor attached with any message. The
login message includes, user’s dynamic identity NID = IDy & As, where com-
putation As = ¢XFv mod p for given ¢"U mod p and ¢¥ mod p is equivalent
to Diffie-Hellman problem. Therefore, identity can not be achieved from login
message. Additionally, the stored value V = h(IDy||PWy]|N) includes 1Dy,
but in this expression I Dy is hashed with password. Therefore, I Dy can not
even be guessed.

On the other hand, the secret values H = h(IDy||X) XORed with
h(PWy||N), i.e., e = H@®h(PWy||N). Therefore, to achieve H, password PWy
and N are needed, where NN is protected with biometric and password is secret.
Therefore, an attacker can not achieve user long term secret H.

Proposition 5. The proposed scheme achieves known key secrecy.

Proof. In proposed scheme, the agreed session key skyg =
h(IDy||As||As||H||T1||T5) does not reveal any information about other session
keys because:

1. Each key is hashed with one way hash function, therefore, no information
can be drawn from the session key.

2. Each session key involves random numbers and the timestamps, which guar-
antees unique key for each session.

3. To construct a session key, user’s secret key is needed, which is protected by
password.

Proposition 6. The proposed scheme is efficient to resist stolen verifier attack.
Proof. In proposed scheme, the server does not maintain any verification table,
therefore, stolen verifier attack will not work in proposed scheme.

Proposition 7. The proposed scheme achieves perfect forward secrecy.

Proof. If user’s long term key H is compromised, then an attacker can not con-
struct key sksy = h(IDy||Asz||As||H||T1]|T5), as to construct the session key
the values Ay = g %Y mod p and Ag = (¢"$)"” mod p are needed. To compute
(¢™%)"v mod p for given ¢"s mod p and ¢"V mod p, which is equivalent to com-
putational Deffie-Helman problem. And, the computation g*#v mod p for given
¢"" mod p and ¢X mod p is also equivalent to Diffie-Hellman problem. There-
fore, with the knowledge of user long term key, an attacker can not construct
established session key.

Proposition 8. The proposed scheme resists Known session-specific temporary
information attack.
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Proof. If temporary secret ry and rg are compromised, then an attacker can
construct Az = gXfv mod p and Ag = (¢"5)" mod p. However, to compute
the session key sksy = h(IDy||Asz||As||H||T1]|T5), the user long term secret key
H = h(IDy||X) is needed, which is protected with password.

Proposition 9. The proposed scheme forbids replay attack.

Proof. Time stamps are considered to be the counter measures to resist the
replay attack |25, 26]. An attacker can not replay the message in the proposed
scheme, as each transmitted message includes the time stamp. And, if the re-
ceiver finds the time delay in message transmission, he immediately terminates
the session. Moreover, an attacker can not construct a new message, since a valid
message includes message authentication codes My or Mg, where to construct
them, user’s secret key H is needed. Since the user’s secret key is secured, the
replay attack will not work.

Proposition 10. The proposed scheme ensures key freshness property.

Proof. Each session key involves random numbers and timestamp, where times-
tamps are unique for each session. Uniqueness property for different sessions
guaranties the unique key for each session. The unique key construction for each
session ensures the key freshness property.

Proposition 11. The proposed scheme achieves mutual authentication.
Proof. In mutual authentication mechanism, user must prove its identity to
the server and server must prove its identity to user. In proposed scheme,
user and server both authenticate each other. To achieve it, user and server
exchange message authentication codes, which include entities identities and se-
cret keys. To forge user or server, secret value H is needed, which is protected
with the password. In authentication phase, server verifies user authenticity by
Cy =?h(IDy||H||A1||A3||T1) and user verifies by Cs =7 h(IDyl|sksu||H||T3),
where C's and Cy both involve secret key H.

Proposition 12. The proposed scheme presents efficient login and password
change phase.

Proof. Upon getting the inputs, identity 1Dy, biometric By and password
PWy, the smart card achieves N = L @ Ry and then verifies V' =7 h(IDyl|
PWry||N). If verification does not hold, terminate the session. Since the condition
V =? h(IDy||PWy||N) involves user’s identity, password, and a random value
which can only be achieved when imprints biometric By, is reasonably close to
By . Therefore, if user enters any of the values incorrect, the session terminates.
This shows that login and password change phases are efficient to track incorrect
login.

8 Conclusion

The presented article analyzes Li et al.’s and An’s biometric based remote user
authentication schemes and demonstrates the weaknesses of both the schemes.
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This investigation shows that both the scheme are inefficient to present three-
factor remote user authentication. Moreover, both the schemes do not provide
efficient login phase and fail to preserve user anonymity. Further, the article
presents an improved anonymous remote user authentication scheme. It over-
comes all the weaknesses of Li et al.’s and An’s schemes. Moreover, proposed
scheme presents efficient login and password change mechanism where incorrect
input is quickly detected and user can freely change his password.
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