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Abstract. In this paper, the security of two recent RFID mutual au-
thentication protocols are investigated. The first protocol is a scheme
proposed by Huang et al. [7] and the second one by Huang, Lin and Li
[6]. We show that these two protocols have several weaknesses. In Huang
et al.’s scheme, an adversary can determine the 32-bit secret Access pass-
word with a probability of 272, and in Huang-Lin-Li scheme, a passive
adversary can recognize a target tag with a success probability of 1—27*4
and an active adversary can determine all 32 bits of Access password
with success probability of 27%. The computational complexity of these
attacks is negligible.
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1 Introduction

Radio frequency identification (RFID) uses radio frequency signals to identify
objects or people automatically. Typically, the main components of an RFID
system are an RFID tag, RFID reader and a back-end server [14]. The main
function of an RFID system is identification and authentication. Hence most
of the RFID applications need to provide authentication between a tag and a
reader. Authentication is a process in which one party is assured of the identity
of the another party by obtaining the required evidences, which is done in a
corroborative manner. In our case these parties are the Tag and Reader/back-
end database. A secure authentication protocol is expected to resist against the
attacks in the scenarios such as rogue scanning, replay attack and tag counter-
feiting or cloning.

On the other hand, several interconnected standards exist for RFID systems.
Among them, ISO [8] and Electronic Product Code (EPC) global [5] have played
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the main role. The EPC Class-1 Generation-2 (C1 G2) is a universal standard for
low-cost passive RFID tags. This group of tags is also covered by ISO 18000-6C
standard.

EPC-C1 G2 specifies that any RFID tag compliant with this standard should
contain two 32-bit passwords denoted by the access password and the kill pass-
word respectively. The access password is used to authenticate the reader that
wish to access information inside the tag and control access to the information.
The kill password is generally used to disable the tag. A killed tag is rendered
in silence thereafter and does not respond to any query from any reader. EPC-
C1 G2 standard proposes a simple authentication protocol that allows a tag to
authenticate a reader. This protocol attempts to protect the access password by
using a simple form of masking before transmission over a wireless channel. This
masking which is known as pad generation (PadGen) is a simple bitwise XOR.
However, a passive adversary monitoring the exchanged messages between the
reader and the tag can retrieve this sensitive information easily [1,13]. These re-
sults have motivated researchers to try to propose EPC-compliant authentication
protocols to improve its security level. However, the main difficulty in providing
a mutual authentication protocol for RFID systems with passive tags is the very
limited storage and computational capabilities of EPC- C1 G2 tags that sig-
nificantly limits their support for conventional cryptographic primitives such as
AES. To provide the desired security of the tags that support this standard, sev-
eral mutual authentication protocols [2-4,11] were proposed. In this direction,
Konidala et al. have proposed an RFID mutual authentication protocol to solve
ISO 18000-6C protocol weaknesses [9]. However, the designed protocol is known
to be flawed and the adversary can retrieve most of the secret passwords’ bits
efficiently [12]. To solve Konidala et al. protocol’s weakness two novel protocols
described in [6,7] have recently been proposed. In this paper, these protocols
are denoted by HYCLT and HLL respectively. These protocols do not use any
standard cryptographic primitives and attempt to provide the desired security
by simple logical operations. Note that Ma et al. [10] have shown that any RFID
protocol without using PRF is subject to some kind of tag tracing attacks. We
show that this is indeed the case for the current protocols both of which do not
utilize a PRF. We investigate the security level of these protocols and present
practical attacks to retrieve tag’s secret parameters.

Our contribution: Any tag in HYCLT and HLL protocols have two 32-bit
passwords called Kill password and Access password respectively. We investi-
gate the security of protocols against secret disclosure attack and show that an
adversary can determine whole Access password of HYCLT with a probability
of 272 at a cost of a single query to the target tag. We also analyze the security
of HLL protocol and present several tag recognizing attacks against it. In the
presented attacks, given a tag, the adversary can recognize whether it is the tar-
get tag with the probability of 1 — 274, In addition, we show that a man in the
middle adversary can determine whole Access and Kill passwords with success
probability of 27* for negligible complexity.
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Paper organization: The rest of the paper is organized as follows: In
Sect. 2 we present HY CLT protocol description and discuss its security. In Sect. 3
we describe the HLL protocol and investigate its security. In Sect. 4 we conclude
the paper.

2 HYCLT Mutual Authentication Protocol

Konidala et al. [9] have proposed an RFID mutual authentication protocol to
solve ISO 18000-6C protocol weaknesses [9] by using a special PadGen function
to mask tag’s Access password Apwd = Apwdy,||Apwd s before the data is trans-
mitted. However, Konidala et al. protocol suffers from correlation attack [12].
To solve Konidala et al. protocol’s weakness, Huang et al. have proposed an im-
proved version based on a different PadGen and also successfully demonstrated
the FPGA hardware implementation of their proposed mutual authentication
protocol [7]. We denote this protocol by HYCLT. The notation used in the
paper are depicted in Table 1.

The PadGen function proposed in HYCLT accepts a 32-bit value and two
16-bit values as input and outputs 16 bits. Given X € {0,1}2, we can represent
it as X = X|oX]1...X]|31, where X|; € {0,1}, and given 16-bit values Y €
{0,1}!6 and Z € {0,1}'%, they can be represented as J = dyidyadysdys and
Z = dz1dzodzsdzy, where dz; € {0,1,...,15}, ¢ € {1,2,3,4} and used as
base 10(decimal) representation of a four-bit binary string. For example, Z =
1101 0110 1000 1001 can be represented as Z = 13 06 08 09 which means that
dz1 = 13,dz9 = 06,dz3 = 08,dz4 = 09. Similarly, one can represent ) and
Z as y = hylhyghy3hy4 and Z = h21h32hg3h24, where hz,‘ S {0, 1,.. . ,F},
i € {1,2,3,4} and used as base hexadecimal (base 16) representation of a four-
bit binary string. For example, Z = 1101 0110 1000 1001 can be represented as

Table 1. Notation

Notation Description

R; RFID reader ¢

T; RFID tag ¢

Reqr Reader request

Rry Random numbers generated by the tag

Rz Random numbers generated by the server

EPC Electronic product code

Apwd Access password

Apwdy, 16 least significant bits of Apwd

Apwd s 16 most significant bits of Apwd

Kpwd Kill password

X ith bit of string X

X|m~n A fraction of X from the mth bit to the nth bit

dxi Decimal equivalent(base 10) of the ith 4-bit of string X
hxi Hexadecimal(base 16) equivalent of the ith 4-bit of string X
) Exclusive or operation

I Concatenation operation
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Z =D 6 8 9 which means that hz;y = D,hzy = 6,hz3 = 8 hz4 = 9. Given
these definitions PadGen(X, Y, Z) is calculated as follows:
PadGen(X,Y, Z) = X|ay, Xldy,+16X |dy0 X dys+16l|Xaz, Xz +16X]dz0 X |azs+16]l

X|dy3X‘dy3+16X|dy4X|dy4+16||X|dz3X|dz3+16X|dz4X|dz4+16
For example assume that:

X =1001 1111 0011 1011 0000 0011 1100 0101
Y = 0111 0100 0110 1011
Z = 1101 0110 1000 1001

then PadGen(X,Y, Z) is calculated as follows:

PadGen(X,Y, Z) = X|7X|7416X|4X |a+16|| X [13X 13416 X |6 X 6+ 16|
X|6X|6+16X 11X 11416/ X |8 X |s+16X |9 X |9+16
= 1110 0111 1110 0101

where:

X=1001 1 1 1 1 0 011 10
N T e
X|s  Xlg X|7 X[g X|lo X[11 X3
110000 0 0 1 1 1 100 01 01
= =
Xl20 Xl22 X233 X24 X25 X27  X|29

In HYCLT protocol, the tag and the server use the PadGen function to gen-
erate four masking values denoted by PAD,, PADy, PAD3,and, PAD, respec-
tively. Let us to represent the 32-bit Access password Apwd and the 32-bit Kill
password Kpwd as Apwd = alpalial2als ... al31 and Kpwd = k|ok|1k|2k|3 . . . k|31
respectively where al; € {0,1} and k|; € {0,1}. Given 16-bit random num-
bers Ry, and Ry, for x € {1,2,3,4}, they can be represented as Ry, =
dRTzldRTz2dRT13dRTZ4 a‘nd R]V[CD = dRledeijdRJ\4z3dR]uz4'

The PadGen function of HYCLT protocol is used to compute masking values
PAD,, for x € {1,2,3,4}, as follows:

Rys = PadGen(APwd, Rrz, Ruvs)
= aldRTmla|dRTm1+16a‘dRTm2a‘dRTm2+16Ha‘dﬂ’,]wm1a‘dR]Wm1+16a‘dRij2a‘dR]wm2+16H
a|dRTw3a|dRTw3+16a‘dRTw4a‘dRTw4+16Ha‘dRng,a‘dRMw3+16a‘dRMw4a‘dRMw4+16
= dRry,1dRy,2dRy,3ARy 4

and

PAD, = PadGen(Kpwd, Ry, Rrs)
= kldRVIlk‘dRVz1+16k|dew2k|dew2+16HkldRTzlk‘dRTz1+16k|dRTw2kldRTm2+16H
kldRVz3k‘dRV13+16k|dRV:c4k|dRVz4+l6Hk|dRTa:3k‘dRT13+16k|dRTz4k|dRTz4+16

= hpap,1hprap,2hpPap,3hPaD, 4
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where Ry, is a temporary variable. For example, PAD, is calculated as follows:

Rv1 = PadGen(APwd, Rr1, Ry)

aldp,.,1@ldp,, 1+16@ldr,, 2 @ldg,. 2 +16]ldR,,, 1 Alar,, 1 +16@ldR,, 2 0ldg,,, 2 +16]]

alap,, 50ldn . 5+16lan, 4 0ldn, arr6llalan,, salag,, s+16alan, 10lag,, ars

= dRry,1dRy 2dRy,3dRy 4
and

PADy = PadGen(Kpwd, Rv1, Rr1)
= kldRVllk|dRVl1+16k‘dRVl2k|dRVl2+l6HkldRTllk|dRT11+16k|dRT12k|dRT12+16H
k|dRVl3k|dRVl3+16k‘dRVl4k|dRVl4+16HkldRT13k|dRT13+16k|dRT14k|dRT14+16

= hpap,1hpap,2hpPap,3hPaD 4

In this version of PadGen function, which is known as the simple version, 8
bits out of 16 bits of the resulted PAD, are decided by R, i.e., the bits that
are used to determine hpap,2 and hpap,4. To provide a better security, HY CLT
also introduces a more complex approach to manipulate R, and Ry, on the
output of PAD,. Given these definitions and X,), Z the complex version of
PadGen is calculated as follows:

PadGen(X,Y,2Z) = delerleX|dy1+dz2X|dy1+dst‘dy1+dz4 |‘X‘dy2+d21x|dy2+dz2
dey2+dz3X|dy2+dz4 ‘|X|dy3+dz1 dey3+dz2X‘dy3+d23X|dy3+dz4
||X|dy4+dz1 X‘dy4+dzzX|dy4+dzsxldy4+dz4

For example assume that

X =1001 1111 0011 1011 0000 0011 1100 0101
Y = 0111 0100 0110 1011
Z = 1101 0110 1000 1001

then PadGen(X,Y, Z) is calculated as follows:

PadGen(X,Y, Z) = X|rp13X|746X [ 718X 719 X]ar13 X a6 X |ar8X [aroll
X)6+13X |6+6X|6+8X [6+9 || X]|11413X 1146 X | 1148 X [11+9
= X|20X|13X 15X |16]| X |17 X [10X 12X |13]|
X|19X 12X 14X |15]| X |24 X |17 X 10X | 20
= 0010 0110 0111 1000

Given Rr, and Ry, for x € {1,2,3,4}, the new PadGen function is used to
generate PAD,, as follows:

Ry, = PadGen(APwd, Rry, Ryy)
= a|w|1a|w|2a‘w\3a|w|4Ha|w|5a|w\6a|w\7a|wlsHalwlga‘whoa'w\ua|w|12
llalw)ys@lwliaalwsalwe

= dRry,1dRy ,2dRy ,3dRy 4
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Server Reader Tag
1.Req, -
2 . Generates RjandR 1,
. 3 EPC,R;.R 1,

5. Retrieves Apwd and Kpwd 4EPC.R.. R - =

from database according to EPC| - St

and generates Ry, Ry, Rz and

Ruma -

6. Computes CCPwdy; and

CCPwdy,;. 7'EPC’RMI’RMZ’R’M3

Ry, CCPwdy, ,CCPwd, 8RRy Ry 9. Verifies CCPwd yjand
> | CCPwdd ;.
RM4’CCPWd W—;’CCPWd If Verification fails, the
protocol stops.
10. Generates Rr3 and Ry,
11. Computes CCPwd > and
_ 12.EPC,R 4, Ry, CCPwdy,.
13.EPC,R4,R, CCPwd,, ,CCPwd,
14. Verifies CCPwdy; and CCPwd,, ,CCPwd,
CCPwd,,.
15.EPC, Auth: Yes/No _
-

Fig. 1. The mutual authentication protocol proposed by HYCLT et al.

and
PAD, = PadGen(Kpwd, Rvz, Rrz)
= k|z\1k|z\2k|z|3k|zl4||k|z\5k|2|6k‘z\7k|z\sHk|zlgk‘z\1ok|zluk‘zhz
||k‘z\13k|2|14k‘2\15k|z|16
= hpap,1hpap,2hPaD,3hPAD, 4
where

Wli~na = drRpy1 + dRyu1, ARpy1 + dRpr2, ARpl + ARpp3s ARyl + AR ppd
W|s~ng = drRpy2 + dRyu1, ARpy2 + dRpr2, ARpo2 + ARppw3s ARpp2 + AR ypd
wlo~niz = dry,3 + ARy 1, dRpy3 + dRyyL2, ARy o3 + ARy 3, ARp3 + ARy o4
W]13~16 = dRppa + ARya1, ARppda + dRprn2, ARppd + ARpy3s ARppa + dRyyp4
Z|i~nda = dRpy1 + ARy 1, ARyl + ARy p2, dRpp1 + ARy w3, dRpu1 + ARy L4
z|sn8 = dRp,2 + dRy,1,dRr,2 + ARy L2, ARy 2 + ARy 23, dRpy2 + ARy 4
zlo~12 = dRpp3 + ARy 1, ARy 3 + ARy w2, AR, 3 + ARy o3, ARy, 3 + ARy L4

z|13~16 = dRpya + dRy,1,dRpp4a + ARy 2, dRppa + ARy 13, dRppa + ARy L4

A more detailed description of HYCLT protocol is provided in Fig. 1 which is
described as below:

1. The reader starts the protocol by sending Reqr to the tag.
2. On reception, the tag generates two random numbers R7; and Rp2 and sends
its EPC with Rr1 and Rpo to the reader.
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3. Once the reader receipts this message, it forwards the message to the server.
4. Upon receipt the message, the server:
— retrieves Apwd and Kpwd from database according to EPC;
— generates four fresh random numbers Rp;1, Rpro, Ry3 and Rpya;
— computes CCPwdy, =Apwdy & PAD,; and CCPwdy,, = Apwdy, &
PADQ,
— sends E‘PC’7 RMI, RMQ, RMg, RM4, CCP’U)dMl and CCP’LUdLl to the
reader.
5. Upon receipt of the message, the reader sends Rjps1, Ry, Ryvs, Raa,
CCPwdys, and CCPwdy, to the tag.
6. Upon receipt of the message, the tag verifies the correctness of CCPwdy,
and CCPwdy, and does as follows:
— generates Rp3 and Ropy;
— computes CCPwdy;, = Apwdy & PADs and CCPwdy, = Apwd;, &
PAD4,
— and sends EPC, Rrs, Rr4, CCPwdy;, and CCPwdy, to the reader.
7. The reader forwards the message to the server.
8. The server verifies CC Pwdys, and CCPwdy,. If they are valid it sends EPC
and Auth : Yes to the reader; Otherwise, it sends EPC and Auth : No to the
reader.

2.1 Secret Disclosure Attack on HYCLT Protocol

Considering HYCLT based on its complex PadGen function, in this section we
present an attack which retrieves the secret Access password of any given tag in
HYCLT. The presented attack is based on the following observation:

Observation 1: Assume that in Step 2 of the protocol, where the reader
has started the protocol by sending Reqr to the tag and the tag generates
two random numbers Ry and Rpo and sends its EPC with Ry; and Rps to
the reader, the adversary intercepts Rp; and Ryps sent by the tag and replaces
them by R/, and R, such that, e.g., R}y = dry 1lldry 1lldry 1lldR;, 1 and
Ry = dr; 1lldry 1 lldry 1 lldR; 1 Where dp; 1 or dgy 1 could be any value €
{0,...,15}. An example is R}, = Rj, = 0. Then we have w|i4
= Wlsng = W|gn1z = w|iz~16 and equivalently we can state that dg,,1 =
dry.,2 = dr,,3 = dr, 4. Consider z = 1, we have dr,,1 = dry,,2 = dr,,3 =
dry,4 and dpy 1 =dry, 2 =dpy 3 =dRy 4 On the other hand,

PAD, = PadGen(Kpwd, Rv1, RlTl)
= kl.1k|z2k|23k|24a||k| 25k |26k | 27k 28] k| 20k 210k 211 K| 212|| k| 213K | 214K | 215K 216
= hpap,1hpap,2hpPap,3hpPaD,4
where
Ziva = dpy 1+ dryi1,dry 1+ dRyr2, ARy 1+ ARy s ARy 1+ dRy s
Z|s~g = dR’m? +dryi1, dR'T12 + de12vdR’T12 + dRry, 3, deTlg + dRry 4
zlo~vi2 = dgy 3+ dryi1,dry 3+ dryy2,dRy 3 + dRyy3,dRy, 3+ dRypa

Z‘13N16 = dR/T14 + dRV117 dR’T14 + de12, dR/T14 + dRV137 dR’T14 + de14'



On the Security of Two RFID Mutual Authentication Protocols 93

Since dp;. ; + dp,,; for any i, and j € {1,2,3,4} is a fixed value here, we have
Z|lm = z|n for any m and n € {1,...,16}. Therefore we have z|; = z|s = ... =
z|l16 = z. Hence PAD, = PadGen(Kpwd, Ry, R) = k||| k2] - - - ||k|. where
z€{0,...,F} and PAD; = PadGen(Kpwd, Ry1, Rypy) € {0000, FFFF}.

Similarly for x = 2 we have dezl = dRV22 = dRV23 = de24 and dRIT21 =
dR[r22 = dRIT23 = dR/T24' On the other hand,

PAD; = PadGen(Kpwd, Ryz2, Rps)
= k|z’lk|z’2k|z’3k|z’4”k‘z’5k|z’6k|z’7k|z’8||k|z’9k|z’10k‘z’11k|z’12
1k]-r13klor1akl2r15k] 2016

=hpap,1hrPaD,2hPAD,3hPAD,4
where

’
21~ = dR’T21 + dezh deT21 + de227 dR’T21 + de237 deTQI + de24
’
Z5~8 = dR’T22 + de217 deT22 + de227 dR’T22 + de237 dR’T22 + de24
’
Zg~n12 = dry 3 + dRyo1,dRy 3 + ARy o2, ARy 3 + ARyo3, dRy 5 + dRyoa

!
213~16 = deT24 + dRryo1, dR'T24 + dRV227dR’T24 + dRy 53, dR/T24 + dRy 4.

Since dgy,; + dRy,; for any i and j € {1,2,3,4} is a fixed value here, we have
zl, = zl, for any m and n € {1,...,16}. Therefore we have 2] = 2§ = ... =
zlg = #'. Hence PADy = PadGen(Kpwd, Rya, Rips) = k|L||k|L| - - - ||k]. where
2" €{0,...,F} and PADy = PadGen(Kpwd, Ry, Ripy) € {0000, FFFF}.

Now given that CCPwdy;, = Apwdyr & PAD; and CCPwdy, = Apwdr, &
PADs5, and there are two choices for any of PAD; and PAD5 (in total 4 choices)
the adversary can determine the correct Apwdy, || Apwdys with the probability of
272 where Apwd = aloa|ial2als .. .al31, Apwdy, = aloal; .. .al1s and Apwdy; =
CL|16€L‘17 N CL‘31.

Following observation 1, we have z|; = z|s = ... = 2|16 = 2. Hence
PAD, = PadGen(Kpwd, Ry, Ry,) = kl|.||k|:| ... ||k|. where z € {0,...,F}
and PAD, = PadGen (Kpwd, Ry, R},) € {0000, FFFF}. Now given that
CCPwdy, = Apwdy & PAD, and CCPwdy, = Apwdy, & PAD,, the adver-
sary can determine Apwdy || Apwdy; with the probability of 272, where Apwd =
alpalialzals . . . als1, Apwdyr = aloalr - .. al1s and Apwdy, = alieali7 . .. als1.

3 HLL Protocol

Huang, Lin and Li in [6] have presented another EPC- C1 G2 specification
complaint mutual authentication protocol with a different PadGen function and
successfully verified their protocol functionality in hardware. We refer to this
protocol by HLL.

In the PadGen function of the simple variant of HYCLT protocol and
Konidala et al. protocol the location of a fraction of the bits of secret pass-
words that are included in PAD, are decided by a public parameter which is
under the adversary’s control. For example, in the simple variant of HYCLT
protocol, PAD; is calculated as PADy = PadGen(Kpwd, Ry1, Rr1), where the
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location of the extraction of 8 bits out of 16 bits are determined by Ry, which is
under the adversary’s control. The PadGen function proposed in HLL protocol
is computed based on a set of values, i.e., (Ry ., Rwz), which is calculated inside
the server or tags and they are not transmitted over the channel between the
reader and the tag. There are two variants of PadGen function in HLL protocol
based on XOR or MOD operation respectively. In this paper we consider the
variant based on XOR and the presented attack does not work for the proto-
col based on MOD. To calculate PAD; and PADy values, given two random
number Rp, and Rjs, that are generated by the tag and the server respec-
tively, at the first an intermediate parameter denoted by Rr.@ar. is calculated
as Rraome = Rra ® RMe = dRrpon19Rreena29Rree e 39Rr 0,4 This
parameter is used as an input for the PadGen function to calculate another
temporary value denoted by Ry, as follows:

Rwz = PadGen(APwd, Rry, Rrsemas)
= a’|dRTm1a|dRTm2a‘dRTm3a‘dRTw4 ||a’|dRTm1+16a‘dRTw2+16a dRp,3+16@|dR,, 4+16

Ha‘dRTzéB]\/Iccla‘dRTa:EBZsza|dRTzEBI\/113a|dRTzEB1Wz4

Ha‘dRTa:QB]W:c1+16a|dRTzEBMz2+16a|dRTzEBJVIz3+16a|dRT:cEBJWz4+16.

In addition, Rr, and Rp;, are used as the input of PadGen function to
calculate a temporary value Ry, as follows:

Rv. = PadGen(APwd, Rraz, Ryvz)

aldp, 1 alap,, 20ldp, 50ldn,, Jllaldn,, +16@ldg,. +160ldp,. s+16aldp,. 4+16]

a|dRMx1a|dewm2a’|dRMm3a’|dR1Mm4 HaldRMm1+16a‘dRNII2+16a|dRMm3+16a|dR1ux4+16

Given Ry and Ry, PAD; function is calculated as follows:
PAD, = PadGen(Kpwd, Rv1, Rw1)
= k‘dRVllk|dRVl2k|dRVl3k|dRVl4||k|dRVl1+16k|dRVl2+16k|dRVl3+16k|dRVl4+16H
k‘dRWllk|dRWl2k|dRWl3k|dRWl4||k|dRWl1+16k|dRWl2

+ 16k[ap,, 5+16kldp,, 1+16

To calculate PADs, the protocol at the first calculates a new parameter
Ryigwi as Rs1 = Ryigw1 = Ryi @ Rwi. Given Rg; and Ry, the value of
PADs is calculated as follows:

PADy = PadGen(Kpwd, Rv1, Rs1)
= k‘dRVllk|dRV12k|dRVl3k|dRVl4||k|dRVl1+16k|dRV12+16k|dRVl3+16k"|dRV14+16H

k‘dRSIIk|dR512k‘dR313k|dRSI4 ||k‘dRSI1+16k|dR5-12+16k|dR313+16k|dR514+16

A description of HLL protocol is provided in Fig.2 which is described as
follows:
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Server Reader Tag
1.Req, -
2 . Generates Rr.
4EPC,R, - 3EPC.Ry
5. Retrieves Apwd and Kpwd |«
from database according to EPC
and generates Ry and Ry,
6. Generates PAD using
XOR or Mod scheme. 8.EPC,R,,R,,, o
7. Computes CCPwdy; and CCPwd.. .CCPwd, 10. Verifies CCPwdy; and
M, » L 9.EPC,R, .R,,,, . Verifies Wy an
CCPwdy, ‘ : MI> M2 | CCPwd, . If it fails, the
CCPWdM' ,CCPwd,_] protocol aborts.
11. Generates Rra.
12. Computes CCPwd yj»
- 13.EPC,R,, and CCPwd ».
14 EPC,R,, B CCPwd,, ,CCPwd,

- CCPwd,, ,CCPwd,

15. Verifies CCPwdy, and
CCPwddy,.

16.EPC, Auth: Yes/No

A4

Fig. 2. The Huang-Lin-Li mutual authentication protocol using XOR or MOD scheme.

©w

The reader starts the protocol by sending Reqg to the tag.

. On reception, the tag generates a random number Rp; and sends its EPC

with Rp1 to the reader.
Once the reader receipt the message, forwards it to the server.
Upon receipt the message, the server :

— retrieves Apwd and Kpwd from database according to EPC;

— generates two random numbers Ry;; and Rjyys;

— generates PAD using XOR or MOD scheme, where we concentrate on

XOR operation.

— computes CCPwdy;, = Apwdy & PAD, and CCPwdy,, = Apwd;, ®
PADQ,
and sends EPC, Ry, Rara, CCPwdys, and CCPwdy, to the reader.
On receipt the message, the reader forwards the message to the tag.
Upon receipt the message, the tag verifies CCPwdy;, and CCPwdy, . If the
equality does not exist, the protocol will stop. Otherwise it:

— generates another random number Rpo;
— computes CCPwdy, = Apwdyr & PAD3 and CCPwdy, = Apwdy, &
PAD4;

— and sends EPC, Ry, CCPwdy;, and CCPwdy, to the reader.
The reader forwards the message to the server.
The server verifies CCPwdys, and CCPwdy,. In the case of equality, sends
EPC and Auth : Yes to the reader. Otherwise it sends EPC and Auth : No
to the reader.
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3.1 Security Analysis of the HLL Protocol

Passive Adversary

Observation 1: It can be seen that dr,,1 = dry,1 = alag, 1 ldr, »
aldpy,sldp,, s a0d dry 2 = dry, 2 = Alag,, 1 +16@|dp, 2 +16@dp, 5 +16@ldp . 4416
Observation 2: Following Observation 1, kla,, , = klan, 1> Fldr, »
Elagy, 20 Kldg,,+16 = Eldg, 1416 and Klag,, s 116 = Kldg,,,2+16-
Following this observation PAD; can be rewritten as follows:
PAD: = klag, 1 Klag,,, 2 Kldr, s kldr, 1 |Flag,, 1 +16Kldgn,, 2 +16kldgR,, s +16KldR,, at16]l
k‘dellk‘|dRVl2k‘dRW13k|dRW14Hk|dRV11+16k|dRV12+16k"|dRWl3+16k‘dRW14+16'

Given that CCPwdy, = Apwdy ® PAD, and Apwdy; = aligalir - . - als1, we
can extract the following equations:

(CCPde1)|0 D (CCPwd]\/Il)ls = a|16 @ a\24

(CCPde1)|1 D (CCPwdjul)lg = a|17 ©® a\25

(CCP’LUd]\/[l)|4 D (CCPU)dMl)‘lQ = a|20 @ a‘gg

(CCPde1)|5 D (CCPdel)‘m = a|21 ® a‘zg;
which can be used to recognize a target tag with the success probability of
1—274

Observation 3: Following observation 1, one can state that drg,1 = drg,2 =
0 and RVl@Wl = OOdRS13dRs14'
On the other hand:

PAD, = k‘dRVllk|dRVl2k|dRVl3k|dRVl4||k|dRVl1+16k|dRVl2+16k‘dRVl3+16k|dRVl4+16H

k‘dR511k|dR512k‘dR513k|dR514 ”k‘dRSl1+16k|dR512+16k|dR513+16k|dR514+16

Hence, we can rewrite PAD, as follows:

PAD, = k‘dRVllk|dRVl2k|dRVl3k|dRVl4||k‘|dRVl1+16k|dRVl2+16k‘dRVl3+16k"|dRVl4+16H

klokloklarg, s klarg, «|Ikl16k|i6kldp g, s+16K]dp g, 4+16-

So, CCPwdy, = zxxzx|zxzzz|(klo®als)(kloDale)zx| (klie@ali2)(kl16Daliz)xe,
which can be used to recognize a target tag with the success probability of 1—27%.
This information also leaks 4 bits of secret passwords.

Observation 4: Comparing the details of PAD; and PADs we can see that
hPAD11 = hPAD21 and hpADlg = hPAD22. Now given that CCPdel = Apwdy P
PAD, and CCPwdy, = Apwdr, @ PADs, the adversary can use the 8-LSB of
CCPuwdyr, @ CCPwdy, as a measure to trace the target tag, which is indepen-
dent of the nonces and only dependent on the Apwd; & Apwd); and is static.
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More precisely (z denotes an unknown binary value):

PAD:\ = hpap,1hpap,2hpap,3hPaD 4
PADy = hpap,ihpap,2hpap,shpap,a
CCPwdy, = Apwdy & PAD,
CCPwdy,, = Apwdy, & PAD,
PAD, @ PAD> = 0000]|0000||zzzz|zzze; (Observation 4)

prdL = a|oa\1 ‘e .a‘ls

prdzu a|16a|17...a|31
CCPwdy, ® CCPwdn, = (alo ® al16)(al1 @ al17)(al2 @ al1s)(als @ a|1o) |
(ala @ al20)(als @ al21)(ale B alz2)(al7 © al2s)

Active Adversary. Assume that an active adversary intercepts the message
from the tag to the reader in step 3 and replaces Ry by Ry = dp: 1 [|dgi 2

ldri 3 |drs 4 = illil|é[|d, for O > ¢ > 15. Then, one can state that dp; 1= dg; 1
= al;al;al;al; € {0000,1111} (base 2). In addition, we assume that k|o © k|15
= k|16 @ k|s1 = 1. Now, given these assumptions and given C’C’Pwdéw1 and

CC’Pwdgwl, we can find out whether a|; = al; as follows:

wd J
CCPuwdyy & COPwdl,
= Apwdy; ® PADY ® Apwdy ® PADY
= PADY ® PAD]

= (klq_. S klg . Iklg . S klg . Iklg . S klg . Iklg . ®klg . I
Ryt Ryt Ryq2 Ry 2 Ryq3 Ri43 Ry Ry 4
(Klg_, +16 @ Fkla . 416)Fla_, _+16 @kla . 416)(kla_, 416 DKkla . +16)
i i i
Byl R{ 1 Ry, 2 R{ 2 Ryq3 R{, 3

(Klg_, S klg Wikla . @klg . Iklg_, @klg . Iklg .
dR§/14+16 dj 16 dpi dpg P Wlag; dpi ) Fldg

Vi w1 Ry w1 w1 w1

Dklg . Wklg . S klg . Miklg . D klg . Wklg .
dR] 3 dpi 4 dRJ dpi 116 dR] 1+16 dpi 16
wi wi w1 wi W1 w1
Dklg . NP Dklg . Wklg . DEklg . )-
dRJ +16 dpi 4116 dR] +16 dpi  ,+16 dR] 4+15
w1 wi w1 w1 wi

Since, klo @ kl15 = 1 and dp; ; € {0,15} and dps 1 € {0,15} then (k|dR§,11 @
Flig,.
fix j = 0 and varies ¢ from 1 to 15 and verifies whether a|; = alo. In this way

the adversary can determine all bits of Apwd; with the success probability of
3. Following the same approach for (Kla,; ,® k\de ) all bits of Apwdy; can
Vi vi12

) = 0 implies that a|; = a|; and vice versa. Hence the adversary can

be determined with the success probability of % Hence an active adversary can
determine all 32 bits of Apwd with success probability of 27%. On the other
hand, given Apwd, Ry, and R, the adversary can determine PAD;, PAD>,
Ry1, Rwi1 and Ryigwi. Given this information, the adversary can also retrieve
Kpwd.



98 S. F. Aghili et al.

4 Conclusion

In this paper we considered the security of two RFID mutual authentication pro-
tocols conforming to the EPC-C1 G2 standard. In these two protocols,
authors aimed to solve ISO 18000-6C protocol weaknesses by using a special
pad generation function named PadGen to mask tag’s Access password Apwd =
Apwd || Apwdy, before the data is transmitted. We showed that an attacker can
obtain the Access and Kill passwords with high probability. We found that in
Huang et al. scheme the adversary can determine the Access password with the
probability of 272, and in Huang-Lin-Li scheme the passive adversary can trace
a target tag with the success probability of 1 — 27% and the active adversary
can determine all 32 bits of Access password with success probability of 274,
Given this information, the adversary can also retrieve Kpwd. By knowing Ac-
cess and Kill passwords the attacker can access the tag’s memory and can make
the target inoperative respectively.

Acknowledgments. We would like to thank anonymous reviewers for useful
comments.
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