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Abstract. Proxy re-encryption (PRE) is an attractive paradigm, which gives good
solutions to the problem of delegation of decryption rights. In proxy re-encryption,
a semi-trusted proxy translates a ciphertext for Alice into a ciphertext of the same
plaintext for Bob, without learning any information of the underlying message. As
far as we know, previous PRE schemes are mainly in traditional public key infras-
tructure or identity-based cryptography, thus they suffer from certificate manage-
ment problem or key escrow problem in practice. In order to solve these practical
problems, we aim at constructing certificateless proxy re-encryption (CL-PRE)
schemes.

In this paper, we first introduce a security definition against (replayable) cho-
sen ciphertext attack (CCA) for certificateless proxy re-encryption. In our security
model, the adversary is allowed to adaptively corrupt users (in a specific pattern).
Then, we give some evidence that it is not easy to construct a secure CL-PRE.
Actually, we present an attack to the chosen plaintext secure CL-PRE scheme
proposed by Xu et al. [1]. We also show a novel generic construction for certifi-
cateless public key encryption (CL-PKE) can not be trivially adapted to CL-PRE
by giving an attack to this generic construction. Finally, we present an efficient
CL-PRE scheme and prove its security in the random oracle model based on
well-known assumptions.

1 Introduction

Proxy re-encryption (PRE) was first proposed by Blaze, Bleumer and Strauss [2] in
1998, which allows the proxy to transform a ciphertext for Alice into a ciphertext of the
same message for Bob. During the transformation, the proxy learns nothing about the
underlying message. Having the proxy transform ciphertext and simultaneously keeping
the message private from the proxy is the main goal for proxy re-encryption.
According to the direction of transformation, PRE schemes can be classified into two
types: unidirectional and bidirectional schemes. In a unidirectional PRE scheme, the
proxy can only transform the ciphertext from Alice to Bob; while in a bidirectional one,
the proxy can transform in both directions. Essentially, we can construct a bidirectional
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PRE scheme by simply combining two unidirectional PRE schemes. In this paper, we
only restrict our attention to unidirectional PRE schemes.

Proxy re-encryption has many applications, such as email forwarding [3]], distributed
files systems [4] and revocation systems [S)]. Below we take Personal Health Record
(PHR) sharing [6] as an example and explain the importance of constructing CL-PRE
schemes.

A telemedical system involves patients, doctors and electronic medical records servers.
Patients outsource their personal health records, which include various medical data, such
as surgery, family history, laboratory test results, to be stored at the electronic medi-
cal server. Since patients do not hope to expose the records to those electronic medical
records servers or unauthorized parties, they usually choose to encrypt their personal
health records before outsourcing. When a telemedical consultation occurs, the electronic
medical records server re-encrypts related personal health records to the involved doc-
tors. During the process, the patient would not like to expose his secret key to either the
server or any doctor. Proxy re-encryption provides a good solution to this problem.

When we examine the existing schemes, we find the schemes are inappropriate in
the telemedical system. Schemes in [4)3l7] are all of traditional PKI-supported PRE.
Since the amount of patients and doctors are huge, public key management will be the
most costly and cumbersome part that reduces the efficiency of the system. Schemes
in [819] are of identity-based proxy re-encryption (IB-PRE) and schemes in [10/11] are
of attribute-based proxy re-encryption (AB-PRE). In IB-PRE or AB-PRE schemes, a
trusted third party computes all private keys and is able to read all messages in the
system, which is contrary to the Health Insurance Portability and Accountability Act
(HIPPA) privacy rules. To avoid the expensive certificates in PKI and the key escrow
problem inherited from IBE or ABE, we resort to certificateless public key cryptogra-
phy (CL-PKC).

CL-PKC was introduced by Al-Riyami and Paterson [12] in 2003. The concept is to
enjoy the advantage of identity-based public key cryptography without suffering from
the key escrow problem. In CL-PKC, a sender needs both the receiver’s identity and
public key to encrypt a message. However, the public key here needs no certificate,
which is different from the public key used in traditional PKI-supported cryptography.
When decrypting, the receiver needs two parts to recover the message: one is called
the partial private key corresponding to his identity which is generated by the key gen-
eration center (KGC); the other is the secret value related to the public key produced
by himself. Therefore, the KGC cannot recover ciphertexts in the system in that the
KGC has no information about the secret values chosen by users. We construct CL-PRE
schemes for the telemedical system to enjoy both the efficiency and security provided
by CL-PKC.

1.1 Related Work

Certificateless Public Key Cryptography. Since the notion CL-PKC was introduced in
2003, a variety of certificateless public key encryption (CL-PKE) schemes have been
proposed. In 2005, Baek et al. [[13] proposed the first CL-PKE scheme without pair-
ing in the random oracle model. The formulation for the certificateless encryption is
different from Al-Riyami and Paterson [12]]: a user has to receive the partial private



332 H. Guo et al.

key before producing their public key. In 2006, Libert et al. [14] and Chow et al’s [15]]
proposed the generic construction of certificateless encryption respectively. Libert et al.
presented the generic composition idea : given a CPA IBE scheme and a CPA public
key encryption (PKE) scheme, a CCA CL-PKE scheme can be obtained in the random
oracle model. Chow et al. presented a generic construction for security-mediated certifi-
cateless encryption which provides instant revocation. In 2007, Lai et al. [[16] proposed
two variants of Baek et al. scheme [13]]. CL-PKE schemes to strengthen the scheme of
Baek et al. [[13]], respectively. Sun et al. modified the scheme and enabled the Type I ad-
versary to replace the public key associated with the target identity, but still disallowed
the adversary to extract the partial private key of the target identity. While in Lai et al.’s
scheme, the user engages in a protocol with the KGC when computing their full public
and private keys, to allow the Type I adversary to extract the partial private key of the
target identity. Both of the two schemes are secure against chosen ciphertext attacks in
the random oracle model.

Proxy Re-Encryption. In 1998, Blaze et al. [2] proposed the concept of proxy
re-encryption and constructed a bidirectional scheme, which is semantically secure in
the random oracle model. In 2007, Canetti and Hohenberger [3] presented the first bidi-
rectional scheme which is replayable chosen ciphertext secure in the standard model. In
2008, Libert and Vergnaud [[7] proposed the first unidirectional single-hop PRE scheme,
which is replayable CCA-secure in the standard model. In 2010, Chow et al. [17]] pro-
posed an efficient unidirectional PRE scheme without pairings.

The above schemes are in traditional public key infrastructure, which cannot avoid
the certificate management problem. In 2007, Green and Ateniese [9]] introduced the
concept of identity based proxy re-encryption (IB-PRE) and proposed the first IB-PRE
scheme in the random oracle model. In the same year, Chu and Tzeng [8] presented
the first CCA secure IB-PRE scheme in the standard model. In 2010, Luo et al. [[11]]
proposed an AB-PRE scheme.

IB-PRE and AB-PRE solve the certificate management problem, but bring in the key
escrow problem. In order to solve this problem, we focus on realizing a secure CL-PRE
scheme.

1.2 Our Contribution

In this paper, we introduce the syntax of CL-PRE and formulate a replayable CCA
(RCCA) security model for CL-PRE. Firstly, our model considers both the Type I ad-
versary and the Type II adversary. The Type I adversary represents attacks from out-
siders with the ability to replace user’s public key on his will. The Type II adversary
stands for the honest but curious PKG who has access to the master secret key. Sec-
ondly, in our security model of CL-PRE, the Type I adversary has the ability to set up
the dishonest user’s public key or replace honest user’s public key. Thirdly, our model
allows the Type I adversary to adaptively corrupt honest users in a specific way. For
example, it can replace the public key and query the partial private key of the honest
user.

Then, we give some discussions on constructing RCCA secure CL-PRE schemes.
First we present an attack to Xu et al.’s scheme [1]], which was claimed to be secure
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against chosen plaintext attack (CPA) in the random oracle model. Unfortunately, we
show their scheme is insecure by giving a CPA attack. Secondly, we show a novel
generic construction of CL-PRE which is adapted from the generic construction of CL-
PKE in [14] is vulnerable to the Type I adversary under adaptively chosen ciphertext
attacks. Both evidences show that it is difficult to construct a secure (especially RCCA
secure) CL-PRE scheme.

Next, we present a RCCA secure CL-PRE scheme. The idea is to construct a CL-
PRE scheme based on Sun et al’s CL-PKE scheme [18] (which is the modification
of Baek et al.’s CL-PKE scheme [[13]])). Firstly, we extend Sun et al.’s scheme into the
pairing based setting. Secondly, in order to allow the adversary to extract challenger’s
partial private key (which is not allowed in Sun et al’s sheme) and reach the RCCA
security, we generate each entity’s public key and private key by engaging a protocol
with the KGC, similar to Lai et al.’s scheme in [[16]. In the re-encryption key generation
process, the delegator computes re-encryption keys on input his own private key and
the public key of the delegatee. Finally, we present the security proof of the scheme in
the random oracle model. As far as we know, the proposed scheme is the first CL-PRE
scheme that is RCCA secure against both Type I and Type II adversaries.

2 Preliminaries

In this section, we recall the complexity assumption required in our scheme. In our
paper, we use A to denote the security parameter.

2.1 Bilinear Maps and Assumptions

In this section, we recall the definitions of the bilinear groups [19/20] and g-wDBDHI
assumption based on the bilinear groups. We write G = (g) to denote that g generates
the group G. Let G and G be two cyclic groups of prime order p,amape: G x G —
G is said to be a bilinear map if it satisfies the following conditions:

1. forall u,v € G and a,b € Z,, we have e(u®, v°) = e(u,v)®.
2. eis non-degenerate (i.e. if G = (g), then G = {e(g, 9))).
3. eis efficiently computable.

Let G, Gt and e be bilinear groups defined as above, we recall the following hard-
ness assumptions over the groups.

CDH Assumption. For an algorithm B, define its advantage as
Advg™(A) = | Pr[B(g, 9%, ¢") = 9*"]]
where a,b < Zj are randomly chosen. We say that the CDH (Computational Diffie-

Hellman) assumption holds, if for any probabilistic polynomial time (PPT) algorithm

B, its advantage Advg°" () is negligible in \.

g-wDBDHI Assumption. For an algorithm 5, define its advantage as

AdvEYPPPH N = | Pr[B(g, g% ..., 9%, ¢", e(g,9)/%) = 1]
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- Pr[B(g’gav . 'agaqvgba e(gvg)z) = 1]‘
where a, b, z < Zj, are randomly chosen. We say that the ¢-wDBDHI (g-weak Decision
Bilinear Diffie-Hellman Inversion) assumption holds, if for any PPT algorithm B, its
advantage AdngDBDHI(A) is negligible in .
In our scheme, we use the 1-wDBDHI assumption (i.e., ¢ = 1), which is slightly
stronger than the DBDH assumption. We note that 1-wDBDHI assumption is also used
in several other interesting cryptographic constructions [Z421]].

2.2 Target-Collision Resistant Hash Function

Let F = (TCR,)ses be a family of hash functions for security parameter A and with
seed s € S. For an algorithm A, define its advantage as

AdvER(\) = Pr[TCR4(z) = TCR4(2') Az # a'|s < S,
x + X,z + A(TCRs,z)].

We define hash function family T'CR is target collision resistant if for any PPT algo-

rithm A, its advantage Adv{“% () is negligible in \.

3 Certificateless Proxy Re-Encryption

In this section, we present the syntax of CL-PRE. A certificateless proxy re-encryption
scheme consists of the following algorithms:

Setup() : This is a PPT algorithm run by the KGC, which takes a security parameter
A as input, outputs a list of public parameter param and a randomly chosen master
secret key msk.

UserKeyGen(param, ID) : This is a PPT algorithm run by the user, which takes a
list of public parameters param as inputs, outputs a secret key sk and a public key
pk.

PKeyExt(param,msk,ID,pk) : This is a PPT algorithm run by the KGC, which
takes a list of public parameters param, msk, a user’s identity I D and pk as inputs,
outputs a partial private key psk and a partial public key ppk.

KeyGen(param, 1D, psk, ppk, sk, pk) : This is a PPT algorithm run by the user,
which takes a list of public parameters param, I D, psk, ppk, sk and pk as inputs,
outputs the user’s public key and private key (PK, SK).

ReKeyGen(param,ID;, SK;, PK;,I1D;, PK;) : This is a PPT algorithm run by the
user, which takes a list of public parameters param, a user’s I D;, SK;,

PK; and another user’s I D;, PK as inputs, outputs the re-encryption key rk;_, ;
or an error symbol L.

Ency (param, m,ID, PK) : This is a PPT algorithm run by the sender, which takes a
list of parameters param, a message m, a receiver’s I D and PK as inputs, outputs
a 1st level ciphertext C' which can not be re-encrypted.

Ency(param, m,ID, PK) : This is a PPT algorithm run by the sender, which takes a
list of parameters param, a message m, a receiver’s I D and PK as inputs, outputs
a 2nd level ciphertext C' which can be re-encrypted.



Towards a Secure Certificateless Proxy Re-Encryption Scheme 335

ReEnc(param, C,ID;,ID;,rk;—;) : ThisisaPPT algorithm run by the proxy, which
takes a list of public parameters param, users’ identity ID; and I.D; and a 2nd
level ciphertext C' under I.D; as inputs, outputs a Ist level ciphertext C' of I.D; or
an error symbol L.

Deci(param,C,SK) : This is a deterministic algorithm run by the recipient, which
takes a list of public parameters param, a 1st level ciphertext C' and SK as inputs,
outputs the plaintext m or an error symbol L.

Deca(param, C, SK) : This is a deterministic algorithm run by the recipient which
takes a list of public parameters param, a 2nd level ciphertext C' and S K as inputs,
outputs the plaintext m or an error symbol L.

Correctness. For any public parameters param generated by Setup(\), for any mes-
sage m € {0, 1}, in which Iy denotes the length of the message, if SK; and SK; are
corresponding with PK; and PK, the above algorithms should satisfy the following
requirements:

- Deca(param, Enca(param,m,ID;, PK;), SK;) = m.

- Decy(param, Ency (param,m,ID;, PK;),SK;) = m.

- If rk;—; = ReKeyGen(param,ID;, SK;,ID;, PK}),
C’j’- = ReEnc(param, Enca(param, m,ID;, PK;),ID;,ID;, rk;_,;), then
Deci(param, SKj, C}) = m.

3.1 Security Model

In CL-PKC, adversaries are divided into two types: the Type I adversary, who can re-
place user’s public key on his choice; and the Type II adversary, holding the master
secret key of the KGC. The Type I adversary describes the outsider’s attack, while the
Type Il adversary stands for the curious but honest KGC, who can generate all the partial
keys with the master secret key. To protect data privacy, we require that the adversary
cannot gain any protected information unless holding both the partial private key and
the secret value at the same time. When we take the two types of adversaries into con-
sideration in the security models of CL-PRE, the circumstances seem to become more
complex.

Unlike previous model in [7], we consider the model where the adversary can adap-
tively choose public keys for malicious users. In addition, we allow the Type I adversary
to (partially) adaptively corrupt users, different from the previous model [7]].

To capture the RCCA security notion for single-hop unidirectional CL-PRE schemes,
we consider the security of ciphertexts at both levels against the Type I adversary and
the Type II adversary separately. A denotes a Type I adversary or a Type II adversary.
We associate to a CL-PRE adversary A the following CL-PRE RCCA experiment with
parameters (', §), where O is a set of oracles provided to A, and § € {1, 2} specifies
which level ciphertext that A attacks. Both parameters will be instantiated in Definition

M2l Bland 4l
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Experiment Exp#jfi{rcca( )

param < Setup(A),

(mo, my, ID*) < A® (param),
d* + {0,1},

C* = Encs(mg~, ID*),

d «+ Aol(pamm7 c*)

If d = d* return 1, else return 0

The advantage of A is defined as Adv?gffca()\) = | Pr[Exp%‘:'Z’"cca()\) =1] - 3|

Security against the Type I Adversary. First, we consider the RCCA security notion
against the Type I adversary at the 2nd level ciphertext. Before setting up the oracles,
the challenger creates two lists: the HU list and the L list. The HU list is a list of honest
users’ identities. When a user is corrupted, the challenger removes the user’s identity
from the HU list. The L listis alist of (ID, PK, PK), where ID € HU, PK and PK
denote the original public key and the current public key of I D. The list is to record
whether the public key of a specific identity has been replaced. The challenger sets
PK = PK initially. In Definition [I] and Definition 2l the Type I adversary is provided
with the following oracles:

— Honest key generation Opy,: on input ID, compute (sk,pk) < UserKeyGen
(ID), (psk,ppk) <+ PKeyExt(ID,pk) and (PK,SK) <« KeyGen(ID,
ppk, psk). Return PK.

— Delegation Ogeleg: 0on input (ID;, ID;, f]?]), where ﬁ[?] may be an arbi-
trary public key supplied by A, compute the re-encryption key rk;; =
ReKeyGen(ID;, SK;, PK;, ID;, PK;). Return rk;_, ;.

— Re-encryption Openc: on input (ID;, ID;, ng?j ; C), where ng?j may be an ar-
bitrary public key supplied by A, compute the re-encrypted ciphertext C' =
ReEnc(ReKeygen(ID;, ID;, ﬁ[?]), C). Return C".

— First level decryption Oj_ge.: on input a pair (I.D; C'), compute the plaintext m =
Decy (ID; C). Return m.

— Second level decryption O;4ec: on input a pair (ID;C'), compute the plaintext
m = Deca(ID; C). Return m.

— Partial key extract oracle Opex: on input a pair (1D, PK), compute (ppk, psk) =
PKeyExt(ID;, pk) (pk can be extracted from PK).If ID € HU and PK #+ PK,
the challenger updates HU = HU\ID. Return (ppk, psk).

— Public key replace oracle Opy,: on input a pair (1D, PK ), replace the user’s public
key with PK and set (ID,PK, ]SI\Q on the L list.

Now, let’s consider the RCCA security against the Type I adversary at the 2nd level.

Definition 1 (RCCA Security against the Type I Adversary at the 2nd Level
Ciphertext). For any single-hop unidirectional CL-PRE scheme II;, we instan-
tiate the CL-PRE RCCA experiment with the Type I adversary A, O =
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{Onkes Odeteg, Orenc, Ot-decs Or-decs Opexs Opkr} and 6 = 2. Suppose the challenger ci-
phertext C* is generated under I D* and PK*, where PK* denotes the current public
key of ID*. We require that ID* € HU and |mq| = |m1|. If C* denotes the challenge
ciphertext, A; can never make following queries:

— Delegation query Ouereg(ID*, ID,,), if ID, ¢ HU.

— Decryption query Oy.gec(ID*,C*), if PK* = PK*.

— Re-encryption query Oenc(ID*,ID,,C*), if ID, ¢ HU and PK* = PK*.
Decryption query Oy.4ec(ID',C"), if Dec1 (ID’,C") € {mg, m1}.
We say Il is secure against (replayable) chosen ciphertext attacks at the 2nd level if

for any polynomial time adversary Aj, the advantage function
Adv%‘;ﬁ’f'rcca()\) is negligible in \.

When we consider the security notion at the 1st level ciphertext, we remove the restric-
tion of re-encryption key queries. There is no reason to keep any re-encryption keys
from the adversary, even those from the target entity to corrupted entities. Since 4 can
do arbitrary re-encryption with re-encryption keys, Orenc is unnecessary. Then, we for-
mulate the security definition as follows:

Definition 2 (RCCA Security against the Type I adversary at the 1st Level
Ciphertext). For any single-hop unidirectional CL-PRE scheme Il;, we instan-
tiate the CL-PRE RCCA experiment with the Type I adversary A;, O =
{Ohkg, Odetegs Ot-decs Or-dec, Opexs Opir } and 6 = 1. Suppose the challenger ciphertext
C* is generated under ID* and ﬁ[?k where PK* denotes the current public key of
ID*. We require that ID* € HU and |mg| = |my|. I]‘F{IFk = PK* where PK*
denotes the original public key of 1D*, A is not allowed to make decryption query
O1.dec (ID*, C*) after seeing the challenge ciphertext C*. We say Il is secure against
(replayable) chosen ciphertext attacks at the 1st level if for any polynomial time adver-
sary A, the advantage function Advﬁfﬁj'rcca()\) is negligible in \.

Remark 1. In our model, when an honest entity’s public key has been replaced, the chal-
lenger will still use his original secret key to decrypt and generate re-encryption keys.
Since the honest entity would not possess the secret key corresponding with the re-
placed public key, we cannot force the honest entity to run algorithms with an unknown
value in reality. Therefore, it is a reasonable assumption that the challenger manages
oracles Ogeleg, O1-dec and O_gec With the secret key related to the original public key.

Remark 2. Adversary A could corrupt honest entity in a specific way: first A replaces
the honest user’s public key; then queries the oracle Opex to gain the partial private key.
Since we do not allow the adversary to directly query the secret key of an honest user,
our model is partially adaptive. With the oracle O, the adversary can also generate
secret keys of corrupted users.

Remark 3. In [22]], Hanaoka et al. illustrated the adversary with both the 2nd level de-
cryption oracle and the 1st level decryption oracle is strictly stronger than the adversary
who can only access to the 1st level decryption oracle. Therefore, in our model we pro-
vide the adversary with the oracle O, g as well as the oracle Oy g to achieve a higher
level security.
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Security Against the Type Il Adversary. Let’s consider the security definition against the
Type II adversary. Since the Type II adversary stands for the curious KGC, we provide
Ajr with an oracle Op to obtain the master secret key. Aj; could produce arbitrary
partial private key with the master secret key, therefore the oracle Opey is unnecessary
in the security experiment. In DefinitionBland Definition[] the oracles work as follows:

— Master secret key Ok : on input the security parameter A, return the master secret
key msk.

— Honest key generation Oyg: on input ID, compute (sk,pk) < UserKeyGen
(ID), (psk,ppk) < PKeyExt(ID) and (PK,SK) < KeyGen(param,
1D, ppk, psk). Return PK.

— Delegation Ogereg: on input (ID;, ID;, PK;), compute the re-encryption key
rki—; = ReKeyGen(ID;, SK;, PK;,ID;, PK;). Return rk;_, ;.

— Re-encryption Openc: on input (ID;, ID;, PK;; C), compute the re-encrypted ci-
phertext C’ = ReEnc(ReKeyGen(ID;, ID;, PK;);C). Return C".

— First level decryption Oy gec: on input (ID;C), compute the plaintext m =
Dec; (ID; C). Return m.

— Second level decryption Opge: on input (ID;C), compute plaintext
m = Decg(ID; C). Return m.

We define the RCCA security against Type II adversary at the 2nd level ciphertext as
follows:

Definition 3 (RCCA Security against the Type II Adversary at the 2nd Level Ci-
phertext). For any single-hop unidirectional CL-PRE scheme II;, we instantiate the
CL-PRE RCCA experiment with the Type Il adversary Ajj, the
O’ = {Omsk, Odeleg, Orenc, Ol-dec, Or-dec } and § = 2. We require that ID* € HU and
|mo| = |m4|. If C* denotes the challenge ciphertext, Arr can never make following
queries:

Delegation query Ogeieg(ID*,1D,,), if ID, ¢ HU.

— Decryption query Oy.gec(ID*, C*).

Re-encryption query Orenc(ID*,ID,,,C*), if ID, ¢ HU.
Decryption query Oy.gec(ID',C"), if Dec1 (ID’,C") € {mg, m1}.

We say Il is secure against (replayable) chosen ciphertext attacks at the 2nd level
if for any polynomial time adversary A, the advantage function Advgffif;rcca(/\) is

negligible in \.

Then, we consider the security notion at the 1st level ciphertext. As Definition 2] the
oracle Okenc is unnecessary. We define the RCCA security against the Type II adversary
at the 1st level ciphertext as follows:

Definition 4 (RCCA Security against the Type II Adversary at the 1st Level
Ciphertext). For any single-hop unidirectional CL-PRE scheme IlIs, we in-
stantiate the CL-PRE RCCA experiment with the Type Il adversary Ar;, O =
{Omsks Odetegs Ot-dec; Ordec} and 6 = 1. We require that ID* € HU, |mgo| = |mi|
and Ajy is not allowed to make decryption query Oy.qec(ID*,C*) after seeing the
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challenge ciphertext C*. We say Il is secure against (replayable) chosen ciphertext
attacks at the 1st level if for any polynomial time adversary Ay, the advantage function
Advﬁffi{};rcca()\) is negligible in \.

4 Discussion on CL-PRE Scheme

In this section, we first observe and give attack to Xu et al.’s [1] scheme. Then, we
show an insecure generic construction of CL-PRE, to illustrate the key point to present
a RCCA secure CL-PRE scheme.

4.1 Security Analysis of Xu et al.’s Scheme

In order to leverage cloud for encryption based access control and key management, Xu
et al. [[1]] proposed a certificateless proxy re-encryption scheme in 2012. Their scheme
was claimed to be chosen plaintext secure in the random oracle model. However, the
scheme is vulnerable when facing the Type I adversary.

In their scheme, the public key of user ID is pk = (H(ID), g**), where H(-) is
a hash function, s is the master secret key and « is chosen by the user. The encryption
algorithm is C' = (¢",m - e(H(ID)", g**)). If the Type I adversary replaces pk =
(H(ID),g**) with pk = (H(ID), g*), where t is selected on the adversary’s choice,
the ciphertext would be C' = (Cy,C2) = (¢9",m - e(H(ID)", g")). Consequently,
the adversary can successfully decrypt the ciphertext with ¢ by computing m = m -
e(H(ID)",g")/e(H(ID),g")t = Cy/e(H(ID),C4)". The Type I adversary breaks
the CPA security of Xu et al.’s scheme.

4.2 An Extension of a Generic Construction Is Vulnerable

Libert et al. [14] proposed a generic construction from a CPA secure PKE scheme and
a CPA secure IBE sheme to a CCA CL-PKE scheme. Intuitively, can we directly com-
bine a CCA PRE scheme and a CCA IB-PRE scheme to obtain a RCCA secure CL-PRE
scheme by using their technique? Unfortunately, we find the resulting scheme is vul-
nerable to the Type I adversary. We will present a Type I attack after the description of
the generic scheme.

Let IT' be a CCA secure IB-PRE scheme and IT” denote a CCA secure PRE scheme.
Using a CCA secure IT” and a CCA secure II' as building blocks, we construct a CL-
PRE scheme I7 by Libert et al.’s generic construction technique [[14] as follows:

- The key generation algorithm for II is to run the key generation algorithms
IT? KeyGen of II? and IT'.KeyExtract of IT'. Return SK = (SKF, SK') and
PK = PKP".

- The re-encryption key generation algorithm for I7 is to run both the re-encryption
key generation algorithms of IT” and IT'. Return (rk1,7k2) = (rkP, rkb).

- The second level encryption algorithm for II first split a plaintext m into m =
my @ mo. Run the second level encryption of IT' and IT” to generate ciphertexts
Cy = €5 (my||o, H(m||o] [pk|[1D)) and Cz = €} (msl|o, H (m|o|[pk| | ID)).
Return C = (Cq, Cb).
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- The second level decryption algorithm IT with input C' = (Cy, C3) runs IT.Dec
with C; and runs IT".Decy with Cs. If the result is mq and mo, compute m =
mq @ mo and return m.

- The re-encryption algorithm for IT with C = (Cy, C3) runs IT*.ReEnc with C;
to obtain re-encrypted ciphertext C{ and runs IT'.ReEnc with Cy to obtain re-
encrypted ciphertext C4. Return C' = (Cf, C5).

- The first level decryption algorithm for IT with C' = (Cf,C%) as input runs
IT? Dec; with C{ to obtain the plaintext m; and runs I7".Dec; with C} to obtain
the plaintext mo. Compute m = my & msy and return m.

If we just consider the key generation algorithm, the encryption algorithm and the de-
cryption algorithm of I7, the resulting scheme II’ = (II.KeyGen, II. Ence, II.DEC»)
is a CCA CL-PKE according to Libert et al.’s result [14]. However, II is an insecure
CL-PRE scheme against the Type I adversary. We show that the Type I adversary can
break the 2nd level RCCA security of 1] as follows:

1. After receiving the challenge ciphertext C* = (C5, C3 ), the adversary first queries
the partial private key of I D*, namely SK}D* of ID*. Adecrypts C; with SK .
and obtains ms. -

2. The adversary replaces an honest user I D’s public key with PK on his choice.

P
Note that he knows the corresponding secret value, i.e. SK .
3. The adversary queries the re-encryption of C* from I D* to I D, and obtains C’ =

_——p
(C},C%), where Cf = IT?.ReEnc(Cy). With the secret value SK , he can easily
decrypt C] and obtain m;.

4. The adversary computes m = m & me and breaks the RCCA security of I1.

A CCA IB-PRE plus a CCA PRE can not trivially make a RCCA CL-PRE using
Libert et al.’s generic construction technique [[14]]. Why not? Let us have a look at the
re-encryption keys first. A delegator’s private key has two parts, one part is his par-
tial private key, and the other part is the secret value. When the delegator generates a
re-encryption key, he should insert his private key into the re-encryption key. Unfortu-
nately, we find that rks is only relevant to his partial private key, and it has no relation
with the secret value, while rk; is just the reverse. This kind of construction destroys
the bindings of delegator’s identity and public key. Such weakness in the re-encryption
key generation directly results in vulnerability of the scheme.

Informally speaking, the re-encryption key of CL-PRE should integrate the receiver’s
public key and identity tightly to achieve the RCCA security notion. We will present an
efficient solution to this problem in the next section.

5 Replayable CCA Secure CL-PRE Scheme

In this section, we extend Sun et al’s scheme [13] to the pairing based setting and
construct the first RCCA secure CL-PRE. In order to achieve the RCCA security notion,
we derive the re-encryption key in a manner somewhat like that in [23]].
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5.1 Construction

Setup(\) : Let A be the security parameter, G and G be groups of prime order p, and
e: G x G — G be a bilinear map . It then performs as follows:

1. Choose a group generator g € G.

2. Select z, a € Z,, at random and set y = g*.

3. Choose target collision resistant hash functions Hy : {0,1}* — G, H; :
{0,1}*x G x G — Zyp, Hy : {0,1}0 x {0,1}t - Z,, H3 : GXGx G — G,
Hy:Gr — {0,1} and H5 : {0,1}* x G x G — G, where [ = [y +I; € N.
Here, [y and [; denote the bit-length of a plaintext and a random bit string.

The public parameters are param = (p, g,y,e(g,9)%, Ho, H1, Ha, Hs, Hy, Hs).
The master secret key is (z, g®). The plaintext space is {0, 1}%.

UserKeyGen(param, ID) : Pick z € Z, at random and compute ¢ = g¢*. Return
user’s key (sk, pk) = (z, ).

PKeyExt(param, msk, ID,pk) : Pick s,s’ € Z, at random and compute w = g°,
t=s+xH(ID,pk,w), K = ¢*Hs(ID, pk,w)* and L = ¢*'. Return the partial
public key ppk = (w, K, L) and the partial private key psk = t.

KeyGen(param, ID, psk, ppk, sk, pk) : Set public key PK = (u,w, K, L) and pri-
vate key SK = sk + psk = z + t. Return (PK, SK).

ReKeyGen(param,ID;, SK;, PK;,ID;, PK;): On input ID,,SK; PK, and
1D;, PKj, this algorithm generates the re-encryption key rk;_, ; as follows:

1. Parse PK; as (uj,w;, Kj, Lj).

2. Check whether e(Kj,g) = e(g,9)e(Hs(IDj, 1, w;), L;j). If not, return

“

3. Select 0 € Z, at random.

4. Compute A;; = (,ujwijl(IDj’”J"*’J’))SKi_lHO(IDZ-)e and B;; =
(psw; yH1(ID7‘7M7‘ wi))

5. Return rk;_,; = (A;j, Bij, PK;).
Note that PK; here is corresponding with the private key SKj.
Enc; (param,m, 1D, PK) : Oninput ID, PK and a message m € {0, 1}, this al-
gorithm encrypts m to a 2nd level ciphertext as follows:
1. Parse PK as (u,w, K, L).
Check whether e(K, g) = e(g, 9)*e(Hs(ID, pi,w), L). If not, return “_L”.
Pick o € {0,1}" at random and compute r = Ha(m, o).
Compute co = Ha(e(g,9)") @ (ml|0), ¢ = e(pwy™TP#) g).
. Return the 2nd level ciphertext C’ = (¢, ¢}).
Ency (pamm m,ID,PK): Oninput ID, PK and a message m € {0, 1}, this al-
gorithm encrypts m to a 1st level ciphertext as follows:
1. Parse PK as (p,w, K, L).
2. Check whether e(K, g) = e(g, g)*e(Hs(ID, u,w), L). If not, return “L”.
3. Pick o € {0, 1}"* at random, and compute = Ha(m, 7).
4. Compute ¢y = Hu(e(g,9)") © (mllo),cr = (uwy™UIPr)r ey =
Ho(ID) ,C3 = Hg(Co,Cl,CQ) .
5. Return the 1st level ciphertext C' = (co, ¢1, 2, ¢3).
ReEnc(param,C,ID;,ID;,rk;—;) : On input re-encryption key rk;_,; and the ci-
phertext C of I.D;, re-encrypt the ciphertext C to ID; as following:

PIFCREES
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1. Parse C' as (cg,c1,c¢2,¢3), and rk,—; as (A;j,B;j, PK;) and PK,; as
(1, wi, Ki, Ly).

2. Check whether e(c;;,uiwinl(IDi’”i"‘“)) = e(c1, Hs(co, c1,¢2)) and
C(HO(IDZ‘), 63) = 6(02, Hg(Co, c1, 62)). If not, return “_L”.

3. Compute ¢j = e(c1, Aij)/e(c2, Bij).

4. Return the re-encrypted ciphertext C’ = (co, ).

Deci (param,C’, SK) : On input the ciphertext C’, user I.D’s private key SK and
public key PK, recover the plaintext m as follows:
1. Parse C” as (¢}, ¢2), and PKlas (yw, K, L).

2. Compute m||o = Hy(c,"" ) @ co and r = Hy(m||o).

3. Check whether ¢} = e(uwy™UP:#9) g7 If not, return “ 1",
4. Return plaintext m
Decy(param, C, SK) : On input the ciphertext C' ,user I D’s private key SK and pub-
lic key P K, recover the plaintext m as:
1. Parse C as (co, c1, 2, c¢3), and PK as (p,w, K, L).
2. Compute m||o = co & Hy(e(g, ¢S ")) and r = Hy(m||o).
3. Check whether ¢; = (,uwal(ID’“”“))T,cz = Ho(ID)", ¢s = Hs(co,c1,c2)".
If not, return “_L”.
4. Return plaintext m.

Correctness. To simplify the computation, we denote puwy™*(IP:#:«) a5 ). Then we
have ) = pwyMUIP:#w) = ¢SK The CL-PRE scheme satisfies the correctness prop-
erty at each level:

— Decryption of a 2nd level ciphertext is correct. If C' = (c¢g, ¢1, ¢2, ¢3) is a 2nd level
ciphertext, we obtain

co ® Ha(e(g, CY% ")) = Hule(g, 9)") @ (ml|o) @ Ha(e(g, V™55 ")) = ml|o.

— Decryption of a 1st level ciphertext is correct. If C” = (cg, ¢} ) is a 1st level cipher-

text, we obtain
/(SK)™! r-SK! r
Hy(ey ) @ co = Ha(e(V, g) ) @ Ha(e(g, 9)") & (mllo) = mllo.

— Decryption of a re-encrypted ciphertext is correct. If C/ = (co, ¢} ) is a re-encrypted
ciphertextof C' = (¢, c1, ¢2, ¢3) and rk,—,; = (A;5, B;j, PK;) is the re-encryption
key, first we obtain

oAy SKTT

e(V7, ¥, - Ho(IDy)?)

¢y = e(cr, Aij)/e(ca, Bij) = e(Ho(ID;)", Y?)

= e(gayj)r

Then, as the decryption of original ciphertext at level 1, we have Hy4(c} SK_l)

@co = ml|o.

Remark 4. The scheme is replayable CCA secure at the second level ciphertext which
is arguably sufficient for most practical applications [24]. Since a re-encryption key
ks = (Ho(ID*)?, PK*% PK*) can always be generated by picking ¢ at random,
the adversary can re-encrypt the challenge ciphertext to I D* itself [25]], resulting in the
replayable CCA security.
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5.2 Discussions

In our scheme, each user has to generate a secret key using UserKeyGen before query-
ing the partial public key and partial private key. This method enables us to reach a
security proof. Though readers might consider that the partial keys would be indepen-
dently generated from the choice of users in a certificateless scheme, we note that it is
not always the case. Actually, in a survey of certificateless encryption [26/27]], the au-
thors classified certificateless schemes into three different infrastructures, namely, the
AP formulation [12], the BSS formulation [[13] and the LK formulation [16]]. In the
AP formulation, the receiver can generate the public key at anytime. While in the BSS
formulation, the receiver can only generate the public key after receiving the partial
private key from the KGC. In this paper, we have adopted the LK formulation for the
CL-PRE scheme, namely, when generating the public key the receiver should complete
a protocol with the KGC[! The BSS or LK formulations are the minimum requirements
to achieve denial of decryption security [28]] in CL-PKE.

Interestingly, Dent [27]] also instantiated the LK formulation of certificateless en-
cryption by the traditional notion of PKI-based encryption as follows: first the receiver
generates encryption key pair and send it to the KGC; then the KGC creates a digi-
tal signature to bind the encryption key to his identity. The receiver’s full public key
contains the public key and the digital certificate. If a sender wishes to encrypt a mes-
sage, he should first checks the certificate. The difference between such a certificateless
scheme and a traditional public-key scheme in the PKI system is the security consider-
ation. Interested readers may refer to [29]] for a discussion on self-generated-certificate
encryption versus public-key encryption.

In this paper, we adopted the Dent’s instantiation to the PRE setting. But there are
two main differences in our scheme 1) the full private key of a user is generated from
two resources to protect the users privacy: one part is generated by the user himself
and the other part related to his identity is from the KGC, and 2) the KGC creates a
proof on not only the public key (generated by the user) but also an additional group
element (picked up by KGC itself). The differences let us achieve a strong security with-
out harming the efficiency, which seems optimal for a PRE scheme to the best of our
knowledge. However, we also left the problem of designing a PRE in other formulation
(e.g., the AP formulation) in our future work.

5.3 Security and Efficiency Comparisons
Now, we give some intuitions for the security of the scheme.

1. Public verification. Since the 2nd level ciphertext includes two short signatures, i.e.
(c1,c¢3) and (cz, c3), everyone in the system can verify its validity. Therefore, the
re-encryption algorithm will not reveal sensitive information to the adversary.

! The LK formulation is a reasonable relaxed formulation, since ”The Lai-Kou formulation can
be viewed as a generalisation of the BSS formulation. Instead of a single message (the partial
private key) being passed between the receiver and the KGC prior to public key publication,
the receiver and the KGC must undertake a protocol before the receiver can publish its public
key” [27].
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Table 1. Comparisons between the IB-PRE scheme in [9] and our CL-PRE scheme. n(-)
denotes a polynomial function of the security parameter \. |G|, |G|, |m| and |ID| denote the
bit-length of an element in G, an element in G, a plaintext and an identifier of the user. (*: The
scheme is unfortunately vulnerable to a collusion attack [30].)

Shemes IB-PRE scheme in [9] Our CL-PRE scheme
ReKeyGen 1ty 3te
Encs 3t. 4t
Dec: 1t.42t, 2te + 11,
Dec 4te + 2t, 4te + 1ty
|C’] |G| + |G| + |m| + |n(X)| + [ID| |G| +1
] 2G| + |G|+ |m| 3Gl +1
Secrutiy CCA? * RCCA
Assumption DBDH 1-wDBDHI&CDH
Random oracle Yes Yes
Other property ~ Decq (+) requires the identifier ~ Dec(-) does not requires the identifier
of the delegator. of the delegator.

2. RCCA security at level 2 & level 1. Fujisaki and Okamoto [31] transformation
ensures its RCCA security.

Theorem 1. Our CL-PRE scheme is RCCA secure in the random oracle model, assum-
ing that the CDH problem and 1-wDBDHI problem are intractable.

The above theorem is obtained by combining of Lemma 1-4. Due to the space limit,
proofs of Lemma 1- 4 will appear in the full version of this paper.

Lemma 1. Assume Hy, H1, Ho, Hs, Hy, H5 are random oracles and the CDH problem
and 1-wDBDHI problem are intractable. The CL-PRE scheme is RCCA secure at the
2nd level ciphertext against the Type I adversary.

Lemma 2. Assume Hy, H1, Ho, Hs, Hy, H5 are random oracles and the CDH problem
and 1-wDBDHI problem are intractable. The CL-PRE scheme is RCCA secure at the
1st level ciphertext against the Type I adversary.

Lemma 3. Assume Hy, H1, Ho, Hs, Hy, H5 are random oracles and the CDH problem
and 1-wDBDHI problem are intractable. The CL-PRE scheme is RCCA secure at the
2nd level ciphertext against the Type Il adversary.

Lemma 4. Assume Hy, H1, Ho, Hs, Hy, H5 are random oracles and the CDH problem
and 1-wDBDHI problem are intractable. The CL-PRE scheme is RCCA secure at the
Ist level ciphertext against the Type II adversary.

Efficiency. In Table 1, we compare our CL-PRE scheme with the IB-PRE scheme in
[9]. tc and t, denote the the computation time for an exponentiation and a bilinear
pairing. In our scheme, we assume pwy*(IP#%) is pre-computed and e(K,g) =
e(g,9)*e(Hs(ID, p,w), L) is pre-checked. The comparison indicates that the efficiency
of our scheme is comparable with the IB-PRE scheme.
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Conclusion

We introduced the RCCA security model for CL-PRE. We showed a vulnerable generic
construction to illustrate constructing a RCCA secure scheme is nontrivially and mean-
ingful. Finally, we presented a CL-PRE scheme and proved it to be RCCA secure in the
random oracle model.
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