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Abstract. Compliance with the automotive standard ISO 26262 requires the
development of a safety case for electrical and/or electronic (E/E) systems
whose malfunction has the potential to lead to an unreasonable level of risk. In
order to justify freedom from unreasonable risk, a safety argument should be
developed in which the safety requirements are shown to be complete and satis-
fied by the evidence generated from the ISO 26262 work products. However,
the standard does not provide practical guidelines for how it should be devel-
oped and reviewed. More importantly, the standard does not describe how the
safety argument should be evaluated in the functional safety assessment proc-
ess. In this paper, we categorise and analyse the main argument structures re-
quired of a safety case and specify the relationships that exist between these
structures. Particular emphasis is placed on the importance of the product-based
safety rationale within the argument and the role this rationale should play in
assessing functional safety. The approach is evaluated in an industrial case
study. The paper concludes with a discussion of the potential benefits and chal-
lenges of structured safety arguments for evaluating the rationale, assumptions
and evidence put forward when claiming compliance with ISO 26262.
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1 Introduction

Critical functions in road vehicles are increasingly being implemented using electrical
and/or electronic (E/E) systems. The malfunctioning behaviour of these systems can
contribute to the safety risk to the vehicle occupants and/or other road users. As such,
it is necessary to provide assurance that any unreasonable residual risks have been
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avoided. The safety standard ISO 26262 has been developed to address this necessity
by providing guidance, in the form of requirements and processes, for avoiding unrea-
sonable residual risk caused by the malfunctioning behaviour of E/E systems [1]. Like
many safety standards that cover complex software-based systems, ISO 26262 defines
requirements for the creation of work products i.e. outputs from the safety lifecycle,
and leaves it to the developers to interpret these requirements in the context of their
products [2]. In order to provide a product-specific justification, compliance with the
ISO 26262 standard requires the development and evaluation of a safety case for the
safety-related items. The standard defines an item as a “system or array of systems to
implement a function at the vehicle level” [1]. In order to justify freedom from unrea-
sonable risk, a safety case argument should be developed in which the safety require-
ments are shown to be complete and satisfied by the evidence generated from the
ISO 26262 work products. However, the standard does not provide practical guidance
on the development and review of the safety argument, nor does it describe how the
safety argument should be evaluated in the functional safety assessment process.

In this paper, we build on the experience of the authors in developing and evaluat-
ing safety cases in the context of ISO 26262. We examine the significance and nature
of the product-based safety rationale within the argument and the role this rationale
should play in assessing functional safety. The paper also builds on existing work on
safety cases across different domains [3-5], and in the automotive industry in particu-
lar [6], [7], taking into account issues related to product-based and process-based
assurance [8], the process of compliance [9] and assessment of confidence [10], [11].

The paper is organised as follows. In Section 2, we categorise and analyse the main
argument structures of a safety case and the relationships that exist between the safety
case and the ISO 26262 functional safety assessment. The approach is evaluated in an
industrial case study in Section 3. In Section 4, we discuss the potential benefits and
challenges of structured safety arguments for evaluating the rationale, assumptions
and evidence put forward when claiming compliance with the ISO 26262 standard.

2 Safety Argument Categories in ISO 26262

ISO 26262 defines a safety case as an “argument that the safety requirements for an
item are complete and satisfied by evidence compiled from work products of the safety
activities during development” [1]. That is, the argument should play a central role in
justifying why the available evidence, in the form of work products (e.g. design and
analysis artefacts), has achieved a set of safety requirements and, therefore, why an
acceptable level of safety has been achieved. Compliance with ISO 26262, based on
the normative parts of the standard, mandates the satisfaction of a specific set of ob-
jectives by the generation of a concrete set of work products. As a result, all E/E sys-
tems that are compliant with the standard share a common safety argument structure
linking the top-level safety requirements to the available evidence. Unfortunately, this
common argument structure is implicit and is not documented in the standard.
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2.1  Implicit Safety Argument in ISO 26262

The implicit safety argument in ISO 26262 is centred on the following chain of rea-
soning (Fig. 1). A sufficient and an acceptable level of safety of an E/E system is
achieved by demonstrating absence of unreasonable risk associated with each hazard-
ous event caused by the malfunctioning behaviour of the item (other hazard causes are
outside the scope of the standard). This is achieved by defining safety goals to avoid
unreasonable risk through the prevention or mitigation of the identified hazardous
events. A hazardous event is the occurrence of a hazard in particular operational situa-
tions. Each hazardous event is assigned an Automotive Safety Integrity Level (ASIL),
based on the combination of three parameters: severity (extent of human harm), prob-
ability of exposure (to operational situations) and controllability (ability for persons at
risk to take action to avoid harm). Claims are then asserted that each safety goal is
satisfied by the development of a functional safety concept. The functional safety
concept specifies safety measures within the context of the vehicle architecture, in-
cluding fault detection and failure mitigation mechanisms, to satisfy the safety goals.
Two further hierarchies of claim are defined for asserting how the functional safety
concept is adequately refined and satisfied by a technical safety concept and hardware
and software components (again to the required ASIL). As a result, the implicit argu-
ment follows a hierarchy of claims that can be grouped as follows:

Safety Goals (hierarchy 1) — the vehicle in its environment;

Functional Safety Requirements (hierarchy 2) — the vehicle and its systems;
Technical Safety Requirements (hierarchy 3) — the E/E system; and

Hardware and software requirements (hierarchy 4) — component and part level.

For each hierarchy, ISO 26262 prescribes evidence, in the form of work products,
for substantiating these claims. Additionally, the standard identifies methods for gen-
erating these work products in accordance with the required ASIL. For example, in
order to substantiate a claim that the technical safety requirements have been correctly
implemented at the hardware-software level, evidence should be provided through
methods such as a requirements-based test, fault injection test or back-to-back test
(Table 1, Part 4). This evidence should be captured in an Integration Testing Report
(Work Product 8.5.3, Part 4).

The implicit safety argument in ISO 26262 has two main categories of claim:
product claims and process claims. Based on the hazard analysis and risk assessment,
the product claims focus primarily on the safety goals and safety requirements (i.e.
specifying and demonstrating behaviour which is free from unreasonable risk). The
process claims focus on the adequacy of the organisations, people, lifecycles, methods
and tools involved in the generation of the work products. The nature of these process
claims and the rigour of the evidence needed to support them vary with the ASIL
assigned to the safety goals and their corresponding safety requirements (i.e. high
levels of risk require high levels of process rigour).

Compliance with ISO 26262 and the evaluation of the above implicit argument is
demonstrated, in part, using two types of confirmation measures: functional safety
audit and functional safety assessment. The requirements for both, and the necessary
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independence, are specified in Part 2 of the standard. The functional safety audit is
concerned with reviewing the implementation of the processes required for functional
safety. Functional safety assessment is concerned with making a judgement on the
functional safety achieved by the item and hence is concerned with the characteristics
of the product. The assessment includes evaluating the work products specified in the
item’s safety plan, the required processes (i.e. the functional safety audit) and the
appropriateness and effectiveness of the safety measures that are implemented.
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Fig. 1. Implicit ISO 26262 Safety Argument Structure

2.2 Product-Specific Safety Rationale

A legitimate question at this point should be: why is it necessary to document the
above safety argument if it is common to all items compliant with ISO 26262? What
is the added value of developing, reviewing and maintaining this common safety ar-
gument? In this paper, we contend that the challenge does not lie in merely capturing
this common, implicit, argument. Instead, most of the effort should focus on justify-
ing, through an explicit argument structure, how one hierarchy of claims, e.g. con-
cerning absence of unreasonable risk, is supported by another hierarchy of claims, e.g.
safety goals that address any unreasonable risk (Fig. 1). These sub-arguments should
capture the product-specific safety rationale which typically varies from one item to
another. That is, although the overall structure of the argument is stable (i.e. assess-
ment of hazardous events and specification, development and assessment of safety
goals and safety requirements), the assurance challenge lies in providing product-
specific rationale, assumptions and justifications for why, given an operational
environment, a vehicle configuration and the condition of other vehicle systems, the
available evidence is sufficient to support the asserted claims. Typically, these claims,
and their corresponding arguments and evidence, are the focus of the functional safety
assessment process as they address the product-specific safety rationale that is often
associated with unique characteristics of the system and its environment.

A claim is typically made that the absence of unreasonable risk of a hazardous
event has been addressed by conforming to a safety goal. However, it would be naive
to define a safety goal as simply a negation of a hazardous event and simply to assign
an ASIL to that safety goal. Although this approach is arguably valid from the per-
spective of literal ISO 26262 compliance, it is simplistic as it limits risk mitigation to
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reducing the probability of the hazardous malfunction. Other risk reduction strategies
related to reducing severity, improving controllability and/or reducing exposure (typi-
cally through a measure “external” to the item, which can be another E/E system) can
be taken into account. For example, if a safety goal stipulates that the system shall
transition to a safe state in the presence of faults that could otherwise cause the corre-
sponding hazardous event, then an argument and evidence for why the specified safe
state is considered to be adequately safe should be provided. This can be achieved by
justifying that, were the vehicle behaviour in the safe state to be subject to ISO 26262
hazard classification criteria, then it would be classified ‘QM’ (Quality Management).
QM in ISO 26262 denotes a risk that does not require the satisfaction of any specific
safety requirements, thereby implying that the level of risk is reasonable and no fur-
ther risk reduction is necessary. The main claim here would be that the residual risk
associated with the hazardous event, after achieving the safety goal, has been reduced
to a level that is reasonable. The subsequent argument used to support such a claim
would then need to explicitly assert which risk parameters (‘controllability’, ‘severity’
or ‘exposure’) would be reduced if the residual risk were classified in this way.

A typical approach may be to provide an argument that some reconfiguration or
degradation scheme is capable of placing a system into a safe state such that the con-
trollability of any reaction, e.g. to an undemanded drive torque, is effectively CO (con-
trollable in general) whereas the hazardous event itself will have been classified with
the controllability parameter taking a value of C1, C2 or C3. Another approach may
be to place a system in a safe state by preventing a vehicle exceeding a speed thresh-
old upon detection of a fault that can cause the hazardous event such that the exposure
parameter that could be associated with the safe state is effectively EO (incredible).
Such reasoning is product-specific and the implicit safety argument in ISO 26262
does not prescribe any product-specific safety rationale.

The safety argument structure in Fig. 1 includes references to five product-specific
safety rationale sub-arguments. These sub-arguments should provide justification for
the inferential transition from one hierarchy of safety claims to another. For instance,
the functional safety concept rationale argument should include a justification for why
the deployment of safety measures such as fault detection, failure mitigation and/or
driver warnings should lead to the satisfaction of the corresponding safety goals.

3 Industrial Case Study

This case study is based on a typical electric vehicle architecture (technology-specific
details have been abstracted for reasons of commercial sensitivity), in which a basic
Item Definition and hazardous event are considered. The purpose of the case study is
to examine the product-based safety rationale arguments, discussed in Section 2, for
the corresponding Safety Goal and Functional Safety Concept.

3.1 Item Definition

The Item Definition is shown in Fig. 2. The pertinent nominal operation is as follows:
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e Driver requests positive longitudinal vehicle acceleration by depressing accelerator
pedal

e Accelerator pedal provides a low voltage electrical signal to indicate pedal position
to the Controller

e Controller reads this pedal signal and places a corresponding torque demand on the
High Voltage Power Inverter (HVPI) via the Controller Area Network (CAN)

e HVPI converts a certain quantity of electrical energy from the High Voltage Bat-
tery to high voltage electrical power supplied to the Electric Machine, according to
the torque demand from the Controller

e High voltage electrical power supplied to the Electric Machine induces a mechani-
cal torque in the Electric Machine, which is transferred through the transmission to
the vehicle’s rear wheels.

Item Boundary
High Voltage
Battery Vehicle
Wheel

|
|
} '
. Accelerator High Voltage |~~~ ~ Electric o
Driver i Controller Power  -—----— " — — —| Transmission
Pedal Machine
Inverter
I

CAN Communication |
Low Voltage Electrical Power Vehicle
———~—High Voltage Electrical Power Wheel
— — ~ Mechanical Force / Torque / Power

Fig. 2. Electric Vehicle Propulsion System

3.2  Hazard Analysis and Risk Assessment

This case study focuses on the Hazardous Event ‘Unintended vehicle acceleration
during a low speed manoeuvre amongst pedestrians’, which is classified as ASIL B
based on values of E3 (medium probability), S2 (severe and life-threatening injuries,
survival probable), C3 (difficult to control or uncontrollable) for the Exposure, Sever-
ity and Controllability parameters respectively. The rationale for this classification
requires a detailed description of the vehicle, the operational and environmental con-
straints and peer systems and as such it has not been included for brevity.

3.3  Safety Goal and Its Rationale Argument

The safety goal that has been defined to address the risk associated with the Hazard-
ous Event is ‘Vehicle positive longitudinal acceleration shall not exceed driver de-
mand by > 1.5 m s° for longer than 1 s*. However, the question that a safety assessor
may rightly ask is why by meeting this safety goal is unreasonable risk avoided? It is
not typical within industry for the answer to questions of this type to be documented,
but doing so should help the engineer to be clear about why the safety goal achieves
freedom from unreasonable risk, and to communicate that to the safety assessor.

The argument for this particular case study, presented in Goal Structuring Notation
(GSN) [12] in Fig. 3, is based on improving controllability; specifically if the
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unintended acceleration is kept below the stated threshold, the driver is able to slow
and stop the vehicle before a collision with the pedestrian occurs. Within this argu-
ment, the ‘Absence of Unreasonable Residual Risk’ strategy is generic, and could be

applied to any safety goal, whereas the ‘Residual Risk Controllability Classification’
strategy is specific to this particular safety goal.

Safety Goal #1 Rationale ] Safety Goal #1
Achievement of Safety Goal #1 yields the
absence of unreasonable risk associated
with Hazardous Event #1

v

Absence of Unreasonable
Residual Risk

“Vehicle positive longitudinal
acceleration shaif not
exceed driver demand by >
15m s*forlonger than 1's’
ASIL B

Hazardous Event #1
Risk Parameter Estimations

Argument by consideration of
residual risk associated with
Hazardous Event #1

v

Residual Risk Classification

Exposure: E3
Severity 82
Controllability: ~ C3

‘QM’ Classification
The residual risk associated with
Hazardous Event #1, taking credit for the
effect on vehicle behaviour of achieving
Safety Goal #1, would be classified ‘QM’

v

Residual Risk ‘Controllability’
Classification

The level of risk associated
with any hazardous event

rated ‘QM'’ is considered to be
‘reasonable’

Argument by consideration of
effect on ‘Controllability’
parameter of achieving Safety

Goal #1
]

Reaction ‘C0 Controllable’

‘C0 Controllability’

Vehicle behaviours that are
‘controllable in general’ may
be rated 'CO’

‘Controllability’ rating of vehicle behaviour
when Safety Goal #1 is achieved is ‘CO’

]

Reaction Controllable in General

‘CO Controllability’ Yields
‘QM’ Risk Classification

If a hazard is assigned to the
controllability class ‘C0", no
A positive longitudinal vehicle acceleration ASIL assignment is required
exceeding driver demand by 1 5 ms®for 1's
has been demonstrated to be ‘controllable in
general’ by the driver slowing and stopping the
vehicle with application of the brake pedal

Documentation of EV Propulsion
existing experience System Validation
Report

Fig. 3. Safety Goal Rationale Argument

3.4  Functional Safety Concept and Its Rationale Argument

The functional safety concept that has been chosen to achieve the safety goal, named
‘Distributed detection and mitigation of torque errors’, is based on degradation;
whereby all faults that can lead to excessive acceleration are detected within an ac-
ceptable time interval. On detection of a fault, the vehicle acceleration is limited to a
value below that specified in the safety goal. The concept is based on the assertion
that only malfunctioning behaviour of the Item that can violate the safety goal (which
is specified in terms of vehicle-level behaviour; acceleration) is the delivery of
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excessive torque to the Transmission; behaviour which is specified at the Irem-level.
The concept features are as follows (Fig. 4):

1. Detection of all faults that would otherwise lead to excessive torque delivery:

(a) Controller detects accelerator pedal faults by comparing and arbitrating be-
tween the outputs from two independent pedal position measurement sensors

(b) Controller self-detects torque-request errors by comparing its final torque re-
quest to the HVPI (output) with the accelerator pedal position (input)

(c) HVPI self-detects torque-demand errors by comparing the quantity of high
voltage electrical power supplied to the Electric Machine (output) with the
torque request from the Controller (input)

2. Upon detection of errors, outputs are electronically ‘limited’ to a fixed value that
ensures that the magnitude of excessive torque delivered to the Transmission is be-
low that required to violate the safety goal’s acceleration criteria.

Safety Goal #1

“Vehicle positive longitidinal
acceleration shall not exceed
driver demand by > 15 m s
for longer than 15’ ASIL B

FSC #1 Rationale

achievement of Safety Goal #1

=)

mplementation of FSC #1 yields the

Torque Faults

Limiting Torque

The only malfunctioning behaviour of
the EV Propulsion System that can
invalidate Safety Goal #1 is the
delivery of excessive torque to the
Transmission

Limiting Excessive Torque
Delivery

Argument by appeal to limiting the
quantity of excessive torque that can
be delivered to the Transmission to
150 Nm within 15

of

to

Limiting Torque Delivery in the Presence

FSCH#1 calls for limiting torque delivery to

the Transmission to 150 Nm within 1 5 of

the occurrence of any fault that could lead
excessive torque delivery

Faults

150 Nm Justification

‘The maximurm vehicle acceleration than can
be generated by delivery of 150 Nm of
torque to the Transmission is 1 5 m s*

exceed 1s

Fault 1: Accelerator pedal position
incorrectly sensed

Fault 2: Controller requests excessive
torque from HVPI

Fault 3: HVPI provides excessive high
voltage electrical power to Electric

within0 5's.

Detection of Torque Faults

FSC #1 calls for the detection of all faults
that could lead to the delivery of
excessive torque to the Transmission

Detection and Response Timing

The combined time to detect and
respond to any torque fault does not

'Vehicle Test/
Simulation

Report

Machine

Timing
Analysis

Response to Detected Torque Faults

FSC #1 calls for the prohibition of more
than 150 Nm of excessive torque
delivery to the Transmission within 05
s of detecting a Torque Fault

Identification of Torque Faults

Fault 1, Fault 2 and Fault 3 are the
only fauts that can cause the
delivery of excessive torque to the
Transmission

Detection of Torque Faults

FSC #1 calls for the detection of
Fault 1, Fault 2 or Fault 3 within 05
s

Response to Individual Torque Faults

FSC #1 calls for the prohibition of either
the Controller or HVP individually
requesting/demanding more than 150
Nm of torque within 05 s of detecting a
torque fault

Fault Tree
Analysis

Functional
Safety

Functional
Safety

Absence of Common Cause Faults

There are no individual faults that can
cause the Controller and HVP! to both
malfunction in a way that could collectively
cause the delivery of more than 150 Nim of
excessive torque to the Transmission

Functional
Safety

Functional
Safety

b

a

d e

Common
Cause
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Fig. 4. Functional Safety Concept Rationale Argument

Typically, a company would document the failure modes of the concept in an analysis
report, e.g. using Failure Mode and Effects Analysis (FMEA), and manage safety goal
and functional safety requirements in a requirements database. It would also have
vehicle test reports or simulations demonstrating that the safety goals had been met.
However, the rationale explaining how this evidence fits together is not often
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documented. This means that whoever performs the Functional Safety Assessment
has to deduce this for themselves by ‘reading between the lines’, and for complex and
highly interconnected systems, tenuous leaps may need to be made. The added value
of formally documenting the rationale, as in Fig. 4, is not only that it helps the engi-
neers to identify potential deficiencies in the safety argument, but also that it eases the
subsequent task of performing the Functional Safety Assessment, and may highlight
the need for further work.

Electric Vehicle (EV) Propulsion
System Functional Safety

Item Definition

The absence of ur risk

caused by malfunctioning behaviour
of the EV Propulsion System has

been achieved

Hazardous Events
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Safety Goal
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Fig. 5. Item Functional Safety Argument

Item Functional Safety Argument

Confidence

FSC confidence claim

] AG_FSCC_1

The two arguments presented in Fig. 3 and Fig. 4 can be referenced as ‘Away Goals’
[12] within the complete safety argument for the Item (Fig. 5). Other structures within
the complete safety argument should include confidence-based process claims that
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refer to the ASIL-specific processes used to develop the work products. The complete
argument would also require further development to justify how the functional safety
concept has been implemented by the chosen technical safety concept and subse-
quently by the hardware and software safety requirements. Although this has not been
the focus of this paper, it has been found that the argument structure at the level of
safety goals and functional safety concept can be successfully repeated at lower lev-
els, with the capability to partition the argument to represent the distributed develop-
ment commonly seen between a vehicle manufacturer and its suppliers.

4 Analysis and Discussion

Without a clear safety argument structure, a checklist approach to safety assurance,
based on the creation of work products and requirements traceability, tends to be
used. Important as this is, the rationale behind the requirements is often not docu-
mented. An important aspect of capturing the product-based safety rationale is that it
helps the engineers identify potential deficiencies in the argument in a timely manner
and supports the subsequent task of performing the Functional Safety Assessment. In
this section, we reflect on the insights gained from different engineering perspectives.

4.1 Original Equipment Manufacturer (OEM) Perspective

Typically, a large list of safety requirements and work products is presented to an
OEM, i.e. the vehicle manufacturer, for which there may be traceability to the safety
goals but no, or only tenuous, basis for understanding whether and how the safety
goals have been fully satisfied. Consequently the adequacy of the deliverables can
only be determined by extensive question and answer sessions. This often reveals that
the important safety rationale is not documented and only exists in the heads of the
engineers. It also often reveals that there are many undocumented assumptions which
need to be validated and would be better treated as safety requirements. Where the
approach presented in this paper is adopted, engineers gain a deeper understanding of
the system they are designing. Further, documentation is generated at a more appro-
priate lifecycle stage to enable effective and timely assessment.

Because of the hierarchical nature of the explicit safety argument, and the observa-
tion that its structure repeats between levels, the argument lends itself to being ‘split’
between organisations. For example, an OEM may typically develop the safety argu-
ment down to, and including, the level of functional safety concept. The supplier re-
sponsible for developing the technical safety concept and hardware and software
safety requirements can then develop the relevant downstream rationale in a similar
manner to the OEM in order to justify the safety requirements they have developed.

4.2  Supplier Perspective

E/E system suppliers are heavily dependent on requirements received from the OEM,
as the OEM has a complete view of the vehicle, its systems and their dependencies.
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However, by developing an E/E system and hardware and/or software components, a
supplier will generally own a high proportion of the faults that can contribute to haz-
ardous events. As such, suppliers will be responsible for the design requirements,
safety analysis and verification of the E/E system to support the claim that vehicle
level safety will be assured and that the requirements of the functional safety concept
have been achieved. With this partitioning of responsibilities comes the need to dem-
onstrate accountability i.e. the need for suppliers to provide a safety argument to jus-
tify that their design/implementation supports certain safety goals at the vehicle level.
A structured argument provides this much needed visibility between parties at the
different assessment stages.

Further, suppliers traditionally develop common E/E platforms prior to OEM en-
gagement. For example, a supplier developing an engine management system for
future vehicle emission legislation will identify requirements years before involving
OEMs. It is important that any safety-related component/element, which is developed
without a specific application context, is assessed. The supplier will need to capture
assumptions, most likely based on previous experience, and possibly in isolation.
These assumptions and the safety rationale are very well suited to an argument struc-
ture that clearly identifies product safety claims in relation to assumed hazards, safety
goals and concepts. A clearly defined argument structure improves the engagement of
customers with new applications not only to provide the safety justification but also to
identify assumptions that require confirmation, redress and also the allocation of risk
mitigation responsibilities to customers when needed.

4.3  Safety Assessor Perspective

In the infancy of ISO 26262, early project assessments have been based solely on
work products and processes. This has resulted in lengthy protracted assessments,
trawling through documentation and relying heavily on interviews to discover un-
documented rationale. This has highlighted the need to have a safety case with a clear
structure and purpose. It has also been found that it is both possible and beneficial to
assess the ‘top down’ safety argument iteratively, as the design of an item evolves.
For example, the safety assessor can review the safety goal rationale argument in
Fig. 1 before the functional safety or technical safety concepts have been developed,
rather than waiting until the later lifecycle stages. This helps to identify weaknesses in
the eventual safety argument earlier on in the project lifecycle, reducing the cost and
effort resulting from any subsequent rework.

Finally, the automotive industry like many other domains is driven by tight mar-
gins and time constraints. Once a project is underway, momentum increases quickly.
It is therefore essential that the visibility of the project’s technical and assurance at-
tributes and any infringements identified early so that undesired consequences are
addressed. This leads to the conclusion that the review and assessment of the safety
case at key product gateways will not only keep focus on the emergence of the pro-
ject’s and product’s safety attributes, but is more likely to have a safety case at the
final functional safety assessment that is legible and more readily analysable.



Safety Cases and Their Role in ISO 26262 Functional Safety Assessment 165

5 Concluding Remarks

Safety case development is a relatively new concept for many safety practitioners in
the automotive industry. The timely generation of well-focussed safety cases is capa-
ble of bringing considerable benefit in the context of development and assessment,
and thus of contributing to the safety assurance of automotive E/E systems. Our ex-
perience to date suggests that the primary focus of many documented safety cases for
ISO 26262-compliant systems and components remains on processes. In extreme
cases, this can result in bulky documentation that does little more than render explicit
the standard’s implicit arguments or, even, recapitulate its requirements in a different
form. Broadly, we perceive an educational challenge to exist in this area even among
automotive safety engineers with considerable experience in other areas.

Other characteristics have reduced the effectiveness of certain safety cases
produced to meet the requirements of ISO 26262. These include: lack of focus and
brevity; unnecessary repetition of information available elsewhere; and the use of
inappropriate means of expression (e.g. use of GSN where a table might be more
effective and vice versa). Similarly, safety cases in the automotive industry are as
susceptible as those in other industries to deficiencies such as fallacies and failures to
acknowledge limitations. These weaknesses are found in safety cases in other indus-
tries but, we believe, may best be countered by didactic material that is targeted
specifically at the automotive industry in order to improve outreach.
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