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Abstract. Group key exchange protocols are cryptographic algorithms that 
describe how a group of parties can communicate with their common secret key 
over insecure public networks. In 2013, Olimid proposed an improved group 
key transfer protocol based on secret sharing, and claimed that he eliminated the 
flaws in Sun et al.’s group key transfer protocol. However, our analysis shows 
that the protocol is still vulnerable to outsider and insider attacks and does not 
provide known key security. In this paper, we show a detailed analysis of flaws 
in the protocol. 

Keywords: key exchange protocol, group key transfer, secret sharing, attack, 
confidentiality. 

1 Introduction 

Secure group communications over public networks require that all group participants 
have to share a common secret key. This shared secret key, called the session key, is 
used to expedite authentication, confidentiality, and data integrity services. Group key 
transfer protocols are designed to achieve the fundamental security goal that no one 
except the group participants can establish the session key. Over the years, various 
protocols [1,2,3,4,5,6,7,8,9] have been proposed to achieve the fundamental goal of 
securely distributing a session key among a group of n participants. 

Recently, Sun et al. presented a group key transfer protocol based on secret sharing 
instead of encryption algorithm [8]. The protocol only needs the server to broadcast 
n+1 messages at once in a round of distribution and all of the legal users only need to 
store one secret share in all conversations regardless of new addition or someone’s 
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walkout. In addition, a simple computation is enough for each user to obtain the key. 
However, due to a flaw in Sun et al.’s protocol design, the protocol fails to achieve 
the fundamental security goal. In 2013, Olimid showed that Sun et al.’s protocol is 
susceptible to insider attacks and violates known key security and proposed an 
improved version of the protocol that eliminated the flaws of the original protocol. In 
this work, we provide a security analysis on the improved group key transfer protocol. 
Our analysis shows that the protocol still has flaws in the design and can be easily 
attacked. We present insider attack, outsider attack and failure of  known key 
security on the protocol. 

This paper is organized as follows: Section 2 reviews Olimid’s group key transfer 
protocol. Section 3 presents security analysis of the protocol. Finally, Section 4 
concludes this work. 

2 Olimid’s Group Key Transfer Protocol 

This section reviews an improved group key transfer protocol [9]. The protocol 
assumes a trusted key generation center (KGC) who provides key distribution service 
to its registered users, and consists of two phases: user registration, group key 
generation and distribution. The protocol adopts the following derivative secret 
sharing scheme. 

Derivative Secret Sharing 
Phase 1: Secret sharing 

1. KGC splits S into two parts n times: ܵ = ଵݏ + ′ଵݏ = ଶݏ + ′ଶݏ = ⋯ = ௡ݏ ′௡ݏ+ . 
2. KGC sends ௜ܲ  the share ݏ௜′ , i=1,2,…,n, respectively in a secure channel. 

Phase 2: Reconstruction 
1. KGC broadcasts the shares ݏ௜, ݅ = 1,2, … , ݊, at once when users want to 

recover the secret. 
2. ௜ܲ  regains S by computing ܵ = ௜ݏ + ′௜ݏ . 

The derivative secret sharing reduces the mutual dependence on others. Detailed steps 
of these phases are described as follows. 

2.1 Olimid’s Protocol 

Let U   be a set of all users who can participate in the protocol. The users in any 
subset of U   may run the protocol to establish common session key. 
Phase 1: User registration: Each user is requested to login to KGC for subscribing 
the group key distribution service. During registration, KGC shares a long-term secret ݏ௜′  with each user ௜ܷ ∈U  . 
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Fig. 1. An execution of Olimid's protocol (described from Step 3) 

Phase 2: Group Key Generation and Distribution:  

1. The initiator, a designated user of the group, requests for a group key 
distribution service by sending KGC {ݑଵ, ,ଶݑ … , ௧ݑ }, which contains the 
identities of the registered users ଵܷ, ଶܷ, … , ௧ܷ, in current session.  

2. KGC broadcasts the list of all participants according to the above received 
message as a response. 

3. Each ௜ܷ, i=1, … , t  sends a random challenge ݎ௜ to KGC. 
4. KGC randomly selects S and α to generate the group key ܭ = ௌߙ  for 

current service and then invokes derivative secret sharing to split S into two 
parts t times such that ܵ = ଵݏ + ′ଵݏ = ଶݏ + ′ଶݏ = ⋯ = ௧ݏ + ′௧ݏ . KGC then 
computes: ܯ௜ = ,௦೔ା௥೔ߙ} ,௜ݑ ,௜ݑ)ܪ ,௦೔ା௥೔ߙ ′௜ݏ , ௜ݎ , {(ߙ  and Auth=H(K, ߙ௦భା௥భ, … , ,௦೟ା௥೟ߙ ,ଵݑ … , ,௧ݑ ,ଵݎ … , ,௧ݎ  At last, KGC broadcasts .(ߙ
,ଵܯ} … , ,௧ܯ ,ℎݐݑܣ  .to the users at once {ߙ

5. After receiving ܯ௜, ℎ, and α, ௜ܷݐݑܣ  computes ℎ = ,௜ݑ)ܪ ,௦೔ା௥೔ߙ ′௜ݏ , ,௜ݎ  ,(ߙ
where ߙ௦೔ା௥೔ and ݑ௜ are from ܯ௜, ′௜ݏ  is the shared long-term secret stored 
by ௜ܷ, ݎ௜ as chosen in step 3. And then ௜ܷ checks whether or not h is equal 
to the corresponding part in ܯ௜ . If any of the checks fails, ௜ܷ  aborts; 

Otherwise, ௜ܷ computes ܭ ′ = ′௦೔ߙ ∗ ′ℎݐݑܣ  ,௥೔ߙ/௦೔ା௥೔ߙ = ܭ)ܪ ′, ,௦భା௥భߙ … ,௦೟ା௥೟ߙ, ,ଵݑ … , ,௧ݑ ,ଵݎ … , ,௧ݎ  ℎ′ is equal toݐݑܣ and checks whether or not (ߙ
Auth. If so, then ܭ ′ is the correct group session key K which is distributed 
by KGC.  
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6. Each user ௜ܷ returns a value ℎ௜′ = ′௜ݏ)ܪ , ܭ ′, ,ଵݑ … , ,௧ݑ ,ଵݎ … , ,௧ݎ  .to KGC (ߙ
KGC computes ℎ௜ = ′௜ݏ)ܪ , ,ܭ ,ଵݑ … , ,௧ݑ ,ଵݎ … , ,௧ݎ ′௜ݏ with its own (ߙ  and K, 
and checks whether or not ℎ௜′ = ℎ௜. This review confirms that every user in 
current session has obtained the correct group key. 

3 Security Analysis 

In this section, we analyze the security features of the improved group key transfer 
protocol based on secret sharing described in Section 2. The fundamental security 
goal of a key exchange protocol is to ensure that no one other than the intended users 
can compute the session key. But, Olimid’s protocol fails to achieve this fundamental 
security goal. We describe this security vulnerability of the improved group key 
transfer protocol. 

3.1 Outsider Attack 

To an outside adversary, his motivation is to obtain the group key or share the group key 
with group participants. In the following analysis, we can see that his aim is come true. 
 
Method 1: 

1. The adversary A can grasp ݎ௜, ,ଵܯ … , ,௧ܯ ,ℎݐݑܣ and ߙ from the broadcast 
channel between KGC and authorized users ௜ܷ. 

2. Since A knows  ܯ௜ = ൛ߙ௦೔ା௥೔, ,௜ݑ ,௜ݑ൫ܪ ,௦೔ା௥೔ߙ ′௜ݏ , ௜ݎ , ݅) ൯ൟߙ = 1,2, … ,  A ,(ݐ
is able to obtain ݑ)ܪ௜, ,௦೔ା௥೔ߙ ′௜ݏ , ,௜ݎ  .(ߙ

3. Using the grasped values ݎ௜, ,௦೔ା௥೔ߙ ,௜ݑ and α, A is able to obtain ݏ௜′  from ݑ)ܪ௜, ,௦೔ା௥೔ߙ ′௜ݏ , ௜ݎ ,  .by guessing attack (ߙ

4. Thus, A is able to calculate the session key ܭ = ′௦೔ߙ ∗  .௥೔ߙ/௦೔ା௥೔ߙ
 
Method 2: 

1. A can grasp ݎ௜, ,ଵܯ … , ,ଶܯ ,ℎݐݑܣ and ߙ from the broadcast channel between 
KGC and authorized users  ௜ܷ. 

2. From ܯ௜ = ൛ߙ௦೔ା௥೔, ,௜ݑ ,௜ݑ൫ܪ ,௦೔ା௥೔ߙ ′௜ݏ , ,௜ݎ ݅) ൯ൟߙ = 1,2, … , (ݐ , A is able to 
obtain ݑ௜ and ߙ௦೔ା௥೔. 

3. Using the grasped values Auth, ߙ௦భା௥భ, … , ,௦೟ା௥೟ߙ ,ଵݑ … , ,௧ݑ ,ଵݎ … , ,ߙ ௧,andݎ A is able to obtain the session key K From ݐݑܣℎ = ,ܭ)ܪ ,௦భା௥భߙ … , ,௦೟ା௥೟ߙ ,ଵݑ … , ,௧ݑ ,ଵݎ … , ,௧ݎ (ߙ by launching a 
guessing attack. 

3.2 Insider Attack 

Every inside user in Olimid’s protocol is expected to reconstruct the group key but 
know nothing more extra information. However, our analyses show that malicious 
inside user ௜ܲ  can forge the return response  ݏ)ܪ௝′ , ܭ ′, ,ଵݑ … , ,௧ݑ ,ଵݎ … , ,௧ݎ    and (ߙ
impersonate ௝ܲ as following. 
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Method 1: 
1. A can grasp ݎଵ, … , ,௧ݎ ,ଵܯ … , ,௧ܯ ,ℎݐݑܣ and ߙ from the broadcast channel 

between KGC and authorized users ௜ܷ. 
2. Since A knows ܯ௝ = ൛ߙ௦ೕା௥ೕ, ,௝ݑ ,௝ݑ൫ܪ ,௦ೕା௥ೕߙ ′௝ݏ , ,௝ݎ ݅) ൯ൟߙ = 1,2, … ,  A is ,(ݐ

able to obtain ݑ)ܪ௝, ,௦ೕା௥ೕߙ ′௝ݏ , ௝ݎ ,  .(ߙ

3. Then, A knows ݎ௝, ,௝ݑ ,௦ೕା௥ೕߙ and ߙ , A is able to obtain ݏ௝′  from ܪ൫ݑ௝, ,௦ೕା௥ೕߙ ′௝ݏ , ,௝ݎ  .൯ by guessing attackߙ

4. Using the obtained ݏ௝′ , malicious inside user ௜ܲ  can forge the ௝ܲ′ݏ response 
message ݏ)ܪ௝′ , ܭ ′, ,ଵݑ … , ,௧ݑ ,ଵݎ … , ,௧ݎ   .(ߙ

 
Method 2: 
Let ܷ௔ ∈U  be an authorized user for a session (ܭଵ), ݏ௔′  be his long-term secret, (ܷ௞భ) ⊆ U    be the qualified set of participants of the session, (ߙ௦೔(ೖభ)ା௥೔(ೖభ))௎೔∈௎(ೖభ)  
be the values that were broadcasted as part of (ܯ௜)௎೔∈௎(ೖభ) in step 4 , and ܭ(௞భ)  .ௌ(ೖభ) be the session keyߙ=

1. The participant ܷ௔  is qualified to determine (݇ଵ)  session key as: ܭ(௞భ) = ′௦ೌߙ ∙  .௥ೌ(ೖభ)ߙ/௦ೌ(ೖభ)ା௥ೌ(ೖభ)ߙ
2. Since ߙ௦೔(ೖభ)ା௥೔(ೖభ) and ݎ௜(௞భ) are public, he is able to compute ߙ௦೔′ , for all ௜ܷ ∈ (ܷ௞భ):  ߙ௦೔′ = (௞భ)ܭ ∙  .௦೔(ೖభ)ା௥೔(ೖభ)ߙ/௥೔(ೖభ)ߙ
3. Suppose that ܷ௔ is unauthorized to recover (݇ଶ) session key, (݇ଶ) ≠ (݇ଵ). 

But, he can eavesdrop the exchanged messages, then he is able to compute ߙ௦ೕ(ೖమ) = ௥ೕ(ೖమ)ߙ/௦ೕ(ೖమ)ା௥ೕ(ೖమ)ߙ  for all ௝ܷ ∈ (ܷ௞మ), where (ܷ௞మ) ⊆U   is the 
qualified set of parties of the session  (݇ଶ).  

4. The inside adversary ܷ௔  can find the key ܭ(௞మ)  of the session (ܭଶ ) as: ܭ(௞మ) = ′௦್ߙ ∙ ௦್(ೖమ)ߙ = ′௦್ߙ ା௦್(ೖమ) where ௕ܷ ∈ (ܷ௞భ) ∩ (ܷ௞మ) .  Thus, an 
insider is able to compute any session key under the assumption that at least 
one authorized participant for both sessions exists.  

5. Then, the inside adversary is able to obtain others’ secret shares  ݏ௝′  (݅ =1, … ,  .(ݐ
6. Since ܷ௔ knows (ℎ, ,௝ݑ ,௦ೕା௥ೕߙ ′௝ݏ , ,௝ݎ  ௔ is able to forge a ௝ܲ′s responseܷ ,(ߙ

message ℎ௝ = ,௝ݑ൫ܪ ,௦ೕା௥ೕߙ ′௝ݏ , ௝ݎ ,  .൯. Thereafter, ܷ௔ is able to impersonate ௝ܲߙ

Unlike to the Olimid’s claim, his improved group key transfer protocol is still 
vulnerable to insider attacks. 

3.3 Known Key Security 

Suppose an adversary owns a session key ܭ(௞భ) . We also assume that he had 
previously eavesdropped values ݎ௜(௞భ)  in step 3, ߙ௦೔(ೖభ)ା௥೔(ೖభ)  and α  from the 
broadcasted message in step 4 of session (݇ଵ), then he is able to compute ߙ௦೔(ೖభ) =
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௥೔(ೖభ) for all ௜ܷߙ/௦೔(ೖభ)శೝ೔(ೖభ)ߙ ∈ (ܷ௞భ). Because the session key ܭ(௞భ) is exposed, he 

can also compute the long term secret ߙ௦೔′ , for all ௜ܷ ∈ (ܷ௞భ): ߙ௦೔′ =  .௦೔(ೖభ)ߙ/(௞భ)ܭ
Let (݇ଶ) be any previous or future session that has at least one common qualified 

participant ܷ௕  with ( ݇ଵ ), i.e. ܷ௕ ∈ (ܷ௞భ) ∩ (ܷ௞మ) . As before, the adversary 
eavesdropped  ݎ௕(௞మ) ௦್(ೖమ)ା௥್(ೖమ)ߙ , , α  and computed ߙ௦್(ೖమ) =  .௥್(ೖమ)ߙ/௦್(ೖమ)ା௥್(ೖమ)ߙ

The adversary can now recover the key ܭ(௞మ): ܭ(௞మ) = ′௦್ߙ ∙ ௦್(ೖమ)ߙ = ′௦್ߙ ା௦್(ೖమ). 
Therefore, an adversary is able to disclose any session key under the assumption that 
a session key has been compromised. 

4 Conclusion 

In 2013, Olimid proposed an improved group key transfer protocol based on a special 
secret sharing scheme [9]. He claimed that his improved protocol eliminated insider 
attack and provided known key security. However, our analysis shows that any inside/ 
outside adversary can obtain the session key and impersonate legal users. Therefore, 
the improved protocol does not meet the fundamental security goal. Future work 
could be undertaken to remedy Sun et al. [8] and Olimid protocols. 
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