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Abstract. Malware authors are continuously developing crime toolkits. This
has led to the situation of zero-day attacks, where malware harm computer sys-
tems despite the protection from existing Intrusion Detection Systems (IDSs).
We propose an Intelligent Intrusion Detection and Prevention System (IIDPS)
approach that combines the Signature based Intrusion Detection system (SIDS),
Anomaly based Intrusion Detection System (AIDS) and Response Intrusion De-
tection System (RIDS). We used a risk assessment approach to determine an
appropriate response action against each attack event. We also demonstrated the
IIDPS make the detection and prevention of malware more effective.

Keywords: Intrusion Detection System, Response Action, Malware, Signature
Base Detection, Anomaly Base Detection, Web application.

1 Introduction

Malicious software (Malware) in web applications may result in stealing of confiden-
tial data, breaking of data integrity, reduced availability, causing damage or risk of
data loss. Thus malware prevention and detection is vital to secure the web applica-
tions[1]. Recent trends in web application malware have become a major threat and
they are increasing in complexity and evolving rapidly as systems provide more op-
portunities for more automated activities[2]. Furthermore, the damage caused by web
application malware to individuals and businesses have dramatically increased. To-
day, writers of malware develop sophisticated techniques for concealing or constantly
changing their attacks to evade established detection software. Attackers, who achieve
unauthorized access to financial web applications, are causing losses to the financial
sectors and there is no one single technique that can stop them[3]. Generally, the at-
tacker developed new sophisticated techniques to specifically target and compromises
web applications. As a result, attackers have access to other user’s data. Furthermore,
every year the quantity and creativity of web application hacks growths and the threat
impact from these attacks increases rapidly, costing organizations millions every
year[4].Moreover, the new generation of cybercrime is high degree of stealthiest and
the attacker developing tool kits attacks that pose severe challenges to protect internet
users. These crime tool kits such as Zeus and SpyEye, which have powerful capability
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of attacks and have led to the threat of zero-day attacks, have showed a necessity to
identify an Intelligent Malware Detection and Prevention System.

However, most exiting intrusion detection systems suffer from critical problems,
such as: low detection accuracy; high false alarm rate; and the difficulties in dealing
with the new attack. In this paper, we propose IIDPS for the efficient prevention and
detection of malware.

Protecting web application from malicious attacks is an essential issue. Within this,
intrusion prevention and intrusion detection systems have been the topic of a lot of
research and have been suggested in a number of papers[5][6][7]. Nevertheless, the
action that should follow the functionality of prevention and detection, namely re-
sponse action, has needed to be involved as a primary function against any potential
attack.

This paper is organized as follows. In Section 2, we present the background and re-
lated work. In Section 3, we describe the design and structure of our IIDPS model.
Section 4 provides the conclusion to this paper.

2 Background and Related Work

Initially intrusion detection techniques mostly relied on matching to signatures pat-
terns of well-known malware for triggering a detection decision. This style of detec-
tion strategy is usually known as Signature Base Detection (SBD). Nevertheless, it is
very hard for SBD to detect zero-day attack, since such a malware example would
have previously unidentified signatures. Thus anomaly base detection has attracted
many researchers to overcome for this problem. Unfortunately anomaly detection
systems suffer from high false negative, that is, the incorrect classification of valid
software as malware[1].

Based on the input data sources the IDSs are examine, there are two main types of
IDSs: network-based IDSs and host-based IDSs. Host-based IDSs (HIDS) examine
host-bound audit sources such as application system audit, operating system, system
logs, or database logs. A HIDS detector play significant role for detection inside at-
tacks that do not involve network traffic. While network-based IDSs (NIDS) examine
network packets that are taken from a network. Network-based IDS can be imple-
menting to protect several hosts that are connected to a network. NIDS can report an
attack that could be launched from the external at an earlier stage, before the attacks
actually reach the host. However, NIDSs have the capacity problem to examine all
packets in a high speed network.

Based on examination techniques, there are two approaches to analysing events us-
ing IDSs intrusion detection techniques can be categorized into two classes: signature
based detection and anomaly based detection.

Up until now, there have only been a few approaches that have implemented IDS to
find anomalies in web applications using a (SIDS) and an (AIDS). However, very few
have used a combination of the two approaches[6]. Unfortunately none of them can
guarantee a high level of security on web applications due to the web application archi-
tecture. Regarding current research for intrusion detection on web applications, Table 1
provides a summary of the research in developing an Intrusion detection system.
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Table 1. Current Research in the Area of Anomaly Based Detection on Web Application
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3 Intelligent Intrusion Detection and Prevention System (IIDPS)

As shown in Section 2, traditional IDS have restrictions, including low flexibility,
inability to distinguish novel attacks, high cost, slow updates and lacks extensibility.
It also shows that both SIDS and AIDS have drawbacks such as low detection
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zero-day attack. The aim of the new approach is design and develops an effective
IIDPS that address the weakness of SIDS and AIDS. Our IIDPS combines SIDS,
AIDS and RIDS to become an IIDPS. Figure 1 shows an overview of the proposed
Intelligent Intrusion Detection and Prevention System. In our system, AIDS help to
detect unknown attacks, while SIDS detects known attacks. The basic idea of the new
system is to take benefits from both SIDS and AIDS to create effective IDS. The
IIDPS has three stages; the SIDS stage, the AIDS stage and the response action stage
as shown in Figure 1.
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Fig. 1. Overview of IIDPS and Response Action Model

3.1 SIDS Stage

The SIDS stage simply uses pattern matching to handle the received request from
clients. Whether or not this request is legitimate or illegitimate, SIDS will detect a
known malicious string attack that has been previously stored in the SIDS signature
database. If the request is passed to the final stage has the same pattern as found on
the malicious string database, it means the request will be identified on the system as
a true attack. As a consequence, response action is taking the appropriate response
action. Otherwise, if the received request is not found in the malicious string, the
AIDS stage handles the request.

3.2  AIDS Stage

The second stage is the AIDS stage. The main idea of this stage is to overcome the
shortfalls of the SIDS stage. The main assumption is that any request received from
users is an anomaly request, unless proven otherwise. In the AIDS stage, the system
builds the profile of users by using data that is accepted as normal behaviour. Then it
monitors the activities of new users and compares the new data with the obtained
profile and tries to detect deviations.



Developing an IIDPS against Web Application Malware 181

In this stage, the system gathers information from the user request such as request
length, character distribution and particular token, and if any suspicious event is de-
tected, the system will store it in the signature database. The reason from the store
signature in the database is taking precautions against the new attack in future re-
quests.

Once the users profile has been built, the system can decide if the user activity is a
normal or abnormal behaviour. The profile information collected from the users’
activities by using the learning mode enables identification of the appropriate re-
sponse to any attack, as shown at the bottom of Figure 1.

3.3 Response Action Stage

The final element of our approach is taking appropriate response actions against a
request if it is found to be an anomaly. A response action is a set of instructions that is
carried out for a given attack. Response actions are triggered by the response action
policy in reply to an attack which is detected by SIDS or AIDS. Once SIDS and
AIDS detect an attack then this stage comes to reacts with attacks. The Response
Action has two stages, risk assessment stage and response reaction stage.

Risk Assessment

The main purpose for risk assessment is to estimate the risk level of an attack. We
have adopted the DREAD model from Microsoft to help calculate risk and rate the
threats[13]. By using the DREAD model, it is possible to arrive at the risk rating for a
given threat by asking the following questions:

Damage potential: How great is the damage if the vulnerability is exploited?
Reproducibility: How easy is it to reproduce the attack?

Exploitability: How easy is it to launch an attack?

Affected users: As a rough percentage, how many users are affected?
Discoverability: How easy is it to find the vulnerability?

We applied DREAD risk assessment to identify the risk level for an application at-
tack. We use the risk matrix to determine the risk assessment process. These matrices
provide a qualitative risk ranking that classifies the degree from very high to very low
as shown in Table 2. The probability of risk ranges from zero to one. The threat im-
pact can be classified in five states as shown in the following sets:

Probability of Risk= {Very Low, Low, Medium, High, Very High}

Impact of Risk= {Very Low, Low, Medium, High, Very High}

Table 2. Standard terms for severity quantification

Probability | Description
Very high | Expected to occur with almost certainty

High Expected to occur
Medium Likely occur
Low Very unlikely to occur

Very low | Almost no possibility of occurring
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We calculate each query risk and evaluate the probability of the risk occurring
against the security impact using the following equations

Risk =Probability x Impact
Expected Value= [Risk Probability Value]* [Risk Impact Value]

On the vertical axis, there is probability of the risk occurring, thus a higher chance of
that risk occurring and becoming an issue. The horizontal axis shows the level of
impact in the assumption that the risk will occur. As shown in Figure 2, the value
outputs near to zero point to normal features, while outputs near to one indicate ano-
malous ones.
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Fig. 2. Rule Action

One of the advantages of this approach is being able to show risks and identify
how risky they are on the database. If all the risks are clustered in the top right of the
diagram, then evidently the database is very risky. In other words, it may be exploited
by a malicious writer.

Response Reaction

In this stage, we will identify the best response against a database threat according to
the level of severity. Once the risk is estimated from the previous stage, our approach
can and determines appropriate action response. The reaction of our approach is re-
sponsible for providing a corresponding response action when an anomaly activity is
detected.

Once the users’ try request a malicious string, the response action will be executed.
This response action will handle this request according to severity methods as shown
in Table 3. There are six principle methods to handle risk. Table 3 shows each re-
sponse action according to severity request.
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Table 3. Response Actions

Severity Level Severity Level Description
No action The system will process as normal
Low Severity
Alarm Sent notification to DBA
Audit The request is audit
Medium Severity Hold The user requests is aborted
Disconnect The user session is disconnect
High Severity
Refuse The user request is refused

Once the risk has been calculated, an appropriate action will be executed according
to the severity level. For example if damage potential is very high; reproducibility is
very high; exploitability is very high ; affected users is high, and discoverability is
very high then risk level is consider very high.

4 Conclusion

A detection system with a response system would be highly reliable against suspi-
cious behaviour, as it is able to detect and react to maliciously requests that could
possibly be a zero day attack. In this paper, we developed IIDPS with a response ac-
tion that provides an early stage detection system. Our IIDPS combines SIDS, AIDS
and RIDS to become an IIDPS. Our approach of IIDPS is capable of preventing and
distinguishing various types of abnormal activity. SIDS was used to recognize known
attacks, while AIDS was used to recognize unidentified attacks. A risk assessment
was also done in order to respond to the attack, with several response techniques used
to minimize the damage caused by malicious activities.
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