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Abstract. This paper presents an Intrusion Detection System (IDS) with the in-
tegration of multi agent systems and artificial intelligence techniques such as
fuzzy logic controller (FLC), multi-layer perceptron (MLP) and adaptive neuro-
fuzzy inference system (ANFIS). The paper introduces Network Intrusion De-
tection Systems (NIDS), which monitors the network traffic and detect any
possible attacks. The system is made up of three agents: accumulator, analyser
and decision maker agents. The accumulator agent works to gather and filter
network traffics. The analyser agent uses decision tree (DT) to classify the data.
Finally, the decision maker agent uses fuzzy logic controller (FLC) to make the
final decision. The proposed system was simulated using KDDCup 1999 dataset
and the experimental results show an improvement of the attack detection accu-
racy to 99.95% and false alarm rate of 1%.

Keywords: Intrusion Detection System (IDS), Anomaly, Fuzzy Logic, Multi
Agent System

1 Introduction

An Intrusion Detection System (IDS) is a security tool used to detect intrusion. In
comparison, security systems such as firewalls and cryptography are security mechan-
isms help to secure organisation in different ways (i.e. blocking unauthorised traffic
and hide information). An Intrusion Detection System or similar systems (e.g. Intru-
sion Prevention System or Intrusion Response System) monitor network traffic to
analyze them in order to detect attacks [1]. There are two types of IDS: host and net-
work based IDSs [2]. Host-based IDS (HIDS) monitors and analyses events pertain-
ing to the operating system process such as system calls and processes ID. On the
contrary, network-based IDS (NIDS) monitors and analyses network traffic. With
heavy use of Internet, it becomes crucial to protect the organizations against the im-
mense number of possible attacks. As such, NIDS has become more important than
HIDS. There are two type of detection approach: signature and anomaly [2]. The sig-
nature-based detection (i.e. misuse based) uses defined signatures to detect malicious
traffic by analysing the network flow [2]. The anomaly detection detects attacks by
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estimating the normal behaviour and any deviation from it is observer that exceeds
predefined threshold is considered malicious [2].

The main drawback of misuse detection is that it detects known attacks with prede-
fined rules and therefore, it unable to discover unknown attacks. In addition, keeping
and tuning signature database is time consuming and a hard task [2]. Anomaly detec-
tion improves the detection process and has an ability to detect unknown and attacks
[3]. The main strength of anomaly detection is it improves the performance of detect-
ing intrusion. This performance can be measured using two metrics: detection and
false alarm rates [4]. However, the main drawbacks of an anomaly based IDS are the
probability of giving false alarm, difficulty in defining normal behaviour and difficul-
ty in triggering the alarm at the right time [3].

A study in [5] suggested a method to detect Distributed Denial of Service (DDoS)
attacks. Their work consisted of two parts; the first part dealt with detecting the attack,
and the second with finding the IP address of the attacker and blocking it. The time
interval of receiving TCP packets in HTTP traffic is broken into smaller windows.
Average arrival time of packets is calculated as well as historical mean. Next, Current
mean is compared to the historical mean to evaluate the current traffic. In case of an
attack, the new mean is compared to the historical one to check whether it is smaller.
However, they used a fuzzy estimator instead of crisp values as the normal case. Also,
fuzzy estimator is used to identify the offending IP address in which detection is done
by comparing the mean time of arrival for each IP address to the fuzzy estimator. The
success rate of aforementioned method is 80%. However, this detection method is not
practical for sites with a large average number of hits and it may generate false posi-
tives. The problem with most of the detection methods is the relatively low success rate
observed as well as the tendency to generate false positives especially for the sites with
large network traffic. One of the solutions to invasion problem is a firewall but it turns
out setting a firewall is not enough, where attackers may find different ways to bypass
the firewall or use a backdoor to attack a system [6].

Traditional security mechanism such as cryptography and firewall are not capable
of detecting threats, as they are not able to scan and analyse traffic in order to diffe-
rentiate between attacks and normal traffics. As such, the need for an efficient IDS is
widely realized in order to thwart new attacks. Intelligence techniques with the help
of machine learning methods such as neural network, fuzzy logic, reinforcement
learning, and game theory are some example used to adopt to mitigate the security
challenge in IDSs [7]. In traditional logic, crisp boundaries are used whereas, for
some application boundaries are fuzzy, which makes the fuzzy logic technique quite
useful. Fuzzy logic calculates the degree of membership for each input and based on
defined rules, the output is produced. With mobile agents in the distributed environ-
ment they have the ability to make a decision collaboratively by combining fuzzy
logic and multi-agent systems (MAS) [8]. Using MAS, [9] proposed an architecture
for information storage, search, and retrieval on the web. They used MAS and ontolo-
gy based search architecture to retrieve the most specific results for users. They im-
plemented the method in the tourist industry such as hotels, car-rent and airlines.
Therefore, the purpose of this study is to combine MAS and FLC, in order to create
cooperative systems to solve the complexity of communication as well as providing
fault tolerance feature.
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In order to evaluate the proposed system, this study uses KDDCup 1999 dataset
[10]. This dataset is prepared based on the captured data in DARPA 98 IDS evalua-
tion. It entails approximately 4,900,000 connection records. This dataset contains 4
different types of attacks namely denial of service (DOS) attack, user to root attack
(U2R), remote to local attack (R2L), and probing attack. Each connection record has
42 features and it is labelled as normal or specific type of attack.

The objective of this paper is to utilize MAS with FLC, in order to reduce the
complexity of a large system. It uses multiple agents and they are able to make colla-
borative decision-making. The proposed system is much simpler owing to the
lightweight feature of MAS. Moreover, this study uses decision tree and fuzzy logic
controller.

This paper is organized as follows. Section 2 discusses related studies. Section 3
proposes the system model. In section 4, the results are presented. Section 5 con-
cludes this paper by presenting discussion and conclusion.

2 Related Works

Intelligent agents are able to observe their environment and respond as programmed
in a timely fashion to changes [11]. The use of agents has been prevalent in the re-
search community. For instance, [12] presented a study on the IDSs for cloud-
computing in which multi-agent system is used for cloud-computing IDSs, where a
comprehensive classification and possible solution to detect and response are pro-
vided. A study in [13] suggested a multi-agent system IDSs for wireless sensor net-
works (WSNs) by combining local detection with unified detection and by making
sensors perform different detection tasks. However, an intelligent agent based IDS
adapts to utilize an intelligent mechanism such as expert system and computational
intelligence method such as fuzzy systems and learning mechanisms.

Expert system (ES) is a branch of AIl. The concept of the ES is that knowledge
transfers from a human operator to the computers in order to respond to events. ES
uses rules to reaction questions through inference [14]. Expert system has been exten-
sively used to provide security in a network of sensors by assigning a master agent
based FLC for a cluster and analysing adjacent sensors to determine how reliable a
sensor is [15]. Furthermore, a system has been proposed to control and monitor gas
consumption utilizing fuzzy logic as well as assessing gas pressure, gas volume, tem-
perature, and time through expert system [16]. However, although ES has been opti-
mized by FLC, the time of decision to identify attacks is high.

Decision tree (DT) refers to a hierarchical model of decisions and their conse-
quences. It is employed to identify the strategy most likely to reach the goal. Among
various decision tree algorithms, ID3 is the most common method. It is a simple deci-
sion tree algorithm developed by Quinlan [17]. ID3 uses information gain as the split-
ting criteria [18]. The tree is potentially to be used to classify attacks in network traf-
fic, and false positive and false negative [19]. A study conducted by [20] in which
potential buyers were found from available records in the store’s database for promo-
tional or paid target advertising of the merchant using the decision tree technique.

Fuzzy logic provides the inference ability for machines. It enables approximate
human reasoning capabilities to be applied to knowledge-based systems [21]. A study
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performed by [7] classifies network attack using fuzzy logic and some features are
selected. Membership functions are defined along with rules in a fuzzy logic system.
At the end, some statistics such as precision rate, accuracy, and F-measure were pre-
sented. A study in [22] proposed a method with fuzzy logic for anomaly based IDSs.
They analysed using data mining techniques and classification is done to specify
normal and abnormal behaviour. Fuzzy logic is then used for newly detected beha-
viour to categorize it as normal or abnormal.

3 System Architecture

The architecture of the proposed system consists three major components act as
agents: accumulator, analyser and decision maker as shown in Figure 1.

Proposed MAS based IDS

Accumulator (Layer1)

Filter Agent

Traffic

h 4

Aggregator >

Filtered Data

Decision Maker (Layer 3) e Analyzer (Layer 2)
Fuzzification
*J Inference Engine

5]
Abnormal data

Ignore

NE

i
1
I
|
1
I
1
I
1
I

Fuzzy Rule Base

—————e

N

Final Result

Fig. 1. System Architecture

3.1  Accumulator Agent

The accumulator agent collects the network traffic and filters them. The traffic col-
lected then is sent to the analyser agent for the pre-processing process. There are other
sub-processes in the agent:

a) Filter Agent (FA). Filter agent responsible to split necessary data and aims to
reduce the massive volume of traffic through accepting only TCP packet.
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b) Aggregator Agent (AA). The aggregator agent gathers and upgrades filtered
data and it aims to store the refined data into the filtered dataset. The flow of
data is represented in Figure 2.

Data Flow of Phase 1

Filter Agent

TCP Packet _— Ignore

YES

A 4
Refine Data Filtered Data ‘\ Aggregator
/ Agent

Fig. 2. Flow chart of Accumulator Agent

At the beginning, a stream of data is fetched into the system from network traffics.
The fetched data is then checked one record at a time. If it is a TCP packet, it is
passed to the next level. Otherwise, it is ignored. In the refinement section, a record of
data is refined based on necessary characteristics. This paper focuses upon three most
important features have been chosen as shown in Table 1 [7]. In the final step, the
refined data is stored in a data database for the next phase.

Table 1. List of 3-selected features from 41 features of KDDCup 1999 dataset [10]

Feature Feature D inti T
. escription e
index Name P P
. Length (number of .
1 Duration gth ( . Continuous
seconds) of the connection
Number of data bytes .
2 Dst_bytes .. Y Continuous
from destination to source
Number of connections
to the same host as the .
3 Count .. Continuous
current connection in the
past two seconds

3.2  Analyser Agent

The Analyser agent uses a pre-processing technique called Expert System (ES) based
Decision Tree (DT) for an effective process. In this technique, the agent selects only
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the valuable attributes from the data set using ES and DT. ID3 algorithm is used for
constructing a decision tree. Moreover, data cleaning, data integration, and data trans-
formation are carried out, in order to perform an effective process and produce good
results. The gain of this agent is twofold: 1) to identify abnormal and normal data 2)
to transfer abnormal data to the next agent for further processing. Figure 3 represents
flow chart of the agent.
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Fig. 3. Flow Chart of Analyser Agent

As presented in Figure 3, inference engine is responsible for fetching data from the
filtered database and process them using already constructed a decision tree (DT) in
order to identify them as normal or abnormal. Abnormal data are then sent to the de-
cision maker phase for further processing. ID3 algorithm is used to construct this
decision tree in which it chooses an attribute from a data set with the highest informa-
tion gain. The amount of randomness in a data set is measured by entropy. If all data
in a data set belongs to a single class, the entropy is zero.

The objective of a decision tree is to partition a data set in which all elements in
each final subset belong to the same class. The entropy formula is shown in Equation
1. {P1, P2... Ps} are probabilities of different classes in the data set.

Entropy: H(p1,p2,..pi) = Y-, (pi log (i)) (1)

Given a data set D, H (D) is the amount of entropy in a subset class of the data set.
When a data set is divided into subsets S = {D1,D2,... Ds} based on some splitting
attributes, we can calculate the entropy of a subset which is called gain. The ID3 algo-
rithm calculates the information gain of a split by using equation 2 and chooses the
split with highest information gain ratio [23].

Gain (D,S) = H(D) — i, p(Di)H (D) 2)
3.3  Decision Maker Agent

The decision maker agent monitors the overall process. The decision maker makes the
decision about the classification and prevention activities with the help of rules



226 A. Feizollah et al.

present in the knowledge base. In this case, Fuzzy Logic Controller (FLC) recognises
maliciousness of data by analysing input data. FLC consists of an input stage, a
processing stage, and an output stage. The input stage takes crisp data and calculates
its membership functions degree and converts it to fuzzy value. Moreover, it decides
the activities of pre-processing. The user interface is provided in the system for inte-
racting with the decision maker through fuzzy rules.

3.3.1 Input Stage

There are three membership functions in the proposed system for each chosen
attribute listed in Table 1. A membership function px, is defined as a degree of mem-
bership for value X in [0-1] range as illustrated in Figure 4.

0

>X

Fig. 4. Representation of a fuzzy membership function

Three variables associated to three membership functions: low, medium, and high.
The first variable describes the connection duration with a range defined as [0-100].
For instance, a duration of 60, which is on the horizontal axis, belongs to the high
function. In order to get the degree of membership, a line is drawn to cut the vertical
line and the intersection is the degree of membership. Figure 5, 6, and 7 represents
these inputs membership function.

verylow low med high weryhigh

H(60) ot === —o———F%—— §

input variable "Duration”

Fig. 5. Duration membership function
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The remaining of the variables is shown below.

verylow low med high weryhigh

1000 2000 3000 4000 s000 5000 7000 800

input variable "Destin atiunuytes"

Fig. 6. Destination bytes membership function

T T T T T T T
verylow low med high wveryhigh

i O

input wariable "Count”

Fig. 7. Count membership function

3.3.2 Processing Stage

The processing stage is known as the fuzzy inference system. It is the decision
making part of Fuzzy Logic Controller (FLC). It is a collection of logic rules in the
form of the IF-THEN statement where the IF part is called the antecedent and the
THEN part is called the consequent. Some of the rules of this system are presented in
Table 2.
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Table 2. Rules of the system

Rule | Duration Dest_bytes | Count Output
1 Hex) = low Moo =high | pey= HNormay =med | Min(10,30,5)
10 80 low 5 30 =5
5 | Moo= med | pux)=high | uxy= M (Abnormal) = Min(30,70,3)
30 70 low 3 med 50 =3
3 Mx) = low Uxy = med Ux) = M (Normal) = med Mln(5,40,8) =
5 40 low 8 50 5
4 | Moo= high | uxy=low | ux)= M (Abnormal) = Min(60,15,20)
60 15 med 20 | med 60 =15
5 Uy =high | p)=Ilow ) = M Normay = med | Min(70,20,9)
70 20 low 9 50 =9
Abnormal: Max(3,15) = 15, Normal: Max(5,5,9) =9, So, Abnormal(15) > Nor-
mal(9)

In Table 2, five rules are written with sample data and their membership function
values. Rule 1 check the duration, destination bytes and count; if duration is low and
dest_bytes is high and count is low then the state is normal with medium degree. Rule
2, if duration is medium and dest_bytes is high and count is low then it considers
abnormal with med degree. Rule 3, if duration is low and dest_bytes is med and count
is low then it is normal. Rule 4, if duration is high and dest_bytes is low and count is
med then it is abnormal. Rule 5, if duration is high and dest_bytes is low and count is
low then it is normal. Then, Min-max technique is used to make the final decision
about this situation, which is abnormal.

3.3.3  Output Stage

The output stage is the final process and the results are converted to crisp value using
output membership functions. In this fuzzy logic system, there are two output mem-
bership functions as depicted in Figure 8 and 9.

Tow med High

g I I 7 T T I T T T
0 10 20 0 40 50 60 70 80 80 100
output variable "Normar

Fig. 8. Normal membership function
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low med high

I [ T T T [ I I I
(1] 10 20 k] 40 = 80 70 80 80 100
‘output variable "Abnormar

Fig. 9. Abnormal membership function

As explained in the input section, there are three membership functions and the
range is [0-100]. These functions express the state of normality for input data.

4 Results

The proposed system was simulated using KDDCup 1999 dataset [10], in order to
validate and compare to other results. The performance of the proposed system is
evaluated using two measurements: false positive and detection rates.

s Number of false positive
False Positive Rates = P

3)

Total number of normal connections

. Number of false negatives
Detection Rates =1 — g

“

Total number of attack connections

Table 3 tabulates the comparison of the proposed system and [24] in terms of detec-
tion and false positive rates.

Table 3. Experiment results

Panda et al. [24] Proposed
System
Detection Normal 94.4 99
rate (%) Abnormal 90.7 99.95
False Normal 9.3 1.00
positive
rate (%) Abnormal 5.6 1.00

5 Discussion and Conclusion

The objective of this paper is to design an intrusion detection system that utilises de-
cision tree and fuzzy logic controller, in order to improve the detection process. With
KDDCup 1999 dataset [10], the simulation results satisfy the objective and signifi-
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cantly better in comparison to a study in [24]. Every improvement has its own limita-
tion and this study is no exception. For instance, since two significant techniques are
used in this system; the processing time is slightly higher than a system with merely
one technique.
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