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Abstract. Protection of computer systems from an unauthorized access
to the classified information is a very essential issue. Security of IT sys-
tems can concern various aspects, such as software security, connected
with ensuring its confidentiality, as well as preventing its modification.
Thanks to the developed methods, it is possible to analyze the program
code based on the disturbances of voltage supply, which occur during
the execution of the program. Moreover, it also enables to recognize the
numbers of bits changes on microcontroller data bus, as a result of real-
ized instruction. In such context, it can constitute a potential threat for
data processed by microcontroller program or embedded systems. The
presented method is very similar to simple power analysis method, which
is very effective in relation to cryptographic algorithms, whose execution
in many cases depends on processed data. The results indicate that pre-
sented method is an effective and low-cost attack, due to its simplicity in
many real applications. Moreover, the research results inspire to study
carefully the ways and methodology for developing software and hard-
ware, which should reduce the possibility of software reverse engineering.

Keywords: reverse engineering, data security, program code, microcon-
troller, conducted emission, electromagnetic disturbances, electromag-
netic interference, simple power analysis.

1 Introduction

The emission of electromagnetic field is a phenomenon that is contributed to
electric current flow, which in turns is the base for working the whole electronic
and electric devices. In many cases, based on the electromagnetic field changes,
it is possible to deduce about the work of devices being its source. What is
more, the properties of electromagnetic field allow for its remote registration
and further analysis. The phenomenon of electromagnetic emission, which can
provide the information about the work of electric and electronic devices, is
called compromising emanation or compromising radiation |1, 2]. As the authors
notice, the security of processing and storing information [3-5], and also safety
of communication protocols |6, [7] is one of the most important problems of
information technology.

Protection against remote, non-invasive reading of information based on de-
tection of electromagnetic waves, constitute an important area, which first of
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all is connected with creating of software and designing computer devices. The
use of electronic devices for processing the information, very often confidential,
caused that compromising emanation has become of a special meaning.

For decades, issues connected with the reduction of electromagnetic emission
of disturbances that can adversely affect the work of other devices, as well as
ensuring the suitable immunity of devices to electromagnetic interference are the
subject of intense study, described extensively in [8,9]. It is obvious, that the level
of signals which enable to reconstruct the information processing by a device, can
be considerably lower than the level of disturbances causing an incorrect work of
other devices. Contrary to the issues related to the electromagnetic compatibility,
the information about compromising emanation based on the electromagnetic
emission is not very often published or is confidential, and the access to it in
many cases is very difficult.

Microprocessor units, currently used in network devices as network controllers
may also be considered as advanced chips responsible for data processing and
reconstruction of transmitting frames. Such units can also be source of electro-
magnetic disturbances and can, for example provide information about work of
the network controller.

The research deals with some aspect of this problem resulting from the fact,
that for instance, an author of a software for embedded system is not aware
that it is possible to identify partly a program code (the following executed
instruction), or to provide some information about the data processed by the
system, without any direct interference into the program memory of microcon-
troller. The research results presented in the previous authors studies |10, [11]
concern the analysis of the microprocessor program code based on the nature
of disturbances in the voltage course. However, the research did not focus on
details of data processing, but mostly on the possibility of reconstructing the
program code.

This study presents the analysis of data processed by microprocessor during
execution of program code, based on the voltage supply changes. The expected
results of the research may lead to a broader look at the ways and methodologists
of software development for microprocessor systems and more widely used of
embedded systems.

2 Security of Microprocessor Systems

In recent years the issue connected with the security of microcontroller systems
has become of special meaning. It is due to the fact that the number of electronic
devices, which use microprocessor units of various manufacturers increase con-
tinuously. The systems responsible for processing the strictly confidential data,
are particular noteworthy.

Obtaining information about the operation of a device through the influence
on its work or monitoring the parameters of its activity, is called side-channel
attack. The existence of the side-channel through which such information is
obtained, is usually unintended and results from the construction of a device or
technology, in which it was built.
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The research on side-channel attacks were introduced in the second half of
90’s and were related mainly to the attacks on cryptographic systems. The as-
sumptions of those days as to the security of such systems, were based mainly on
the correct execution of an algorithm implemented in the cryptographic system,
and the lack of data distortion during its work. As it was proved, those assump-
tions were wrong [12, [13], and the possibility to impact on the device work and
forcing mistakes in its work may simplify the cryptanalysis in a significant way.
Side channel attacks can be divided according to: methods of influence, the way
of interference into a device, and also the way of analysis the received results.
Considering the way of interference into device the attacks can be divided into
2 groups:

1. Active attacks involving the attempt to take control over the system and
observation of its response by:

— voltage supply changes (voltage dips, short interruptions and voltage
variations),

— generating fault states, for example, due to the disturbances of clock
signal timing microcontroller,

— interacting with electromagnetic field of determined frequency and in-
tensity.

2. Passive attacks involving the observation and measurement the microcon-
troller parameters during its normal work. The most frequent parameters to
be monitored are as follows:

— power consumption by a device,
— signal levels on interface lines,
— time for executing a particular part of algorithm,

electromagnetic disturbances spreading via conducted and radiated emis-

sion.

The presented method of analysis of data processed by microprocessor, which
is based on voltage supply changes can be included into group of non-invasive
attacks, which means with no direct physical access to the internal components
included in the microcontroller. Although there is an access to a device (system),
but any attempts to reconstruct the information processed by the central unit
cannot break the structure of integrated circuit and leave the traces of activity.
This type of attack is reduced to measure working parameters and observing
inputs and outputs of the unit.

Moreover, the presented method is very similar to simple power analysis
method (SPA) [14417]. Such analysis requires very often the exact knowledge
of the algorithm implemented into the device — which is regarded, at the same
time, as its main disadvantages. As mentioned above, the method is very effective
in relation to cryptographic algorithms, whose execution in many cases depends
on processed data (e.g. in smartcards). A good example can be an algorithm, in
which some instructions are executed only when a particular condition is per-
formed. In this case, if the following instructions are characterized by various
power consumption, then SPA analysis can enable to determine for example the
value of the encryption key.
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In papers [16, [17] it was noticed that the level of disturbances (noise) has
a great impact on the effectiveness of extracting sensitive information, for ex-
ample the encryption key. In current work, this problem was solved by placing
the whole test bench in shielded area which helped to minimize the influence of
electromagnetic disturbances on parameters to be measured. The test bench is
presented in Sect. Bl Such solution increases the effectiveness of data analysis
processed by the microcontroller.

What is more, some authors |15, [17] often use the Hamming weight parameter,
which provides the information about the number of bits in the string being
different from zero. This paper, in contrast, uses Hamming distance parameter.
In information theory, the Hamming distance between two strings of equal length
is the number of positions at which the corresponding symbols are different.
Put another way, it measures the minimum number of substitutions required to
change one string into the other. The advantages of using it are described in the
further part of the paper.

This paper presents the analysis of data processed by the microcontroller,
based on the voltage supply changes, which is free of these defects. In this case,
change of the character of power consumption by the system is not a result of
executing the other instructions (e.g. during program branching in IF conditional
instruction), but is due to the processing the other data by the system. At the
same time, the number of attempts required to restore the data processed by the
processor is less than in the method of differential power analysis (DPA) [18, [19].

3 Test Bench and Research Procedure

Test bench consisted of Microchip microcontroller with PIC16F84A signature.
This processor represents very numerous group of Mid-Range processors. There
are about 85 models in this serie of processors. The main differences among
microcontrollers included in Mid-Range class concern: the size of data memory
(RAM/EEPROM) and Flash program memory, the maximum work frequency
of circuits, and available numbers of communication modules. The access to the
program memory, which can store 1024 instructions is via 14 bits program bus.
To supply the microprocessor Agilent stabilized power supply was used. Oscil-
loscope probe was connected to microcontroller supply lines to monitor voltage
drop during realization of following instructions. The test bench, for the period
of research was placed in shielded cell — GTEM (Gigahertz Transverse Elec-
troMagnetic), which provided total separation of measuring area from external
electromagnetic influences. The exact description of the test bench, methods used
to measure voltage disturbances and ways to analyze the obtained results in the
time and frequency domain, were presented in previous paper of the authors [20].

In paper [11] the authors presented and described the method, which enable
to analyse the program code based on the voltage supply changes. Depending on
a program code and instruction argument, the different disturbances on power
supply lines in a particular machine cycles were noticed.
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The first step to do this is to measure the microprocessor voltage supply
waveform while running the entire program. The next step is to cut the part of
time waveform referring to the instruction being tested. Then the minimum and
maximum value of the voltage for the first three machine cycles is saved — a total
of six values are saved. In this way the sample database was created, in which
each microprocessor instruction is characterized by 6 points — three maximum
and three minimum values of voltage, measured in particular machine cycles @1,
@2, and Q3. Moreover, the fourth machine cycle was not considered due to the
fact that in the last cycle (Q4) another (next) instruction is also fetched from
the program memory, thus not only currently realized instruction but also next
instruction has the influence on the current flow (shape).

Presented method based on measuring the voltage changes during the real-
ization of each microprocessor instruction, and then on creating a database of
samples. The database of voltage disturbances samples was next used to recog-
nize the instructions for any program executed by the microprocessor (reverse
engineering). The detailed description of a manner for instruction recognition
was presented in papers |10, [L1]. The authors achieved the effectiveness of in-
struction recognition on any arguments at the level of 72 %.

During the research, it became clear that voltage waveform during instruction
execution depends not only on the instruction code, but also on instruction argu-
ment, especially when the first (fetching the argument) and the third (executing
instruction by arithmetic-logic unit) machine cycle is realized.

Suppose that the result of some operation is zero (such state is maintained on
data bus till receiving another argument). Then, while monitoring the voltage
change during executing another instruction, i.e. MOVLW (move constant value to
W register), regardless whether it is instruction MOVLW 1, MOVLW 2, MOVLW 4,
MOVLW 8...MOVLW 128, it can be seen that the voltage waveform is the same —
in each of these cases only one bit is changed on data bus.

In order to explain the changes that occur in the voltage waveform during in-
struction realizations, it is helpful to use the parameter called Hamming distance
(HD). Figures[Ih—c presents the voltage waveforms on the microprocessor supply
lines in the middle of executing MOVLW 0, MOVLW 15, MOVLW 255 instructions (the
instructions arguments were selected to present the values of HD, which equal
0, 4 and 8). Comparing the voltage waveforms in the figures it can be seen that
mainly the differences during the first machine cycle (first 4th ps) occur. The
voltage shapes for 2, 3 and 4 cycle are the same for all considered instructions.
In this case MOVLW instruction does not involve ALU, hence the third machine
cycle is the same in all cases. The similar analysis can be conducted for other
instructions with various arguments. These issues were presented in more details
in paper [20].

In this case, in order to create a database of samples a schema based on
Hamming Distance was used. This knowledge enabled to simplify significantly
the creation of samples database, which was used afterwards in the process of
instruction recognition. Hence, it is not necessary to create a sample for an in-
struction with each possible argument, but only include Hamming Distance.
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Fig. 1. The voltage waveforms on the microprocessor power supply lines during the
execution: of (a) MOVLW 0 — {HD = 0}, (b) MOVLW 156 — {HD = 4}, (c) MOVLW 255 —
{HD = 8} instructions
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All programs used for creating a database (excising a part of time waveform
of a tested instruction, searching for a minimum and maximum value of voltage,
estimating the voltage average value, etc.) were implemented in Matlab [20]. A
serious problem was the acquisition of individual waveforms for each instructions,
including all Hamming distance. At the current stage of the research this process
was performed manually. However, in the future the authors intend to automate
this process, which may reduce significantly time of creating the database of
samples.

Figure [2 presents the schema of compiling database of samples and the pro-
cess of instructions recognition executing the arguments with the value of any
kind. The database consists of samples describing 10 instructions, where samples
from 1 to N describe instruction 1, then M samples describe instruction 2, etc.
According to the above schema, it was possible to create a database for the pre-
viously mentioned instructions, consisting of 1935 samples and used next in the
process of microprocessor program code recognition. Then, each of the instruc-
tions of a test program (in the form of 6 minimum and maximum voltage values)
was compared to all samples in database using the method of the least squares
and correlation |10]. It enabled to reveal that a sample from database, which
was the most similar to the tested instruction, was then typed as a recognized
instruction.

Instruction Recognition of the
Sample database <:> Test program |::> e g a7 Ay g
Sample 1 Instruction 1 — Sample X; — —® | Numbers of bits changes X;
Instruction 1 (HD = 0)
Sample 2 Instruction 2 - Sample X; = | Numbers of bits changes X,
Instruction 1 (HD = 1) Instruction 3 —_— Sample X3 — —» | Numbers of bits changes X3
| | Instruction 4 — Sample X4 — — | Numbers of bits changes X,
Sample N Instruction 5 —— Sample Xs — — | Numbers of bits changes Xs
Instruction 1 (HD = X) Instruction 6 — Sample Xg — —» | Numbers of bits changes X5
Sample N+1 - .
Instruction 2 (HD = 0) Instruction 7 — Sample X7 — — | Numbers of bits changes X7
Sample N+2 | | | | | |
Instruction 2 (HD = 1) | | | | | |
| | | | | |
| |
Sample N+M Instruction 100 — Sample Xy — | Numbers of bits changes Xy

Instruction 2 (HD =)

Sample 1935
Instruction 10 (HD =Z)

Fig. 2. The process of instruction recognition and the numbers of bits changes on data
bus as a result of fetching and executing instructions

Next, as the result of fetching the argument and executing operation, it was
possible to recognize the numbers of bits changes on data bus for each instruction.
In order to correlate the database trace with the voltage trace in real program,
the procedure in Matlab environment was written. This procedure returns such
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samples and the Hamming distance values from database, which are the most
similar to the instruction in the test program.
The usefulness of this information is presented in the further part of the paper.

4 The Research Results

Having compiled the database three test programs consisting of 100 instructions
were generated, and were used for determining the effectiveness of the method of
recognition the numbers of bits changes on data bus, as the result of fetching and
executing the instruction. Both, the order of instructions in the test programs
and instruction argument were selected at random.

The database of samples besides using it for recognising following instructions
of a program written into the microcontroller memory, can be also used for re-
ceiving some information on data processed by the microprocessor. As mentioned
before, in the process of compiling the database one of the useful information
was that Hamming Distance had the influence on the power supply course dur-
ing execution of instruction cycle, between the state of data bus and instruction
argument (machine cycle Q1) and between operation result and instruction ar-
gument (machine cycle @Q3). In such case, the correct instruction recognition
in test program, except the instruction name, provides also information about
operations realized by the instructions on data bus.

Table [l presents the fragment (first 10 out of 100) of recognition the numbers
of bits changes on data bus, as the result of fetching the argument and executing
the instruction for test program 1. The following columns presents:

— Columns 1 and 2: instructions order and the following instructions in the
test program.

— Columns 3 and 4: states of registers W and F, after executing each opera-
tion. The register whose contents was modified, as a result of a particular
instruction execution, was marked with bold font. At the same time, the
contents of this register is parallel to the state of data bus after executing
the whole instruction cycle.

— Columns 5 and 6: the real numbers of bits changes on data bus after receiving
an argument in the machine cycle @1, and executing the operation in the
machine cycle Q3.

— Columns 7 and 8: the recognized numbers of bits changes on data bus after
receiving an argument in the machine cycle @1, and executing the operation
in the machine cycle Q3.

The numbers of bits changes on data bus during receiving an argument and
executing operation is analysed on the example of the three first instructions of
test program 1 (Table [II):

— Before the instruction MOVLW . 196 is executed, the state on data bus has the
value 0. In the first machine cycle occurs fetching of argument 196 (binary
11000100) and setting it on data bus, where 3 bits change their state on
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Table 1. Results of recognition the numbers of bits changes on data bus, as the result

of fetching the argument and executing instructions for test program 1

Following
instructions
of test
program 1

1 MOVLW .196
2 BSF 15,1

3 ADDLW .224
4 BSF 15,2

5 ADDLW .107
6 COMF 15,1

7 NOP

8 MOVLW .247
9 MOVF 15,1
10 MOVF 15,1
11 ...

State of
register

196
196
164
164
15
15
15
247
247
247

NN O

249
249
249
249
249

The real numbers

S W U N U e R W W

of bits changes

data bus after
executing the
instruction

O O O k& 00 W N = O

data bus after
fetching the
instruction
argument

S B OO W R W W

The recognized numbers
of bits changes

S O O Ut 0 W = W = O

The numbers of The numbers of The numbers of The numbers of
bits changed on bits changed in bits changed on bits changed in
W F data bus after
fetching the
instruction
argument

data bus after
executing the
instruction

the value of 1 (3 bits changes), in the third machine cycle ALU sets the
operation result (value 196) on data bus, which maintains the same state

(0 bits changes).

— In the BSF 15,1 instruction, occurs overwriting of the state on data bus
196 (binary 11000100), through the contents of F' register, with the address
15 equals 0 — resetting the state of data bus (3 bits changes). Next, BSF
instruction set a chosen bit (1) of register F'in the machine cycle @3 and set

the result (binary 00000010) on the data bus (1 bit change).

— Before the instruction ADDLW .224 is executed, the state on data bus has the
value of 2 (binary 00000010), then the argument 224 (binary 11100000) is
received and the new value is overwritten on the data bus (4 bits changes).
Next, argument 224 is added into the contents of W register with the value of
196, the result — 164 (binary 10100100) is set on data bus, and the argument

fetched in the first machine cycle is overwritten (2 bits changes).

The analysis of all instructions in test programs 1, 2 and 3 was conducted in
the similar way, and then the real numbers of bits changes, for each instruction
on data bus, were compared to recognised numbers of changes (correctly recog-
nition is marked in gray color in Table [I]). The results of this comparison are
presented in Table[2l For the following 100 instructions of test programs 1, 2 and
3 the effectiveness of proper recognition of bits changes on data bus after fetch-
ing instruction argument is as follows: 81 %, 85 % and 80 %. For the remaining
instructions, the maximum mistake in the numbers of correctly recognised bits
changes is one. The similar remarks refer to the numbers of bits changes achieved
on data bus in the third machine cycle. For three test programs the numbers
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of correctly recognised bits changes on data bus being the result of fetching the
instruction argument and executing the operation are approximately 82 % and
71.67 %.

Table 2. Numbers of correctly recognized bits changes on data bus after fetching the
instruction argument and executing the instructions for test program 1, 2 and 3

Numbers of correctly Numbers of correctly
recognized bits changes on data recognized bits changes on data
bus after fetching the bus after executing the
instruction argument instruction
(out of 100 instructions) (out of 100 instructions)

Program 1 81 69

Program 2 85 72

Program 3 80 74

Average value 82 71.67

5 Conclusion

Presented results show the high efficiency of the numbers of correctly recognised
bits changes on data bus resulting from fetching the argument and executing the
instruction. During the research, it was noticed that the numbers of bits changes
on data bus after fetching the argument in the machine cycle 1, and after exe-
cuting the instruction and setting the result on data bus in the machine cycle
3, caused the significant changes of voltage amplitude measured on micropro-
cessor power supply, during the instruction cycle. Based on these observations,
an attempt was made in order to render the information about the amount of
bits changes on data bus, focusing only on the voltage waveforms measured for
the following instructions in test programs. For three test programs the numbers
of correctly recognised bits changes on data bus during the machine cycle Q1
and 3 are approximately 82 % and 71.67 %. In this case, it is of course impos-
sible to answer directly the question concerning the argument value, for which
a particular instruction was executed. However, this method can be used if the
implementation of algorithm is known (presented method recognises the algo-
rithm in the first step), and if there is a possibility to select the input data, i.e.
in cryptographic algorithm. Based on the several iteration for different values of
input vector (plain text) and the observation of the result, there is a possibility
to recognise the instruction argument, which in case of cryptanalysis may be an
additional source of information about the encryption key. For example XOR op-
eration, being the part of many developed cryptographic algorithms, especially
many stream and block ciphers, is undoubtedly prone to such kind of attacks.
The essential properties of this function is its commutativity. This feature causes
that XOR instruction is very often used in cryptography.

The paper presents the problem of security of microprocessor systems, and
it discusses also the possibility of threats for programs written into the system
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memory and the information processed. The developed method for analysing
the microprocessor program code based on the voltage supply changes, enables
also to recognise the numbers of bits changes on microcontroller data bus, as
a result of realized instruction. In such context, it can constitute a potential
threat for data processed by microcontroller program or embedded systems.
What is more, such threat can be the issue for cryptology research, where the
security of cryptographic algorithms is analysed not only from the mathematical
point of view, but also as the real hardware and software implementations.
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