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Abstract. K-core (k-shell) index is an interesting measure that de-
scribes the core and fringe nodes in a complex network. Recent studies
have revealed that some high k-core value nodes may play a vital role in
information diffusion. As a result, one may expect that attacking high k-
core nodes preferentially can collapse the Internet easily. To our surprise,
however, the experiments on two Internet AS-level topologies show that:
Although a k-core-preferred attack is feasible in reality, it turns out to be
less effective than a classic degree-preferred attack. Indeed, as indicated
by the measure: normalized susceptibility, we need to remove 2% to 3%
more nodes in a k-core-preferred attack to make the network collapsed.
Further investigation on the nodes in a same shell discloses that these
nodes often have degrees varied drastically, among which there are nodes
with high k-core values but low degrees. These nodes cannot contribute
many link deletions in an early stage of a k-core-preferred attack, and
therefore make it less malicious than a degree-preferred attack.
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1 Introduction

The Internet has become the most important communication infrastructure in
the world, especially after the explosion of online social networking sites. Tremen-
dous research efforts have been devoted to scale-free networks, such as the AS-
level Internet in the level of autonomous system [2005J2112]. Among them, attack
survivability remains one of the core topics. People find that, while the Inter-
net is robust to the random failure, it is fragile to malicious attacks, which are
generally defined as removing important nodes or links from the networks pref-
erentially [I]. Specifically, the simple degree-preferred attack, i.e., attacking the
nodes with high degrees preferentially, is often regarded as the most probable at-
tack type in reality. Other types of attacks, e.g., attacking the nodes with higher
betweenness preferentially, may be more malicious than the degree-preferred at-
tack, but often need the global topological information of networks and consume
much more computational time [3], and thus become infeasible in practice [12].

K-core (k-shell) index is an interesting measure that categorizes the nodes in a
complex network into the core nodes and the fringe ones. Recently, in their land-
mark paper [14], the authors found in many types of complex networks that k-core
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value is a more effective measure to describe the influence of a node to the prop-
agation of information or diseases. Indeed, they disclosed a surprising fact that
some nodes with high degrees play a trivial role in the information spreading pro-
cess. They argued that a k-core viewpoint is more instructive; that is, those high-
degree nodes actually have low k-core values and thus locate in the fringe of the
network. From this aspect, one may expect that a k-core-preferred attack, i.e.,
attacking high k-core nodes preferentially, can collapse the Internet more easily
than a degree-preferred attack. This motivates our study on the k-core-preferred
attack, which to our best knowledge is among the first few studies along this line.

To this end, we performed comparative experiments for the two types of mali-
cious attacks on two real-world AS-level Internet data sets. Six measures includ-
ing both the structural and propagative ones were introduced to characterize
the damages to the networks during the attacks. To our surprise, the results
show that: Although a k-core-preferred attack is feasible using the traceroute
tool [9UT3], it is less malicious than a classic degree-preferred attack. Indeed, as
indicated by the normalized susceptibility measure, we need to remove 2% to
3% more nodes in a k-core-preferred attack to make the network collapsed. Fur-
ther investigation on the nodes in a same shell disclosed that these nodes often
have degrees varied drastically, among which there are nodes with high k-core
values but low degrees. These nodes cannot contribute sufficient link deletions in
an early stage of a k-core-preferred attack, and therefore make it less malicious
than a degree-preferred attack.

2 Related Work

Weak attack survivability but strong error tolerance [I] is a dilemma for the com-
plex networks. In recent years, many researchers focus on the robustness analysis
and enhancement of complex networks. For instance, Cohen et al. unveiled that
the Internet is resilient to random failures [6] but fragile to the intentional at-
tack [7]. Holme et al. proposed four different attacking strategies and found that
attacks by recalculating degrees and betweenness centrality are often more harm-
ful than attacks based on the initial network [I2]. Meanwhile, as a key metric in
complex networks, k-core index also attracts a lot of research interests in the scope
of the Internet. For example, Carmi et al. used information on the connectivity
of network shells to separate the AS-level Internet into three subcomponents [5].
Zhang et al. found that the k-core with larger k is nearly stable over time for the
real AS-level Internet [21]. Zhang et al. proposed a model based on k-core de-
composition to model the Internet Router-level topology [22]. In the inspirational
work [14], Kitsak et al. focused on evaluating the influence of a node in the spread
of information or diseases through its k-core index. They reported an unexpected
finding that some hub nodes may locate in the periphery of the network.

Despite of the existed abundant researches on the network robustness and
k-core index, little work has been done to unveil whether the attack based on
k-core is more malicious than other types of attacks to the AS-level Internet.
This indeed motivates our study in this paper.
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3 Preliminaries

In this section, we first discuss the feasibility of attacking the AS-level Internet,
and then revisit the measures employed to characterize the damages of networks
caused by malicious attacks. Finally, the real-world data sets employed in this
paper are presented.

3.1 Feasibility of Attacking an AS in the Internet

The network of AS-level Internet stands for business relationships between dif-
ferent Internet Service Providers (ISP). The recent survey by Kevin Bulter et al.
revisited several attacking methods [4]. For instance, prefix hijacking means an
AS A can advertise a prefix from address space belonging to another AS B; then
the traffic that should be routed to B would be routed to A falsely, which means
AS B is deleted from the network. For another, link cutting attack can be mani-
fested by either physically attacking a link or employing Denial-of-Service(DoS)
attacks. In addition, there have been quite a few real-world AS-attacking cases
in the history of the Internet [4]. For example, in 1997, a misconfigured router
maintained by a small ISP in Florida injected incorrect routing information
into the global Internet and claimed to have optimal connectivity to all Internet
destinations. As a result, most Internet traffic was routed to this ISP, which
overwhelmed the misconfigured router and crippled the Internet for nearly two
hours [4]. To sum up, attacking an AS in the real-world Internet is indeed feasi-
ble. As a result, discussing attack survivability of the Internet in the level of AS
makes physical sense.

3.2 K-Core index

The Internet can be intuitively modeled as a graph G(V, E) at different levels,
where V is the set of interfaces, routers or ASes, while F is the set of links
between them. In this paper, we mainly focus on the AS-level Internet, which
means a node stands for an AS and a link stands for the business relationship
between its two ends. The number of links of a node is defined as its degree
k. K-core [19] in a graph G could be defined as the maximum subgraph G*, in
which each node’s degree is at least k. By recursively pruning the least connected
nodes, the hierarchical structure of the network can be broken down to the highly
connected central part, which is stated as the core of the network [10]. Then £-
core (k-shell) index, denoted as ks, is used to characterize how far a node is from
the core of a network. A node 7 has k-core index k; if it is in the ks-core but not
in the (ks + 1)-core. A larger ks indicates the node is closer to the core. K-core
can be computed through the following steps [5l14]. First, remove all the nodes
with degree k& = 1. After this step, there may appear new nodes with & = 1.
Then keep on pruning these nodes until all nodes with degree k = 1 are removed.
ks of the removed nodes is then set to 1. Next, we repeat the pruning process
in a similar way for the nodes with degree k = 2 and subsequently for higher
values of k until all nodes are removed. After this process, the k-core values of
all the nodes can be determined.
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3.3 Measures of Network Robustness

We employ four structural measures to characterize the damage of a network.
The relative size of the giant connected component (GCC), denoted as fecoc, is
a generally used metric to quantify the extent to which a network is damaged.
Another intuitive measure is the number of disconnected clusters in the network.
The greater the number is, the more disconnected sub-networks are due to the
attack, which indicates a more serious damage. We can normalize the number by
dividing it by the size of the network, denoted as feiyster- Network efficiency [16]
is the only topology property we adopt in this paper, which relates strongly to
global shortest paths. It is defined as

A= ! ; 1 1
~ N(N-1) Z dij’ (1)

i=1,j=1,i%j

where IV is the size of the network and d;; is the length of the shortest path
between nodes ¢ and j. A lower A means the averaged length of shortest paths
in the network is longer and the network efficiency is lower. We also employ the
normalized susceptibility [I5], which is denoted as

—_X:n“,.s2
S="y (2)

where ng is the number of components of size s. If there exists a phase transition
in the variation of S, it means that the network is already collapsed. However,
the network is just shrinking if there is no phase transition during the attack.

In [8I7], the AS-level topology of the Internet was employed as the underlying
network for worm spread investigation. Hence, we also adopt two propagative
measures, corresponding to the Susceptible-Infected-Susceptible (SIS) model and
the Susceptible-Infected-Recovered (SIR) model, respectively, to describe the
damage status of an AS-level network. For the SIS model, nodes in the network
are classified into two categories: the infected ones and the susceptible ones. Each
susceptible node can be infected by its infected neighbors with a probability p,
meanwhile an infected one may return to the susceptible status with a probability
B. As a result, we denote a SIS model as SIS(u, 3). As time evolves, the fraction
of the infected population will eventually stabilize at a certain level, denoted
as f315. f315 can be used to characterize how far the disease can spread in
the network, and thus reflect the damage status of the underlying network. All
other things being equal, a smaller fCSI S implies a more severe damage. In the
SIR model, a node in the network is in one of the three statuses: susceptible,
infected and recovered. For a susceptible node, it may get infected by its infected
neighbors with a probability u, and an infected node may get recovered with a
probability A and will never be infected again. As a result, we denote the SIR
model as STR(u,\). Here, we utilize the mazimum fraction of nodes that get
infected during the spreading process, denoted as f3I% to characterize the worst
situation.



K-core-preferred Attack 721

Table 1. Traceroute samples

T, 1 2 3 4 5

DIMES-AS T'(1,500) T(26, 260) T(53,530)  T(132,1320) T(264,2640)

UCLA-AS  T'(1, 500) T(38, 380) T(76,760)  T(191,1910) T(382,3820)
Tiq 6 7 8 9

DIMES-AS T'(528,5280) T(793,7930) T(1057,10570) T(1321,13210)
UCLA-AS T'(764, 7640) T(1146, 11460) T(1528, 15280) T(1910, 19100)

3.4 Real-World Network Topologies

It is hard to obtain an accurate and complete picture of the AS-level Internet.
In order to make our results more reliable and convincing, we use two AS-
level Internet data sets. The first one, denoted as DIMES-AS, comes from the
project of DIMEYY]. DIMES-AS was released in March, 2010 with 26424 nodes
and 90267 links. The second data set, denoted as UCLA-AS, was released by
Internet Research Lab in UCLAZ in November, 2010. We extract the topology
only from the map file released on Nov. 23, 2010 and get a network of 38200
nodes and 140726 links.

4 Modeling Attacks to the AS-Level Internet

In the section, we first give the definitions of attacks based on the degree and
k-core values of network nodes, respectively. Then we demonstrate how to esti-
mate the k-core index, which enables the k-core preferred attack to real-world
networks.

4.1 Defining Attacks

Here we focus on two kinds of malicious attacks in the AS-level Internet. One is
the attack based on the node degree, called degree-preferred attack (DA). The
other is the attack based on the k-core index, called k-core-preferred attack (CA).
In a degree-preferred attack, we sort all the nodes in the descending order of
degrees and remove from the network the ones with high degrees first. Similarly,
in a k-core-preferred attack, all the nodes in the network are ranked in the
decreasing order of k-core values. Nodes located in the same shell, i.e., having
a same k-core value, are further sorted in the decreasing order of degrees. Then
the nodes will be removed from the highest rank to the lowest rank gradually.
Note that we do not recalculate the nodes’ degrees or k-core values after each
wave of attack, as done in [I2JI8].

! http://www.netdimes.org
2 http://irl.cs.ucla.edu/topology/
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Fig. 1. Correlation between kI and k.
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Fig. 2. Distances between sample sequences and real sequences

4.2 Estimating the K-Core Index

Generally speaking, the k-core index of a node is robust, i.e., it can be esti-
mated from limited information of the network. To illustrate this, we perform
simulations of traceroute [I1] on the two AS-level topologies.

In the simulation, we randomly choose the sources and destinations from the
network. Each simulation is denoted as T'(s, d), where s is the number of sources
and d is the number of destinations. For simplification, we let d = 10s (since
d = 10 is not sufficient to setup the experiment, we let d = 500 when s = 1), and
adopt the typical assumption that a route obtained by traceroute is a shortest
path between the source and the destination [9]. Each sample obtained from one
pair of (s, d) is denoted as GT(*:®, Table ] shows the nine samples for DIMES-AS
and UCLA-AS, respectively.

We first investigate the correlation between the original k-core index and the
new k-core index (denoted as k') estimated from traceroute samples. As shown
in Figure [Il for DIMES-AS with 7°(528,5280) and UCLA-AS with T'(764,7640),
most of the nodes have their k-core values estimated correctly; that is, they are
distributed around the line ks = k7.
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We also validate the robustness of k-core index by checking the attack se-
quence. For each sample GT(:9) from T(s,d), we obtain the list of nodes in the
descending order of k-core values, denoted as (7549, For the nodes with a same
k-core value, we reorder them by their degrees. Similarly, from the original net-
work we can get the attack sequence (. We then measure the distance between
the two sequences ¢T(>% and (. We define the distance between two rank lists
r1 and ro with a same length as follows:

_ Zw,j(z‘#) dij

s n(n—1) ~

3)

where n is the length of the rank list, and
Lri(i) > ri(j), m2(i) < ra2(j)
1 Tl(i) < T1(j),T2(i) > Tz(j)

1) = 71 (), r2(0) # 72(7) )

0 otherwise

dij =

in which 71(7) (r2(¢)) stands for the rank of ¢ in 71 (r2). Therefore, a lower
ds indicates the greater similarity between r; and rp. We select top fiop nodes
from ¢T(45) as r, and select the same nodes from ¢ to compose 7. As shown
in Figure @ for both the DIMES-AS and UCLA-AS networks, as the number of
sources increases, ds decreases rapidly. For example, in DIMES-AS, the sequence
from T'(528, 5280) is very similar to the real sequence with ds < 0.1. For UCLA-AS,
the sample T'(764,7640) also captures most of the real sequence information.

In summary, for the real-world AS-level Internet, the task of estimating the
k-core value of an AS, or obtaining the attack sequence based on k-core index, is
not that difficult. For DIMES-AS, the attackers only need to collect IP addresses
from 528 (i.e., 2%) ASes to perform traceroute, and therefore is feasible in reality.
For UCLA-AS, they may need to collect more IP addresses, say from 764 (i.e., 2%)
ASes — but still feasible.

5 Empirical Study

In this section, we perform malicious attacks on real-world AS-level networks,
and compare the results using the above-mentioned six measures. Some expla-
nations will then be given to highlight the characteristic of a k-core attack.

5.1 Emperimental Results

Here, we consider the degree-preferred attack and k-core-preferred attack. We
denote the fraction of removed nodes as f,.. For the four structural measures,
we first perform one round of attack and then calculate the measure values. For
the two propagation measures, we first conduct one wave of attack and then
simulate the SIS or SIR model on the networks for 100 times, and return the
average f215 or fS1R value. Note that we let 4 = 1.0 and 8 = 0.3 for the SIS

max

model, and g = 1.0 and A = 0.3 for the SIR model.
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Fig. 3. Comparison of two attacks to DIMES-AS

Figures[3l and @ show the results. As can be seen, to our surprise, we find that
the k-core-preferred attack (CA) is less malicious to the AS-level Internet than
the degree-preferred attack (DA). We take the DIMES-AS network for illustration.
As shown in Figure[3al as f, increases, fgcc decreases more slowly for CA. This
means that after removing the same amount of nodes, the network damaged by
CA contains a larger GCC. Meanwhile, fe,ster increases more quickly for DA,
which implies that DA is more likely to break the network into pieces. As to
A, it decreases less steeply for CA as f, grows. That is to say, compared with
DA, CA will not degrade the network efficiency rapidly. Finally, regarding to S,
the critical points of f,. at which a phase transition occurs are different for CA
and DA. Specifically, the critical point for CA is 0.051, a value much larger than
0.029, the critical point for DA. This implies that DA can result in an earlier
collapse of the network. Indeed, additional 528 ASes need to be attacked for CA
to collapse DIMES-AS, and this number rises to 1146 in UCLA-AS.

The propagation measures also validate the less maliciousness of k-core-
preferred attack. As can be seen in FigureBé for the model SIS(1.0,0.3), f515
decreases more slowly for CA, which means that the information or disease will
spread wider in the network bearing CA rather than DA. A similar trend can
be found for f512 in Figure Bfl with the STR(1.0,0.3) model. Note that we have
tried different configurations of u, S and A for the SIS and SIR models, and
always obtained results similar to the ones in Figure Bd and Figure Bl

All the six measures indicate a same result for the UCLA-AS network in Figure[d}
that is, the k-core-preferred attack is less malicious than the degree-preferred
attack. Nevertheless, it is still noteworthy that the measure differences between
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Fig. 5. The fraction of residual links

CA and DA are greater for the UCLA-AS network. For instance, as shown in Fig-
ured] the critical points for CA and DA are 0.095 and 0.061 respectively, which
lead to a gap larger than the one in the DIMES-AS network.

In summary, although being influential for information diffusion [I4], the con-
cept of k-core seems not that important for malicious attacks. In particular, the
k-core-preferred attack is less malicious than the simple degree-preferred attack
to the AS-level Internet.

5.2 Explanations and Discussions

Here, we try to explain the above finding by exploring the relationship between
the degree and k-core of a node.
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The essence of attacks based on node removals is to delete the links connected
to those nodes. We define the fraction of residual links in the network as f.s
and observe how it varies as f, increases. As shown in Figure [l the fraction of
residual edges for the k-core-preferred attack is clearly larger than the one for
the degree-preferred attack. This implies that the k-core-preferred attack leads
to much less link deletions.

Let us take a closer look at the nodes with a same k-core value. As shown
in Figure [0 for nodes in the same shell, their degrees vary dramatically. As a
result, compared with the degree-preferred attack, the k-core-preferred attack
tends to delete less links from the nodes that have higher k-core values but lower
degrees. To further illustrate this, we compare the attack sequences of CA and
DA. We choose the first L nodes from the sequences and examine the fraction
of nodes with degrees no less than a threshold k7, denoted as fr>x,. As shown
in Figure [7l compared with the degree-preferred attack, fr>g, is obviously less
for the k-core-preferred attack, especially at the early stage when 50 < L < 300
for DIMES-AS or 50 < L < 1000 for UCLA-AS. It should also be noted that the
gap of fi>r, is greater in UCLA-AS, which could also explain the more evident
differences between the two attacking strategies in Figure [l and Figure @
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Moreover, to understand why the gap between the two different attacks is
more obvious in UCLA-AS, we examine the variance of k-core for nodes with a
same degree. Figure [ shows the result. As can be seen, the variance in UCLA-AS
is much higher than the variance in DIMES-AS, especially when 50 < k < 200.
This implies that the attack sequences for DA and CA are more inconsistent in
UCLA-AS, which eventually leads to significantly different attack effects.

In summary, the reason for the k-core-preferred attack being less malicious is
that the nodes with high k-core values may own low degrees, and thus lead to
less link deletions in the early stage of the attack.

6 Conclusion

The Internet plays a vital role in modern communications. However, as a typical
instance of scale-free networks, it is fragile to the malicious attacks. In this paper,
we proposed k-core-preferred attack, a malicious attack for nodes with higher k-
core values, and compared it with the classic degree-preferred attack. Extensive
experiments on two AS-level Internet topologies using six measures demonstrate
that: (1) The k-core-preferred attack is feasible in real-world scenarios; (2) The
k-core-preferred attack is less malicious than the degree-preferred attack; (3)
The nodes in a same shell may have drastically different degrees, which degrades
the efficiency of a k-core-preferred attack.
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