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Abstract. Maximum distance separable (MDS) matrices have applica-
tions not only in coding theory but also are of great importance in the
design of block ciphers and hash functions. It is highly nontrivial to
find MDS matrices which is involutory and efficient. In a paper in 1997,
Youssef et. al. proposed an involutory MDS matrix construction using
Cauchy matrix. In this paper we study properties of Cauchy matrices
and propose generic constructions of low implementation cost MDS ma-
trices based on Cauchy matrices. In a 2009 paper, Nakahara and Abrahao
proposed a 16 x 16 involutory MDS matrix over Fys by using a Cauchy
matrix which was used in MDS-AES design. Authors claimed that their
construction by itself guarantees that the resulting matrix is MDS and
involutory. But the authors didn’t justify their claim. In this paper we
study and prove that this proposed matrix is not an MDS matrix. Note
that this matrix has been designed to be used in the block cipher MDS-
AES, which may now have severe weaknesses. We provide an algorithm to
construct involutory MDS matrices with low Hamming weight elements
to minimize primitive operations such as exclusive-or, table look-ups and
xtime operations. In a 2012 paper, Sajadieh et. al. provably constructed
involutory MDS matrices which were also Hadamard in a finite field by
using two Vandermonde matrices. We show that the same matrices can
be constructed by using Cauchy matrices and provide a much simpler
proof of their construction.

Keywords: Cauchy matrix, Diffusion, Involutory matrix, MDS matrix,
MixColumn operation, Vector space, Subspace, Vandermonde matrix.

1 Introduction

Claude Shannon, in his paper “Communication Theory of Secrecy Systems” [24],
defined confusion and diffusion as two properties, required in the design of
block ciphers. One possibility of formalizing the notion of perfect diffusion is
the concept of multipermutation, which was introduced in [23L26]. Another way
to define it is using MDS matrices. Mazimum Distance Separable (MDS) ma-
trices offer diffusion properties and is one of the vital constituents of modern
age ciphers like Advanced Encryption Standard (AES) [6], Twofish [21],22],
SHARK [18], Square [5], Khazad [I], Clefia [25] and MDS-AES [10]. The stream
cipher MUGI [27] uses MDS matrix in its linear transformations. MDS matrices
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are also used in the design of hash functions. Hash functions like Maelstrom [7],
Grgstl [§] and PHOTON family of light weight hash functions [9] use MDS
matrices as main part of their diffusion layers.

Nearly all the ciphers use predefined MDS matrices for incorporating the dif-
fusion property. Although in some ciphers the possibility of random selection of
MDS matrices with some constraints is provided [30]. In this context we would
like to mention that in papers [9,[1T)14}19,[30], different constructions of MDS
matrices are provided. In [9], authors constructed lightweight MDS matrices from
companion matrices by exhaustive search. In [IT], authors constructed efficient
4 x 4 and 8 x 8 matrices to be used in block ciphers. In [I41[19], authors con-
structed involutory MDS matrices using Vandermonde matrices. In [30], authors
constructed new involutory MDS matrices using properties of Cauchy matrices.

There are two very popular approaches for the design of large MDS matrices.
One involves Cauchy matrices [30] and the other uses Vandermonde matrices
[14,19]. In some recent works [9,20,29], MDS matrices have been constructed
recursively from some suitable companion matrices for lightweight applications.

In [28], authors proposed a special class of substitution permutation networks
(SPNs) that uses same network for both the encryption and decryption opera-
tions. The idea was to use involutory MDS matrix for incorporating diffusion. It
may be noted that for ciphers like FOX [I2] and WIDEA-n [I3] that follow the
Lai-Massey scheme, there is no need of involutory matrices.

In this paper we revisit and systematize the MDS matrix constructions using
Cauchy matrices [30] and generalize it. We also study involutory MDS matrices
where the entries are preferably of low Hamming weight.

Lacan and Fimes [14] constructed MDS matrices from two Vandermonde ma-
trices. Sajadieh et. al. [I9] constructed MDS matrices which were also involu-
tory. They [19] also constructed involutory Hadamard MDS matrices in a finite
field. In this paper we propose a Cauchy based MDS matrix construction and
prove that this is Hadamard in the finite field. We further provide an interest-
ing equivalence of our Cauchy based construction and the Vandermonde based
“Hadamard involutory MDS matrix” construction of [I9]. By this equivalence
we have a much simpler proof of generalization of Corollary 2 of [19]. We also
show that our method is faster than the Hadamard involutory MDS matrix
construction of [19] in terms of time complexity.

In [1I0], authors proposed a new diffusion layer for their AES cipher that
may replace the original ShiftRow and MixColumn layers. They proposed a new
16 x 16 matrix Migx16 for designing MDS-AES block cipher, which was claimed
to be involutory and MDS. But the authors did not justify their claims. In this
paper we prove that their claim is not correct and the constructed Migx 16 matrix
is not an MDS matrix. Our construction (Algorithm ) may be used to generate
16 x 16 involutory MDS matrices which may be used in MDS-AES block cipher.

MDS matrices of low Hamming weight are desirable for efficient implementa-
tion. In this context it may be noted that multiplication by 1, which is the unit
element of Fon, is trivial. When « is the root of the constructing polynomial of
Fan, the multiplication by « can be implemented by a shift by one bit to the left
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and a conditional XOR with a constant when a carry bit is set (multiplication by
a is often denoted as xtime). Multiplication by «+ 1 is done by a multiplication
by a and one XOR operation. Multiplication by o? is done by two successive
multiplications by «a.

The organization of the paper is as follows: In Section 2] we provide defini-
tions and preliminaries. In Section [3 we construct MDS matrices using Cauchy
matrices. In Section F] we study Cauchy and Vandermonde constructions for
FFHadamard involutory MDS matrices. In Section Bl we show that the 16 x 16
matrix Migx16 as proposed in [I0] is not MDS. We conclude the paper in
Section

2 Definition and Preliminaries

Let Fo = {0, 1} be the finite field of two elements and Fa» be the finite field of 2™
elements. Elements of Fon can be represented as polynomials of degree less than
n over Fy. For example, let 8 € Fan, then 8 can be represented as Z?:_Ol b,
where b; € Fo and « is the root of generating polynomial of Fon. Another compact
representation uses hexadecimal digits. Here the hexadecimal digits are used to
express the coefficients of corresponding polynomial representation. For example
a’™+at+a?+1 =1.a"+0.a540.a°+1.a* +0.a3+1.a® +0.a+1 = (10010101)y =
95, € Fos. We will often denote a matrix by ((a;;)), where a; ; is the (Z,7)-th
element of the matrix.

The Hamming weight of an integer ¢ is the number of nonzero coefficients in
the binary representation of i and is denoted by H(¢). For example H(5) = 2,

H(8) = 1.

Fon and 3 are isomorphic when both of them are regarded as vector space
over Fy. The isomorphism is given by © = (z10q0 + 2202 + -+ + Tpay) —
(1,22 ,xn), where {1, aa,...,a,} is a basis of Fan.

Let (H,+) be a group and G is a subgroup of (H,+) and r € H. Then
r+G={r+g:9€ G}isleft coset of Gin Hand G+r={g+r:g€G}is
right coset of G in H. If the operation + in H is commutative, r + G = G + r,
i.e. left coset is same as right coset, and r» + G is simply called coset of G in H.
It follows that any two left cosets (or right cosets) of G in H are either identical
or disjoint.

Definition 1. Let F be a finite field and p and q be two integers. Let . — M X x
be a mapping from FP to F? defined by the q x p matrix M. We say that it is an
MDS matriz if the set of all pairs (x, M x x) is an MDS code, i.c. a linear code
of dimension p, length p + q and minimal distance g+ 1.

An MDS matrix provides diffusion properties that have useful applications in
cryptography. The idea comes from coding theory, in particular from maximum
distance separable code (MDS). In this context we state two important theorems
from coding theory.

Theorem 1. [106, page 35] If C is an [n,k,d] code, then n —k > d — 1.
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Codes with n — k = d — 1 are called maximum distance separable code, or MDS
code for short.

Theorem 2. [16, page 321] An [n,k,d] code C with generator matriz G =
[I|A], where A is a k x (n—k) matriz, is MDS if and only if every square subma-
triz (formed from any i rows and any i columns, for anyi=1,2,... min{k,n—
k}) of A is nonsingular.

The following fact is another way to characterize an MDS matrix.

Fact: 1 A square matriz A is an MDS matriz if and only if every square sub-
matrices of A are nonsingular.

The following fact is immediate from the definition.
Fact: 2 All square submatrices of an MDS matriz are MDS.

One of the elementary row operations on matrices is multiplying a row of a
matrix by a scalar except zero. MDS property remains invariant under such
operations. So we have the following fact.

Fact: 3 If A is an MDS matriz over Fon, then A’, obtained by multiplying a
row (or column) of A by any c € F5. is MDS.

Fact: 4 If A is an MDS matriz over Fon, then c.A is MDS for any c € F3,..

Recall that many modern block ciphers use MDS matrices as a vital constituent
to incorporate diffusion property. In general two different modules are needed for
encryption and decryption operations. In [28], authors proposed a special class of
SPNs that uses same network for both the encryption and decryption operation.
The idea was to use involutory MDS matrices for incorporating diffusion.

Definition 2. A matriz A is called involutory matrix if it satisfies the condition
A2 =1, ie A= A1

Several design techniques have been used in past for constructing MDS matri-
ces including exhaustive search for small matrices. For large MDS matrices, the
designers prefer the following two methods: One method involves Cauchy matri-
ces [30] and the other method uses Vandermonde matrices [I4}[19]. In this paper
we study construction of involutory MDS matrices using Cauchy matrices. Be-
fore going into the construction, we discuss Cauchy matrix and its properties
which are of special importance in our constructions.

Definition 3. Gien xg,z1...,24-1 € Fon and yo,y1...,Yyd—1 € Fon, such that
;i +y; #0 for all 0 <i,j5 <d—1, then the matrizc A = ((a;;)), 0<4,j <d—1
where a; ; = miy is called a Cauchy matriz [16,[30].
iTYj
It is known that
H0§i<j§d—1(xj —xi) (Y5 — ¥i)
det(A) =
[o<ijca—r (@i +y5)
So provided z;’s are distinct and y;’s are distinct and x; +y; # 0 for all 0 <
1,7 <d—1, det(A) # 0, i.e. A is nonsingular. So we have the following result.
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Fact: 5 For distinct xo,x1...,249-1 € Fon and yo,y1 --.,Yd—1 € Fon, such that
xi+y; # 0 for all0 <4,j < d—1, the Cauchy matrizc A = ((a; ;)), 0 <4,j <d—1

where a; ; = city; s monsingular.
iTYj

From the definition of a Cauchy matrix we have the following fact.
Fact: 6 Any square submatriz of a Cauchy matriz is a Cauchy matriz.

From Fact [l and Fact [6f and for distinct z;’s and y;’s, such that x; +y; # 0, all
square submatrices of a Cauchy matrix are nonsingular. This leads to an MDS
matrix construction [30]. Towards this we have the following Lemma, which we
call a Cauchy construction.

Lemma 1. For distinct £o, 21 ...,Za—1 and Yo, Y1 - - ., Ya—1, such that x;4+y; # 0

for all 0 < 4,5 < d—1, the matriz A = ((as,;)), where a; ; = miy is an MDS
iTYj

matriz.

Proof. Tt is to be noted that the matrix A is a Cauchy matrix. Also from
Fact [ all of its submatrices are Cauchy matrices. Since g, x1...,24-1 and
Y0, Y1 - - - Yd—1 are distinct and z; +y; # 0 for all 0 < 4,5 < d — 1, so from Fact
Bl all square submatrices of A are nonsingular. So A is an MDS matrix. O

Lemma 2. Fach row(or each column) of the dx d MDS matriz A, formed using
construction of Lemmald has d distinct elements.

Proof. The elements of i’th row of A are xj_ forj=0,...,d—1.Now ! =
i TYj Zi+Yjq
acf,+1y,‘2 for any two ji,j2 € {0,...,d — 1} such that j; # jo implies y;, = y;,,
which is a contradiction to the fact that y;’s are distinct. Since 4 is arbitrary,
the result holds for all rows of A. The proof for columns are similar. |

Corollary 1. The d x d MDS matriz A, formed using construction of Lemma
[ has at least d distinct elements.

Definition 4. [16,[19] The matriz

Tog w2 wd ..owdTR
1ep v w3 wfTt
V = van(vg, . .., vg_) = 2 .3 .d-1
A Y
o ) 2 ) 3 ’ ) d—1
1vg—1 g1 Vg1 -+ Vg1

1s called a Vandermonde matriz, where v;’s are from any finite or infinite field.

Fact: 7 det(V) =[]
distinct.

i<j (vi —vj), which is non zero if and only if the v;’s are

In [T4], authors proposed MDS matrix construction from Vandermonde matrices,
which we call a Vandermonde construction. We record this important result in
the following lemma.
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Lemma 3. [T7[19] For distinct xo,x1,...,Z4—1 and Yo, Y1, .- -,Yd—1, such that
z; +y; # 0, the matriv AB~! is an MDS matriz, where A = van(zo,...,Tq—1)
and B =van(yo, ..., Yd—1)-

Authors of [19] proposed techniques to produce involutory MDS matrices. We
record this in the following lemma with slightly different notations.

Lemma 4. [19] Let A = van(xg,...,x4—1) and B = van(yo,...,yi—1) are
d x d invertible Vandermonde matrices in Fon satisfying x; = y; +r and z; #
yi,i,7 € {0,.. — 1}, r € F4., then AB~! is an involutory MDS matriz.

In [19], authors constructed a special form of MDS matrices called Finite Field
Hadamard matrices, which is defined as follows:

Definition 5. [2[19] A 2™ x 2™ matriz H is Finite Field Hadamard matric
(FFHadamard) in Fon if it can be represented as follows:

Uuv
1-(vy).
where the two submatrices U and V' are also FFHadamard.

Fact: 8 [19] Let H = ((hi,;)) be a 2™ x 2™ matriz whose first row is (zo 1 ...
xom_1) and h; ; = Tig;, then H is FFHadamard and is denoted by H = had(zo,

. ,.’I’,‘Qm_l).
Let H = ((hi,j)) = had(xo, . ..,xem_1), where z; € Fan for i € {0,. —1}.
Then clearly H’ ((hi ;) is FFHadamard where h} ; =7+ h;j, T € Ian Also
if r +x; # 0 for ¢ € {0,.. — 1}, then it is easy to check that the matrix

H" = ((hi;)), where h}; = ,,1/_ is also FFHadamard. We now provide Fact [

which will be used in Theorem IZl

Fact: 9 [I9] Let G = {zo,...,xam_1} be an additive subgroup of Fan, where
20 =0 and 2; + x; = Tipj. Let H = ((hi;)) be a 2™ x 2™ matriz over Fan,
where h; ; = r € Fan \ G, then H is FFHadamard.

1
r+Tig;’

In [19], authors defined Special Vandermonde matriz (SV matriz), which we
restate differently and equivalently.

Definition 6. Let G be an additive subgroup of Fon of order 2™, which is a
linear span of m linearly independent elements {1, x2, To2, ..., Tom-1} such that
T = Z;n:_ol brxok, where (bo,b1,...,bm—1) is the binary representation of i. A
Vandermonde matriz van(yo, . . ., yam—1) is called a Special Vandermonde matriz
(SV matriz) if y; = r + x;, where r € Fan.

We restate the generalization of Corollary 2 of [19] in the following lemma.

Lemma 5. [19] Let A = van(xo,...,zam_1) and B = van(yo,...,yz2m_1)
are Special Vandermonde matrices in Fan, where y; = xo + yo + x; and yo ¢
{xg,...,mam_1}, then AB™' is an FFHadamard involutory MDS matriz.

The proof of Corollary 2 of [T9] is several pages long. In Section [ Theorem [E]
we propose an alternative and a much simpler proof.
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3 Construction of MDS and Involutory MDS Matrices

From Corollary [Il, a d x d matrix constructed using Lemma [I] has at least d
distinct elements. In this paper we construct d x d MDS matrices with exactly
d distinct elements. It has two-fold advantage. Firstly, we have to find only d
elements of our liking (say of low implementation cost) to form the MDS matrix
using Cauchy construction. Secondly, for construction of efficient MDS matrices,
it may be desirable to have minimum number of distinct entries to minimize the
implementation overheads(See [11]).

Lemma 6. Let G = (xg,21,...,24-1) be an additive subgroup of Fan. Let us
consider the coset r+G, r ¢ G of G having elements y; =r+x;, j=0,...,d—1.
Then the d x d matriz A = ((a;;)), where a; ; = wiiyj, forall0<i,j<d-—1
is an MDS matriz.

Proof. We first prove that z; +y; #0 for all 0 <i,5 < d—1. Now, z; +y; =
rvi+r+zj=r+x,+z;er+GBut0¢r+G(asr ¢ Gand0 e G). So
zi+y; #0forall0 <4,5 < d—1. Also all ;s are distinct elements of the group
G and y;’s are distinct elements of the coset 7 + G. Thus from Lemma Il A is
an MDS matrix. O

Remark 1. Lemma [0] gives MDS matrix of order d, where d is a power of 2.
When d is not a power of 2, the construction of d x d MDS matrices over Fan
(d < 2"71) is done in two steps. Firstly we construct 2™ x 2™ MDS matrix A’
over Fon, where 2™~ ! < d < 2™, using Lemma [Bl In the next step, we select
d x d submatrix A of A’ of our liking (select d rows and d columns).

Fact: 10 Lemma 3 of [30] is a particular case of Lemmal@ of this paper.
Corollary 2. The matriz A of Lemmal@ is symmetric.

Proof. From definition, a; ; = a;; = T+I1‘+x_ forall 0 <i4,j <d—1. Thus A is
i J

symmetric matrix. O
Lemma 7. The d x d matriz A of Lemmal@l has exactly d distinct entries.

Proof. In the ith row the elements are a; ; = r+x1+xj for j =0,1,...,d — 1.
Since x;’s form the additive group G, x; + x; for j = 0,1,...,d — 1 gives all
d distinct elements of G for a fixed 7. Thus r +z; +z; for 7 =0,1,...,d -1
gives all d distinct elements of  + G. Since i is arbitrary, therefore in each row
of A, there are d distinct elements. Since these elements are nothing but the
multiplicative inverse of elements of r + G in Fan, the matrix A has exactly d

different elements. (]

Corollary 3. By Lemmal2 and Lemmal7, it is evident that all rows of matric
A constructed by Lemmald are the permutations of the first row of A.
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Lemma [0 provides construction of MDS matrices. These matrices may not be
involutory. In general, in substitution permutation networks (SPN) decryption
needs inverse of A. If A is a low implementation-cost MDS matrix, then it is
desirable that A = A~', otherwise implementation of A~ may not be efficient.
So we may like to make our MDS matrix to be involutory. Towards this we study
the following Lemma which is also given in [30], but in a slightly different setting.

Lemma 8. Let A = ((a”)) be the d x d matriz formed by Lemma [@. Then
A% = %I, where c = Zk 0 r+xk

Proof. Let A> = H = ((h;;)). From Corollary Bl A is symmetric matrix.
Therefore hZ g is the inner product of 1’th row and j’th row of A. Therefore

Zz 0 (r+a; _HCZ)Q Zk 0 (r+xk)2 = ¢? as z;’s and x;’s are elements of

a group Wthh is a subgroup of Ian of characterlstlc 2. Slmllarly for i # 7,
1 _
J - Zk 0 (r+z; +mk)(r+xj+zk) 5 +zJ Zk 0 (r+z; +:1:k) + (T+IJ+zk) -
1
x; +ac, (Zk 0 (r+z; +ack) + Zk 0 (r4xj+xk)

x+x, (Zl 07"1 +Z 07"+ac) Since {r +x;:1=0,...,d — 1} =r+ G and

+x
we are workmg on a ﬁeld Fyn of characteristic 2, therefore
(Zl -0 Tﬁml Zl, 0T+x ) =0. So h; j = 0. Thus A% = ¢*I. O

Corollary 4. The matriz A of Lemmald is involutory if the sum of the elements
of any row is 1.

d—1 1

Proof. The sum of elements of any row of A is equal to ) ; e, =G where
c is as defined in Lemma B So if ¢ = 1, ¢ = 1 and hence A2 = I (See
Lemma []). O

Corollary 5. If d x d MDS matriz A is constructed using Lemma [0, then iA

1

is an involutory MDS matriz, where ¢ = Zk 0 rtay

Proof. From Lemmal®, (! A)? = I and from Fact @ ! A is MDS. O

Remark 2. Multiplication in Fon by 1 is trivial. So for implementation friendly
design, it is desirable to have maximum number of 1’s in MDS matrices to be
used in block ciphers and hash functions. We know that each element in a d x d
matrix A constructed by Lemma [ occurs exactly d times (See Lemma [1). So
in the construction of d X d matrix A by Lemma [f] maximum d number of 1’s
can occur in A. It is to be noted that A can be converted to have maximum
number of 1’s (i.e. d number of 1’s) without distrurbing the MDS property just
by multiplying A by inverse of one of its entries (See Fact H]). Although this will
guarantee occurrence of 1’s in every row, but with this technique we may not
control Hamming weights of other d—1 elements. Also if A is an involutory MDS
matrix, such conversion will disturbe the involutory property.

Remark 3. In [I1], authors introduced the idea of efficient MDS matrices by
maximizing the number of 1’s and minimizing the number of occurrences of
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other distinct elements from F3,.. It is to be noted that multiplication of each
row of d x d MDS matrix A by inverse of the first elements of the respective
rows will lead to an MDS matrix A’ having all 1’s in first column (See Fact []).
Again by multiplying each columns of d x d MDS matrix A’ (starting from the
second column) by inverse of the first elements of the respective columns will
lead to an MDS matrix A” having all 1’s in first row and first column. Thus the
number of 1’s in this matrix is 2d — 1. Although A” contains maximum number
of 1’s that can be achieved starting from the MDS matrix A, but the number of
other distinct terms in this case may be greater than d — 1. Also A” will never
be involutory.

3.1 Construction of Some Additive Subgroup G of Fan

Recall that Fon and F3 are isomorphic when both of them are regarded as n
dimentional vector space over Fo. Any subspace of Fy is by definition an additive
subgroup of Fon. Let B = {xq, ..., Zm—_1} be m linearly independent elements of
Fon. Then the linear span of B, denoted by G, is a subspace of I} of dimension
m and is an additive subgroup of Fan. So G can be used to construct MDS
matrix using Lemma [Bl Also note that r in Lemma [6 can be any element of
Fan \ G. Our aim is to construct efficient MDS matrices. Hamming weights of
the elements in the MDS matrix may decide the number of table lookups, xor
and xtime operations. The higher order bits of each entries in the matrix affects
the number of calls to xtime. In the construction of MDS matrices by Lemma [6]
the elements of the matrices are inverses of the elements of r+ G (See Lemmal[G]).
So it is desirable that multiplicative inverses of elements of r 4+ G in Fa» must be
of low Hamming weights and also all the 1’s should be towards the lower order
bits.

3.2 An Algorithm to Construct MDS Matrix

Based on Lemma [, we now provide Algorithm [0 to construct 2™ x 2™ MDS
matrix over Fon, where m < n. Algorithm [ gives MDS matrix and when the
input parameter brypolutory 18 set true, the Algorithm [ gives involutory MDS
matrix of order d x d, where d is power of 2. When d is not a power of 2, the
construction of d x d MDS matrices over Fan (d < 277 1) is done in two steps (see
Remark[]). Firstly we construct 2™ x 2™ MDS matrix A over Fon using Algorithm
[ and keeping input parameter brpyolutory = false, where 271 <« d < 2™ In
the next step, we just select some suitable d x d submatrix A’ of A of our liking
(select d rows and d columns of our liking). Note that A’ may not be equal to
c?I, where ¢ € F5,. Although the matrix A’ is MDS, it is not involutory (See
Example 1).

Remark 4. The additive subgroup G = {xo,...,zam_1} in Algorithm [ is con-
structed by the linear combination of m linearly independent elements labeled
Z1,%2, %2 ..., Tom—1 in Step [[l Note that for such group G, z; + z; = z;0;,
z;,xj € G. For such G, the constructed matrix A in Algorithm [{]is FFHadamard
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Algorithm 1. Construction of 2™ x 2™ MDS matrix or Involutory MDS matrix
over Faon

Input n > 1, the generating polynomial 7(z) of Fon, m < n and brnvotutory-

Output Outputs a 2™ x 2™ MDS matrix A.

1: Select m linearly independent elements, labeled x1,x2, %52 ..., Tym-1 from Fan;

2: Construct G, the set of 2™ elements xo,x1,%2,%3,...,Tam_1, where xz; =
S bewan, for all 0 < i < 2™ — 1, (by—1,bm—1,...,b1,bo) being the binary
representation if ;

Select some r € Fon \ Gj

4: Construct r 4+ G, the set of 2™ elements yo, Y1, Y2, Y3, .. .,Yy2m—_1, where y; = r 4+ x;
forall0 <7 <2™ —1;

5: if (brnvolutory == false): Construct yli; else construct czlli fori=0,...,d—11in

the array ary s, where ¢ = Zk 0 TJrlzk

6: Construct the 2™ x 2™ matrix A = ((as,j)), where a;,; = ary s[k], where i ® j = k;

@

7: Set A as output;

(see Theorem H]). If the ordering is disturbed in Step [l by labeling the elements
differently, so that z; + x; # x;e;, the matrix A may not be FFHadamard,
although it will be MDS. We maintain the same ordering while constructing
additive subgroup in Algorithm [2l So Algorithm B] also produces FFHadamard
matrices.

Theorem 3. Algorithm [ generates d x d MDS or Involutory MDS matrices
over Faon where d = 2™, and the complexity is O(d?) operations in Fan.

Proof. The correctness of Algorithm [l is immediate from Lemma [G] Lemma [l
and Corollary @ In Algorithm [Il Step 1-Step 5 takes O(d) operations. Step 6
takes O(d?) operations. Thus the time complexity of Algorithm [lis O(d?). O

Ezample 1: Let n = 8,d = 4, 7(z) = 28+ +23+2+1 and brnpotutory = false.
Set r = 1. Select 1 = o'+ +a2 and 3 = a"+ab+a® +a*+a?+a+1. Thus
construct g = 0.1 +0.22 =0and z3 = l.a1+l.as =al+ P+t +a® +a+1.
Soy =1, y1 =a" +a+a?2+1,ys =a”" +a%+0a® +a* +a®+ a and
yz3 = a® +a® + a* + a® + a. So we have from Lemma [6 (as implemented in
Algorithm [])

01z 025 03z dOg Tag f4x 8egx O0lg

4 (02m 01z dOg osm) T (f4m Tag Olg 8%)
03z dOz Oly 024 |° 8exy Olg Tag fdg |’
dOg 035 025 Olg 0ly 8ey fdg Tag

where 01, =1,02, = 03, =a+1,d0, =a"+ab+a?, Ta, =ab +a® +a* +
P+, f4, =a"+ab +a® +a*+a?, 8e, = a’ +a’ +a?+a. Here ¢ = d0,. Note
that the matrix A is MDS but not involutory and the matrix lle is involutory
MDS. To form a 3 x 3 MDS matrix, we may take a submatrix A’ from A or
iA. Let us consider the 3 x 3 submatrix A’ of the involutory MDS matrix iA

of order 3. Here we take first three rows and columns of 1A for constructing A’.
Thus we have
, <7am fdz Segp )
A = | fag Tag 01y | .

8ex Oly Tag
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Note that 2nd and 3rd row of A’ are not permutations of its first row.

Remark 5. For an illustration purpose, we count the number of xtime and xor
operations for the matrix A and A’ of Example 1 without considering any op-
timization technique. The matrix A requires 9 xtimes and 3 xors each row, i.e.
36 xtimes and 12 xors for one matrix computation. Similarly the matrix A’ re-
quires 20 xtimes and 11 xors each row, i.e. 80 xtimes and 44 xors for one matrix
computation.

3.3 An Algorithm to Construct Low Hamming Weight Involutory
MDS Matrix

Here we present an algorithm (Algorithm[2]) to construct efficient d x d involutory
MDS matrices, where d is power of 2. By efficient matrix, we mean a matrix
having maximum number of 1’s and minimum number of other distinct elements
of low Hamming weight (see Remark B]). In the construction using Lemma [0 a
d x d MDS matrix A can have maximum d number of 1’s and d — 1 other distinct
elements (See Lemma [7). In the iteration of Algorithm 2 we fix r = 1, which
ensures that all diagonal elements are 1. Thus we have d number of 1’s. For d =

2™, we initially select m distinct elements of first row ao,1,ao,2,a0,22 - . ., @g am—1
which are of low Hamming weight and compute 1,2, Zs2,...,Tom-1, where
Toi =, 1271 +7r,i=0,...,m — 1. We repeat this process by selecting different

elements of next lowest possible Hamming weights unless we get m linearly
independent elements xg, 1, T2, x3,...,Tom_1. We next form G and r + G and
finally the matrix A using Lemma [6l If the matrix is not involutory, we repeat
the process unless we get an involutory MDS matrix A.

Remark 6. Note that we can choose m + 1 out of 2 elements of our liking
to have low Hamming weight while constructing involutory MDS matrix using
Algorithm [2 But we have no control upon the other 2™ — (m + 1) elements of
the matrix.

Remark 7. Note that Algorithm [ is similar to Algorithm [ and is based on
Lemma [l The Algorithm Pl may not terminate for some conditions in Step 2.
If we relax the conditions of low Hamming weight in Step 2, Algorithm [2] will
eventually terminate but the time complexity is not clear and may depend upon
many conditions.

Remark 8. Algorithm 2] generates d x d involutory MDS matrix over Fon where
d is power of 2. The correctness of Algorithm [ follows from Lemma [l Lemma,
Rl and Corollary El

Ezxample 2: Let n = 8, d = 4, n(z) = 2%+ 2* + 2> + 2 + 1. Set r = 1.
Also let a be the root of w(x). We will select ap,1 = 02, = a and search for
the element with next lowest possible Hamming weight for agp 2 so that the

corresponding values ajl +1 =2, and a;Z + 1 = x5 are linearly independent
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Algorithm 2. Construction of 2 x 2™ Involutory MDS matrix ((a;, ;))over Fon

Input n > 1, the generating polynomial 7(x) of Fon and m < n.
Output Outputs a 2™ x 2" involutory MDS matrix A.

1: Set r =1;

2: Select m elements labeled ao,1,a0,2,a022 -..,099m-1 from F3» of low Hamming
weight;

3: Compute m elements labeled 1,2, T92,...,%Tym-1, where Ty = aolzi +r, 0=
0,...,m—1; ’

4: Check if £1,%2,T52 ..., Tom—1 are linearly independent. If not, go to Step 2}

5: Construct G, the set of 2™ elements xo,x1,%2,%3,...,Tam_1, where x; =

S bewan, for all 0 < i < 2™ — 1, (by—1,bm—2,...,b1,bo) being the binary
representation of i;

6: if (r € G) then go to Step 2

7: Construct r + G, the set of 2™ elements yo, y1,y2,Y3, ..., Yy2m_1, where y; = r + x;
forall0 <7 <2™ —1;

8: Compute ¢ = Zi;é ylk . if(c # 1): go to step 2}

9: Construct the 2™ x 2™ matrix A = ((ai,5)), where a; ; =

10: Set A as output;

zi+y;’

and finally the resulting matrix is involutory MDS. If not involutory, we go for
next element of higher Hamming weight for ag 2. If no suitable candidate for
ap,2 is available, we set ag,; = 03; = a4 1, and repeat the search of suitable
candidate for ag,2. We iterate and find the first suitable combination as ag; = o
and ap2 = fcy = a’” +a% + a® + a* + o® + o2 which leads to an involutory

MDS matrix. For such ag 1, and agz2, we get 1 = a011 +1=a"4+a+a?
a;2 +1=0a"+a®+ a3+ a2 So we have 2y = 0.z1 + 0.22 = 0 and

z3 =la+1l.ay =ab. Thusyo = 1,11 = a’+a?+a’+1, yp = a"+ab+ad+a?+1
and y3 = af + 1. Finally, we get

01y 025 fex few
a— |02z 01z fex feu |

and xo =

fex fex Oly 024
fex fex 024 Olg

Note that this matrix is involutory MDS. The MDS matrix A of Example 1
is more implementation friendly, but it is not involutory. Note that the matrix
iA of Example 1 is involutory MDS but not as efficient as the involutory MDS
matrix A of Example 2.

Example 3: Here we construct 23 x 23 involutory MDS matrix from Algorithm
2 Let r = 1. Using Algorithm 2] we select ag; = 024, ag2 = 06, and ag 4 = 30,
of low Hamming weight. This generates ¢ = {00, 8¢, 7az, f62, 2dz, aly, 575, dbg}. SO We
generate 7+ G and finally the involutory MDS matrix A using Algorithm 2], first
row of which is as follows: (01 025 06z 8cy 30z fby 87z cdg).

Example 4: Here we construct 2% x 24 involutory MDS matrix from Algorithm[2
Let r = 1. Using Algorithm[2], we select ag,1 = 034, ap.2 = 08, and ag 4 = 0d, and
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ao.8 = 0f; of low Hamming  weight. This  generates

G = {00g, f7z, €9, lex, €0x, 172,09, fex, cbz, 31y, 2fz, d8z, 265, dly, cfz, 38z }. So we g(ﬂlerate T+
G and finally the involutory MDS matrix A using Algorithm [ which is as
follows:

01y 03y 08y b2g Ody 60y €8z leg Ofy 2c¢q a2z 8by 9y Tay acy 35y
03y Olg b2g 08y 60y Ody ley eS8z 2c¢qp Ofy 8by a2y Tay c9p 35z acg
08y b2y Olg 035 €8z leg Odg 60y a2g 8by Ofg 2¢q acy 35z c9p Tag
b2z 08z 03y Oly lcg €8y 60y Ody 8by a2y 2c¢y Ofy 35y acy Taz 9y
0dy 60z €8z ley Oly 03y 08y b2y 9y Tay acy 35z Ofy 2y a2y 8by
60y Ody lcg €8y 03z Oly b2z 08y Tay c9g 35x acy 2¢y Ofz 8bx a2y
€8z leg Ody 60y 08y b2y Oly 03z acy 35z c9y Tay a2y 8by Ofy 2cx
lcy e8z 60z Odg b2z 08y 03y Oly 355 acy Tag c9z 8bx a2y 2¢x Ofg
Ofg 2cq a2z 8by 9y Tagy acg 35z Oly 03y 08y b2g Ody 60y €8z leg
2cy Ofy 8by a2g Tay c9g 355 acy 03z Oly b2y 08y 60y Ody leg €8y
a2y 8by Ofy 2cx acg 35y c9g Tay 085 b2g Oly 03y €8z leg Odg 604
8by a2y 2cqg Ofy 35p acy Tag c9g b2y 08y 034 Oly leg 8z 60z Odg
9z Tag acg 35y Ofg 2¢q a2y 8by Ody 60y eS8y leg Oly 034 08y b2g
Tay c9p 35z acg 2c¢y Ofy 8by a2z 60y Ody leg €8z 03z 0ly b2y 08y
acy 35y 9y Tay a2y 8by Ofy 2cy €8y leg Ody 60y 085 b2y Oly 034
354 acy Tag 9y 8by a2y 2cz Ofy leg €8y 60x Ody b2y 08z 035 Olgy

Ezample 5: Here we construct 2° x 2° involutory MDS matrix from Algorithm
2 Let r = 1. Using Algorithm 2] we select ag1 = 024, ag2 = 04, and ag 4 = 07,
and ags = 0b; and ap16 = Oe of low Hamming weight. This generates « =
{004, 8¢y, cag, 464, dOg, 5cx, lag, 964, cly, 4dg, Obg, 874, 115, 9dg, dby, 574, edy, 684, 2eq, a2g, 344, b8z, feq,
724,250, a% , ¢ fu, 63a, F55, 94, 3fx, b3z}, S0 We generate r + G and finally the involutory
MDS matrix A using AlgorlthmIZL first row of which is as follows: (01, 02, 045 69 07,
ecy ceg T2x Oby 545 294 bey T4y f9gx cdgp 87x Oegxy 47x c2x c3gx 39 8ex leg 85x 554 264 ley afy 685 b6y
590 17). Note that matrices in Example 2 to Example 5 are FFHadamard (see
Remark @]). So h; j = hoe; for all 4,5 € {0,...,31}.

4 FFHadamard MDS Matrices from Cauchy Based
Construction and Vandermonde Based Constructions

The authors of [19] constructed FFHadamard involutory MDS matrices start-
ing from two Special Vandermonde matrices. In this section we first show that
Cauchy construction of Algorithm [l gives FFHadamard matrices. We next show
(see Theorem[Bl) the equivalence of Cauchy based construction and Vandermonde
based construction of “FFHadamard involutory MDS matrices” of [19]. In doing
so, we provide a much simpler proof (see Corollary[§)) of generalization of Corol-
lary 2 of [T9]. We also prove that Cauchy based construction using Algorithm [I]
is faster than the Vandermonde based construction.In the following theorem we
show that the MDS matrices constructed by Algorithm [Tl are FFHadamard.

Theorem 4. Algorithm [l generates FFHadamard Matrices.

Proof. Let us assume that Algorithm [ produces 2™ x 2™ matrix A = ((a;,;))-
1

_ _ _ 1
So a;; = vty = r+x1+% = iy where z;’s and y;’s are as defined in the

Algorithm [l From Fact @ A is FFHadamard matrix. O
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4.1 Equivalence of Cauchy Based Construction and Vandermonde
Based Construction of Involutory MDS FFHadamard Matrices

Here we fix certain notations that will be used freely in the rest of this
Section. Let G = {70, 71,--.,74—1} be an additive subgroup of Fa. of order d
where vo = 0 and ; +v; = vig; for 4,5 € {0,...,d — 1}. For any two arbitrary
r1,72 € Fan, such that r1 + 12 ¢ G, let us define three cosets of G as follows:
r+G={a;:a;=r+y fori=0,...,d=1},ro+G = {8; : f; = ra+~; for i =
0,...,d=1}and ri +ro+G={0; : 6, =r1 +ro+~; fori =0,...,d—1}. Let
v be the product of all nonzero elements of G, 8 be the product of all elements
of ro + G and § be the product of all elements of r1 + 19 + G, i.e. 7= Hz? Vs

8= H PPy ! B and § = H PPy ! 5k. Also let us define two d x d Special Vandermonde

matrices (SV matrices) A and B as follows: A = wvan(ag,a1,...,a4—1) and
B = van(po, b1, -, Ba—1) and let
bo,0  bo,1 .- bgd—1
b1,0 b1 s bygoa
B™l=1. . o , where b; ; € Fyn.
b4—1,0 ba—1,1 - bd—1,d-1

We will prove in Theorem [l the equivalence of Vandermonde based constructions
(see Subsection 3.1 of [19]) and Cauchy based constructions (see Algorithm [l of
FFHadamard involutory MDS matrices. Before going into the proof, we study
few properties of B and B~! in Lemma [ to Lemma [[2

Lemma 9. det(B) = y%/2.

Proof. From Fact[l det(B) =[], .,(Bx+51) = (Hk#(ﬂk +5)? = (Hk#(’wﬂr
y))'/2. In the product [Txz1(v% + ), each of the terms 71, ...,74—1 occurs d

times. So ], (v +7) = Hf;ll v¢ = 4. Therefore det(B) = /2. 0

In the next lemma, we show that the elements of last row of B~ i.e. bg_1 ;s for
j=0,...,d—1 are equal and independent of j.

Lemma 10. by ; = ; forj=0,...,d—1.

Proof. Let j € {0,1,...,d — 1} be arbitrary. So, bg_1,; = ‘fie;((B )) Where
180 B2 B3 ...Bi72
, 113,113]113,1:..;3,’12

LBt ﬂa+1 5g+1 s B

1 ﬂd—l ‘5371 ‘3371 e Paa

Now (ITjzt (v +3)"? = Ty (o + ) and Tl gy (0 + 1) =

[Thoer, (ve+v0) B B PP 7S o 7D BV S M N
Hk;ﬁj(’Yk+’Yj)Hl¢j(’Yj+’Yl) o Hk;ﬁo'WcHl,;ﬁo'Yl o2 T v - Therefore det(B) -

Hk<l,k,l7£j(5k +B1) = H}c<l,k,l7£j(7k +m) = (H}c;él,k,l;éj (v +7)) 2 = A 4=2/2,
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From the relation B~ = ’z‘z((BB))t, we get by,_1; = Cfieett((B )) Using Lemma [@ we
_det(B') _ A4T/2 g
get bp_1,; = det(B) = a2 T o ]

Let us define d — 1 degree polynomials P;(x) = Zf o bijxt for j=0,...,d—1.
The coefficients of P;(z) are the elements of j'th column of B~!. In the next
lemma we study the roots of P;(z).

Lemma 11. The d — 1 roots of Pj(z) are fo,...,Bj—1,Bi+1,---,Ba—1 for
j=0,....d—1.

Proof. We know BB~! = I, where I is the d x d identity matrix. The d elements
in the j’th column of BB~! are P;(0), Pj(51),- ., Pj(Ba—1), of which only j'th
element i.e. Pj(;) is one and the rest d — 1 are zero. Hence the result follows. O
Corollary 6. Pj(z) = ,1y [xyzj(@+B) for j=0,....,d—1.

Proof. From Lemma [[T] roots of P;(z) are Bo,...,Bj—1,Bj+1,- -, Ba—1. There-
fore, Pj(x) = ba—1,5 [ [54;(x — Br). Since elements are from Fa» which is of char-
acteristic 2, so Pj(x) = ba—1,j [[4;(* + Bk). Also from Lemma [0 bg—1,; = !

v
for j=0,...,d—1. Hencer(x):}ka#j(erﬂk) for j=0,...,d—1. O
Lemma 12. Z;g 5

Proof. We know, B™'B = I. So (0,0)’th element of B71B ie. Yobo; =1
Using Corollary B, we have P;(0) = ! Hk# By = ,yﬁ But P;(0) = bg ;. So

1=>,bo;=>;P(0) = ij Zjﬁlj.Thu Zjﬁj:g. O
Corollary 7. Zj 5 = 1

Now we propose Theorem Bl which shows the equivalence between Cauchy based
Construction of FFHadamard matrices (Algorithm [) and Vandermonde based
Construction of FFHadamard matrices [19]. Let M be the involutory MDS
matrix produced by Algorithm [I where M = ((m;;)), mi; = wi% fori,j €
{0,1,...,d =1}, ¢ = Z;é 5116. Note that in Algorithm [ if we take G as G, r
as 11 + 72 and set brpyolutory = true, then Algorithm [ constructs iM
Theorem 5. AB~' = ! M.

Proof. Let AB™! = ((h,;j)). Now, the (i, j)’th element of AB™! is Pj(c;). Using
Corollary B, we have h; ; = Pj(a;) = ! Hk#(ai + Bk) =1 S legi(r+7v+r2 +

) = 1 [T (ritre+yitye) 1 Tl 0k 6
Te) = 5 (rtratvitr) v (%+5 ) Ty ('y7+6 )

c= Zz 0 ;k = 7. Thus h;; = 'm; ;. Hence the proof 0O

Note that by Lemma [ (a generalization of Corollary 2 of [19]), AB~! is an
FFHadamard involutory MDS matrix. The following corollary gives an alterna-
tive proof of Lemma [l

Corollary 8. AB~! is FFHadamard involutory MDS matriz.

Proof. Since 'M is FFHadamard involutory MDS (from Theorem [ and
Theorem H), so is AB~! (from Theorem []). O

m, - Also from Corollary [7]
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4.2 Comparison of Algorithm [0 Based on Cauchy Based
Construction, and Vandermonde Based Construction of [19] to
Construct FFHadamard Involutory MDS Matrices

From Theorem [3] the time complexity of constructing d x d FFHadamard invo-
lutory MDS matrix | M is O(d?). In the Vandermonde based Construction [19]
to construct FFHadamard involutory MDS matrix AB~1, it requires a multipli-
cation of d x d matrices A and B~! and the time complexity is O(d?). So, the
Algorithm[lis faster than the Vandermonde based Construction of FFHadamard
involutory MDS matrix in [19].

5 The Matrix Migx16 Used in MDS-AES of [10] Is Not
MDS

In [I0], authors proposed 16 x 16 involutory MDS matrix Migx16 by Cauchy
based construction with an additional restriction of allowing elements of low
Hamming weights. We checked that their method does not give MDS matriz. It
is easy to verify that the set of inverses of elements of the first row of Migx16
is not a coset of any additive subgroup of Fos. In fact the authors of [I0] did
not consider the additive subgroup properly. Some authors [4[15] recommended
Migx16 to be used as a diffusion layer, but using this matrix may introduce
severe weaknesses. The Migx16 matrix of [10] is given below.

0lp 035 04z 055 064 07y 085 094 Oag Obg Ocg Odg Oey 10g 024 leg
03z 0lg 055 04z 074 06y 09z 08y Oby Oagy Odg Ocy 10z Oeq legy 024
04z 054 Oly 03z 08y 095 065 07y Ocy Odgy Oaz Oby 025 leg Oey 104
055 04y 03y Oly 094 08y 07z 064 Ody Ocy Oby Oay legy 024 104 Oey
065 07y 08z 09z Oly 03y Ody 054 Oey 10z 024 ley Oay Oby Ocy Ody
07z 06y 095 08z 03y Oly 055 04y 10y Oey ley 024 Oby Oaz Odgy Ocy
08z 094 06y 07z 04y 055 Oly 03y 024 ley Oey 10y Ocy Odg Oagy Obg
M _ | 094 08z 075 064 055 04z 03y Oly ley 024 10y Oey Ody Ocy Oby Oag

16X16 = | 0ay Oby Ocy Ody Oexy 10z 025 ley Olgy 03z 04z 054 065 075 08y 09z
0bg Oag Ody Ocg 10y Oez leg 025 03z Olg 05, 04z 074 06y 095 08g
Ocg 0dg Oag Obg 024 legy Oep 10g 04y 055 Olg 03y 08z 094 064 07y
0dg Ocy Obgy Oag ley 024 10y Oey 055 04y 03z Olg 095 08z 075 064
Oeg 10g 02z leg Oagy Oby Ocy Ody 06y 07z 08¢ 09y Oly 034 04y 054
10y Oey leg 025 Oby Oagy Odg Ocy 074 06y 09z 08y 03z Oly 055 Odgy
025 leg Oey 10z Ocg Odg Oag Oby 08y 09z 064 07y Ody 054 Oly 03y
ley 02z 104 Oey Ody Ocg Oby Oay 09y 08z 07z 064 05z 04z 0345 Oly

The elements of Migx16 are from Fas and the constructing polynomial is 8 +
z*+ 23+ +1. Let us consider the 2 x 2 submatrix A of Migx16 formed by taking
0th and 2nd row and 1st and 5th column. Let o be the root of 28+ 24+ a3+ +1.
Then in polynomial representation,

A (082 07z _ (1+« 1+ a+a?
T 052 092 ) T \1+a2 1+4ad ’

Sodet(A) = (1+a)(1+a®)+(1+a+a?)(1+a?)=1+a*+a+a®+1+a?+
a+a®+a?+a* = 0. Thus the submatrix A is singular. So clearly from Fact [I]
Migx16 is non MDS. Example 4 provides 16 x 16 involutory MDS matrix which
can be used instead of Mygx16 of [I0]. Note that the matrix in Example 4 does
not look as good as Migx16, in terms of Hamming weights of its elements — but
Migx16 is non MDS. One can also generate different involutory MDS matrices
using Algorithm
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6 Conclusion

In this paper, we developed techniques to construct d x d MDS matrices over
Fan. We proposed a simple algorithm (Algorithm [I]) based on Lemma [6l This
algorithm is a generalization of the construction proposed in [30]. We propose
another algorithm (Algorithm B]) which uses Algorithm [literatively to find soft-
ware efficient involutory MDS matrices. We find the interesting equivalence of
Cauchy based construction (Algorithm [I]) and Vandermonde based construction
of FFHadamard involutory MDS matrices [19]. We also prove that Cauchy based
construction (Algorithm [I)) is faster in terms of time complexity compared to
Vandermonde based construction of FFHadamard involutory MDS matrices [19].
We have shown that the 16 x 16 matrix Mygx16, used in MDS-AES of [I0], is
not MDS.
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