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Abstract. In 2012, Singh-Verma proposed an ID-based proxy signature scheme
with message recovery. Unfortunately, by giving two concrete attacks, Tian
et al. showed that Singh-Verma's scheme is not secure. This paper proposes an
improvement of Singh-Verma's scheme to eliminate the security problems.
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1 Introduction

An ID-based message recovery signature scheme is a kind of useful lightweight
signature, in which the message itself is not required to be transmitted together with a
signature [1-3]. A Proxy signature scheme allows an original signer to delegate a
proxy signer to sign messages on its behalf, which has found numerous practical
applications such as grid computing and mobile agent systems [4,5]. In 2012
combining the advantages of ID-based message recovery signatures and proxy
signature, Singh-Verma [4] proposed the first ID-based proxy signature scheme with
message recovery. They proved its security in the random oracle model and believed
that it can be used in wireless e-commerce, mobile agent systems and mobile
communication. Unfortunately, by giving two concrete attacks, Tian et al. [5] showed
that Singh-Verma’s scheme is not secure. This paper proposes an improvement of
Singh-Verma’s scheme to eliminate the security problems.

2 Review of Singh-Verma’s Signature Scheme

This section reviews the Singh-Verma’s ID-based proxy signature scheme with
message recovery [4]. Throughout the paper, notations are employed in Table 1.
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Table 1. Notation used in scheme

allb a concatenation operation of two strings a and b.
@ a bit-wise exclusive-or computation in the binary system.
[x]10 the decimal representation of x € {0,1}".

[y]2 the binary representation of y € Z.
1181 the first [; bits of B from the left side.
1811, the first [, bits of § from the right side.
Gy, G, two cyclic groups of the same order g, where |q| = [; + [,.
Hy, Hy, H,  |three cryptographic hash functions {0,1}* = G1, {0,1}" X G, = Z, G, = Zj.
Fi,F, two cryptographic hash functions {0,1}"2 - {0,1}%1, {0,1} - {0,1}%.

There are eight phases in Singh-Verma’s scheme: (1) Setup, (2) Extract, (3) Dele-
gate, (4) DVerity, (5) PKGen, (6) PSign, (7) Verify, and (8) ID phases.

(1) Setup: Given a security parameter A, the PKG(Private Key Generator) does the
following steps:

1. Choose a random generator P of G; and the master secret key s € Zg.

2. Set Pyyp, = sP as his/her public key.

3. Publish the public parameters PP = (G, Gy, e, P, Pyyp, Ho, Hy, Hy, Fy, o, 1y, ).

(2) Extract: On input the master secret key s and a user’s identity /D; € {0,1}", the
PKG computes the user’s private key d; = sHy(ID;) and sets its public key as
q; = Ho(IDy).

(3) Delegate: The original signer 1D, does the following steps:
1. Take as input his/her private key d, and a delegation warrant m,,,.
2. Pick arandom value k, € Z;.
3. Compute 74 = e(P,P)*4, hy = H;(m,, 1) and S = hy - d4 + k,P.
4. Output the delegation W,_p = (m,,,14,S).

(4) DVerify: Upon receiving W,_z = (mm,,14,S), the proxy signer /Dy does the
following steps:
1. Compute q, = Hy(ID,), hy = Hi(my,, 7).
2. Checkif e(S,P) =1, e(qa Ppup)™.
3. If so, IDg accepts the delegation; otherwise, he/she requests a valid one from
ID, or terminates the protocol.

(5) PKGen: After accepting W,_p, IDg sets d, =S+ hy - dp as his/her proxy
signing key.
(6) PSign: Given a message m € {0,1}" which conforms to the warrant m,,, the
proxy signer [Dg with the proxy signing key d,, does the following steps:
1. Select a random value kg € Z; and set 15 = e(P, P)ks.
Set B = Fy(m)[|(F>(F1(m)) @ m) and a = [B]s,.
Compute v =14 - 15 and Vz = H,(v) + «
Compute U = kgP +d,,.
Output the proxy signature § = (m,,, 1y, Vg, U).

bl
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(7) Verify: On input a proxy signature & = (m,,, 14, Vg, U), a verifier does the
following steps:

1. Set hy = Hy(my,,1,) and a = Vz — H,(e(U, P)e(qa + qp, Ppup) ).

2. Compute § = [a], and m = F,(;1|B]) @ |Bs,-

3. Accept the proxy signature § if m conformsto m,, and |f| = F,(m).

The correctness of the scheme is justified as follows:

e(U,P)e(qa + g5 Ppub)_hA =e(kgP + d,, Ple(qq + qB:Ppub)_hA

=e(kgP + hy - dg + S,P)e(qa + qp, Ppup) ™4
e(kBP + hA . dB + hA . dA + kAP, P)e(qA + qB,Ppub)_hA
e((ks + ka)P, Pe(hs - (dg + d2), PYe(@a + G, Ppu) ™ (D)
e((ky + kg)P,P)
Ty T

=v

Hence, we can obtain Vz — H,(e(U,P)e(q, + qB,Ppub)‘hA) =VB—-H,(v) =«a.
Since B = F;(m)||(Fz(F;(m)) ® m) = [a],, we can obtain m = F,(11|B]) @ B,
Finally, the integrity of m is justified by ,;|8| = F;(m).

(8) ID: On input a valid proxy signature § = (m,,, 14, Vg, U) the proxy signer’s
identity 1Dy can be revealed by m,,,.

3 Cryptanalysis on Singh-Verma’s Signature Scheme

Tian et al. [5] demonstrated that Singh and Verma’s ID-based message recovery
proxy signature scheme is insecure to two forgery attacks as follows.

(1) Forgery Attack 1: Assume that an adversary A has obtained a valid proxy
signature § = (m,,, 74, Vg, U) on message m. To produce a valid proxy signature
8’ onanew message m’ , A does the following steps:

1. Pick arandom value t € Z;.

2. Compute U’ =U+tP and v' =e(U,P)e(qas+ qp Ppup) ™ -e(P,P)t =
v-e(P,P)t.
3. Set B’ = F,(m)||(F(F,(m” ) @m" ) and @’ = [B']1.
4. Compute V'y = H,(v' )+da'.
5. Output the proxy signature §' = (m,,, 14, V', U").
We can easily see that 8’ = (m,,,14,V's, U’ ) is a valid proxy signature on the
message m’ as follows:

e(U" ,P)e(qs + gz, Ppub)hA =e(U +tP,Ple(qs + qB'Ppub)_hA
= e(tP,P)e(U,P)e(qs + qB'Ppub)_hA
=e(tP,P)-v
= 1_7’

2)

Therefore, Singh-Verma’s ID-based proxy signature scheme with message recovery is
not secure to the above forgery attack 1.
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(2) Forgery Attack 2: Assume that A is an adversary who aims to forge a proxy
signature § on any message m, but he/she has not yet obtained a valid proxy
signature. Then A does the following steps:

1. Produce a delegation warrant m,, such that m conforms to it.

2. Select two random values 7,,U € G;, and set hy = H;(m,,1,) and v =

e(U' P)e(QA + qB'Ppub)_hA-

3. Compute = F;(m)||(Fz(Fi(m)) @ m) and a = [B];o.

4. Compute Vz = H,(v) + «

5. Output the proxy signature § = (m,,, 74, Vg, U).

We can easily see that § = (m,,, 14, Vg, U) is a valid proxy signature on the message
m. Since v = e(U,P)e(qa + 4, Pyup) ™, we can obtain Vz — H,(e(U, P)e(q, +
s, Ppup) ") = Vg — Hy(v) = a. As f = Fy(m)||(F,(F;(m)) @ m) = [a],, hence
we can obtain m = F,(;11|B|) @ |B|,,- Finally, we can find out that ;|| = F,(m).
Consequently, § = (m,, 14, V5, U) is indeed a valid proxy signature on m .
Therefore, Singh-Verma’s ID-based proxy signature scheme with message recovery is
not secure to the above forgery attack 2.

4 Proposed Signature Scheme

This section proposes an improved Singh-Verma’s ID-based proxy signature scheme
with message recovery. The proposed scheme also consists on eight phases: (1) Setup,
(2) Extract, (3) Delegate, (4) DVerify, (5) PKGen, (6) PSign, (7) Verify, and (8) ID
phases. The proposed scheme works as follows.

(1) Setup: Given a security parameter A, the PKG does the following steps:
1. Choose a random generator P of G; and the master secret key s € Zg.
2. Set Py, = sP as his/her public key.
3. Publish the public parameters P = (G, G5, ¢, P, Ppup, Ho, Hy, Hy, Fy, Fy, I, 1).

(2) Extract: On input the master secret key s and a user’s identity /D; € {0,1}", the
PKG computes the user’s private key d; = sHy(ID;) and sets its public key as
q; = Ho(IDy).

(3) Delegate: The original signer 1D, does the following steps:

Take as input his/her private key d, and a delegation warrant m,,,.
Pick a random value k, € Zj.

Compute 1, = k4P.

Compute H,, = Hy(ID,, m,,,14) € G;.

Compute S = k4H,, +d,.

Output the delegation W,_z = (m,, 14, 5).

I

(4) DVerify: Upon receiving W,_z = (mm,,14,S), the proxy signer /Dy does the
following steps:

1. Compute q, = Hy(ID,).

2. Compute H,, = Hy(ID,, m,,,14) € G;.
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3. Checkif e(S,P) = e(r4, Hy) - €(qa, Ppup)-
4. If so, IDg accepts the delegation; otherwise, he/she requests a valid one from
ID, or terminates the protocol.

(5) PKGen: After accepting W,_,5, IDg sets d, =S + dp as its proxy signing key.

(6) PSign: Given a message m € {0,1}* which conforms to the warrant m,,, the
proxy signer IDg with the proxy signing key d,, does the following steps:

1. Select arandom value ky € Z; and set 15 = kgP.

2. Set B =F,(m)|[(F(Fi(m)) @m) and a = [B]o.

3. Compute H,, = Hy(IDg, a,15) € Gj.

4. Compute U = kgHp, + dp,.

5. Output the proxy signature § = (m,,, 14,13, U).
(7) Verify: On input a proxy signature § = (m,,, 74,75, U), a verifier does the
following steps:

1. Compute H,, = Hy(ID4,m,,74) € Gj.

2. Compute f = [a], and m = F,(|B]) @ |B1s,-

3. Compute H,, = Hy(IDg, a,15) € Gj.

4. Accept the proxy signature § if m conforms to m,, and

Hy(e(U, P)e(qa + qg, Ppup) ™) = Hz(e(H, Tp)e(Hy,74)) 3)
The correctness of the scheme is justified as follows:

e(U,P)e(qa + g5, Ppub)_1 = e(kgH,, + dp' Ple(qa + gz, Ppub)_1
= e(kgHp + dg + S, P)e(qa + qp, Ppup) ™"
= e(kgHp + dp + kaHy, + da, P)e(qa + 4, Ppup) ™"
= e(kgHp, + kaH,, P)e(dp + da, P)e(qa + qp, Ppup) ™" (4)
= e(kgH, + k4H,,, P)
= e(kgHy, P)e(kyHy, P)
= e(H,,, kgP)e(H,,, k, P)
= e(Hm,1p)e(Hy, 14)
(8) ID: On input a valid proxy signature § = (m,, 7,75, U) the proxy signer’s
identity 1Dy can be revealed by m,,,.

5 Security Analysis

This section demonstrates a concrete security proof of our proposed scheme.

(1) Unforgeability [6]: Only a designated proxy signer can create a valid proxy
signature for the original signer. In other words, nobody can forge a valid proxy
signature without the delegation of the original signer. It means that any entity (other
than the real proxy signer 1Dg), including the original signer ID,, cannot generate a
valid proxy signature. Only an authorized proxy signer IDp can create a valid proxy
signature &. If any attacker wants to forge a proxy signature, he/she must be
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authorized by the original signer signing on a warrant m,, and use the proxy signer’s
proxy secret key d, = S + dg to compute §. However, this is impossible since the
identity of the attacker was not in m,, signed by the original signer. Not to mention,
the attacker does not know dp = S 4+ dg. Under this situation, even if the attacker
want to (1) fake the proxy signer key as d,,, (2) change value U = kgH,, + d,, to
U’, or (3) randomly select k'p € Zj, trying to counterfeit the proxy signature, his/her
attempt deems to fail without knowing the proxy secret key d,, = S + dp. Therefore,
the proposed scheme provides the unforgeability property.

(2) Verifiability [6]: After checking and verifying the proxy signature, a verifier can
be convinced that the received message is signed by the proxy signer authorized by
the original signer. In the proposed Verify phase, after checking and verifying the
proxy signature &, the verifier can calculate to check whether the verification
equation H,(e(U,P)e(q, + qB,Ppub)‘l)? = H,(e(Hy,13)e(H,,14)) holds. If it
does, the verifier can be convinced that the received message is signed by one of the
proxy signer members authorized by the original signer because U = kgHy, + d,, and
e(Hy,rg)e(H,,r,) are used in the verification equation. Therefore, the proposed
scheme provides the verifiability property.

6 Conclusion

In 2012, combining the advantages of ID-based message recovery signatures and
proxy signatures, Singh-Verma proposed an ID-based proxy signature scheme with
message recovery that can be used in wireless e-commerce, mobile agent systems and
mobile communication. Unfortunately, Tian et al. showed that Singh-Verma’s scheme
is not secure against two forgery attacks. For this reason, Singh-Verma’s scheme is
insecure for practical application. This paper proposed an improvement of Singh-
Verma’s scheme to eliminate the security problems. The proposed scheme also re-
quires smaller bandwidth in contrast to previous ID-based proxy signature schemes.
Hence the proposed scheme can be a good alternative for certificate based proxy sig-
natures used for mobile agent.
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