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Preface

The Communication Technologies for Vehicles Workshop series provides an in-
ternational forum on the latest technologies and research in the field of intra- and
inter-vehicles communications and is organized annually to present original re-
search results in all areas related to physical layer, communication protocols
and standards, mobility and traffic models, experimental and field operational
testing, and performance analysis.

First launched by Tsutomu Tsuboi, Alexey Vinel, and Fei Liu in Saint Pe-
tersburg, Russia (2009), Nets4Cars-Nets4Trains workshops have been held in
Newcastle-upon-Tyne, UK (2010), Oberpfaffenhofen, Germany (2011), and Vil-
nius, Lithuania (2012). These proceedings contain the papers presented at the
5th International Workshop on Communication Technologies for vehicles
(Nets4Cars and Nets4Trains 2013), which had dedicated tracks for road-and-rail-
based approaches and took place in Villeneuve d’Ascq, at IFSTTAR, France, in
May 2013, with the technical support of GRRT (Groupement regional recherché
Transport) and CISIT (International Campus on Safety and Intermodality in
Transportation).

Our call for papers resulted in 24 submissions. Each of them was assigned to
the Technical Program Committee members and 17 submissions were accepted
for publications (12 for the road track and 5 for the rail track). Each accepted
paper got at least two independent reviews. In addition, three invited papers
were accepted. The order of the papers in these proceedings corresponds to the
workshop program.

We extend a sincere “thank you” to all the authors who submitted the results
of their recent work, to all the members of our hard-working comprehensive
Technical Program Committee, as well as the thoughtful external reviewers.
Also, we extend a special “thank you” to Yann Cocheril for the preparation of
the proceedings and the website. We invite all the experts in the field to join us
in Offenburg, Germany, for Nets4Cars-Nets4Trains 2014.
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V2V Communication Channels: State of Knowledge,
New Results, and What’s Next

David W. Matolak

Department of Electrical Engineering, University of South Carolina, Columbia, SC
matolak@sc.edu

Abstract. This paper surveys the field of vehicle-to-vehicle (V2V) communica-
tion channels. Motivated by intelligent transportation systems and vehicular
safety, V2V research has proliferated in recent years. We provide a short de-
scription of V2V communication systems, and the importance of key channel
parameters. This is followed by a discussion of basic channel characteristics—
the channel impulse response and channel transfer function, and their statistical
description—and how V2V channels differ from the more familiar cellular ra-
dio channel. Modeling of the V2V channel is covered by a review of the litera-
ture on V2V channels, addressing path loss, delay spread, and Doppler spread.
We describe the two most popular methods for modeling V2V channels,
tapped-delay line models and geometry-based models, then briefly discuss mul-
tiple-antenna channels and the crucial V2V channel characteristic of non-
stationarity. A potential channel classification scheme for V2V channels is giv-
en, and some recent results on the channel within parking garages, and on
sloped terrain, are provided. We end the paper with a short discussion of what
may come next in this vibrant field.

Keywords: vehicle to vehicle communications, propagation.

1 Introduction

Vehicle to vehicle (V2V), vehicle to infrastructure (V2I) and vehicle to roadside
(V2R) communication systems research has grown tremendously in recent years, e.g.,
[1], [2]. From initial studies approximately ten years ago [3], and early work on pro-
tocols [4], research has burgeoned in the past five years to several hundred papers.
Conference papers on inter-vehicle network simulations alone number over one hun-
dred in the period 2009-2012 [5], and a recent survey on V2X' channels alone also
had a reference list of over one hundred citations [6].

Although there were some earlier papers on channel characteristics and perfor-
mance aspects of V2V communication systems, e.g., [7]-[10], those were somewhat
isolated studies, whereas in the past five to seven years, interest in V2X communica-
tions has gained momentum among governments, industries, and academia across the

! We use abbreviation V2X to denote any/all among V2V, V2I, V2R, and use the individual
abbreviations when we intend to be specific.

M. Berbineau et al. (Eds.): Nets4Cars/Nets4 Trains 2013, LNCS 7865, pp. 1-21] 2013.
© Springer-Verlag Berlin Heidelberg 2013



2 D.W. Matolak

world. The primary context for this is V2X as part of intelligent transportation sys-
tems (ITS) [11]. The scope of ITS is broader than V2X, as it encompasses railway,
maritime, and aeronautical transportation systems as well, but it was not until gov-
ernment and industry announced programs (and allocated spectrum) that focused
academic research began to grow. Motivations for ITS include increased system effi-
ciency (“green” transportation), reduced transportation delays, economic growth,
passenger entertainment, and most importantly, safety. This is most acute in V2X, as
automobile traffic accidents still claim thousands of lives each year in large developed
nations, e.g., [12].

Even limiting ourselves to only the V2X communications field, the area’s breadth
is substantial [13], hence as in other complex systems such as cellular radio, investi-
gators employ reductionism and separate the system design into multiple parts, each
of which can be addressed separately. The ISO communications protocol stack [14] is
the most common and convenient method for such separation. In that protocol stack,
the lowest two layers—the physical (PHY) and medium access control (MAC)—have
arguably seen the most attention by V2V researchers. The PHY layer, or more specif-
ically one key component of the PHY layer, the V2V communication channel, is the
focus of this paper.

Since research began on the V2V channel (possibly [7]), it has been recognized
that the V2V channel is distinct from that of many typical communication system
channels. The closest comparison may be to the cellular channel, and the main distin-
guishing features of the V2V channel in comparison to that channel are that in V2V
channels, (i) antenna heights of both transmitter (Tx) and receiver (Rx) are low, and
(i1) both Tx and Rx are mobile [15]. As a consequence of these differences, V2V
channels can have the line of sight (LOS) between Tx and Rx obstructed more fre-
quently, and “scattering” is often non-isotropic. With both Tx and Rx moving, chan-
nel variation rates can also be larger than in cellular, or in other words, the V2V
channel (modeled as random) is statistically stationary for a shorter time period than
in cellular. In addition, due to multiple scattering or rapid time variation, in some
cases amplitude fading may be more severe than in the most common (Rayleigh)
cellular fading model [16].

In any complicated propagation environment, for digital communications purposes,
there are several channel parameters that are most important to quantify for their ef-
fect on system performance. These include path loss, delay dispersion, and Doppler
spread [17]. Path loss is also known as transmission loss or attenuation, and represents
the power loss between the Tx and Rx antennas. For a given value of transmit power,
path loss determines link range. Delay dispersion quantifies the extent of the V2V
channel impulse response (CIR), most often using the root-mean-square (RMS) delay
spread (DS) o, although other measures such as the delay window W, or delay inter-
val Iy are also used [18]. Delay spread is reciprocally related to frequency selectivity,
quantified as the coherence bandwidth B, hence for wideband signals these
(~equivalent) parameters can be used to select equalizer structure for single-carrier
signals or subcarrier bandwidth and cyclic prefix in multicarrier systems. The Doppler
spread fp quantifies the channel’s spreading effect upon a transmitted tone in the fre-
quency domain due to motion; this is reciprocally related to the channel’s coherence
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time .., which is roughly a measure of how long in the time domain the channel’s
statistics remain approximately constant. These dispersion and coherence parameters
are all based upon the classic analysis by Bello on randomly time-varying channels
[19]. Worth pointing out is that these parameters are, for any given setting, single
numbers only, hence we can not expect to glean from them all that is required for a
complete description of the channel. These parameters are summary measures derived
from multi-dimensional correlation functions of the time-varying CIR h(7¢) and its
Fourier transform, the time-varying channel transfer function (CTF) H(f;t). The use of
these single channel parameters in characterizing rapidly temporally- (and spatially-)
varying channels must be done with care, hence some authors also gather statistics of
“instantaneous” CIRs and CTFs instead of statistics derived from averages of these
responses [20].

In characterizing the cellular channel, researchers recognized the need to classify
the channel into multiple categories based upon the local physical environment. The
same holds true for the V2V channel, and as research has progressed, the V2V chan-
nel classes themselves have evolved. The earliest V2V channel work used channel
classifications similar to those used for cellular, i.e., urban, suburban, and rural. Yet
as V2V applications were studied further, additional environments, e.g., street inter-
sections [21] and tunnels [22], were deemed sufficiently important to warrant their
own channel characterization. Sub-classes that account for vehicle density and street
geometry are also employed. These unique classifications reveal additional distinction
for the V2V channel, which will be of importance in any standardization efforts.

In this paper we summarize the body of work on V2V channels. For some context,
Section 2 provides a short discussion of planned V2V communication system fea-
tures, cites summary papers published on V2V channels, and provides some basic
V2V channel descriptions. Section 3 contains more detail on the various V2V channel
model types that have been proposed and studied in the literature. We also include a
draft version of our V2V channel classification scheme. Section 4 contains some ex-
amples of new results for specific V2V settings: the parking garage and sloped ter-
rain. In Section 5 we provide our thoughts on “what’s next” in the characterization of
V2V channels, and Section 6 is the conclusion.

2 State of Knowledge

2.1 V2V Communication Systems

Since the allocation of frequency spectrum for V2X applications in the 5 GHz band
(5.9 GHz in the US and 5.7 GHz in Europe), most studies of V2X communication
systems have focused on this region of spectrum, although other bands may be used in
other parts of the world (e.g., the 700-MHz band in Japan, [23]). Measurements have
also been taken in the 900 MHz [9] and 2.4 GHz bands [24], [25]. In all cases, V2V
settings are established roadways in urban, suburban, or rural environments.

The current air interface or communication waveform is defined in the IEEE
802.11p V2V standard [26], a modification to the 802.11a wireless local area network
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standard. The V2V scheme is also termed Dedicated Short Range Communication
(DSRC), and along with the associated MAC-layer IEEE 1609 standards, the group of
standards is often termed Wireless Access for Vehicular Environments (WAVE) [27].
Since based upon the 802.11a standard, the waveform is a multicarrier orthogonal
frequency-division multiple access (OFDMA) signal that employs various signaling
alphabets, and multiple user access is controlled by time-division within 10 MHz
channels, yielding data rates from approximately 3 Mbps to 27 Mbps [28]. Packet
duration is a key parameter, and this depends upon the packet type. With a typical
transmit power level of up to approximately 29 dBm [29], DSRC link range is
planned to be less than 1 km.

2.2 Basic V2V Channel Characteristics

Our survey here aims to include representative references across the literature, but
will not be exhaustive. As mentioned, the V2V channel will be short range (~few
meters to 1 km), employs low-height antennas, and has both Tx and Rx mobile. These
features have led investigators to pursue multiple types of studies, from experiments
and measurements over a range of environments to specific detailed studies of impor-
tant elements in the V2V link that affect channel characteristics, e.g., antennas [30].

Several summary papers have also been published on V2V channels. This includes
[6], [15], and [31]-[35]. In most cases, what is being characterized is the V2V CIR, or
its equivalent, the CTF. The multipath V2V CIR can be expressed as follows:

L(1)-1

RO = Y 7, (e, (D expl jlo,, (1O -7,(1) - @, ()7, ONS[r -7, D
k=0

where h(7t) is defined as the response of the channel at time ¢ to an impulse input at
time ¢- 7 (Bello’s input delay spread function [9]). This CIR is a sum of L(¢#) “discrete
impulses” via the Dirac deltas, which while an approximation—interpreted as the
channel imposing specific discrete attenuations, phase shifts, and delays upon any
signal transmitted—is very good for signal bandwidths of tens of MHz or more. Vari-
able ¢ in (1) is the k™ path amplitude, and the argument of the exponential is g, the
k™ resolved phase, with 7 the k" path delay. Carrier frequency is f.= @/(27), and the
k™ resolved Doppler frequency is Jpi= ap/(27) where (assuming LOS or “single-
bounce” reflections) fp «(t)=v(t)f.cos[ G(t)]/c, where v(t) is relative velocity between
Tx and Rx, @(1) is the aggregate phase angle of all components arriving in the k"
delay “bin,” and c is the speed of light. The delay bin width is approximately equal to
the reciprocal of the signal bandwidth, e.g., for a 10 MHz signal, bin width is 100
nanoseconds—components separated in delay by an amount smaller than the bin
width are “unresolvable.” The k" resolved component in (1) thus often consists of
multiple terms (“subcomponents”) from potentially different spatial angles 6,;. We do
not address “spatial” channels, e.g., [36], [37], in detail here, but will briefly discuss
the use of multiple antennas in a subsequent section; for this case, (1) can represent
the CIR between any given Tx-Rx antenna pair.
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Note that the form of (1) is generalized from that typically seen in texts, e.g., [38],
in that it allows for a channel class (superscript “c” on k), a time-varying number of
transmission paths L(z), and a “persistence process” z(t) that accounts for the finite
“lifetime” of propagation paths. Any explicit V2V channel models may not make use
of all these features. Also note that the amplitudes (¢&s) and phases represent aggre-
gate channel effects. This is illustrated conceptually in Fig. 1, where the path num-
bered “0” is the direct, possibly LOS path, paths “1-4” are single-reflection paths, and
path “5” is a double reflection, so the parameters of (1) must effectively model the
cumulative effect of all transmissions, reflections, absorptions, etc.

Fig. 1. Example V2V channel, urban area

The CTF corresponding to (1) is

Ln)-l ) . .
H(C)(f, t) — Z Z, (t)O(k (t)eﬂﬂfp,k )(t-7 (t))e—]Znycrk (t)e—jzafrk )
k=0 @)

All exponentials in (2) are functions of time; the last exponential expresses the time-
varying frequency dependence. The second exponential can change significantly with
small delay (7(z)) changes when f. is large, e.g., nanosecond delay changes (corres-
ponding to ~30 cm path length changes) cause more than 27 shifts when f, >1 GHz.
This second term typically dominates the small scale fading variation (spatially, on
the order of a wavelength A), since f,>>fp ;. For example, for a 5.9 GHz V2V carrier
frequency, if relative velocity is 63 m/s (roughly 140 miles/hour), fp ,,.,=1239 Hz<<f.,.

The CIR in (1) evinces variation in both delay zand time ¢. This type of CIR is im-
plementable in analysis, simulations, or hardware in terms of the popular tapped-delay
line (TDL) model. The TDL is a linear, finite IR filter, which for the V2V case should
have time-varying tap weights, and potentially a time-varying number of taps L(?).
The TDL structure is shown in Fig. 2, where the k" transmitted symbol is denoted s,
and the k" channel output sample ;.
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a, (1 )e

T =E;:08£ 2, (Da, (e J8r)

Fig. 2. Time-varying tapped-delay line model of CIR

When either the CIR or CTF is measured or determined via computer simulations,
the received power can be found by summing the multipath component (MPC) ampli-
tudes (a,% in (1) and (2)), and with a known transmit power, antenna gains, and RF
cable losses, channel path loss can be computed. The function obtained as a? versus
delay is called the power delay profile (PDP). Delay-domain statistics such as the
RMS-DS o, are computed over a local area large enough to enable a sufficient num-
ber of PDPs, but small enough to ensure stationarity—choosing such an area is hence
a balance between these competing constraints. Some researchers have tried to quanti-
fy the so-called “stationarity interval” or “stationarity distance” [39], and this is envi-
ronment- or “channel-class-,” and frequency-specific. Alternatively one may collect
statistics on the instantaneous RMS-DS [20]. Similar comments pertain to estimation
of RMS Doppler spreads.

To obtain the summary parameters (o, and fp) analytically one must compute cor-
relation functions of (1) and/or (2) which requires ensemble averages. In practice only
time averages can be obtained, although some authors make assumptions regarding
distributions (e.g., of amplitudes and phases) to obtain computable expressions for the
correlation functions. As with measurements of time averages, such assumptions will
pertain only over suitably defined stationarity regions. Such computations can be
done numerically in geometry-based models, which we discuss subsequently. These
correlation functions, when reduced to functions of one variable by virtue of the wide-
sense stationary (WSS) and/or uncorrelated scattering (US) assumptions, are de-
scribed in detail in [19], [38], and [40], to which the interested reader is referred for
background.

No well established theoretical models exist for the V2V channel PDP P,(7) or its
transform, the spaced-frequency correlation function Py(4f), although there has been
a nice analytical derivation for the spaced-time autocorrelation function Ry(A4t), from
which the coherence time can be estimated [41] given some geometric parameters.
The lack of an analytical PDP is true for the cellular channel as well, simply because a
wide range of PDP shapes with a range of delay spreads is known to exist in practice.
Common shapes for average PDPs include the uniform, and the more realistic
exponential decay.

Based on this discussion, statistically non-stationary (NS) channel modeling is see-
ing sustained interest for the V2V setting. We discuss NS considerations in the
following section in the context of explicit models for the V2V channel.
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3 V2V Channel Modeling

If we begin from the analogy to cellular radio channels, what is required for a useful
V2V channel model is three component models for (i) path loss, (ii) shadowing, and (iii)
MPC fading. Based upon the physical causes of these components, the rates of time-
variation of these effects increase as we go from (i) to (ii) to (iii). Thus in the TDL mod-
el of Fig. 2, we could account for shadowing by multiplying the TDL input (or output)
by a more slowly varying shadow random process, and account for path loss by an even
more slowly varying multiplying factor. For most V2V communications of a few pack-
ets in length, path loss would be well modeled as a constant. We discuss these three
effects next, with a focus on empirical models—those based upon measurements.
Deterministic (analytical) and “mixed” models are described in subsequent sections.

Recent works on path loss include [42] and [43], wherein the well-known 2-ray
model [17] is suggested for LOS conditions, particularly in rural settings, and the also
common log-distance model [44] is used for obstructed-LOS conditions in suburban
and urban areas. The log-distance model takes the form

where L(d) is the path loss in dB at distance d, A, is the line intercept at reference
distance d=d,, n is the path loss exponent, and X is a Gaussian random variable that in
NLOS cases represents shadowing, but for LOS cases simply represents the deviation
of measurements (or simulation results) from the linear fit of the first two terms. Re-
sults in [43] indicate urban and suburban values of n<2, the free-space value. One
explanation for this is some “waveguiding” effects due to buildings, but this seems
unlikely, particularly in suburban areas where buildings (houses) lining streets are set
back from the street and building density is moderate. Reference [45] employed a ray-
tracing based computer simulation to estimate urban path loss, with modest improve-
ments over a 2-ray (or “few-ray”) model, with only limited comparison with mea-
surements. This model’s complexity in comparison to the 2-ray or log-distance ap-
proach reduces its appeal. In [46] the authors confirmed 2-ray behavior with mea-
surements and simulations for LOS conditions on a vacant street, and in [47] the au-
thors conducted measurements for various antenna heights in urban areas, and pro-
duced an “augmented” log-distance model that accounts for both Tx and Rx antenna
height, for both LOS and NLOS conditions. Path loss exponents of approximately 3
for the LOS case and 4 for the NLOS case were found. The authors of [48] also em-
ployed ray tracing to estimate path loss in urban intersections, and found good agree-
ment with measurements. This result is an empirical intersection-specific model that
is a function of the logarithm of the product of two distances: the distance of each car
from the intersection.

Models for MPC fading are also typically subsumed into models for PDPs, and
these sometimes include statistics on Doppler as well. References [49]-[57] are a rep-
resentative sample from the literature. In [49] the authors present TDL models based
upon measurements in a number of environments including highways and cities. Both
small scale (Rician or Rayleigh) MPC fading and asymmetric Doppler spectra were
provided. Measured Doppler spectra were noted to be time-varying, implying NS
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conditions. The representative environments in [49] are not comprehensive, and
Doppler spectra were fit to a limited number of shapes to enable use of a commercial
fading emulator, but these explicit models could be useful components of a more
comprehensive V2V channel model “set.” Reference [50] is an earlier and less com-
plete version of [49]. In [51] the authors present statistics on instantaneous RMS-DS,
and also include a model for MPC non-stationarity in the form of the persistence
process (zx(t) in (1) and (2)). Results for two levels of automobile traffic density were
provided for the highway settings, and again, this reference provides explicit TDL
models. Example coherence bandwidths were also provided, with additional results
for multiple values of channel bandwidth presented by the authors in [52]. Results in
[53] include both path loss and example PDPs, and statistics on RMS-DS, from which
TDL models could be derived for rural, urban, and highway settings. In [54] the au-
thors provide summary statistics on coherence (or “stationarity”) distance, and small
scale fading amplitude parameters. Although no explicit TDL models were provided,
these authors found instances of severe fading (characterized by fading statistics
worse than the Rayleigh model [16]), similar to findings in [51]. Although the ad-
dressed V2V settings are not comprehensive, the models cited in [49] and [51]-[54]
are some of the most mature to date. Reference [55] compared RMS-DS results of
several independent measurement campaigns, and [56] collected data on both RMS-
DS and Doppler spreads. Similarly, the authors of [57] presented RMS-DS results for
several V2V settings, and also provided models for small-scale (Rician K-factor) and
shadowing (Suzuki log-normal standard deviation) distributions.

This brief discussion reveals that to date there are several models (TDL) that can
be employed for V2V analysis and simulations. Table 1 shows values for RMS-DS
from these references, illustrating a fairly wide range of results for the various
expressway and urban settings.

Table 1. Root-Mean-Square Delay Spread Values 6, for V2V Settings

Reference Frequency o (nanosec) Comments
Band (GHz)
[49] 59 40.2 Expressway oncoming
67.6 Expressway same direction, w/wall
35.7 Urban canyon, oncoming
[51] 5.1 20 Expressway median, low traffic density
48 Expressway median, high traffic density
200 Expressway 90" percentile value
125.8 Urban mean
1328 Urban maximum
[53] 59 41 Expressway mean, std. dev. of =14 ns
47 Urban mean, std. dev. of =22 ns
[55] 52 15 Doppler > 2v/A found
[56] 5.7 54 Expressway mean, oncoming
247.7 Expressway maximum, oncoming
17 Urban mean, convoy
[57] 53 165 Expressway mean
2083 Expressway maximum
373 Urban mean
2100 Urban maximum
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Given models for path loss and small-scale fading CIRs, what remains to complete
our three-component V2V channel model is a model for V2V shadowing. This is
conspicuously absent in the literature, with but one reference citing a few measured
results [58]. In this reference, a typical shadowing value of approximately 10 dB was
reported when a large truck was placed between the Tx and Rx on two passenger cars.
In the following subsections we describe additional types of V2V channel models and
features. The division according to our section headings is not always sharp, as some
models contain aspects that fit within more than one category.

3.1 Geometry-Based Models

The use of geometry-based models has seen much recent attention. This classification
is also not without subtlety, as the original geometry-based models were deterministic
(ray tracing), but have evolved to allow stochastic elements. We briefly describe these
deterministic models in the following section. With stochastic elements, geometry-
based models are now often termed geometry-based stochastic channel models
(GBSCMs). References [10] and [59]-[67] constitute our selection of this class. These
models represent the CIR as a sum of complex exponentials, and can hence be termed
sum-of-sinusoids (SoS) models [17].

Reference [10] is an older paper that extends the work in [7] and [8] to three di-
mensions. The authors derive expressions for Doppler spectra and autocorrelations,
which contain integrals that must be evaluated numerically, but the expressions are
quite generic, allowing for arbitrary antenna gain patterns and angle-of-arrival proba-
bility density functions (pdfs). In [59], the authors presume Rayleigh fading a’ priori,
and develop a simulation to efficiently emulate fading that agrees with the so-called
“reference model” in [7]. In [60], another detailed analytical simulation model was
presented. This model assumes two cylindrical “rings” of reflecting objects surround-
ing Tx and RX, and another “reference model” that assumes rich scattering and central
limit theorem (CLT) applicability, and implementations via the SoS approach. (This
model also incorporates multiple-input/multiple output (MIMO) modeling with an-
tenna arrays at both Tx and Rx vehicles.) The complexity of this model is relatively
high, as a number (1-2 dozen) of geometric parameters must be specified; values for
some of these are drawn from user-selectable random distributions. The authors vali-
date their SoS implementation against the theoretical (WSS) autocorrelations and
Doppler spectra. Reference [61] also employs the “2 ring” scattering model and, simi-
lar to [60], assumes that the CLT and WSSUS apply. Correlation functions and Dopp-
ler spectra for a narrowband V2V channel were derived. The work in [62] extends the
work in [60] to the MIMO case. In [63] the authors add an ellipse to the 2-ring geo-
metry and again find expressions for correlation functions and Doppler spectra. The
authors of [64] propose a complexity reduction method for GBSCMs by introducing a
composite function to represent all diffuse scattering. This composite function is a
sum of weighted prolate spheroidal sequences (whose complexity may not be univer-
sally viewed as trivial), with weights presumably determined by measurement data.
The authors of [65] model reflections along a street symmetrically lined with build-
ings to develop a time-frequency narrowband geometric model. Reference [66] is yet
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another variation, with multiple scattering rings about both Tx and Rx. Our final cita-
tion for this class of channels is [67], which is distinguished from most of the others
by virtue of detailed specifications of distributions of geometric parameters derived
from measurements; prior cited GBSCM references do this to a far more limited
extent.

Once configured, the complicated GBSCMs have the ability to replicate a range of
V2V scattering conditions, and given “tuning” via measurement data, can yield realistic
results. In fact, in [35] we were able to show that by proper parameter settings, we could
obtain MPC persistence process results from a modified version of the GBSCM in [67]
that were in excellent agreement with independent measurement results from [51]. As
noted in [35] though, the most serious drawback of GBSCMs in comparison to TDL
models is run time: GBSCM models can require run times of a factor from 10 to 180
times larger than that of the TDL to generate the same number of model CIRs. In addi-
tion, the measurement based model of [67] pertains to the highway setting only, hence
additional development is required for realistic GBSCM:s for other V2V settings.

3.2  Deterministic Models and MIMO Models

Deterministic models typically employ ray tracing. The ray-tracing technique has
been used widely for a number of environments outside V2V, and once configured for
their specific setting, fairly accurate results can be obtained. References [68]-[70] are
example V2V ray tracing results. Without “randomization” of the geometric parame-
ters, these models are site-specific, and retain a complexity that is usually even larger
than that of GBSCMs.

The use of multiple-input/multiple output (MIMO) processing in wireless systems
via multiple antennas at both Tx and Rx has also grown prolifically over the past dec-
ade [37], and use of MIMO in V2V communications is no exception. Several refer-
ences that employ MIMO in analysis and/or measurements have already been cited in
regard to GBSCMs, and as noted, the MIMO channel is a generalization of the single
antenna channel that can be described by a matrix of CIRs with entries of the form of
(1) corresponding to specific Tx-Rx antenna pairs. A CIR for this model from [67] is

L-1
h(z:t) = o, ()™ V8t — 1, (1))8 (B — 0, (1))5(6; — 6, , (1)) 8 (6:)8,(6;) @

where «is again MPC amplitude, d(t) is the distance from Tx to reflector to Rx, 6 is
angle of arrival, &r angle of departure, and gz and gr are antenna gain patterns at Rx
and Tx, respectively. Based upon measurements, [67] found that the fading MPC
amplitudes “appeared and disappeared” over time, just as in the “birth-death” TDL
persistence processes models.

In [71] the authors showed example received power and CIR results for the inter-
section setting, illustrating that MIMO beamforming can be advantageous. Reference
[72] provided results showing increased data rate with another 2 by 2 MIMO system,
wherein with the albeit idealized assumption of isotropic scattering, achievable data
rate was still shown to decrease with an increase in velocity. The authors of [73]
quantified performance gains in throughput with a SIMO configuration.
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3.3  Non-stationarity

As noted in [33], the WSSUS assumptions are so common that many investigators
either explicitly or tacitly assume these conditions apply. Careful analysis and
measurements of the V2V channel have though revealed that the validity of the
WSSUS assumptions is not guaranteed.

The formulation in (1) yields time-varying CIRs and their corresponding statistics
via MPC persistence processes z;(¢). These binary random processes take values in the
set {0,1}, and account for finite “lifetimes” of MPCs. Although the 0/1 alphabet
yields abruptness in what should be gradual (but rapid) transitions, this can be easily
solved by interpolation. Results in [51] and [74] show that if non-stationarity is not
taken into account in V2V channel modeling, system performance results do indeed
change. Physical explanations for this medium-scale or “mesoscale” [75] persistence
effect are rapid obstruction from nearby vehicles, and delay “drift,” where the MPC
absolute delay changes over time so that MPCs move from one delay bin to another.
The WINNER channel models (not V2V) in [76] provide several modeling methods
to represent this type of medium-scale behavior, via 2D spatial filtering, turning entire
clusters of multipath components on/off, etc. In [77] we investigated use of higher-
order Markov models for multipath persistence, and found that model order need not
be larger than two. We also found that NS Markov chains composed of a
concatenation of distinct 1*-order chains (i.e., a non-homogeneous chain) provided no
substantial improvement in terms of agreement with measured data.

A more formal approach makes use of time-frequency analysis [78] to describe the
CIR or CTF. An excellent framework for this appears in [79], in which a “local scat-
tering function” (LSF) is derived as useful for representing the channel correlation
functions within a stationarity region in the time and frequency domains. The com-
plexity of such a representation warrants further scrutiny before its application to
V2V channel modeling. In [39] the authors quantified stationarity intervals in a
MIMO system in several environments via a correlation matrix distance. These inter-
vals were modeled as being lognormal in distribution, with means on the order of 3 m
(~50 wavelengths at 5.3 GHz). Small-scale fading fit the Weibull distribution, and
both the Weibull shape parameter and the large-scale fading (~shadowing) standard
deviation were fit to an extreme value distribution, but in the end, [39] provided no
easily implementable or explicit V2V channel model. Reference [80] addresses the
LSF directly, and provides a multitaper estimator for it. In [81] the authors measured
and developed models for MPC lifetimes (~persistence) at urban intersections. Com-
ponents with lifetimes both above and below a threshold of 50 ms were found to be
lognormally distributed, with short-lived MPCs large in number and long-lived con-
tributions very small in number. Reference [82] is another work on measurements and
estimation of the LSF; stationarity times were found to be as small as 23 ms on high-
ways for Tx and Rx driving in opposite directions, but were approximately 1.5
seconds for same-direction driving. All this work can contribute to the development
of NS V2V channel models, but thus far no “integration” of all findings has been
conducted.
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3.4 A V2V Channel Classification Scheme

As noted, V2V channels may not fit within the popular cellular classes of urban, sub-
urban, and rural. At minimum, vehicular traffic density subclasses could be employed
within these environments. Additional settings specific to V2V communications in-
clude tunnels, street intersections, and possibly overpasses/underpasses, slopes, and
traffic circles. Although numerous authors have addressed many of these settings,
there has been no effort to systematically and comprehensively classify V2V chan-
nels. An exemplary model for such a classification may be that of the COST 259 ef-
fort [83], [84], wherein a hierarchy of multiple cell types contains multiple radio envi-
ronments, within which are multiple propagation scenarios.

An example V2V channel classification diagram is shown in Fig. 3. This classifica-
tion is still in “draft form,” and some elements may later be added, omitted, com-
bined, or re-defined. For reasons of length, we do not describe this classification in
detail. The hierarchy consists of three levels, with some additional detail on the local
settings listed at the bottom as “setting features.”
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Fig. 3. Potential V2V channel classification scheme

4 Example New Results

4.1 Parking Garages

Here we extend the V2V channel classes to another environment most common in
urban areas: the parking garage. These garages are usually multi-floored structures
built from concrete and steel, and may be fully enclosed, underground or
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above-ground, or may have sides that are open to the outside. They are hence distinct
from most indoor environments previously studied. To our knowledge, only a few
investigations of parking garage channel characteristics have been reported. Refer-
ence [85] considered ultrawideband (3.28-5.03 GHz) propagation in underground
parking garages for short distances (up to 20 m), for LOS conditions only. For this
completely enclosed structure, a log-distance path loss model was developed, yielding
a path loss exponent n=1.5. The authors also characterized RMS-DS, and found val-
ues less than 30 ns. In [86] the author reported on path loss only for two parking ga-
rages at a frequency of 1.8 GHz, for distances up to approximately 70 m. Antenna
heights were 1 m and 1.2 m (lower than that for typical V2V mountings on car roofs).
The popular 2-ray model [17] was used to fit measured results. Reference [87] meas-
ured indoor-to-outdoor propagation losses for multiple building types, including park-
ing garages, over a wide frequency range: 800 MHz-8 GHz.

— 5, All data fit

ey | Floor 6, T locatiom [ —Fd, Al data fit

i ye 1op| =—F3. Al data ft
Ty locnina 18 Twstent [ A F5_All data
AMAAAAANANIALALLALS bR Al
8 ata
Floar , R locations b vy & 0 @ Fs. Median value [
The other part of = O F4, Median value | §
the parking garage. i ¥ F3, Median value
AAPAAAAAPLALALALAL S = o
JC E: 8
The building Is 4 W =
|—__H_al_~____'_'|[_; —ray "
LYYy Y Y Y IYYYYVY St
Floar 3, R locations [
. — - Pt i ; ; i oy
AMAAAMAANAAAAAAAAL 0 2 & & 5w T 6w

Fig. 4. Garage floor plan for floor-to-floor measurements (left) and floor-to-floor path loss vs.
Tx & Rx locations for all three floors (right); inset on right is same-floor RMS-DS vs. Tx-Rx
distance for three distinct Rx locations within the garage.

We recently obtained some results for parking garage channels in the 5 GHz band
[88]. Using a 50-MHz spread spectrum signal received with a stepped correlator re-
ceiver, results for propagation path loss and RMS-DS for Tx and Rx on the same
floor, and on different floors were obtained. Same-floor measurements sample both
LOS and NLOS conditions; floor-to-floor results are all NLOS. The floor-to-floor
setting and path loss results vs. location on the floors are shown in Fig. 4; the inset in
the path loss (right-side) figure shows example same-floor RMS-DS results vs. dis-
tance for three distinct locations. The floor-to-floor path loss results show a depen-
dence both on vertical distance and horizontal distance from the open garage sides.
Path loss appears to be well modeled as a sum of free-space, floor attenuation factors,
and a factor proportional to the distance away from the garage’s open side. Depending
upon location and the density of parked cars, average RMS-DS can vary from 30 ns to
190 ns for same-floor conditions. Additional results and analysis will appear in [88].
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4.2  Path Loss on a Slope

Although path loss has been measured for many situations—including V2V
channels—one setting that we have found absent a thorough study is the path loss
obtained when vehicles are at opposite ends of a slope. Although early work on path
loss covered different types of terrain in several frequency bands, no explicit model
applicable to V2V path loss over an intervening slope is apparent. Even the classic
paper by Okumura, et. al. [89], does not pertain here since those results were for
cellular conditions with tall base stations.
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Fig. 5. Slope path loss geometry (top), and analytical & measured results for slope path loss vs.
distance (bottom)

Hence we have generalized the familiar 2-ray model analysis to apply to a slope
[90]. The geometry is shown in Fig. 5, and analytical and measurement results are
shown below the slope diagram. The measurement data was collected at a slope near
the University of South Carolina campus, in Columbia, SC, via our 5 GHz channel
sounding equipment, on 29" December 2012. The measurements were on a section of
Bull Street, between Heyward St. (slope bottom) and Whaley St. (slope top). The
slope height is 3.49 m, and has a 22.5° tilt angle. Two observations of note are as
follows: at shorter distances, the slope path loss fluctuates by approximately 5 dB, and
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is larger than that predicted by Lee’s 3-ray model [91]; and, for larger distances, the
slope is well modeled by a knife-edge diffraction even out to 120 m from the slope
crest. Analysis will appear in [90].

5 What’s Next

Based upon the prior discussion, one thing that needs attention is vehicular shadow-
ing. Although some measured results and models based upon them may have tacitly
included shadowing, this phenomenon can be significant enough to warrant explicit
modeling of its own. The two-dimensional geometry based models are at present in-
capable of modeling diffraction, so measured results for shadowing depths caused by
trucks and buses and other large vehicles of various sizes should be collected for a
range of distances between Tx, shadowing vehicle, and RX, in order to develop a V2V
shadowing model.

In both [92] and [93], V2V channel time variation was cited as being critical to as-
sess for ensuring reliable V2V communications, particularly with the current DSRC
standard. Alternatives to the DSRC standard do exist, e.g., LTE [94], but the fact
remains that rapid time variation can be a significant channel impairment. This leads
to the phenomenon of channel non-stationarity, and how it should best be modeled.
Research has shown that incorporating non-stationarity is essential for obtaining rea-
listic communication system performance results, but the question of how to both
accurately and efficiently model non-stationarity is an open question. Geometry based
models can incorporate NS behavior “naturally,” but are complex, and at present can
not account for shadowing (the addition of which would further complicate them).
Tapped delay line models can be augmented to incorporate NS behavior, via MPC
persistence, or some other method of “growing” and “decaying” MPCs, but the best
method for this approach is yet to be determined. Both model types require expansion
to allow for “transitions” between different types of V2V channel environments.

Finally, for the purposes of repeatability in analysis and especially communication
system simulations for radio development and testing, standardized V2V channel
models should be developed. As with other complex systems such as cellular [76], a
comprehensive set of models will be required.

As noted in [95] in reference to the assessment of V2V performance limits, “One
aspect would be better channel models....” The modeling of V2V channels will con-
tinue to flourish over the next few years.

6 Conclusion

In this paper we first motivated the study of the V2V communication channel for
future applications. After providing a short description of the important channel cha-
racteristics, we conducted a review of the literature. This review covered results on
measurements and analysis for multiple V2V channel types. The extent of the review,
although not exhaustive, demonstrates the importance of this topic. We described
conventional tapped delay line models, and newer more complex geometry-based
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models, and for both indicated the need to account for the channel’s changing statis-
tics. This led to a brief discussion of work on non-stationary V2V channel modeling.
A potential channel classification scheme was also described. Some new results for
V2V channels in parking garages and on a slope were also provided to emphasize that
work in the area of V2V channels is not completed. We ended the paper with a dis-
cussion on remaining issues, and the most important of these are good models for
vehicular shadowing, appropriate incorporation of non-stationarity, and the develop-
ment of standardized V2V channel models.
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Abstract. This paper gives an overview of wireless technologies solutions that
could be used in order to deliver onboard Internet Access Service to train pas-
sengers, high speed trains included. These solutions include satellite and terre-
strial technologies. The paper discusses the different solutions and presents their
advantages, drawbacks and their constraints of implementation as well. Finally,
some conclusions and perspectives of future research and development chal-
lenges are given.

Keywords: Internet Access Service, satellite technologies, cellular technolo-
gies, train-to-trackside communications.

1 Introduction

During the last years, people are becoming more and more used to have Internet
access, any time, using different devices (Smartphone, tablet, laptop...) and any-
where, at home, in the office, in public areas... and on the move as well. Trains
should not be an exception. That’s why the last few years witnessed a constant growth
of Internet commercial services onboard trains, launched by many railway operators.

The first solution for train passengers to get Internet connectivity could be through
a direct access via their mobile operator network. However, this solution requires
appropriate management and capacity of the cells and sufficient radio coverage of the
railway lines as well. Besides, the train structure acts like a Faraday cavity and the
radio signal attenuation is often higher than 15 dB, reaching sometimes 30 dB, in
particular in case of heat protective coated glasses. To overcome this problem and to
improve the radio link performance, repeaters could be installed on the train. Howev-
er, many repeaters may be needed for each train and the costs of the equipment, its
installation and its maintenance could be then prohibitive. In addition, the perfor-
mance of these repeaters is strongly dependent on the radio coverage quality: meas-
ures carried out onboard TGV trains by 3 different mobile operators in France showed
that the amplification of a weak signal to noise ratio leads to a “bad quality” amplified
signal.

The other solution to have Internet connectivity onboard trains could be via an on-
board wireless LAN network (typically WiFi) set up by the railway operator. To do
this, various communications solutions can be foreseen including cellular solutions,

M. Berbineau et al. (Eds.): Nets4Cars/Nets4Trains 2013, LNCS 7865, pp. 22-B0] 2013.
© Springer-Verlag Berlin Heidelberg 2013
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WLAN or WMAN:-based solutions, hybrid terrestrial/satellite solutions and two-way
satellite solutions. In this paper, we will focus on this scenario and present a technical
analysis of the different train-to-ground communications solutions involved.

2 Train-to-Ground Communications

In order to provide broadband internet connectivity services to train passengers, many
railway operators have been experimenting, testing, developing, and some of them
launching commercial services using train-to-ground communications. These train-to-
ground communications include satellite and/or terrestrial solutions. In this section,
these solutions will be presented and discussed.

2.1  Satellite Solutions

Satellite communication technologies could be an interesting candidate to deliver
train-to-ground connectivity [1] due to its several advantages:

- Easy coverage of wide geographic areas (already available)

- Real broadband connectivity suitable to connect and aggregate the traffic of a
large number of mobile terminals

- Support of high speed mobility of the terminals

- Low CAPEX as compared to terrestrial train-to-trackside solutions (no infra-
structure needed along the track)

- Flexible/adaptable and easy scalable solutions (to different configurations and
conditions)

- Can be easily integrated with alternative terrestrial solutions for full coverage
in out-of-visibility areas (tunnels, stations, ...)

However, in order to implement satellite train-to-ground connectivity, some important
constraints have to be taken into account:

- The satellite to be used has to be in line of sight of the train antenna in order to
achieve broadband connectivity. Any obstacle passing across this line of sight
(catenary, bridge, high building...) will generate fading/erasures in the re-
ceived/transmitted signal.

- Since the communication link requires a high gain antenna, its beam-width
will be very thin (between 1 and 3 degrees are generally considered). The
more the beam-width will be thin, the more accurate the pointing and tracking
antenna system will have to be. In addition, a running train is subjected to
many kinds of movements: accelerations/decelerations, curves, transversal
shifts... Since the pointing of the antenna to the right satellite must be very ac-
curate in order to avoid interfering with other satellites, a high performance
pointing and tracking antenna system will be needed. To counteract train atti-
tude, the antenna has to be steerable towards any azimuth direction (360°) and
towards a range of elevation angles that will depend on the kind of satellite(s)
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(defiling, geo-stationary, constellation of satellites), on its orbital longitude
position (when considering geo-stationary satellites) and on the geographic
area to be covered (latitude and longitude range).

In general, GEO (Geostationary Earth Orbit) satellites are especially attractive
because they use a geo-synchronous orbit positioned at 36 000 Km form the
surface of the earth, at the Equator level, in order to be seen as a fixed point in
the sky. In addition, one single satellite can cover 30% of the earth’s surface.
That’s why most of the telecommunications and broadcasting satellites in the
world are geo-stationary ones. However, these satellites are not the most suita-
ble for train-to-ground connectivity due to the following reasons:

° GEO satellites introduce an important propagation delay in com-

parison to LEO (Low Earth Orbit) and MEO (Medium Earth Orbit)

ones. This important propagation delay can be a problem for highly
interactive applications and some modifications and optimizations
are required in order to accelerate the TCP/IP flow.

° Since GEO satellites are positioned over the Equator, northern lati-

tudes require small elevation angles which mean less satellite avail-

ability since smaller buildings; mountains... will be seen as
additional obstacles.

° The bandwidth price is very high (more than 1.5 M€ in Europe for

a 36 MHz transponder).

Despite those drawbacks, all satellite-based Train-to-Ground connectivity so-
lutions in the market are based on the use of GEO satellites. This could be due
to the fact that using GEO satellites guarantees to have a large choice of prod-
ucts, constructors and satellite operators and also the availability of in-orbit
unused bandwidth capacity.

Out-of-visibility areas like tunnels, urban areas and stations are a very impor-
tant issue since the connectivity can be missed for some minutes. To overcome
this problem a “gap-filler” solution can be used. Two main kinds of “gap-
filling” solutions can be foreseen:

° Satellite repeaters: one antenna is installed on the ground in order
to recover the satellite signal and redistribute it into the non-visibility
area. This solution requires the deployment of infrastructure along the
tracks. The agreements of the owner of the railway infrastructure and
the regulatory telecommunications bodies are needed.

° Vertical handover: switching to another technology, like for ex-
ample WiFi, when the train enters the non-visibility zone.

Finally, the railway domain specific constraints must be of course taken into
account: electromagnetic compatibility with other existing systems, installa-
tion and maintenance, enough space for antenna installation...

In 2003, SNCEF started studying the use of satellite technologies in order to deliver
Internet access onboard its high speed trains. In that period, this was the most suitable
solution in France. SNCF has conducted many experimentation campaigns since 2003
and the first SNCF commercial service “BoxTGV” delivering Internet services to
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passengers’ onboard TGV high speed trains has been launched in December 2010
along the French East high speed line [2]. This service is based on a 2-way Ku-band
satellite main link with WiFi radio coverage for non-satellite-visibility areas (tunnels
and stations). The “BoxTGV” antenna system and architecture are shown on Figures
1 and 2 respectively.

Fig. 1. “BoxTGV” antenna system
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Another satellite systems issue is operational expenditure (OPEX) related to satel-
lite capacity, which can be seen as a rare resource. Since the available aggregated data
throughput for the customers will depend directly on the contracted satellite capacity,
the regular costs generated must be taken into account in the business model of the
foreseen service. However, customers’ needs grow with time and will ask for more
and more satellite bandwidth for the service, thus generating important additional
operational costs. If having more customers using the service can generate more in-
come, having the same number of customers asking for mote throughput will not
generate more income, thus representing a serious problem for the business model of
the service. The new generation of Ka Band satellites [3] could be the answer to this
issue since their larger capacity allows the reduction of the satellite bandwidth cost.
Another advantage of Ka Band satellites is that the higher frequencies used for the
transmissions allow using smaller antennae, what can be a major issue in function of
the considered rolling stock. However, using Ka Band satellites has also some
drawbacks:

- Ku band equipments are not compatible, new antenna and transmis-
sion/reception equipments must be developed for the strong railway domain
constraints. Pre-existent Ku equipments will need to be changed.

- Atmospheric attenuation in case of bad weather conditions (mostly fog, rain
and snow), will be much higher, bringing deep fading effects and persistent
attenuations to the signal that can reach 15 dB in the worst cases.

- Existent Ka Band satellites use (typically) 250 to 500 km cellular coverage in
order to be able to reuse frequency bands geographically (to optimize satel-
lite capacity). Dynamic frequency allocation and horizontal handover tech-
niques will be needed in order to assure a seamless connectivity for trains
passing from one cell to another. The operation of the global network will be
then much more complex.

2.2  Terrestrial Solutions

Terrestrial technologies that can be used in order to deliver Internet access to trains
passengers can classified in two categories: train-to-trackside communications and
cellular communications.

2.2.1  Cellular Solutions

Cellular solutions could be a very interesting candidate in order to provide reliable
two-way train-to-ground communications. These solutions are typically based on one
onboard mobile router connected to multiple antennae that have to be installed on the
roof of the train. The mobile router can generally accommodate multiple SIM mod-
ules to allow aggregation of data on different available mobile operator networks or to
allow cross border operation. Cellular solutions can be seen as very attractive com-
pared to satellite solutions where the bandwidth price is very high and the needed
onboard antenna is much larger. However, cellular solutions require sufficient radio
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coverage and an appropriate capacity of the cells along the railway lines. Besides,
these technologies are subject to licensing and the operation and performance of the
service will depend on the coverage and operation modes decided by mobile networks
operators.

Nomad Digital [4] and Icomera [5] are the leading providers of railway train-to-
ground connectivity based on cellular solutions.

The following figure shows an example of an onboard system architecture based
on cellular solutions with two cellular antennae installed on the roof of the train and a
WiFi network to deliver passengers’ service.
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Fig. 3. Cellular solution onboard architecture [5]

One of the main advantages of cellular solutions is their ability to be easily up-
graded to new technologies. Current 3G mobile routers can easily evolve to be able to
run on future LTE [6] networks. In addition, geographical coverage is progressively
improved by mobile operators, making this kind of solutions more and more
interesting.

2.2.2 Train-to-Trackside Communications

Current satellite and cellular solutions are able to deliver connectivity speeds of a few
Mbps to a single train. These throughputs are comfortable for the delivery of Internet
access to some tens of passengers, but needed data-rates are growing very fast along
with users’ demand. The number of passengers willing to connect will grow very
rapidly in the next years, in particular due to the very large success of smartphones.
To meet this future growing demand for this kind of services onboard, mainly in
terms of bandwidth, train-to-trackside communication solutions can be used. Howev-
er, this kind of solutions relies on long and complex deployments of infrastructures
along the track which are in general very expensive. In order to reduce deployment
costs, it is essential to try to minimize the number of sites required to ensure radio
coverage of the high speed railway network. The radio coverage is thus one of the
main features to be taken into account when choosing a terrestrial communication
technology. Another key feature to be considered is data rate offered by that technol-
ogy, since the objective is to provide the highest possible throughputs for high speed



28 H. Ghannoum and D. Sanz

train passengers. These two features, radio coverage and data rate, are closely related.
Therefore, the more suitable technologies will be the ones offering the best trade off
between range and throughput. Obviously, other features have to be studied as well,
including reliability, security and need for a licensed radio spectrum. Among the vari-
ous terrestrial technologies, 3G and 4G may be considered. But these technologies are
subject to licensing and the operation and performance of the service will depend on
the coverage and operation modes decided by mobile networks operators. Proprietary
technologies like Telefunken Racoms [7], Flarion or Reicom [8] may be considered as
well. These technologies deliver good performance and, in some cases, have been
specifically designed for railway applications. Their major drawbacks are the depen-
dence on a single manufacturer and the deployment costs, which are considerably
higher than those of standard technologies like WiFi for example. Among the various
terrestrial technologies, WiFi IEEE802.11 is a very interesting candidate. Indeed, it’s
an unlicensed, well known and inexpensive technology delivering very good perfor-
mance even at high mobile speeds. Previous WiFi-a/b/g standards were studied few
years ago by SNCF and Orange Labs and the tests carried out in early 2005 showed
that WiFi is one of the more suitable terrestrial technologies that can be used for train-
ground high data rate communications. The more recent generation of WiFi standards
is WiFi “n” [9], which offers a better performance trade-off in terms of coverage and
throughputs thanks to the use of state of the art techniques on antennae and signal
processing, at the physical and MAC layers. This standard has been studied by SNCF
and Orange Labs through an experimentation campaign between Q4 2009 and Q1
2010, using some of the first 802.11n products in the market in order to implement
broadband train-to-ground connectivity. The next figure shows the 2-sites architecture
that has been implemented for the experimentation campaign. The results of these
preliminary tests were very interesting with throughputs up to some tens of Mbps over
5 km coverage area which is close to the average distance between 2 consecutive
GSM-R sites in France [10].
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Fig. 4. WiFi’n’ train-to-trackside communication architecture
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Laser technology could also be used for train-to-ground communications. This
technology has been tested by the Railway Technical Research Institute in Japan with
the collaboration of JR-West and Keio University [10]. The obtained transmission
rate was of approximately 700 Mbps on the TCP layer between the ground and the
train running at a speed of approximately 130 km/h. However, the major drawbacks
of such solution are the small transmission distance (300 or 400 meters), the mainten-
ance of such system and its high dependency to environment conditions.

An interesting radio technology that should be considered as a perspective for
train-to-trackside communication is CR (Cognitive Radio) technology. CR technology
is an emerging intelligent radio technology that can observe its environment, detect
spectrum gaps and adapt its parameters to the environment in order to guarantee an
optimal radio link performance. SNCF is currently participating to a French national
research (Agence Nationale de la Recherche) project named “CORRIDOR” that aims
to study the use of CR technology for Railway applications, especially in high-speed
context. After the definition of the railway user needs carried out in 2012, in 2013 the
project will focus on the development of the intelligent onboard terminals and of the
intelligent trackside infrastructure equipments, before demonstrating the implemented
system onboard a high speed train in France in 2014. The three service scenarios con-
sidered by the project are:

- Very high data rate Internet access for passengers

- Train-to-ground transmission of real time video flows from onboard CCTV
systems

- Reliable low data rate link for railway safety-related applications.

3 Conclusions and Perspectives

Onboard internet access has become a standard of comfort for trains’ passengers. To
meet this need, railway operators could use different solutions for train-to-ground
communications. These solutions include satellite, cellular or train-to-trackside solu-
tions. This paper gives an overview of these different solutions and presents their
main advantages and drawbacks.

SNCEF deployed in 2010 its first commercial Internet service for passengers based
on satellite train-to-ground solution as it was the most suitable solution in France.
This service will need to evolve to meet the foreseen evolution in passengers demand.
In this context, cellular and train-to-trackside solutions could be considered.
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to Railway Radio-Communications*
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Abstract. This paper investigates what role could play the 3GPP LTE
in railway radio-communications. We study a first case of shared infras-
tructure where the train control traffic is subcontracted to a public land
mobile network operator, and a second case of dedicated infrastructure
where the LTE-like network only supports the railway communications.
We highlight the multi-user scheduler as the key enabler for managing
a heterogeneity of sensitive and best effort traffic, and propose a new
scheduler that maximizes the best effort traffic throughput while guar-
antying the sensitive traffic quality of service.

1 Introduction

The history of safety in trains started with the train era. At first, track side
signals have been designed and deployed to limit train speed or to require the
train to stop; the train driver has to obey to the signal and act accordingly. Soon,
the necessity emerged to enforce the control, by designing a system making the
train automatically stop in case the driver missed the signal or did not obey
to it. The system evolves to in-cabin report of speed and stop signaling. It is
however a coarse speed control, with only a few levels of speed limits. Hard
blocks definition and enforcement allows controlling distance between trains, to
prevent collisions.

With the increased train speed, track-side indications become incompatible
with human view and reaction time, leading to the necessity of a better in-cabin
signaling report. Hard blocks limit the train density a track is able to handle
securely, although the always increasing need of sustainable transports implies
higher railways densities. Turning to moving blocks with a high performance
safety control provided by an Automatic Train Control (ATC) system (e.g., [6])
becomes a necessity. For example, the US Congress has requested the implemen-
tation of PTC (Positive Train Control) systems, as a minimum ATC targeting
security issues, by end of 2015 for heavy rail (freight and passenger services) [4].
The CBTC (Communication-Based Train Control) is a more complete version
of PTC enhancing security, capacity and sustainability, and is described in the
IEEE Std 1474.1-1999 [5].

* This work was performed within project SYSTUF, which is subsidized by the French
ministry of Industry in the framework of the AMI ITS program.
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A wireless communication between train and ground allows a permanent and
fine control. The wireless system can be based on a proprietary radio layer, on a
wireless-LAN standard such as IEEE 802.11, or be inherited from cellular area
such as GSM-R used in European ERTMS. In addition to vital applications such
as CBTC, train operators have identified new needs in their effort to enhance
public transports [I], such as Closed Circuit TeleVision (CCTV) and on-board
public Internet access. The Quality of Service (QoS) and capacity requirements
of these new services will require new wireless telecommunication technologies.
This paper investigates the possible role of LTE-like systems in future railway
radio-communications.

In Section 2] we compare the advantages and drawbacks of several commu-
nication infrastructures for ATC. We also present the typical services of ATC.
In Section [3] we make a brief overview of the LTE OFDMA multiple access
technique and of scheduling techniques, and propose in Section Ml a throughput
maximizing QoS-aware scheduler taking into account the heterogeneity of traf-
fic. In Section Bl we evaluate the impact of transmitting train control traffic in
a shared and dedicated infrastructure. Finally, we conclude by giving the pros
and cons of shared vs dedicated LTE infrastructures.

2 Automatic Train Control

2.1 Telecommunication Infrastructure for Automatic Train Control:
Shared vs Dedicated

The communication infrastructure for train control is usually dedicated, i.e.,
owned and operated by the train operators. Indeed, they have the will to keep
full control and responsibility of the security and safety of the passengers and
trains. However, the communication infrastructure represents a significant cost
in terms of deployment, operation and maintenance.

The 3GPP LTE is expected to become a worldwide widespread wireless com-
munication toolbox, which could be used outside the Public Land Mobile Net-
work (PLMN) domain of application. Indeed, it fulfills all the needs of modern
communication: first by the flexibility and robustness of the LTE physical (PHY)
(see, e.g., [7]) and Media Access Control (MAC) layers; and also by its ability to
offer in a secure fashion a wide variety of services and applications through an IP-
based core network. Thus, a dedicated LTE-like macro-cellular system is a good
candidate for the evolution of railway radio-communications. A dedicated band-
width might be necessary in that case for ensuring a good quality of service for
the cell-edge users. A compromise exists between performance, CAPEX, OPEX,
and band licensing when comparing such systems to proprietary deployments
based, e.g., on 802.11 technologies on ISM bands.

In order to reduce CAPEX and OPEX it could be envisaged to open the train
operator infrastructure to other Public Safety Communications (PSC) services,
offering for example an access to police forces in underground stations. In another
example, the USA recently imposed LTE for US global PSC[g|, which confirms
the trend of non specific radio technologies. In a more futuristic approach, the
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available resource could also be shared with a PLMN operator, but the train
control traffic must be prioritized in order to fulfill QoS metrics specific to railway
communications. Those metrics are described in Section and prioritization
is performed via multi-user scheduling, as described in Section Bl

In yet another approach, the communication part of the train control could
be subcontracted to a PLMN operator. Thus, this would reduce the costs, but
raises the issues of quality of service, prioritization of subcontracted services,
and responsibility. Indeed, the LTE system capacity could reach its limit if sev-
eral critical services, such as train control, intelligent transportation systems,
smartgrids communications, PSCs, machine type communications (MTCs), are
managed by the same PLMN. It becomes the responsibility of the PLMN oper-
ator or governmental entities to prioritize such services, which is a rupture with
the current way to manage ATCs.

In order to evaluate the pros and cons of shared vs dedicated LTE infrastruc-
ture for train communications in terms of performance, we define in next Section
the QoS requirements of various train communication applications.

2.2 Services and QoS Metrics for Railway Communication Services

Today’s railway communication systems mainly address vital operational ser-
vices, such as CBTC. In a near future, new services will be required [2]. In a
category of applications classified as non-vital operational, we can find CCTV.
It can be used to monitor passengers (on-board monitoring), but also to mon-
itor tracks by reporting in advance any obstruction like a car stuck in a level
crossing. CCTV is also used to monitor train doors while stopping at a station.
Train maintenance, including real-time monitoring from ground and alarm re-
ports, or on-board system configuration before train departure, fall also in the
non-vital category, along with on-board passenger information. Multimedia ser-
vices as Internet access to passengers and on-board television are considered in
a third category named comfort applications.

These different types of traffic are very heterogeneous in nature and require-
ments. CBTC traffic typically requires a bandwidth of 100 kbps, but is a vital
application and as such shall be treated with the highest priority. A CCTV
camera generates a few - say 1 or 2 - Mbps of data. Applications like train con-
figuration or on-board television program upload behave as bulk file transfers,
requiring a high throughput in a rather short period of time. Internet accesses
offered to passengers is best-effort and it is admitted today that 20 to 30 si-
multaneous users can share 1 Mbps of bandwidth [3]. However, Internet usage
is evolving rapidly and the acceptable level of Internet access service is likely
to be more bandwidth-demanding in the future. Voice services can be split into
the operational category for communications dedicated to the train crew or into
the comfort class when service is offered to passengers, and should be treated
with different priorities. Usually, these different applications are supported by
specific communication systems being able to merge them into a unique one
would be a definite advantage. Today’s communication technologies should be
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able to support the required bandwidth. They shall be capable of providing the
specific QoS required by the various railway services in order to be accepted by
train operators. In this paper, we only consider CBTC and CCTV services as
prioritized services, and assume that a maximum latency of 50ms is required at
the MAC layer. This latency is defined as the time interval between the packet
arrival at the base station and its transmission.

3 Multi-user Scheduling in LTE Systems

3.1 An Overview of OFDMA in LTE

In the 3GPP LTE cellular network, the multiple access technique in downlink is
based on OFDMA, the time resource being divided into frames comprising ten
sub-frames, and the frequency resource within a sub-frame is divided in PRBs
(Physical Resource Block). One of the main advantages of the OFDMA technique
with respect to more static multiple access techniques such as TDMA, FDMA
or CDMA is the ability to dynamically allocate resources to the users according
to their QoS requirements and wireless channel quality. The user scheduling
decision is at least partially centralized, the 3GPP LTE standard being built
under the assumption that the scheduling operation is performed at the base
station (eNB) of each cell. A limited amount of information is exchanged between
neighboring cells in order to apply inter-cell interference coordination (ICIC) on
a long term basis. In future deployments, such as for the 3GPP LTE-Advanced
system and beyond, larger coordination and centralization are expected in order
to further improve the system performance, in particular at the scheduler level.

The per-cell scheduler collects channel state information (CSI) on the fre-
quency and time selective channel, which is obtained by an uplink feedback of
downlink measurements. We consider that the CSI is quantized at the PRB
level. One User Equipment’s (UE) CSI can be classified as short-term when the
channel varies sufficiently slowly in the time domain for the scheduler to have
a relevant knowledge of the UE’s instantaneous channel realization. When the
channel fluctuations in the time domain are quicker than the feedback delay from
the UE to the eNB, the scheduler must take the decision based on a long term
CSI which usually relates to the Signal to Interference plus Noise Ratio (SINR)
averaged over time. As a result of ICIC, the SINR can be frequency selective.

When the UEs are not co-located, they observe frequency selective channels
which are different one from each others. This allows in the best case, when
the scheduler relies on short-term CSI, to allocate the PRBs providing the best
performance to each UE without any conflict. As a result, transmitting the
data of each user only on the best sub-carriers of the OFDM channel exploits
the frequency diversity. Such an opportunistic frequency scheduling operation is
also called a multi-user diversity technique. Unfortunately, in high traffic load,
conflicts occurs and must be solved by the scheduler.
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3.2 QoS-Aware Scheduling in OFDMA Systems

In practice, the resource allocation process is highly connected with the packet
fragmentation and retransmission at the radio link control (RLC) layer and with
the link adaptation that determines the transmission parameters at the physical
layer (PHY). In this paper, we simplify the traffic classification with only two
types: Best Effort Traffic (BET) and Sensitive Traffic (ST).

The BET is not associated to any QoS metric such as the latency or the packet
error rate. The applications that generate BET are typically web browsing, ftp,
file sharing, e-mails and social networks. It is also often considered that the
buffers at the RLC are always full, which means that the scheduling decision
can be PHY-oriented: the most spectrally efficient resource and transmission
scheme are used and the amount of data that can be transmitted is pulled out
from the RLC buffers accordingly. When the UEs are at low speed, the short-
term CSI feedback can be used in order to take benefit from the multi-user
diversity. When the UEs are moving (generally above 20km/h), the scheduler
relies on the long-term SINR for deciding on the resource allocation and link
adaptation. Three standard schedulers, among a large variety [9][10], are usually
considered for PHY-oriented decision on full buffer BET:

— The round robin scheduler multiplexes the users on the PRBs. Resource fair-
ness is guaranteed between users, but the multi-user diversity is not exploited
which degrades the spectral efficiency.

— The max-SINR scheduler allocates a PRB to the user with the best SINR.
Resource fairness is not obtained, and the multi-user diversity is exploited,
which maximizes the spectral efficiency but not the users throughput.

— The proportional fair scheduler makes a compromise between spectral effi-
ciency and fairness by selecting, for each PRB, the user for which the ratio
between the instantaneous transmission rate over the average transmission
rate is the highest.

The ST is associated with latency, jitter and error rate constraints. We assume
that the traffic is periodic, i.e., that the scheduling decision is packet-oriented.
In other words, the packets must be sent within a given time window and are
pushed out from the RLC to the scheduler. The applications that generate ST
are typically VoIP, online gaming and video streaming; train control would be
one of them. The resource is usually allocated to ST users in a round robin
fashion.

The simplest way to manage such an heterogeneity of traffic is to assign dif-
ferent priority levels to the packets according to their traffic type, and perform
the resource allocation starting from the highest priority packets. Unfortunately
this does not allow for optimizing the QoS metrics for all users. Indeed, by using
a scheduler that first allocates resource for ST users, the degrees of freedom for
scheduling BET users are reduced. In extreme cases, ST users are allocated to
the highest capacity resource of BET users, which decreases the system spectral
efficiency. Another choice of resource might be more optimal and still satisfying
the ST QoS constraints. On the contrary, by first allocating resource to BET
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users without any checking might not allow to fulfill the error rate or latency
requirements of ST users.

4 A QoS-Aware Multi-user Scheduler Maximizing
Throughput

In this Section, we propose a multi-user frequency scheduler that jointly ensures
latency constraints of the ST users and throughput maximization for the BET
users. We consider that ST packets are pushed out from the RLC and scheduled
in a packet oriented fashion while BET packets are pulled out and scheduled
in a PHY-oriented fashion. The main principle of this scheduler is to allocate
the best resource to the BET packets first and schedule the ST packets as late
as possible in the decision process (not in the time domain) while guaranteeing
their QoS with a checking function.

4.1 General Algorithm

The scheduler has a buffer of the frequency/time table of the resource allocation.
This table stores, at a given time, the packet index that must be transmitted
on a given PRB. It is organized into sub-frames, aligned with the transmission
structure defined at the PHY layer. The scheduler has an internal timer synchro-
nized with the PHY layer frame rate. When the time has come to provide the
next frame to the PHY layer for transmission, a buffer shifting is performed and
a new empty set of PRBs is inserted at the end of the buffer. We assume that
the so-called RLC-packets are provided by the RLC buffers, and segmented into
packets of one PRB as presented in Section We also assume that when one
RLC-packet is pushed out from the RLC, it is tagged with a delay constraint
related to the latency requirements of the application.

When a new packet belonging to a ST user arrives at the input of the sched-
uler, it is stored in a ST buffer and a PRB tagging function updates a PRB
tag table according to the ST QoS. The PRB tagging is updated after each new
allocation or after any new buffer shifting after a frame transmission to the PHY
layer.

In parallel, before applying a BET scheduling step on one free PRB of the
buffer (e.g., with Round robin, maz-SINR, Proportional fair), a Resource Check-
ing is performed for the buffered ST packets based on the PRB tag tables. It
allocates resource for the ST packets only when necessary, i.e., when any new
BET allocation would result in resource shortage for ST packets scheduling.

The PRB tagging allows for defining which PRBs that are not already allo-
cated in the scheduler table satisfy the QoS constraint, such as latency, jitter
and performance metric. The performance metric can for example be a capacity
threshold, or an average error rate being a function of the SINR and packet
payload. For each ST packet, the PRB tagging function creates or updates the
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packet’s PRB tag table which stores the indexes of the subset of PRBs satisfying
the QoS constraint. The packet is dropped when its table is empty.

The PRB tag tables are illustrated in Fig. [l where three ST packets are con-
sidered. The capacity metrics Cq, Co and Cjs of the three packets are frequency
selective and are assumed constant in time for this example. The frequency al-
location is assumed possible when the capacity metric is above a performance
threshold. The three considered ST packets have latency constraints of 4, 2 and
6 sub-frames, respectively. Thus, the PRBs for the ST packet P; are tagged when
C; is larger than the threshold and the sub-frame index in the scheduler buffer
satisfies the latency constraint.
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Fig. 1. PRB Tag function for three ST packets

When the future frame is sent from the MAC to the PHY layer for trans-
mission, the PRB tag tables are updated accordingly: the sent PRB indexes are
removed from the tables, the PRB indexes are shifted by the number of PRBs
by frame, the PRB tagging is performed for the new PRBs inserted at the end
of the buffer and the delay constraints associated to the ST packets in the ST
buffer are decreased by a time frame duration.

The Resource Checking prevents any resource shortage for ST packets after
a future BET packet allocation.

The Algorithm [l illustrates the resource checking before a BET allocation for
a given PRB. Let us assume that N packets are pre-allocated to the given PRB,
and their corresponding tag tables T <;< n are known. The algorithm first applies
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Data: N, Th<;<y PRB tag tables
for K + 1 to N do
for we 2(K) do
ni= card (U, .,
if n, = K then
call K-allocation(w);
return 1;

T;);

end
end
end
return 0;

Algorithm 1: Resource Checking algorithm

a loop on an increasing 1 < K < N value. Let £2(K) be a set of cardinality (IA(,)
comprising all possible index vectors of cardinality K. The algorithm checks, for
all possible vectors w € 2(K) of K indexes, that the cardinality of the union of
the K considered tag tables T;¢,, is larger than K. If not, the K identified ST
packets at stake must be allocated on the K identified PRBs, the K-allocation
function is called, and the Resource Checking is restarted. Whatever PRB is
allocated to a BET packet, if the condition is satisfied for all K values and
sets of K PRBs, another allocation of the ST packets candidate on this PRB is
possible. Thus, the scheduling can process a PRB allocation for the BET traffic
while guarantying the QoS of ST traffic.

Tag for packet P1
Tag for packet P2
Tag for packet P3
Tag for packet P4

(a) (b) (©)

Fig. 2. Examples of resource checking leading to the call of the K-Allocation function

Fig. Plillustrates three toy examples of the PRB tag tables of four ST packets
leading to the call of the K-allocation function. In Fig.[2(a), the Resource Check-
ing step with K = 1 leads to allocate PRBs for packets 2 and 3. The resource
checking for packets 1 and 4 leads to the call of the K-allocation with K = 2.
In Fig. BH(b), the K-allocation function is called after the Resource Checking
for K = 3 and the considered PRBs are allocated for packets 1, 2 and 3. Af-
ter update of the tables, the packet 4 is allocated after the Resource Checking
for K = 1. In Fig. BH(c), the K-allocation function is called after the Resource
Checking for K = 4 and allocates the 4 PRBs to the 4 packets.
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The K-Allocation function assumes that the union of K candidate PRB tag
tables contains exactly K PRBs, but that each table has a cardinality lower or
equal to K. At least one solution of a possible allocation is found by computing
the number m; of packets that can be allocated to the i-th PRB in the union of
the K PRB tag tables. The algorithm loops on the PRBs of the union in the in-
creasing order of m;. For each PRB 4, it allocates a ST packet, the table of which
has the lowest cardinality among those containing the i-th PRB, and updates
the PRB tag tables and m; values accordingly. At the end of the algorithm, all
K packets are allocated to the K PRBs.

4.2 Packet Segmentation and Optimized Pre-allocation

In the previous Section, we have proposed a scheduler relying on tag tables for
ST packets and checking the resource before any PRB allocation for a BET
packet. The complexity and performance of the scheduler depends on the packet
segmentation into one PRB-length packets, and on the pre-allocation that builds
the tag tables.

The packet segmentation divides the ST RLC-packet pushed out from the
RLC buffer, and that must be scheduled within the time-frame of the scheduler
buffer, into packets of one PRB. The segmentation relies on an allocation metric
depending on the expected performance of the transmission at the PHY layer.

When the users are moving at low speed, we consider that the CSI feedback
allows to know the channel at the transmitter (closed loop). In that case, we
consider the channel capacity as the allocation metric for scheduling. We consider
in this paper a packet segmentation based on the payload resulting from a pre-
allocation to PRBs in a round robin fashion. Each time a PRB payload (number
of bits it can carry) is computed from the channel capacity, it is subtracted from
the RLC-packet payload until all RLC-packets are segmented.

For each user moving at high speed, only the SINR is known at the transmitter
(open loop). In that case, we consider the average rate obtained from the outage
probability as the allocation metric: for ST traffic, we compute the average rate
for each SINR such that the outage probability reaches a target QoS of le-2; for
BET traffic, we find for each SINR the rate R maximizing (1 — P,(SINR))R
where P,(SINR) is the outage probability of the channel for a given SINR. In
this case, all PRBs can carry an identical number of bits, and the ST RLC-packet
payload is equally distributed among PRBs.

The optimized pre-allocation limits the cardinality of the tag tables. Indeed,
the complexity of the resource checking step can become intractable when the
cardinality of the union of the tag tables grows. In order to reduce this com-
plexity, we can limit the number of possible pre-allocation and not consider all
PRBs that satisfy the QoS constraint for the packet. As a remark, it is sufficient
to have one pre-allocation per tag table to satisfy the QoS constraint for the ST
packet. Thus, reducing the number of pre-allocation decreases the flexibility in
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the allocation of the BET packets, and reduces the multi-user diversity for this
traffic type. The trade-off between the performance of the BET users and the
complexity of the scheduler must be optimized. We propose to limit at maximum
the number of possible allocation per tag table, but to maximize the cardinal-
ity of the union of the tag tables associated to one PRB. In other words, all
users sharing a PRB pre-allocation should not share other PRB pre-allocations.
In order to reach this condition, we first apply the RLC-packet segmentation
into one PRB-length packets as described above, which defines a payload per
packet. Then, we consider that each packet must be pre-allocated to M PRBs.
The PRBs are selected sequentially, and for each PRB, we randomly choose one
packet, the payload of which is supported by the PRB, if any. We then decrease
the number of pre-allocation of this packet by one unit, until all packets are pre-
allocated M times. In extreme cases, one packet can be allocated several times
to the same PRB. By using this pre-allocation strategy, we manage to have large
degrees of freedom in the allocation of BET users. Furthermore, simulation re-
sults also show that the resource checking has quasi optimal performance even
when we limit the search to small values of K (e.g., K < 3) and to K equal to
the cardinality of the union of the tag tables associated to the considered PRB.

5 System Level Simulations

In this Section we consider the downlink of a macro-cellular LTE system at
2GHz. We consider a uniform and random deployment of UEs in a static multi-
cell system-level simulator following the 3GPP case 3 parameters [11]. The small-
scale Rayleigh channels are the ITU 6-path Typical Urban channel model. In all
simulations, ideal channel estimation and measurements feedback are assumed.
We consider a 10MHz bandwidth divided into 50 PRBs of 12 sub-carriers, with
a sub-carrier spacing of 15 kHz. In time domain, the smallest unit is the slot
composed of 7 OFDM symbols. One sub-frame of 1 ms has to 2 slots. The channel
is considered quasi-static for non-moving UEs. We make 1000 snapshots of UEs
positions, comprising Ngpr UEs with a BET traffic and Ngpr UEs with a ST
traffic (trains in our case). The BET traffic satisfies the full buffer assumption,
and the ST traffic has a MAC latency constraint of 50ms. We consider three
possible data rates: 100kbps for CBT'C-like traffic, 1Mbps for CCTV, and 4Mbps
for CCTV with several video streams.

First, we will consider a shared infrastructure where Nppr = 20 regular
PLMN LTE users per cell, for each snapshot, use a BET service. We assume
that several trains lie in the cell, and use ST services.

In Fig. Bl we first consider the case with no ST traffic as the reference perfor-
mance. Then, we consider that two trains at low speed receive downlink commu-
nications with a throughput of 4Mbps each. We consider here an extreme case in
order to illustrate the gains obtained by the proposed scheduler. In some of the
snapshots, the 10MHz LTE capacity is not sufficient to support the ST through-
put. This happens when the trains are located at the cell edge and require a too
large number of resource. In average, 7% of the ST packets are dropped and BET
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users are not served in 18% of the cases. When using the state of the art priority-
based scheduling, a large loss is observed on the BET users. When maximizing
the throughput with the proposed QoS-aware scheduler, the BET throughput is
improved with respect to the state of the art. This illustrates that, by allocating
the ST packets only when necessary, the BET scheduler has more degrees of
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freedom. We consider two cases with M = 2 and M = 10 pre-allocations per ST
packet. We observe that two pre-allocations are sufficient to reach the maximum
throughput constrained by the ST QoS, which drastically limits the proposed
scheduler complexity. Finally, we also see from the optimized BET throughput
that the main factor of degradation of the BET users is the resource loss, and
not the multi-user diversity loss. In Fig. [ we consider that two trains at high
speed receive downlink communications with a throughput of 1Mbps each. In
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average, 3% of the ST packets are dropped and BET users are not served in
10% of the cases. When the allocation metric for the ST traffic is based on the
wideband SINR, no PRB is better than another in the latency window. The
QoS-aware scheduler is simplified to an allocation of all ST packets that fills the
buffer as late as possible in the decision process. As for the low-speed case, a
gain of 20% on the BET throughput is observed with respect to the state of art,
and the resource taken for ST traffic has the main impact on the loss. We have
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shown that the proposed QoS-aware scheduler optimizes the BET throughput,
with a reduced complexity when used along with an optimized packet segmen-
tation and pre-allocation. By using such an optimized scheduler, we guarantee
that the conclusions taken on the impact of the train communications to the
PLMN users are relevant. For an even better case study, ICIC techniques should
be taken into account. It has to be noted that in many low ST load scenarii, the
proposed scheduler shows no gain with respect to the state of the art.

In Fig.[Bl, we consider 1, 2 or 4 low-speed trains with ST throughput of 100kbps
CBTC, 1Mbps CCTV or 4Mbps (high quality or several) HQ-CCTV. First, the
CBTC at 100kbps has no impact on the BET throughput for four trains, and
this is also the case for one and two trains in the cell which are not plotted on
the figure. When the trains use CCTV at 1Mbps, the impact on the BET traffic
becomes non negligible with two trains and very important with four trains. The
results clearly show that the 10MHz LTE capacity cannot support HQ-CCTV
at 4Mbps. In Fig.[6l we consider 1, 2 or 4 high-speed trains with ST throughput
of 100kbps (CBTC) and 1Mbps (CCTV). We can see that the impact of the
CBTC traffic, even for trains at high speed which consumes more resource, is
limited. However, the impact of CCTV is non negligible, even for one train. In
conclusion of Fig. Bl and Fig. [6l a 10MHz LTE system can support CBTC with
a guaranteed QoS for up to four trains with a negligible impact on the PLMN
LTE users. When the train approaches the stations at lower speed and requires
CCTYV services, the impact on the PLMN LTE users becomes large.

We now consider a dedicated LTE network, where the only users are trains.
We assume that the leftover resource is used for non critical traffic, such as
on-board Internet access, and place a BET user in each train.

In Fig. [ we consider that several low-speed trains are using CCTV, and
observe the cdf of the throughput for the on-board BET user. The ST packets
are never dropped, which shows that the QoS is guaranteed. The on-board BET
throughput suffers from the resource sharing between several trains. From the
assumption that twenty users can share a 1Mbps Internet access with a good
experience, when four low speed trains are considered, an average throughput of
5Mbps can be shared between hundred users per train. In Fig.[Rl we consider that
several high-speed trains are using CCTV, and observe the cdf of the throughput
for the on-board BET user. Since the BET users are also high-speed, we use
the wideband SINR-based allocation metric. The BET throughput is drastically
reduced with respect to the low-speed case, a loss factor of around four is due to
the non-exploitation of the channel knowledge at the transmitter (open loop).
When four low speed trains are considered, an average throughput of 1Mbps can
be shared between only twenty users per train with a correct Internet experience.
In conclusion of Fig. [ and Fig. [ a dedicated 10MHz LTE system can support
CBTC and CCTYV services with a guaranteed QoS. Non critical traffic can also
be provided on-board, with a significant throughput at low speed and a reduced
yet correct one at high speed.
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Conclusions

In this paper, we have shown that the CBTC service can be provided with
guaranteed QoS and no impact on the PLMN users of a shared infrastructure.
The CCTV or other high throughput services, even when only activated at low
speed, have a strong impact on the PLMN users’ throughput. In a dedicated
infrastructure scenario, we have shown that the sensitive traffic’s QoS is always
guaranteed, and that additional throughput can be offered on-board, especially
at low speed. Thus, the dedicated LTE infrastructure is a potential candidate
for the future needs of railway communications, and should be compared with
proprietary deployments in terms of deployment costs, OAM, and performance.
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Survey on Context-Aware Publish /Subscribe
Systems for VANET
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Abstract. The publish / subscribe scheme is an efficient paradigm for
communication widely used in wired networks. However the use of this
paradigm in the context of mobile networks such as VANETS is still an
open research topic. In particular, the communication needs of mobile
nodes often depend on the node state, location and/or surroundings.
Consequently, extensions to the P/S paradigm have been proposed that
introduce the concept of node context. This paper propose a survey on
these context-aware publish / subscribe solutions for VANETs. We will
particularly focus our discussion on two example applications drawn from
the context of civil aviation and will argue that Aeronautical Ad hoc
Networks (AANETS) are a subgroup of VANETS.

Keywords: Vehicular Ad Hoc Network (VANET'), Aeronautical Ad Hoc
Network (AANET), Publish / Subscribe communication systems.

1 Introduction

Publish/Subscribe scheme is a communication paradigm which differs in many
ways from classical communication schemes where addresses are used to identify
the recipients. These addresses can target a single receiver (unicast communi-
cation) or multiple receivers (multicast communication). On the contrary, Pub-
lish/Subscribe systems allow event distribution from publisher (event producer)
to subscriber (event consumer) without the use of any explicit address. Instead,
the event distribution is based on declared subscribers interests. Those interests
can be expressed in different ways depending on the subscription model used.

In the topic based subscription model, clients subscribe to topics characterized
by a name. Events are then published on topics and the P /S system is responsible
for the forwarding of events to clients who subscribed to this topic. The topic
based subscription is quite simple but it’s also limited since we can only filter
events from a single attribute, i.e.: the topic name.

On the other side, in the content based subscription model, clients base their
subscriptions on the content of events. So, when an event is published, the P/S
system has to forward it to the clients whose subscriptions match the event
content. The filter syntax "attribute — operator — pattern" can be used to define
this subscription as described in [I].

M. Berbineau et al. (Eds.): Nets4Cars/Nets4Trains 2013, LNCS 7865, pp. 46 2013.
© Springer-Verlag Berlin Heidelberg 2013
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For example, persons holding stock of a company are generally interested
in the evolution of its price. With to a topic based P/S system, we can easily
think of a solution where these clients subscribe to a >stock topic’ and receive
notifications each time the price of the stock has changed. With the use of a
content based P/S system, we can be much more efficient in filtering events. For
example, a subscription can allow to receive notification only when price pass
through a threshold.

P/S systems offer many advantages over traditional communication. In par-
ticular, they offer communications decoupled in space (subscribers do not need
to know publishers and vice-versa) and potentially in time if the P/S system is
able to store events for clients which are temporally disconnected (as in delay
tolerant networks [2]).

In the past decade, many solutions (see for example [3] and [4]) have been
proposed by the research community and industrials to build P/S system over
wired networks. However, as emphasized in [5], those solutions are ill-adapted to
the emerging category of networks called Mobile Ad hoc Networks (MANET).
MANETS are defined as self-configuring networks of mobile nodes connected
by wireless links without fixed infrastructure. In this category of networks, one
sub-category will be dealt with in this paper, the Vehicular Ad hoc Networks
(VANET) whose nodes are vehicles. In both MANETs and VANETS, disconnec-
tions between nodes are a common occurrence and the wired network centred
solutions for P/S systems are not likely to take handle them satisfactorily. Ac-
cordingly, new solutions have been proposed to offer P/S communication systems
optimized for VANET. The aim of this article is to provide a survey of these
solutions.

This paper is organized as follow, in section [2] we present important charac-
teristics of a VANET and argue that AANET (Aeronautical Ad hoc Networks,
i.e.: VANETSs composed of aircraft) are a subgroup of VANETS. In section B} we
illustrate possible applications of P/S systems over VANETSs. We then use those
applications to present the expected features of P/S systems for VANETs and
the main challenges associated to their definition in section @l Finally, we de-
scribe existing solutions of P/S systems adapted to VANET and evaluate their
suitability to our purpose and constraints in section [l before concluding this
paper in section

2 VANETSs Characteristics and AANETSs

A VANET can be defined as a self-organizing communication network composed
of mobile vehicles using wireless communication links. VANETSs are a subcate-
gory of MANETS with some specificities. The most important is the high mobility
of their nodes which leads to more frequent partitioning of the network [6]. Al-
though, VANETS are associated most of the time to car, we argue in this section
that other vehicle types can be used, like civil aircraft for example.

Indeed, lately, new communication means are studied to fulfil airlines and
passenger communication requirements. In this context, AANETs (Aeronautical
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Ad hoc NETworks, i.e.: MANETS with aircraft as nodes) represent an attractive
solution. The feasibility of such networks has been demonstrated for instance
in [7]. This category of network can be seen as a subcategory of VANETS as
emphasised in [§]: "MANETs that span planes, trains, automobiles, and robots
are called vehicle ad hoc networks (VANETS)". As illustrated in table [l we
list the main characteristics of VANETS based on descriptions found in related
articles and show that AANETSs share most of the characteristics of VANETSs
with cars. Some characteristics of AANET are obvious like high mobility of nodes
or high probability of network partition. Some others need more explanation. In
the same way as cars have movements constrained by road and traffic, civil
aircraft have to follow trajectory imposed by air traffic controller. Furthermore,
AANETS can also be subject to channel congestion problem. Indeed, some area,
like close to airports, can have a hight density of aircraft, which may cause
interference problem as explained in [9].

Table 1. VANET / AANET characteristics comparison

VANET Characteristics Ref Relevant for AANET
High mobility of nodes [6], [1O0], [I1], [12], [13] Yes

High probability of network partition [6], [10], [12] Yes

Predictability of the movements of [6l, [T, [12], [13] Yes

nodes

Very large scale 6] Yes

Velocity restricted by speed limits
and road traffic

Channel congestion risk due to a high
vehicular traffic density

No energy restriction 11, [12] Yes
Type of application : geographical,

hz};rd delay constraint seoe r2 (Yes)
Interaction with on-board sensors  [12] Yes

(il No

4] Yes

As we will see in the next section, many applications of the P/S communica-
tion paradigm can be applied to AANETS, especially for the ATC (Air Traffic
Control) or AOC (Airline Operational Communication) domains. This is the
reason why this specific subgroup of VANETS has been targeted in the examples
introduced in the next section. However, these examples can be easily transposed
to VANETs with car (ex: cab company communication toward all of their cabs
or announcement of a car accident)

3 Application Examples in AANET

To better understand the specific needs of AANET Publish / Subscribe appli-
cations, this section introduces two such example applications in the context of
civil aviation. The first example is the dissemination of weather situation up-
date to aircraft located at a specific geographic area. The second example is the
dissemination of content to all aircraft of an airline company.
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- type: storm ).*_
- position: <position> Storm

Message: ‘*‘

- Airline: A
- Type: A320
- Content:
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(a) An aircraft sends a message about a dan- (b) an airline sends a message to a
gerous storm part of its fleet

Fig. 1. Example of P/S applications in AANETs

3.1 Weather Situation Update

For safety reasons, weather informations are crucial during a flight. Some phe-
nomena like storm or wind shear are very dangerous for aircraft and so must
be transmitted from ground weather stations or from an aircraft discovering a
new situation to all aircraft that might encounter it. Today, most of these com-
munications, in particular in oceanic area, use satellite links which are more
expensive than classical air-group communication infrastructure like VDL (VHF
Data Link) or HFDL (HF Data Link) network, as illustrated in [I5].

A new solution for those communications can be found with the use of a P/S
system over an AANET composed of commercial aircraft and ground stations. In
this case, publishers would be weather stations or aircraft which have knowledge
about dangerous weather situations and subscribers would be aircraft which
whose trajectory will get close to the concerned geographical area during the
period of the weather phenomena. In order to cover this communication need,
events must contain at least the following attributes: type of phenomenon, geo-
graphic area of weather phenomena and lifetime (since the weather informations
are necessarily associated to a time period).

Similarly, in order to subscribe an aircraft need to know its geographical posi-
tion (for example with a GPS receiver) and, if possible, its short term trajectory.
Indeed, an aircraft will be only interested in weather information near its ac-
tual or short term position. A subscription will consequently follow the following
principle : "I want to receive all weather informations regarding the geographical
area <position> which will happen in the time period <time> (deduced from
current position and trajectory)."

Consequently, as illustrated in figure [[al an event will be disseminated to
subscribers located near the geographical area of the event, or converging to
that point in the near future.
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3.2 Message to All Aircraft of an Airline

Another important class of communication in civil aviation consists in the com-
munication between airlines operational center and their aircraft (this type of
communication is called Airline Operational Communication or AOC). During
a flight, many informations must be exchanged between these two actors (e.g.:
maintenance information, crew communications, etc.). Nowadays, this kind of
communication mainly uses ACARS (Aircraft Communication Addressing and
Reporting System). ACARS is a network deployed in the 80s by airlines to allow
data communication with their aircraft. Depending on the aircraft position, it
can use VDL (VHF Data Link) network or SATCOM means. Although robust,
this network has very limited resources (bandwidth in the amount of tens of
Kbits/s, [16]).

As in the previous example, a new solution can be proposed with the use of
a P/S system over an AANET (which offers better performance than ACARS,
as explained in [7]) composed of aircraft and airline operational center. In this
example, as illustrated in figure [[B] publishers will be airline operational center
and subscribers will be aircraft. To be properly filtered, events and subscriptions
must contain at least the airline name as attribute. Furthermore, the advantage
of a P/S system over a classical multicast communication would be in the filtering
capabilities it offers. Indeed, more focused communications can easily be achieved
with events being transmitted only to a specific type of aircraft or to aircraft
bound for a given airport.

4 Expected Features of P/S Systems for VANET

The examples of the previous section show that traditional P/S system can
not provide an optimal answer to the VANET content-based communication
research question. In the first example, with a classical P/S solution, planes
can subscribe to ’dangerous weather situation’. However, this subscrip-
tion will be too large and will lead to the reception of useless events since
planes are interested specifically by ’dangerous weather situation close to
their position or route’. To accommodate this kind of subscription, a new
concept is needed: the node context. Furthermore, one of the VANETS features is
the high probability of network partitioning leading to frequent disconnections.
A consequence of these disconnections is that some events (potentially critical)
will not be received. To avoid this situation, a P/S system designed for VANETSs
needs to allow the persistence of events in the network. These two features are
detailed in this section.

4.1 Node Context

A node context is a list of attributes which complements subscriptions, and
is used to more precisely filter received events. This better filtering allows a
reduction in the use of network resources which are scarce in VANETSs. Several
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definitions exist for node context. Simple definitions reduce context to the node
location ("location context", see [I7], [18] or [I9]). Some other definitions like
[20] are more generic and define the node context has a combination of static
attributes and dynamic attributes, either defined in an absolute way or defined in
relation with other nodes. For example, the velocity of a node can be considered
as a dynamic context attribute. An absolute definition of this attribute will be
>velocity = 50 mph’ while a relative definition will be ’velocity superior
to the velocity of the node in front of me’. In relation to the examples
discussed above, a node context would be defined as the node location, changing
over time. We think that static attributes are not mandatory as they can easily
be included in the subscriptions. For the second example introduced above, the
company name of an aircraft can be seen as a static context attribute. In a
content-based P/S system, this context attribute could easily be replaced by an
>airline name’ attribute correctly filled in subscriptions and published events.

Node context should not be mandatory to dispatch events. Indeed, in the
example in section the node location is not relevant for the communication
(i.e.: an airline want to send a message to all aircraft, regardless of their position).

4.2 Persistent Events

As explain in [21], the persistence of events is the ability for a P/S system to
store events during its lifetime. Thus, subscribers interested by an event but not
connected when this event has been sent are able to retrieve it later.

Traditional P/S systems for fixed infrastructure network do not necessarily
implement this feature. However, this feature is essential for VANETs where
disconnections of node are frequent. To save network resources, the persistence
can be handled with the introduction of a lifetime associated to each event.
Indeed, most of the time, an event is of interest only for a given time period and
can be deleted afterwards. Some solutions, like[20], also use a lifetime associated
to each subscription. We do not think this is mandatory since P/S API generally
include an UNSUBSCRIBE primitive to remove a subscription from the system.
To add persistence to a P/S system, two family of solutions exist. Events can
be retransmitted periodically by publishers, this is costly in network bandwidth
though, especially for a VANET. Another solution would be to store events in
the network during its lifetime. Events can be hold by publishers (the simplest
way) or by any node in the network (such as a broker for a P/S system based
on overlay network, see next section).

5 Existing Solutions

Recently, technical solutions have been proposed to offer Publish/Subscribe com-
munication systems adapted to VANETs. They can be classified in three cate-
gories: geographic routing based solutions, proximity routing based solutions and
overlay network based solutions. In this section, the technical principles are de-
tailed for each of these groups of solutions. Advantages and disadvantages are
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then identified, particularly in the light of the expected features of a P/S sys-
tems detailed in the previous section (node context and persistence of events).
The two AANET based applications introduced in section [3 will be used as
illustrations. Figure [2] show the situation considered, which includes two com-
munications from a same publisher. The first communication correspond to a
weather situation update sent toward a geographical area where 4 planes are
present. The second communication is a message sent to all plane of an airline
(grey planes in the figure).

Fig. 2. Communication example in an AANET

5.1 Geographic Routing Based Solutions

The solutions presented in this section use geographic routing to dispatch events
from the publisher to the subscribers. In order for those to work correctly, two
conditions must be met: network nodes must be equipped with a positioning
system (e.g.: a GPS receiver) and all events must be associated with a geograph-
ical area. Many examples of applications respecting these assumptions can be
introduced, starting with the example from section 311

PCBD. Persistent Content-Based Dissemination [22] is a solution that was
defined for VANETSs composed of both cars and info-stations (i.e.: fixed infras-
tructure nodes). This solution uses the following mechanisms: first, the publisher
sends an event to a geographical area using a geographical routing protocol, this
event is received by all nodes (cars and info-stations alike) in the area; then this
event is stored in an info-station if there is one available, or else in vehicles. To
choose the most appropriate vehicles, navigation systems can be used to deter-
mine the vehicles that will remain for the longest time in the area. Each vehicle
periodically advertises its planned route and its interests (classical subscription
mechanism, with in addition a vehicle context, the planned route). Info-stations
or vehicles receiving subscriptions try to match them with their stored events.
Events with positive matching are then sent to the corresponding subscriber.

Context-Aware PS for MANET. As for PCBD, this solution, introduced
in [20], uses a geographical routing protocol in order to disseminate an event in
the geographical area associated. There are, however, two significant differences.
First, the notion of context is explicitly defined and the classical publish / sub-
scribe API has been extended to use it efficiently. Secondly, nodes interested by
events for a specific zone do not have to wait to be in the target area to send
their subscription request since they also use a geographical routing protocol.
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Application Example. As illustrated in figure Bl geographic routing based
solutions fit well with applications where subscribers are grouped in an area,
but they are not adapted to case where subscribers are dispersed in the network.
In this last case it would equivalent to broadcast the message since the target
geographical area covers the entire network.

Fig. 3. Application example with Geographic routing based solution

5.2 Proximity Routing Based Solutions

Solutions detailed in this section use the idea that most nodes interested by an
event are close to the publisher. From this assumption, events are broadcast
within a restricted geographical range around the publisher.

STEAM. Scalable Timed Events And Mobility, presented in [18], is a content
based publish/subscribe system designed for Wireless Ad-Hoc Network. In order
to achieve scalability, this solution introduce the concept of proximity filters
in addition to topic and content filters. This new filter introduces a range of
dissemination around the publisher for the events. Each event is then sent only
to nodes within this range of the publisher. This is motivated by the applications
envisioned for this system (e.g.: a traffic light application where traffic lights
produce events to indicate light changes to vehicle near them) and by the need
to achieve good scalability on Ad Hoc networks with limited resources.

PERHAVO/LPSS. Location-based Publish-Subscribe Service, defined in [23],
uses the notion of proximity to disseminate events and subscription to a geo-
graphical range around the publisher and the subscriber respectively. To match
a publication to a subscription one has to meet two conditions : the content
match (as for any other content based P/S system) and the location match (i.e.:
the subscriber and the publisher must both be located in the intersection of the
publication and subscription spaces).

ALPS. Adaptive Location-based Publish/Subscribe [19] is a location-based Pub-
lish/Subscribe solution. As LPSS, this solution includes a notion of location
context complementing content-based queries. This context is then used to com-
plement the content match with a location match. There are two main differences
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with LPSS. First ALPS introduces three content match strategies: "(1) message-
centric algorithms (MCAs), where publishers broadcast messages in the message
range and subscribers are in charge of performing matches; (2) query-centric algo-
rithms (QCAs), where subscribers broadcast queries in the query space and pub-
lishers perform matches and subsequently route messages; and (3) hybrid ones
(Hybrid) where both messages and queries are broadcast within a restricted area.
In this last strategy, intermediate nodes are in charge of performing matches and
routing messages to subscribers." In this terminology, LPSS uses only message-
centric algorithm. The second difference with LPSS is that ALPS offers persistence
of messages in the network thanks to the introduction of a lifetime specified by
the application for each event. To ensure this persistence, events are retransmitted
periodically by publishers.

Application Example. All the solutions detailed in this section introduce and
use the location context of node to dispatch an event. Some of them (like ALPS)
also implements persistent messages, which is a critical feature for a P/S system
adapted to VANET as discussed in section However, as illustrated in figure
@ proximity routing based solutions, although they have the advantage of not
using many network resources, are only suitable for cases where publishers and
subscribers are close together. Consequently, this kind of solutions cannot be
used for the applications introduced in section [Bl

Fig. 4. Application example with Proximity routing based solution

5.3 Solutions Based on Overlay Network

The solutions that will be discussed in this section introduce a new compo-
nent in the P/S architecture: the broker. Brokers are the entities responsible for
dispatching events from publishers to subscribers and are interconnected thus
forming an overlay network.

Most P/S middleware for wired-networks are overlay network based solutions
(3], []). Accordingly, some P /S systems try to adapt this concept in the context
of MANETSs. They are detailed in this section.

REDS / SPCF. REconfigurable Dispatching System [24] is a content based
P/S framework adapted to mobile network topologies like those of VANETSs.
REDS is a modular solution which offers several protocol implementations to
dispatch event and manage dynamic broker topology (as in [25]). In particular,
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> T

Fig. 5. Application example with solutions based on overlay network

REDS offers an implementation for a context-aware P/S system with the SPCF
(Shortest Path Context Forwarding) protocol [26]. This solution introduces a
new API to manage node context in subscriptions and publications. This con-
text information is used in the routing process in the overlay network, with the
introduction of a context table for each broker. SPCF uses this table with the
more classical content table to make forwarding decisions in the broker network.

REBECA. Rebeca Event-Based Electronic Commerce Architecture [27] is an-
other content Publish/Subscribe system based on a modular framework. Unlike
REDS, REBECA has been primarily developed for fixed networks. An extension
of REBECA as then been proposed in [28] to support mobility. This extension
introduces the concept of logical and physical mobility for clients. Physical mo-
bility results in the disconnection of a client from his broker and the connection
to another broker. This phase can produce a loss of events and so has to be
handled correctly by the P/S System. Logical mobility happens when a client
moves without broker disconnection. In this case, the client may need to update
its subscriptions (called "automated location awareness within a defined envi-
ronment" in the article). Logical mobility can be seen as a restrictive context
used to update a subscription. The mobility extension of REBECA proposes so-
lutions to deal with these two mobility issues by using two features of REBECA:
the publisher advertisement [2I] and the routing algorithm based on "Learning
by the Reverse Path" [29].

Application Example. As illustrated in figure Bl (where all visible nodes are
considered to be brokers), solutions based on overlay network are suitable for
the two application examples introduced in the section Bl However, the main
disadvantage of these solutions is that significant network resources consumption
goes toward maintaining the overlay network.

5.4 Synthesis

Table 2 provides a synthesis of P/S solutions according to several criteria: adapt-
ability according VANET characteristics or distribution of recipients and avail-
able features for applications.
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Table 2. Solution synthesis

Solution familics Geographic routing based Proximity routing  Overlay network based so-
solutions based solutions lutions
Context-
Solutions PCBD Aware PS for STEAM LPSS ALPS REDS/SPCF REBECCA
MANET
Network With infrastruc- x x
Characteristics (o8 .
Without infras- x x x x x x
tructure
location context X X X X X X X
Features aware
persistent events X X X X
Distribution of Lo¢ated inalim- X X X X
oy ited arca
recipients Dispatched in all x

the network

6 Conclusion

In this article, we have performed a survey on current solutions for pub-
lish / subscribe systems in VANETs. We first presented the main characteristics
of VANETS, and argued that Aeronautical Ad Hoc Networks were a subgroup of
VANETS. We then presented two examples of application of a publish/subscribe
system in the particular context of AANETS in civil aviation, stating that similar
applications could be found in the more general context of the VANETSs. Using
these two applications, we have extracted two desirable features of P/S systems
for VANETS, namely the node context filtering and the persistence of events
in the network. Finally, we presented three classes of solutions for P/S systems
in VANETS, geographic routing based solutions, proximity based solutions and
overlay network based solutions. As we emphasized in each case, none of these
solutions can tackle all the communication needs of the two example applica-
tions. Geographic routing and proximity routing based solutions are ill-adapted
to the case where subscribers are disseminated throughout the network. To this
regard overlay network based solutions seem the best suited, but the amount
of overhead introduced by the maintenance of the overlay network might be a
problem in resources limited VANETs.

A comprehensive evaluation of the existing solutions through simulations and
the development of a specifically designed P/S system able to address the un-
derlined limits shall then be our next step toward the definition of a scalable,
flexible P/S system for VANETS.
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Abstract. Vehicular Ad-hoc Networks (VANETS) are the most promi-
nent enabling network technology for Intelligent Transportation Systems.
VANETS provide many new exciting applications and opportunities al-
beit transportation safety and facilitation applications are their core
drivers. Security of vehicular networks remains the most significant con-
cern in VANETSs deployment — because it is mandatory to assure pub-
lic and transportation safety. In this paper, we review the various di-
mensions of VANETS security including security threats, challenges in
providing security in vehicular networks environment, requirements and
attributes of security solutions. We also provide taxonomy and criti-
cally review of the notable security solutions — available for VANETSs in
literature.

1 Introduction

The inherent human desire for change, progress, mobility, entertainment, safety
and security are leading the way to the development of intelligent transportation
systems (ITS) [37]. Vehicular Ad-hoc networks are the most prominent enabling
technology for ITS. They are formed on the fly by vehicles equipped with wire-
less communication capability. The participating nodes in such networks (i.e.
vehicles) interact and cooperate with each other by short-range direct commu-
nications, by hoping messages through vehicles (Vehicle-to-Vehicle) and road
side masts (Vehicle-to-Infrastructure). Traditionally, information about traffic
on a road is only gained through inductive loops, cameras, roadside sensors
and surveys. VANETSs provide new venues for collecting realtime information
— from onboard sensors on vehicles — and its quick dissemination. The infor-
mation collected through individual vehicles participating in the network can
be integrated together to form a realtime picture of the road situation. Many
new applications have been enabled through VANETS, though safety and trans-
portation efficiency applications are the most important driver for them. The
various ITS stakeholders such as governments, tele-communication companies
and car manufacturers are working together to make “VANET based ITS” a
reality. Hundreds of projects are underway in the US, FEurope, Japan, China,

M. Berbineau et al. (Eds.): Nets4Cars/Nets4Trains 2013, LNCS 7865, pp. 59-[/4] 2013.
(© Springer-Verlag Berlin Heidelberg 2013
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Singapore and other countries of the world, supporting the cause with research,
innovation, testing and standardization activities [1][2].

It is expected — up till 2015 — that software and electronics will cover 50%
of the total cost of an automobile [9]. Today, automobiles are fully equipped
with IT and software technologies. However, these systems are not mainly con-
centrating on security aspects. On the other hand, Vehicular ad hoc networks
are mainly designed for safety applications (to ensure the safety of drivers and
vehicled] and also to avoid or minimize the road accidents). VANET is a special
type of Mobile ad hoc networks (MANET) [5] customized for automobiles with
some distinctive features e.g. predictable mobility patterns, movement of nodes
along predefined paths instead of random directions. There are no battery con-
straints in VANET therefore it is suitable for long range communications through
vehicles. In addition to safety applications, various other applications like col-
lision avoidance, traffic management, trip planning and infotainment are also
developed for them [6]. Safety applications must be protected from hackers and
crafty attacker because a compromised safety application could result in the loss
of human life [§]. Commercial applications need security to protect the potential
loss of revenue. Without security, a Vehicular Ad hoc network can be affected
by many attacks like denial of service, message suppression and propagation of
false message attacks etc. that may cause accidents.

Our focal point in this survey paper is to flash out and emphasize the major
security issues, threats, core requirements & challenges to design a fail-safe se-
curity framework. We also outline a taxonomy — in which categories are devise
on the basis of mandatory sets of security requirements — for already proposed
protection solutions. Moreover, we analyze and critically review the trustworthi-
ness, privacy and confidentiality aspects of different security solutions — available
in literature — as a guideline for security researchers & products’ vendors.

The rest of the paper is organized as follows. Section [2] summarizes the secu-
rity threats in VANET landscape. In section Bl we enlist the background chal-
lenges for designing the security frameworks for vehicular networks. We provide
mandatory requirements for VANET security in section @ In section Bl we an-
alyze previously proposed categories and define our own taxonomy for security
solutions. Section [6] provides the survey and critical review of existing solutions.
Finally, we conclude the survey in section[f] with a few possible future directions.

2 DMajor Security Threats in VANETSs

Due to open wireless nature, there exist number of security threats & attacks
which are quite non-trivial for VANETSs. In this section, an overview of attacks is
presented that may ensue in the background of VANETSs. Obviously, all possible
attacks can’t be covered in this paper. Therefore, we are enumerating some
generic and significant attacks that are commonly available in literature. For
the sake of brevity, we portray the possible nature of attacks and their likely
scenarios.

! In this survey , we use terms vehicles, nodes and cars interchangeably.
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2.1 Denial of Service (DoS)

In DoS attacks, the main objective of the crafty attacker is to disturb the com-
munication channel or overwhelms the vehicle’s available services from the legit-
imate users. This attack makes the system useless, and uselessness of the system
in realtime vehicular networks — even for a tiny instant of time — is not affordable
for users. A few exemplary scenario of DoS are enumerated below.

1. Flooding: The network can be flooded by sending high volume of traffic.
In this way, attacker takes up a vehicle’s computing resources and seize
legitimate network traffic — by overloading the communication channel. In
this way, the critical information can’t be conveyed to other vehicles on time.
Moreover, it can cause or increase danger to the driver if she/he is depending
on the application’s information for making decisions. For example, on a
highway, an illegitimate user or attacker can create massive pile up by just
prevent the warning messages — by launching a DoS attack [11][12][13][14] -
which are being generated by other legitimate drivers.

2. Jamming Attack: Jammers deliberately generate interfering transmissions
or signals to prevent communication across the network. Since, the network
coverage areas are well-defined in VANETS; therefore, an adversary can par-
tition the network. For this purpose, he neither require much transmission
power nor compromising the cryptographic mechanisms. It’s because jam-
ming is known as low-effort exploit.

3. Broadcast Tampering/Spamming: The hackers inject false (spam) messages
into the network in broadcast tempering attack. Due to these false messages,
serious problems can be initiated in traffic flows. For example, suppression of
safety messages may cause an accident or manipulating the false information
may cause disturbance in traffic management.

4. Malware: Different categories of malicious software — i.e. virus, worm and
trojans etc. (populated in network) — may cause threats for service availabil-
ity in VANET. Moreover, these malicious programs can cause traffic related
threats ranging from congestion to large scale accidents. Inside attacker usu-
ally introduce malware in network but some worm-like malware can spread
themselves in VANET without human intervention (usually injected into the
network when vehicles receive updates) [15].

5. Black Hole Attack: Another availability problem is black hole attack. In
this type of attack, an illegitimate user advertises its routing advertisements
by using its own routing protocol. In these advertisements, he claims to
have shortest path to the destination node. As a result, the benign traffic of
network nodes fails to reach the desired destinations.

2.2 Authentication Attacks

Authentication is a mandatory requirement to provide effective security. In
VANETS, safety applications especially require efficient authentication mech-
anism because unauthenticated message may cause threats to human lives. In
absence of adequate authentication mechanisms, attackers can launch different
types of attacks. Some potential attacks are enumerated here.
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. Masquerading: In this type of attack, attacker pretends to be a legitimate

vehicle by using stolen identity. In this act, the objective of attacker may
be malicious or rational [I6]. By pretending another vehicle, attacker can
launch different attacks like message fabrication, alteration and replay. For
example, the attacker pretends to be emergency vehicle to mislead other
vehicles to slow down or leave place for it [17].

. Impersonation Attack: In such attacks, hacker imitates the identity of a le-

gitimate user — by using MAC and IP spoofing. He hide his original identity
— uses identity of another node — to perform any illegal activity in the net-
work. In case of using authentication certificates by the users, impersonation
attacks are almost impossible because certificates couldn’t be forged.

. Sybil attack: In such attack, attacker uses multiple identities to send multiple

messages; different identities are used at the same time. In this way, the
attacker creates an illusion that messages are being sent from different nodes.
The basic objective of this attack is to mislead other vehicles. Moreover, this
attack can also disrupt routing protocols, leading to distributed DoS and
unfair distribution of resources. [17].

. Replay attack: In this type of attack, hacker can resend or replay a (captured)

valid message of a benign user. The attacker replays the transmission of
earlier information at a later time. The purpose of attacker would be to
confuse authorities and to take the advantage of the situation — in order
to propagate false information into the network. The security mechanism of
basic 802.11 protocol doesn’t provide protection against this attack [18].

. GPS Spoofing: Malicious user tries to deceive the legitimate users — by hiding

its actual location. This is possible by giving false GPS information to users.
This attack can be launched by using a GPS satellite simulator that generates
stronger signal than that of genuine satellite [19].

2.3 Attacks on Privacy

The hackers illegally obtain the sensitive information about vehicle or driver.
Some sample privacy attacks are listed here.

1.

Identity revealing: In the case of identity revealing attack, the attacker gets
vehicle’s identity and put its privacy at risk. In most of the cases, driver of
the vehicle is its owner; so in this way, the attacker can obtain personal data
of vehicle’s owner.

. Location tracking: Attacker can locate and track a vehicle through its trans-

mitted messages — during communication to any other vehicle or roadside
unit. By tracking a vehicle, it becomes possible to build vehicles profile; in
this way, the privacy of the driver is breached.

2.4 Attacks on Confidentiality

Basically, the eavesdropping (getting illegal access to user’s data) is an attack on
user’s confidentiality. The attackers record & use the information about vehicles
— without the permissions of their owners. Later on, this information is used by
the market vendors & companies for data mining and pattern findings purposes.



A Survey on Security in Vehicular Ad Hoc Networks 63

3 Challenges for VANET Security

VANET environment is quite different from other networks due to its high speed
mobility nodes and distributed nature. Therefore security threats and security
requirements in VANETSs are also different from other networks. This section
will discuss the design challenges for security solutions in VANETS.

3.1 Mobility

Mobility challenge is difficult to handle in VANETS in general and in security
frameworks in particular. In VANET, vehicles move with high velocity on prede-
fined paths; so these moving vehicles make connections for very short duration
due to high speed. Therefore, quality of communication can be affected by the
high velocity vehicles and due to high mobility; handshake based mechanisms
cannot be used in VANET.

3.2 Network Scalability

VANET (worldwide) is a large scale network which is covering more than 75
million vehicles all over the world [9]. The management of control of such a
huge network and its security aspects — exchanging certificate etc. — is a big
problem; despite the fact that there doesn’t exist a global authority who governs
the standard of DSRCZ. Security protocols that required pre-stored information
about participating nodes are not suitable.

3.3 Heterogeneity

Due to the availability and implementation of different network infrastructures
in different parts (countries) of the world, future vehicular networks can be
envisioned as a heterogeneous networks. Therefore, different manufacturers will
implement different technologies according to their perspective country’s privacy
and security policies [39].

3.4 Secure Positioning

GPS equipment may exhibit several drawbacks e.g. precision issues when used in
security solutions. Although, recently introduced devices have reduced precision
problems [I3] but many attacks are related to GPS such as signal jamming and
spoofing etc. [29].

3.5 Privacy

In VANET, there is a close relationship between user and vehicle. Drivers want
their privacy and are concerned about the disclosure of their location and be-
havior; as the movement pattern of a person can be determined by tracking his
vehicle. Furthermore, financial transactions carried out on VANET also include
the privacy concerns [38].

2 Dedicated Short Range Communications, a bandwidth of 75MHz for VANET appli-
cations.
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3.6 Volatility

As mentioned earlier, due to high velocity vehicles in VANET, connections are
established for short period of time; while the connectivity of user-devices to a
hot spot require long-time communication for authentication purposes; therefore,
it would be difficult to secure the communication of vehicular networks.

3.7 Usability

It is also a considerable factor when deploying security solution on VANET [38].
A vehicle’s driver may not be willing to deal with any issue related to electronic
system; it may be an annoying task for a driver to operate an electronic system.
Hence, security application should be automatically configurable.

4 Requirements of VANET Security Solutions

For widespread deployment of secure VANETsS, security solution designers should
meet (at least) some basic and significant requirements. In this section, we primar-
ily focus on security issues and requirements for safety related applications [39].

4.1 Authentication

To incorporate the necessary trust in the network, authentication is a mandatory
requirement. Authentication of nodes or vehicles and authentication of messag-
ing among them — are equally important. By authenticating the nodes, it can be
made sure that messages are being generated from a valid source and not from
a virtual or malicious node. Otherwise, the launch of Sybil attack is possible —
in which a single node pretends as arbitrary number of nodes. If safety mes-
sages are compromised then replay attack is possible and it can be avoided only
by inserting an authenticated timestamp in the messages. For authentication
purpose, multiple solutions have been proposed but overhead of such schemes
is larger than the message content (of DSRC protocol) of VANET. Researchers
have proposed cryptography based solutions to enable authentication. However,
due to large scale network of VANET, even symmetric cryptographic techniques
(having lower overhead than asymmetric cryptography [4]) cannot be used as a
generalized solution for all types of communication.

4.2 Privacy

It is to ensure that the information is not being leaked to the unauthorized people
who are not allowed to view the information [6]. For authorization, authenticationis
required. Whereas for authentication purposes, if some authority publicly discloses
permanent identities of vehicles then it may be dangerous for vehicles’ drivers —in
case their travel activities are monitored. So, in such type of networks, anonymity
will always be required [3]. But in liability related cases, maintaining the anonymity
is not possible because some specified authorities like traffic police etc. needed to
be allowed, the tracing of user identities for legal investigation.
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4.3 Non-repudiation

Any illegal activity of illegitimate user can equally harm people’s life. So it
is probable that such a user deny or avoid to accept the ownership of sent
message or the contents of a message. Non-repudiation is useful to detect such
compromised nodes.

4.4 Availability

VANET is specially designed for safety related applications. For such applica-
tions, network availability must be made sure at all times (24/7) because life
critical information is being communicated between sender and receiver. Adver-
saries will always try to reduce availability while delay of seconds can render the
message meaningless.

4.5 Location Accuracy

An adversary may report false information about its location and misguide oth-
ers; so it is critical to determine whether the sending vehicle is at a given location
or is on logical place. Therefore, to get accurate location of sending node is very
important in VANETS.

4.6 Realtime Guarantees

Since, VANET is specially designed for safety applications — i.e. collision avoid-
ance — that are dependent on strict time guarantees. Adversaries may try to
delay the messages in VANET; delay of seconds means that the message become
meaningless and its result may be devastating [7][S].

5 Taxonomy of Security Solution for VANETSs

Moharrum et al. [28] distinguished two main categories of cryptography based se-
curity algorithms. In first category, the authors included public key infrastructure
based schemes (basic PKI based approaches, pseudonym-based approaches and
group signature based approaches) while in second category they listed non-fully
PKI based schemes (identity based cryptography and hybrid approaches etc.).
In [30], Haseeb et al. defined the different methods of authentication protocols
like node level authentication, group level authentication, unicast authentication,
multicast authentication and broadcast authentication. But, they didn’t mention
other security aspects like privacy. In [31], Xiong et al. described the main ap-
proaches of anonymous authentication protocols for Vehicular Ad Hoc Networks.
Moreover, they divided authentication protocols into following approaches i.e.
RSU-based approach, Group-oriented signature-based approach, Pseudonyms-
based approach and Priori-based approach. They only discussed, just one aspect
i.e. authentication of VANET security. In [32], authors did not defined any taxon-
omy rather they just discussed VANET security in broader sense. They discussed
data centric trust approaches; secure localization approaches, integration, hybrid
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vehicular communication and privacy. We also define a taxonomy for security
solutions — in broader sense (four categories) — and try to cover all aspects of
security in it. According to the our literature survey & review, there exist four
main aspects of VANET security — which are major heads of our taxonomy.

1. Reputation: It means how to trust the message sender. For example, if a
vehicle sends a message that there is road block ahead. How other vehicles can
trust this message?. In literature, some models have been proposed that ensure
this required trust level; they are called reputation systems. Some reputation
models are: (a) entity centric trust model, (b) data centric trust model, and (c)
combined trust model etc.

2. Authentication: Vehicles should response only to legitimate messages. The
receiver should be able to authenticate the legitimacy of message sending entity.
Different approaches have been defined for authentication in vehicular ad hoc
networks. Some prominent approaches are: RSU-based approach, group-oriented
approach, pseudonyms-based approach and priori-based approach.

3. Privacy: Privacy of the drivers — against unauthorized observers — should
be protected in VANET. Different cryptographic schemes have been proposed in
literature for privacy protection purposes. Some well-known of them are: public
key-based approach, group signature-based approach, identity-based approach
and symmetric-key cryptography based approach etc.

4. Confidentiality: It is to make sure that the message would be read only
by authorized users. Majority of the researchers argue that the confidentiality
is not required in VANET because safety messages don’t contain sensitive infor-
mation [10]. But numerous solutions are available in literature like [33] which
handle confidentiality by using anonymous key pairs. Such solutions are under
great criticism by research community because they take large storage space and
undergo high level of complexity.

6 Security Solutions for VANETSs - Review

After defining the taxonomy, now we concentrate towards survey and critical
review of different security solutions for VANET.

6.1 Event-Based Reputation System

Nai-Wei et al. [20] proposed a dynamic event-based reputation system (ERS) to
provide secure communication in VANET. For this purpose, they proposed four
functions to compute confidence and trust threshold. Event reputation value
indicates the intensity level of a specific traffic event. The initial value of this
event reputation is always zero. When a vehicle detects an event with its —
on board — sensors, the reputation value is increased by one. The number of
distinct vehicles who generate messages regarding the same event defines the
event confidence value. Every time when a vehicle detects an event, ERS uses a
simple algorithm that adds the reputation value in the received message — from
already stored reputation value. The event confidence list is appended in the
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message. Now, if the event reputation value and confidence value are matched
with the already defined threshold of event reputation and confidence, then the
traffic event will be considered a real event and the vehicle will send the traffic
warning message to its neighboring vehicles. In this way, false messages are
prohibited by ERS. However, this system has some issues: (1) In VANET, we
assume that vehicle’s id will be changed over time but authors didn’t mention,
how to guarantee’ that vehicle’s id will not change during an event, and (2)
In VANET, when the speed of vehicles will get high then there will be a short
time to detect a specific event. If it happens again and again, it will degrade the
accuracy of the system.

6.2 Vehicle Ad Hoc Reputation System (VARS)

Dotzer et al. [2I] presented the first Vehicle Ad Hoc Reputation System (VARS).
It is a distributed entity centric reputation system that uses opinion piggyback-
ing method, where every forwarding peer appends its own opinion to enable
confident decisions on event message. An algorithm is defined by the authors to
allow a peer to append an opinion about the message. This opinion is based on
aggregated opinions appended to the message. According to their opinion gener-
ation algorithm every forwarding node generates an opinion on the worthiness of
coming message. This generated opinion is appended to the message before for-
warding it. The peer opinion is also dependent on some other metrics like direct
trust, indirect trust, sender based reputation level and geo-/situation-oriented
reputation levels. However, detail of this system is not sufficiently provided in
the paper. They did not mention how sender based information will be updated.
The authors claim that their scheme will use direct and indirect trust methods
but they didn’t mention indirect trust method in detail. Another problem of
the system is that every node is giving opinion about distributed content. The
opinions of earlier nodes will have greater influence as compared to nodes that
provide opinion later. As soon as different nodes add their opinion, the message
size will increase eventually. In this way, continuously added overhead to the
packet make this scheme unsuitable for an ephemeral environment. This scheme
is based on event based messages while beacon messages can be useful in decision
making to determine trustworthiness.

6.3 Data-Centric Trust Based Security

Raya et al. [22] proposed a framework that provides data centric trust based
security. It is a trust management scheme which is applied to traffic safety ap-
plication in vehicular ad hoc networks. The main emphasis of this approach is
on the evaluation of the trustworthiness of the message or data reported by
other entities. They proposed data centric trust establishment approach. This
approach combines multiple evidences for trust. In this framework, a collection
of multiple reports is passed to a decision logic module. Specific weights asso-
ciated with these reports are also passed along with these reports to module
where different techniques are applied to derive the level of trust of the given
data. For evaluation, they use Bayesian inference and Dempster Shafer theory
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(DST) [23]. Finally, an assessment is produced by this decision logic module.
This assessment defines the level of trust of the event and also analyzes, whether
in real this event has taken place or not. There are some shortcomings of this
technique: (1) the model will not be suitable for spars environment (VANET
with a low node or vehicle density). In spars environment, limited reports are
available regarding to an event. So it would not possible to establish trust again
and again between entities. By using this technique in realtime, we can’t combine
local views. Another problem of this technique is that it relies on data sensed
by sensors or received by any other entity. In case, entity doesn’t detect event
properly due to inefficiency of its sensors then evaluation result — that depends
on this received information — may not be fully accurate.

6.4 ID-Based Authentication Framework for VANET

Hung lu et al. [24] proposed an authentication system for VANET. This proposed
framework uses identity based encryption. For privacy purpose, pseudonyms are
used. These pseudonyms are self generated identifiers. For the authentication of
Road Side Units (RSU) and vehicles ID-Based Signature (IBS) scheme is used
and ID-Based Ounline/Offline Signature (IBOOS) technique is used for authen-
tication between vehicles. Authentication process is divided into three parts,
vehicle to roadside (V2R) authentication, vehicle to vehicle authentication and
road side to vehicle authentication. Before a vehicle comes on a road, it requests
to a Regional Trusted Authority (RTA) for registration. In response of authen-
tication request, RTA publishes certified domain parameters and it computes
and stores the hash values of all registered vehicles — against their real word ids.
The RSU periodically broadcast beacon messages. Vehicles will use self created
pseudonyms. A vehicle uni-casts its new generated pseudonym to RSU. The
RSU verifies this pseudonym by checking signature and accepts the authenti-
cated message. Then the RSU generates offline signature for (requesting) vehicle
and then uses IBS for authentication and broadcasts an allocation set message to
all vehicles in the network for vehicle to vehicle communication. Each vehicle ac-
cepts this message if the signature verification is valid otherwise drops it. There
are some limitations of this proposed authentication scheme. This architecture
uses ECC based signatures scheme that takes less time to generate signature and
is more efficient in storage as compared to RSA but ECC take more time for
signature verification as compared to verification through RSA. Another prob-
lem occurs in this scheme, when a vehicle A receives an authentication message
from another vehicle B. In this message, storage for the pseudonym and POI set
of vehicle B is checked by the vehicle A. If it is not found then vehicle A send a
query with POI set of vehicle B to nearest RSU for authentication. RSU further
sends this query to other RSU or RTA for authentication; finally the reply is
received from current RSU whether POI is authenticated or not. VANET is a
wireless network, therefore it can take much time for this whole process. Eventu-
ally, this scheme will become unsuitable for safety critical applications — where
we cannot afford a delay of even milliseconds.
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6.5 Message Linkable Group Signature (MLGS)

Qianhong Wu et al. [25] proposed a new privacy preserving technique called Mes-
sage Linkable Group Signature (MLGS). This technique provides anonymous au-
thentication. In this technique it is assumed that most of the vehicles in network are
honest. In this system, a threshold mechanism is used as a priori countermeasure.
A message is considered a trustworthy if at least n vehicles endorse this message.
This n is a threshold which is adaptive. The sender can change the threshold. If a
node produces two signatures on one message then a trusted authority will identify
it as an attacker. Sybil attack can be avoided by using this technique. If a vehicle re-
ceives a message with multiple signatures, it can be checked whether these multiple
signatures are from a single vehicle or from multiple honest vehicles.

6.6 Trust Management System - RaBTM

Yu-chih et al. [26] presented a new trust management system (RaBTM) that is
based on a RSU and beacon messages. To check whether coming message is trust-
worthy or not is handled by using direct trust methods as well as indirect trust
methods. Through this scheme, message opinions quickly propagate in the net-
work. Using the beacons based trust, position, velocity and drive direction of ve-
hicular node can be determined. The authors use Tanimoto coefficient measure to
determine the trustworthiness of the vehicles; they compare the sent and estimated
position of the vehicles and calculate the difference to estimate the trustworthiness.
In indirect method, the trustworthiness of message is determined by checking the
trust value between sender and receiver. This trust value should not be more than
the value of trust between receiver/sender and forwarder. To determine the trust
worthiness of event messages, this scheme doesn’t rely only on beacon messages &
event messages but also gets assistance from the RSU. According to authors, all
transmitted messages are protected, but they did not describe any cryptography
or pseudo identity scheme in their paper.

6.7 Identity-Based Cryptosystem for VANET

Sun et al. [27] presented a cryptosystem for VANETSs which is identity based.
This scheme uses pseudonym to provide privacy and traceability. This system
avoids the use of certificates and in this way reduces overheads. The pseudonym
may be generated by node itself or by the fixed RSUs. This system uses iden-
tity based cryptography that allows public key to be derived from user’s public
identity like name or email address. This cryptosystem uses a defense scheme in
which threshold signature and threshold authentication are to be considered for
achieving non frame ability and privacy preservation against misbehaving nodes.
This system uses proof of knowledge technique for authentication based defense
scheme. This nonframeability scheme is basically designed for law enforcement
authorities. It is desirable that there should be two or more authorities for iden-
tity retrieval process. This scheme has some issues like there is no simulations or
experimentations so it is not clear that how id based cryptosystem will operate
in vehicular ad hoc networks. Second issue is about revocation of user’s public
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key. In pseudonym-based scheme the public key of user is his/her name or email
address so when revoke a user’s public key means change his/her identity which
is impractical in real traffic scenarios.

6.8 Crypto-Based Security for VANET

Wang et al. [34] provides a novel secure scheme for VANETSs. This scheme not
only provides privacy rather also provides confidentiality and non-repudiation.
For secret communication, this scheme uses symmetrical cryptography. To make
more secure, they used Advanced Encryption Standard (AES); and to provide
confidentiality and non-repudiation, message is signed by sender’s private key.
This scheme is based on certificate based public key cryptography so overhead of
such scheme can create delay in transmission. So this time consuming verification
process is not suitable for for time critical safety applications in VANET. Another
problem of this scheme is this, it uses AES for encryption which extremely
processor intensive algorithm. So efficiency can be affected even system would
simply not work by using such algorithms.

6.9 Pairing-Based Decentralized Revocation

Wasef et al. [35] proposed a revocation protocol for VANETS. This novel protocol
is based on pairing Efficient Decentralized Revocation (EDR). It’s decentralized
nature makes it possible that a group of neighboring vehicles — that would be
legitimate vehicles — will revoke a nearby vehicle which is misbehaving. In this
protocol a master key is divided mathematically into number of parts and these
parts are distributed in whole network. This protocol is based on probabilistic
random key distribution. When a node misbehaves, its neighbors vote to re-
voke this misbehaving node. The node whose accumulates votes exceeding the
threshold that defined to revoke a node act as a revocation coordinator and
sends a revocation request to its one hop neighbors. When a neighbor receives
this request message verifies the signature of the coordinator by using coordina-
tor’s public key which is in this request message. This node calculates its share
by using its mathematical part and then sends it to revocation coordinator.
Again, revocation coordinator verifies this share; if it fails then it simply drops
it. If it is passed then it waits for all other shares. After receiving all required
revocation shares, it computes the total revocation message signature and af-
ter verification, the revocation coordinator broadcasts a certificate revocation
message. When any neighbor node receives this message, after verification it val-
idates the revocation. In this protocol, it is necessary to determine the average
number of vehicles within a defined communication range and according to this
average value, setting the value of N and in this way calculating the revocation
success probability. Though this average number of vehicles can vary according
to scenario like in traffic jam, number of vehicles are more in a communication
range of any vehicle as compared to normal traffic flow. The authors didn’t dis-
cuss about the value of N, would it be adaptive or fix? Or if it is fixed then in
any specific scenario like in traffic jam the revocation success probability could
be low. Moreover, the proposed protocol is based on detection of misbehaving
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nodes but the authors didn’t explain the specific misbehavior of nodes which is
being detected.

6.10 Anonymous Authentication Protocol

X.Wang et al. [36] proposed an anonymous authentication protocol — based on
Certificate-based Cryptography (CBC) — that provides conditional privacy and
non-repudiation. It is for V2I communication. In first step, a certificate-based
signature scheme is proposed. This scheme employs bilinear pairing in signature
scheme that further consists of five algorithms. In these algorithms, Transporta-
tion Regulation Center (TRC) determines the system public parameters by using
cryptographic hash functions. This TRC generates public and private keys for
user. It also constructs the certificate for a user and sends it through a secure
channel to him. User signs the message with his private key and certificate. User’s
signatures can be checked by the signer’s public key. Later on, in second step,
this certificate-based signature scheme is used in anonymous authentication pro-
tocol. This authentication protocol consists of three phases. In first initialization
phase, TRC determines & publishes the system public parameters and loads
two cryptographic hash functions along with a message authentication code. In
second phase, TRC generates private, public key pair along with certificate as
described above. TRC also creates a secret account for On Board Unit (OBU)
which includes an index of OBU’s account, unique identifier and public key of
OBU. It also includes the verification result of OBU’s public key and related
information (like traffic information that it has sent) as a part of this secret
account. TRC maintains an Account List (AL) for all OBUs’ accounts. TRC
sends this AL to Road Side unit (RSU) through a secure channel. In the third
phase, OBU and RSU authenticate each other. In this phase, a secure session
key is built which provides perfect forward secrecy because if primary keys of
OBU and RSU are compromised even then illegitimate user can’t compute this
session key due to known computational problem of Diffie-Hellman.

Finally, we provide the correlation of the security solutions with their provided

security features according to proposed taxonomy — in addition to misc. features
— in Table[Il

Table 1. Correlation (matrix) of the security solutions to taxonomy & misc. features

VANET Entity-based Data-Centric Event-based ID-Based MLGS RaBTM ID-Based D. Sig. Cert. EDR
Security Solutions Rep.(VARS) Trust-Model2 Rep. Auth. Security & Pwd Auth.
Taxonomy Connects

Reputation v v v v

Authentication ' v v ' v
Privacy v v v v v v
Confidentiality v

Misc. Features

Non-Repudiation v v v
Integrity v '

Revocation v

Pseudonymity v v v ' v
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7 Conclusions

In near future, it is expected that Vehicular ad hoc networks will deploy in
different countries. Security of such networks is very essential because people’s
lives may be at stake due to it. In this paper we have explained why this problem
has such particular requirements. We also describe different types of threats that
are possible in vehicular ad hoc networks. We also surveyed the literature on
several security issues specifically related to VANETSs. These security issues make
a potential stumbling block to deploy VANETS. From the analysis in survey, we
came to know that — up till now — there doesn’t exist a comprehensive security
protocol or framework that covers all security aspects of VANET. So, there is
need to develop such a framework which mitigate all these security problems;
more research is required in this area.
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Abstract. This paper describes next generation vehicular network standard
comparison among North America, Europe and Japan and provides harmoniza-
tion proposal for Japanese DSRC (Dedicated Short Range Communication).
The basic DSRC standards are in IEEE (Institute of Electrical and Electronics
Engineers Inc.) and in ETSI (European Telecommunication Standard Institute).
The IEEE and the ETSI have regular meetings for harmonization, which makes
expanding common portion of each standard. However Japanese DSRC stan-
dard is ARIB (Association of Radio Industries and Businesses) who has well
established previous vehicular communication for ETC (Electric Toll Collec-
tion) System application in advance since 1997. Therefore Japanese DSRC
standard has been established independently. And it becomes problem for stan-
dard harmonization especially in Japan. Japanese ETC system has already
expanded into not only Japan but also into Asia pacific countries and has estab-
lished as ITU (International Telecommunication Union) for ETC. Asian coun-
tries including Japan face to improvement for their DSRC standard based on
standard harmonization.

Keywords: DSRC, WAVE, IEEE802.11p, Standard harmonization.

1 Introduction

ITS (Intelligent Transport System) becomes near future safety technology for automo-
tive application since 2007 when European Telecommunication Standard Institute has
started TC-ITS (Technical Committee — Intelligent Transport System) group. There
are several field trials especially European automotive committee such as Car to Car
Communication Consortium (C2C-CC). There are also same activities in North
America such as “IntelliDrive ™' project under MOT (Ministry Of Transportation).
In Asia especially in Japan, ETC system has been well established since 1997 and try
to use this technology for ITS. The ETC market in Japan is 4.3 million units in 20117%
The ETC technology is used 5.8GHz frequency band. After 2010 when analog terre-
strial services has terminated, UHF (Ultra High Frequency) band especially 700MHz
band has been open from 2011. Japanese MIC (Ministry of Internal Affairs and
Communications) has assigned 10MHz bandwidth in 700MHz band for ITS, not only
ETC 5.8GHz band. Therefore there are two types of ITS standard® potential system in
Japan.

M. Berbineau et al. (Eds.): Nets4Cars/Nets4Trains 2013, LNCS 7865, pp. 75-83] 2013.
© Springer-Verlag Berlin Heidelberg 2013
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In Section 2, it is described each ITS standard comparison and explains standard
harmonization. Section 3 describes ITS standard issues especially standard harmoni-
zation and explains harmonization challenges by new proposal. In Section 4, it is
described ITS application analysis and shown validation of new proposal. In Section
5, it is summarized wireless vehicular communication standard harmonization as
summary.

2 ITS Standard

2.1 DSRC/WAVE Standard Comparison

Each regional ITS standards are listed in Figure 1. There are Japanese two types ITS
standards, North America IEEE standard, and European ITS standard ETSI. The
IEEE standard is IEEE802.11p-2010/IEEE1609 and ETSI standard is ETSI ES202
663/EN102 731.

Japan USA EU
DSRC 700MHz (DSRC) (DSRC)
Application | |application| application applicatio application
Layer ETC Anti-collision ® Anti-collision ® Anti-collision
®High speed data ®High speed data
I” Application mng. | Application mng,
Upper Layer I;SI:C ) Dedicated UDP/TCP, IPv6 :
rotoco!
Protocol (current) i IEEE1609 WSMP (non-IP) |,
Tt ! LLC I
Access typ. | TDM/FDD | CSMA/CA L ------------------ .CSMA .~ CA !
— 802.11p i ] i
Modulation | QPSK OFDM (BPSK/QPSK/16QAM) |
BCCH I BCCH BCCH I
No. of 5SMHzx7ch I ESCH 10MEizxTch ESCH |
ZX /C!
channel | X2(up/down) | 1OMHzxlch o xre 10MHzx3ch |
Ll
Freaueney | < sy 700MH, I 5.9GH 5.9GH !
- VA 1 5 VA . VA
Band . |

Fig. 1. WAVE Worldwide Standard comparison

There are individual regulations in regard to frequency allocation because of
historical development in each country: 5.8GHz and 700MHz in Japan, 5.9GHz in
Europe and North America. There is major difference among those standards, which
is channel service allocation. There are two types ITS service channels, Control
Channel (CCH) and Service Channel (SCH) in Europe and North America. However
there is only one CCH in current Japanese standard proposal because of ETC
historical development. And there are also several differences among standards such
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as access type and upper layer protocols. According to Figure 1, there are common
parts, which are access type and upper layer protocols between North America and
Europe. The reason why NorthAmerica and Europe harmonization is established, is a
regular meeting between both standard activities in order to make more common
technology application. On the other hand, there is also Asia Pacific reguraty meeting
but harnomization becomes complicated because of the differences among those
countries frequency allocation®.

2.2 ITS Frequency Allocation

As for frequency allocation, it is defined by each country regulation. The ETSI EN
302 571° is defined ITS. The IEEE 802.11p is followed Federal Communication
Commission (FCC)® licensing. The summary of ITS related frequency allocation for
each North Amrica, Europe and Japan is shown in Figure 2. In Japanese 700MHz
frequency band, the previous trail was used between 710MHz and 730MHz including
5MHz guard band each edge of frequency. However it has been planed to shift from
720MHz center band frequency to 760MHz because of avoidance for digital
terrestrial service interferencecrosstalk for lower 700MHz freqency. The total
bandwidth is 10MHz.

Frequency 5,800 5,900 |
(MHz) ! i | :
5,725 | ! | 5875 |
ITU-R - -
ISM Band ‘ |
| 57055815 |[28 5 005
Lo A N N
i T 5,855 5 a5
) I +
902 928 i i [5.8s0] | 5,925
North America | y H i ! [
—— | H
698 80 H : ! !
i : H i
750 770 i i H
sapan  TOTLL P[5 i 5»85=b i (] inuse
i | 2D | 1 T Atocak
1 1

- ’._ =
S 4
10MHz in this band 1 Potential
E :ITS application use

Fig. 2. World ITS frequency Allocation

3 ITS Standard Issues and Challenges

According to Figure 1, there are differences of upper layer protocol, access type and
number of channel between Japanese standard and North America / Europe standards.
Author has proposed counter measures for standard harmonization into Japanese ITS
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standard especially for 700MHz frequency band. As mentioned in Section 1, 5.8GHz
frequency band is ETC application related band, therefore there is already lots of
software established for ETC. Accordingly, there is condition between ITS and ETC
in case of changing parameters such as access type, modulation and service channel.
Therefore author focuses on 700MHz specification at this tme.

As for standard harmonization, there are several solutions for standard
harmonization. One idea is to split a CCH service into two (CCH and SCH) by
frequency division multiplexing (FDM) like SMHz and or 2.5MHz band width’. In
case of SMHz band width, there are one CCH and one SCH with each SMHz (Two
Channel Solution) band width. In case of 2.5MHz band width, there are one CCH and
three SCHs for example (Four Channle Solution). Second approach is time division
multiplexing (TDM) access type such as 50 millisecond CCH and 50 millisecond
SCH in 100millisecond time frame span. Therefore the half time span is used as each
CCH or SCH. Once channel service is divided into CCH and SCH, it is easy to
implement existing SCH service protocol such as UDP (User data Program), Network
Service (IPv6), and LLC (Logical Link Control) followed by resource management
(IEEE1609.1) The UDP/IPv6/LLC structure is followed IEEE/ETSI specification,
which is able to support standard harmonization in regard to SCH. When it is
necessary to support existing current Japanese 700MHz ITS standard condition, the
sprit CCH is able to use independently without any damage of standard harmonization
of SCHs.

Author proposes FDM type because it is more useful for assign multiple SCHs and
more flexible in future expand ITS frequency allocation. This idea is also used for
European standard. There is diffeneces between number of SCH. The IEEE standard
has six SCHs and ETSI standard has two SCHs. Therefore the proposal idea is able to
use for expantion of ETSI to prepare more SCHs.

The harmonization proposal idea is shown in Figure 3.

IP global spec.
CCH [ ccH | [ SCH (Service) |

«—10MHZ— [ ———————— el e e e e s 1
Dynamic | 1
I DM \ change | InfrastrucFure ||\ Resource Manager(P1609.1) | Sty
i X cooperation 1 P1609.2
e 1
/ AT :| ITS-RC-006 1 ‘ ‘
| (ccu|scu|  [R[B|F[R[8] b :I UDP
: il i
|+ 10MHz—  <—10MHz— /, (Non-IP) ] Network Service(IPv6) {)El];gg i
. TDM . 1 Domestic spec. :| LLC 1| P1609
’ W e _ 1
i (ccH),(scH),(ccH), t = ==—=x=
: TmeT ! i Channehzatlon(P1609 3)
\S0mS_SomS . 1 MAC '
IEEE802.11p
IEEE802.11p PHY 1
e A E——— WAVE
Data plane
CCH: Control Channel SCH: Service Channel

Fig. 3. WAVE New Proposal Structure
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As this section summary, Figure 4 shows among those standards comparison. Ac-
cording to Figure 4, the new Japanese ITS proposal of 700MHz band is able to be
compatible for de-facto ITS standards (IEEE and ETSI). In Figure 4, upper layer is
also followed de-facto ITS standards. However it is not necessary to follow de-facto
ITS standards in regard to CCH in case of keeping existing Japanese CCH as de-
scribed in Figure 3.

Japan | USA EU
DSRC 700MHz ITS 2012~) 2012~ | (DSRC) (DSRC)
Proposal }
Application | [2pplication application application JpplicatioH %pplicatio% application
Layer ETC Anti-collision | ®Anti-collision OAnti-cullisiun ® Anti-collision
O®High speed data OHigh speed data ®High speed data
IApplication mng.| = |Application mng [ Aplication mng. ':
DSRC . I
Upper Layer protocol Dedicated | oo UDP/TCP,IPV6 |
Protocol (current) | IEEE1609 | WSMP (non-IP) !
1 : LLC :
, I T I
Access typ. TDM/FDD CSMA/CA | CSMA./CA !
} 802.11p : I 1
. Lo I
modulation | QPSK | | OFDM (BPSK/QPSK/16QAM) I
ECCH [mccH | MCCH ECCH 1
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Fig. 4. WAVE standard and harmonized proposal

4 ITS Application Analysis and New Proposal Validation

4.1 Validation Conditions

The next generation ITS application is mainly for safety. There are several key
information in ITS and Table 1 shows safety related information factors in
DSRC/WAVE application. The detail Basic Safety Message (BSM) is defined by
SAE International standard (SAE J2735)". The total messaage size of safety
application becomes 80 bytes. The Table 1 shows each size of items of standard. In
case of more information and headers in future, the total length of data in this
paper sets 100 Bytes.
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Table 1. ITS Safety Information

Information Content Unit ( Byte)
Mangement info |Data Version etc. 2
Basic Data Vehicle ID, target vehicle ID, position of vehicles, velocity, direction 27
Vehcile status shift position, Break condition, winker status, hazard status 2
Traffic condition |moving condition (Emergency vehicle, bus traffic) 5
Positioning Cross section condition for moving direction etc. 22
Situation info mutual concession, course info, slow down, warning (road, jam) 2
Free data free data for users 20
Total 80

In order to validation of new Japanese ITS proposal, it is examined to use one of
ITS access condition as follows;

- Case study place: Tokyo Japan
- Density of vehicle: 2,000 vehicles per km®
- Maximum velocity of vehicle: 120 km/hour

- Space between vehicles:

- WAVE RSU (Road Side Unit) coverage™'":

315 vehicles

- Transmission cycle : 100 millisecond

- Wireless access modulation: 16QAM and QPSK
- Multi-channel type: FDM

- WAVE band width: : 5MHzand 2.5 MHz

5 meters (one regular vehicle size)

The condition of traffic average density in metropolitan Tokyo'" is 500 vehciles km?
which becomes more safety side than the case study with 2,000 vehicles km®.

4.2  16QAM(Quadrature Amplitude Modulation)

Accpording to Section 4.1 condition, WAVE transmission capacity (D4) is
calluculated as follows;

D4=D1xD3/D2

D1: Total vehicle capacity in cell
D2: Transmission cycle for WAVE data transmission
D3: Transmission data size

The requried transmission band width D6 is calluculated as follows;

D6 = D4/D5

D5: Spectral Efficiency'”

)

2

The result of the required transmission bandwidth is 1.84MHz in Figure 2. Therefore
it is able to be covered by 2.5MHz freqency band. It is satisfied with Four Channel

Solution.
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Table 2. Validation of 16QAM WAVE

Item Unit Value Note
D1 |Vehicle number 315
D2 |Txcycle ms 100
D3 |Tx Data Byte 100
D4  [Transmit Capacity Mbps 2.52|D1*D3/D2
D5 |Spectral efficient bit/Hz 1.37|16QAM "
D6  |Transmit Bandwidth |MHz 1.84|D4/D5

4.3 QPSK(Quadrature Phase Shift Keying)

In case of QPSK, the required transmission band width is calluculated by same
method of 16QAM. The result of the required transmission band width is 3.68MHz in
Table 3. Therefore required channel bandwidth can be covered by 5SMHz. It is
satisfied with Two Channel Solution.

Table 3. Validation of QPSK WAVE

Item Unit Value Note
D1  [Vehicle number 315
D2 |Txcycle ms 100
D3 |Tx Data Byte 100
D4 |Transmit Capacity Mbps 2.52|D1*D3/D2
D5 |Spectral efficient bit/Hz 0.684|QPSK
D6  |Transmit Bandwidth |MHz 3.68|D4/D5

4.4 Image Data Information

In case of using image picture for WAVE such as moving picture information in
ITS application, it is necessary to more band width because of the data capacity. The
Table 4 shows typical urban district information including image data.

The highest data rate is 11.5Mbps (Mega bit per second) as moving picture data.
The picture information is used the following typical conditions;

Image data length: 8 bits

Picture resolution: ~ 680 x 480 picels

Data rate: 30 Frames per second

Image compression: 1/8 (typical cammera specification)

Accroding to Table 5, the required channel bandwidth is 8.39MHz, which is over
SMHz limitation band width. Therefore it is not coverd by Two Channel Solution.
It has to use CCH for moving picture transmission.
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Table 4. Metoropolitan Typical Information example
No. Ttem data rate(kbps) Notes
1 Picture info 11,500 10 bitsx680x480x30 frame x 1/8(compression)
2 data info 0.8 Vehicle ID, position, velocity, direction, contrl info
3 jam info 384 equal to Max speed of cellular
4 telematics 278 Music info ex. MP3
Table 5. Moving Picture Transmission Bandwidth
Item Unit Value Note
Gl |Picture Tx capacity |Mbps 11.5
G2  |Frequency efficiency |bit/Hz 1.37]16QAM
G3  |Transmit Bandwidth |MHz 8.39|G1/G2
5 Summary

Author proposes FDM technology for ITS harmonization standard especially for
Japanese ITS specification as the new proposal. The summarized new proposal for
700MHz band ITS shows to work with other standards IEEE and ETSI under the
current existing Japanese study. It achieves the followings;

1y

2)
3)

4)

Current Japanese ITS standard has only one CCH against multiple channels
under North America and Europe ITS standard. The new proposal with FDM
technology for current Japanese ITS standard is able to be harmonized with
other worldwide ITS standard, which has CCH and SCH(s) with SMHz or
2.5MHz channel bandwidth.

The new proposal is able to satisfied with the current Japanese standard study
(RC-006).

The new proposal shows confidence to support typical safety information by
FDM technology.

In case of moving picture transmission, the required channel bandwidth is
10MHz however it is also covered under new proposal which needs one
channel application.

5) Japanese 5.8GHz ITS standard is original ETC application. It has to be applied

for dedicated application in regard to standard harmonization.
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Author provides deep appreciation to deceased Dr.Jun Yamada of Cyber Creative
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Abstract. Within the scope of the European policy for Intelligent
Transport Systems (ITS), the PLATA-PROTON project proposes
a multi-technology cooperative Advanced Driver Assistance System
(ADAS), based on the integration of Software-Defined Radio (SDR) de-
vices in vehicles. With the choice of significant road-safety related sce-
narios, V2V and V2I communications have been both implemented and
simulated. This paper proposes an overview of the Software-Defined Ra-
dio (SDR) platform development and the performance evaluation based
on network simulation, performed within this project.

Keywords: Software-Defined Radio, vehicular communication, V2V,
V2I, driver assistance application, proof of concept, network simulation,
TEEE 802.11p.

1 Introduction

Nowadays, the integration of cooperative functions is the main focus of ad-
vanced driver assistance systems (ADAS). Following the European policy for
Intelligent Transport System (ITS), the cooperative functions are used to en-
hance road safety, to optimize the traffic and to reduce the impact of transports
on the environment. A key potential is the combination of local environment
data (exchanged between neighbor vehicles or between vehicles and Road Side
Units) and regional traffic data broadcast. In other words, the drivers can get de-
tailed information from immediate surroundings and longer-term forecasts and
alerts controlled from a central infrastructure. The communication system as-
sociated to such functions must support vehicle-to-vehicle (V2V), vehicle-to-
infrastructure (V2I) and infrastructure-to-vehicle (broadcasting) communica-
tions. Several wireless technologies are able to support these communications

M. Berbineau et al. (Eds.): Nets4Cars/Nets4Trains 2013, LNCS 7865, pp. 84-§5] 2013.
(© Springer-Verlag Berlin Heidelberg 2013
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e.g. WLAN technologies for V2V and V2I and technologies such as Digital Au-
dio Broadcasting (DAB), Digital Multimedia Broadcasting (DMB) and Digital
Video Broadcasting (DVB) for broadcasting from the infrastructure. The tech-
nologies used for cooperative systems will depend on communication standards
and infrastructures defined in each country. Several working groups are active
in the field of communications for ADAS. The International Organization for
Standardization (ISO) TC204 Working Group 16 [I] produced specifications for
the Communications Access for Land Mobile (CALM) [], providing a reference
framework for future implementations. Harmonization at the European level
has been provided with C2C-CC (with the European Telecommunications Stan-
dards Institute-ETSI [2]), and with the network working group for the IETF
and WAVE for IEEE [3]. Among them, the architecture proposed by CALM
is particularly interesting regarding interoperability and flexibility. It is based
on heterogeneous cooperative communication framework to provide continuous
communications to users. The CALM concept is based on the juxtaposition of
several communication modems in the vehicles [4]. The need of such heterogene-
ity is justified by several characteristics of vehicular communications.

As an alternative to several modems to answer to the need of multiple stan-
dards, the Software-Defined Radio (SDR) is a wireless system implemented by
software routines so that various wireless radios can be supported by the same
hardware based on software changes. SDR hardware allows to modify easily the
communication technology supported by a terminal in accordance with its envi-
ronment. The use of SDR allows vehicle manufacturers to adapt communication
technologies supported by vehicles to fit to the local standards.

Despite the prospective advantage of interoperability and reconfigurability,
several studies to optimize the SDR signal processing chain have shown imple-
mentation issues impacting performances that have to be solved. The first main
argument concerns the processing speed, needing an optimal sharing in the base-
band processor (implementation choices between DSP and FPGA). The second
argument deals with the power consumption in the digital signal processing,
becoming of major influence for terminal batteries and handset devices. Never-
theless, interest for SDR implementations (vehicular communications, payload
systems) kept growing since the 90’s, starting with military applications and
spreading to civilian areas, thanks to the recent progress in chip development.
Semiconductors and automotive manufacturers perceived the combination of
telematics and SDR as a promising area. [5][0]

On the other hand, the adequation of the IEEE 802.11p/WAVE standard for
vehicular context is now well-known: the average needed data rate stays low, and
the WAVE protocol mechanims simplify V2V communications in a restricted
area. Comparison with other systems has been performed (LTE in [7] giving
advantage to the WAVE system). However, performance assessment for the IEEE
802.11p/WAVE standard performed in LOS and NLOS scenarios (straight roads,
urban context with intersections and shadowing buildings) have shown a need
to combine two systems, for local information and regional broadcast.
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The PROTON-PLATA [I2] project lies on a German-French collaboration
(Deufrako/ANR agreement) for the development of a common platform, able
to deal with various standards, emerging in each country; industrial and aca-
demic partners interested in ITS and particularly in vehicular systems were
involved. The goal of this project is to show the feasibility and the interest of
a cooperative ADAS making use of the SDR technology to enhance commu-
nication performances. The main idea is to propose a multi-technology com-
munication infrastructure and to equip On-Board Units by SDR, devices that
support simultaneously V2V communications, V2I communications and broad-
casting (infrastructure-to-vehicle). The scope of the project includes “proof of
concept” part and a performance study part. The first one proposes the devel-
opment of a prototype, including SDR device and driver-assistance applications.
The second is a performance evaluation based on network simulation tools.

This paper is organized as follows. In section [2, we propose an overview of
research studies related to cooperative ADAS. Section B] introduces the multi-
technology cooperative system designed within the PLATA-PROTON project.
In section M, we describe the prototype development and related experiments.
Section Bl propose an overview of results obtained with the simulation based
performance study. Concluding remarks are presented in section

2 Related Work

Several researches deal with to the enhancement of ADAS to vehicular coop-
erative systems. These works vary from specification frameworks proposed by
international standardization institutes, e.g. ETSI, ISO, research projects man-
aged by academic and industrial consortiums and academic works. The research
scope is very large from PHY layer to applications, protocols, security, mobil-
ity management, communication architecture, etc. In this section, we propose a
survey of the most interesting works in this area.

Regarding international-wide, three main groups are working on this subject:
CALM for the ISO, WAVE for the IEEE and C2C-CC for the ETSI [2].

At the European level, we have identified several key projects related to the
enhancement of vehicular cooperative systems.

The Cooperative Vehicle Infrastructure System (CVIS) [8] (2006-2010) is a
very well known European research project related to the enhancement of co-
operative services based on interaction between vehicles and centralized infras-
tructure. The goal of the project was to develop an open application framework
that enables a wide range of potential cooperative services to operate in vehi-
cles, roadside equipments and centralized management centers. It assumes some
diversity in communication technology (802.11p, WiMAX, UMTS, DVB / DAB,
etc.) and is based on IP network mechanisms (IPv6, MIPv6, NEMO, etc.).

The EVITA (E-safety Vehicle Intrusion proTected Application) [9] (2008-
2011) focused on the design of an on-board automotive network architecture,
to ensure protection against unexpected or unauthorized manipulation, for sen-
sitive data transmission. The CO-OPerative SystEms for Intelligent Road Safety
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(COOPERS) [10] (2006-2011) concern was about the development of Co-operative
Traffic Management applications on the road infrastructure with an interaction
between vehicles and infrastructure. The approach aims to extend the concepts
of in-vehicle autonomous systems and vehicle-to-vehicle communication (V2V)
with tactical and strategic traffic information which can only be provided by the
infrastructure operator in real time (traffic jam warning and guidance, in-car dis-
play and alert of area-specific speed limits, car breakdown/emergency services,
etc). The SAFESPOT project [11I] (2006-2010) considered the combination of
the information from vehicles and from the infrastructure, to improve the driver
perception of the surrounding vehicles. It focuses on the identification of cooper-
ative solutions that will first be applied to the critical areas, such as the so called
black spots. Sensing systems on the infrastructure side are proposed in combina-
tion with the information coming from vehicles to detect critical conditions and
events.

All these projects have contributed to the definition of new applications and
services for driving assistance and the specification of cooperative architecture
models. The PROTON-PLATA project is a follow up of these works as it focuses
on the use of multi-technology architecture and SDR devices to enhance the
communication capabilities of ADAS.

3 Multi-technology Cooperative System

In this section, we present the main components of the vehicular cooperative
ADAS proposed in PROTON-PLATA. We detail the drivers assistance applica-
tions and the communication architecture.

3.1 Driver Assistance Applications

We have defined four applications that cover several types of services in vehicular
environment.

— GPS position exchange: This application allows vehicles to exchange their
GPS data. Each vehicle broadcasts a message containing its own information:
vehicle category (car, truck, motorbike, bike, etc.), geographical position,
speed, course and geolocation time. Geolocation time is the time given by
the geo-location system.

— Local weather condition: This application informs the driver about the
weather condition where he/she is and according to the travel direction. A
centralized server broadcasts information over a given geographic area using
a wireless technology.

— Incident hazard warning: This application keeps drivers aware of traffic
hazards based on information provided by central server, roadside units, road
equipment and other vehicles. The hazards that can be supported by this
application are multiple such as wrong way driver also called Ghost driver,
vehicles at a standstill, obstacles on the road, black ice, etc. When a vehicle
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detects a hazard on its way, it sends a message to its environment to share
the information with other vehicles. Two versions of this application are de-
fined: V2V hazard warning and V2I hazard warning. V2V hazard warning is
fully decentralized, a vehicle that detects a hazard sends messages to neigh-
boring vehicles via peer-to-peer communications. With V2I hazard warning,
a vehicle that detects a hazard sends messages to a server located in the
management network via a Road Side Unit (RSU). The server forwards the
message to appropriate areas using broadcast communications.

— Speed limit: This application defines a database for speed limits in a road
network. A reference database is located in a centralized server and speed
limits are stored on-board the vehicles in a local database. A new edition
of the reference database is published at regular intervals. Vehicle on-board
systems have to update their local databases periodically. This application
defines dynamic and static versions of updating mechanisms. The Static
speed limit detects and reports any obsolescence of the embedded database
by comparing its version number with the reference database. The dynamic
speed limit is executed when dynamic changes are decided in the center.
Updates are sent to vehicle by means of broadcasting transmissions into the
related area.

3.2 Communication System

PROTON-PLATA project proposes a communication infrastructure that allows
to fully exploit the SDR capacity of the devices in vehicles. The communication
infrastructure manages the centralized part of the cooperative system, namely
Network-Head (NH). This architecture connects the road traffic management
center to two wireless networks. The first one is a wireless access network based
on Road Side Units (RSU) along the roads. The second one is a broadcast
network based on Base Stations (BS) with large coverage. Figure [I] shows an
example of a deployment. The uplink communications between On Board Unit
(OBU) and the Network-Head (NH) are supported by the RSUs network, while
the downlink communications are supported by both the BS and the RSU.

The key innovation of the project lies in the design of the multi-technology
OBU, which role is to exchange information with the NH (through the RSUs or
the BS) and with other OBUs. The OBUs implement different protocol stacks
on a Software Defined Radio (SDR) device. The SDR is a wireless system im-
plemented by software routines so that various wireless radios can be supported
by the same platform based on software changes. SDR hardware allows to mod-
ify easily the communication technology supported by a terminal in accordance
with its environment and/or needs. The PLATA-PROTON specifications sup-
pose that OBU are equipped with SDR devices that manage V2V communica-
tions with other OBUs, V2I communications with RSUs, 12V broadcast reception
from BS.
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Fig. 1. Communication architecture

4 SDR Prototype

For the SDR protoype design, the choice of the open-source hardware/SDR
DSRC prototype on the OpenAirInterface platform [I4] has been identified as a
real asset, as it answers to the overall aim of the cooperative PROTON-PLATA
system, precisely to adapt to standards specific to each country. The standards
for the PROTON-PLATA have thus been set to the promising LTE wireless
standard associated to the 802.11p vehicular technology.

Figure 2l depicts the software architecture of the OpenAirInterface SDR, plat-
form. It is segmented into three parts, the User Space, the Kernel Space and
the SDR Ezpress-MIMO board. The user-space contains the code regarding the
3GPP LTE protocol stack and the IEEE 802.11p soft-modem from the Ope-
nAirInterface. It also contains the ITS safety applications that sends IP packets
to the PROTON-PLATA virtual interface on the linux subsystem. The kernel-
space contains deep linux routines and kernel extensions modules required by
PROTON-PLATA. In particular, it contains a hook from the linux subsystem
either to the linux wireless subsystem modified to support the IEEE 802.11p
(OCB mode) and to a IEEE 802.11p driver, or to the LTE NASMesh device.
Finally, the PCI-Express MIMO SDR board is connected via a PCI-Express
and an OpenAirlnterface firmware to the OpenAirlnterface main driver. The
salient aspect is that PROTON-PLATA designed it so to be able to support
both LTE and 802.11p signals on the same board, and as such shall access to the
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Fig. 2. OpenAirlnterface software architecture

PCI-Express MIMO board through the same OpenAirInterface driver. Both pro-
tocol stacks are capable to work at the same time using different RF chains of
the PCI-Express MIMO board.

4.1 IEEE 802.11p Protocol Stack

Following Figure Pl the SDR architecture of the IEEE 802.11p protocol stack
is composed of three blocks. The upper block contains an extension for IEEE
802.11p of the Linux kernel 802.11 subsystem. This subsystem is composed of
nl80211, a netlink configuration interface for user-space applications, ¢fg80211
which is the Linux wireless configuration interface bridging user-space and drivers
and mac80211, which offers a framework for driver developers writing soft-MAC
wireless devices. The mac80211 subsystem is the Linux stack for IEEE 802.11.

The second block is the IEEFE 802.11p driver, which bridges the Linux 802.11
subsystem and the hardware. One major difference with standard architecture
for 802.11 systems, is that the IEEE 802.11p driver does not link to the SDR
chipset directly, but rather to a soft-modem via netlink sockets. We chose this
architecture for flexibility in the development and configuration of the low layer
functionalities of the IEEE 802.11p stack and to ease the reconfigurability of
our radio. The soft-modem is the placeholder of all the functionalities of IEEE
802.11p physical layer. Being located out of the chipset, it is totally accessible
and reconfigurable. The soft-modem is finally connected to the SDR board via
an IOCTL link and a dedicated OpenAirInterface driver, which composes the
last block.
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4.2 3GPP LTE Protocol Stack

As for the IEEE 802.11p, the software architecture of the 3GPP LTE rel. 8/9 is
composed of three blocks. The upper block is located in the Linux user-space and
contains an open-source implementation of the 3GPP LTE rel-8/9 protocol stack,
including PDCP, RLC, MAC and the upper PHY. It contains 3GPP LTE rel.8/9
compliant functionalities and a LTE soft-modem. Located in user-space, they are
easily extensible to future LTE rel. 10 and beyond features. The second block
is the LTE NASMesh device, which is located in the kernel space, due to real-
time constraints for low PHY operations. The last block is the OpenAirInterface
driver, which acts as interface with the Express-MIMO board.

4.3 SDR Express-MIMO Board

The prototype is based on an Agile Radio Front-end (RF) and ExpressMIMO
SDR board. They provide a fully reconfiguration RF and baseband DSP, and
include “developper-friendly” tools for real-time hard-modem development and
validation. The Express-MIMO board is a FPGA platform on PCI-Express with
up to 8 MIMO capacity and providing full SDR, descriptions of three air inter-
faces: LTE, 802.11p, and DAB/DMB.

Fig. 3. Express-MIMO SDR Board

4.4 Experimentation

As a "proof-of-concept”, the major goal within the scope of the project was the
demonstration of communications with the defined scenarios. It opens further
work on more detailed measurements and field-test characterization.

We performed in-situ tests on a dedicated IFSTTAR test-tracks dedicated to
road-safety experimentation (Versailles-Satory, France). We equipped two vehi-
cles with the previously described 3GPP LTE/IEEE 802.11p OBU prototype,
including an on-board GPS (Figure [4h), and one RSU equipped only with the
3GPP LTE technology. As a test case, we evaluated a contextual speed warn-
ing application as well as a ghost driver applications as specified by the French
SCOREF project [13], using V2I communication over 3GPP LTE for the former,
and V2V over IEEE 802.11p for the latter. Figure (lis a screen-shot of the con-
textual speed warning application, which also depicts the IFSTTAR test track.
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(a) Integration of the SDR platform on (b) Warning displayed on the vehicle
a BMW X5 test vehicle driving on a wrong direction

Fig. 4. Illustration of the experimental test

Fig. 5. Screenshot of the test-tracks in Versailles/Satory

On that test case, using the 3GPP LTE RSU, vehicles provides to the NH their
instantaneous speed and in return the NH provides contextual speed limitations
that are displayed on the car HMI.

5 Performance Study

In this performance study, we are interested in the communication efficiency of
multi-technology cooperative system, and particularly the communication per-
formances experienced by driver assistance applications. This cooperative system
is able to balance the traffic generated by V2I communications and 12V Broad-
cast over two different wireless networks in order to increase the capacity of the
system and provide better performances to the applications.

To model communications in the multi-technology cooperative system, we
consider the IEEE 802.11 technology for V2V and V2I communications and the
DVB-T technology for 12V broadcast. The performance study is based on a sim-
ulation framework, developed in the OPNET Modeler network simulator, that
includes realistic vehicular mobility models [I6] and SDR device modeling [15].
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Fig. 6. Simulation scenario for the IEEE 802.11 and DVB-T based architecture

Evaluation Context. As an evaluation context, we consider a three ways
straight road. Two hundred vehicles travel on this road. Vehicle mobility is based
on the SuMo tool [16]. The Vehicles are equipped with SDR devices that man-
age IEEE 802.11 and DVB-T radios [I5]. We model the network architectures
conforming to the PLATA cooperative system specification Bl We deploy IEEE
802.11 access points along the roadside as RSUs and a DVB-T base station that
cover all the road. These wireless networks are connected to a wired network that
hosts the application server. Figure[@shows this architecture. In this architecture,
we deploy 35 access points over the roadside, one access point every 300 meters.
The access points manage an 802.11 network with a throughput of 54 Mbps and
a transmission power of 100 mW. This wireless network is connected to a wired
network over a router. Vehicles are equipped with IEEE 802.11 hardwares with
a transmission power of 20 mW. The DVB-T base station is broadcasting over
the 800 MHz frequency on a 8 kHz bandwidth and a 32 Mbps throughput.

We modeled the driver assistance applications that define V2I communications
(V2I hazard warning and Static speed limit) and 12V broadcasting ( Local weather
condition and Dynamic speed limit). In this configuration, data exchanges, de-
fined by the Static speed limit and V2I Incident Hazard Warning, are carried
through the RSUs. Broadcasts, defined by the Local weather condition and
Dynamic speed limit, are sent through the broadcast base stations.

Simulation Results. The results show that the driver assistance application
operates with good performances.

For static speed limit response time values vary between 0.11 s and 21.62 s as
shown in table Bl Detailed results show the mean response time is about 1.026s
with a standard deviation of 3.38. The disparity of response time values is due
to the message exchange which consists of four 2-way-handshakes. The obtained
values for response time are acceptable, even the highest, considering the nature
of this application that aims to synchronize the speed database of the vehicles
with the database of the management center. In addition, there is no packet loss
for these applications as shown in table [Tl
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Table 1. Packet Loss

Sent data (Pkt) Received data (Pkt) Packet loss rate

Local weather condition 109654 109654 0

Dynamic speed limit 14 14 0
V2I Incident hazard warning 37438.5 43959.66 0,14
Static speed limit 40536.833 40595.5 0.001

For V2I Incident hazard warning, results shows that values vary between 0.001
ms and 9.50s as shown in table 2l The mean response time is about 0.06s with a
standard deviation of 0.93. In the case of a vehicle velocity equal to 50 km/h, a
delay equal to 3.5 ms enables the information to reach a neighbor vehicle after a
move of less than one meter. This value is more than sufficient to get the driver
or the onboard system informed in time.

We look to the state of communications on IEEE 802.11 cells (cell load, data
dropped and medium access delay) for both architecture. Results in table Bl show
that the association of IEEE 802.11 with DVB-T, thanks to SDR in the vehicles,
enables an increase of the available bandwidth in each cell.

Table 2. Response Time

Mean (sec) Min (sec) Max (sec) Stdev (sec)
Static Speed Limit 1.026 0.11 21.62 3.38
V2I Incident Hazard Warning 0.06 0.001 9.50 0.93

Table 3. IEEE 802.11 cell metrics

Mean Min Max Stdev

Media Access Delay (sec) 0.0002 0.0003  0.0001 0.00002
Cell load (bps) 128354.82 201554.44 0 25930.79
Dropped data (bps) 1055.91 0 26449.99 2142.32

These results open the way for the specification of additional applications that
will make use of this bandwidth without disturbing the good operation of the
system.

6 Conclusion

Vehicular cooperative systems rely on information obtained from immediate
surroundings and longer-term forecasts and alerts controlled from a central in-
frastructure to offer assistance to drivers. The enhancement of these systems
depends closely on wireless communication performances that enable coopera-
tion between vehicles and between vehicles and infrastructure. The communica-
tion systems associated to cooperative systems have to support vehicle-to-vehicle
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(V2V), vehicle-to-infrastructure (V2I) and infrastructure-to-vehicle (broadcast-
ing) communications. The use of SDR represents an asset to ensure both a wide
area coverage and the use of complementary applications to answer to vari-
ous events on a travel. In this context, the PLATA-PROTON project proposes
a multi-technology cooperative Advanced Driver Assistance System (ADAS),
based on the integration of Software-Defined Radio (SDR) devices in vehicles. In
this paper, we have shown the feasibility and interest of such ADAS through the
development of a proof of concept that included SDR and driver assistance ap-
plication prototypes and a performance study of communications performances,
experienced by applications and based on network simulation tools.
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Abstract. Inter-vehicle communication (IVC) have lately attracted a
great interest in commercial and military fields to develop applications
that can make transportation safer and more efficient. Ultra wideband
(UWB) technology is a candidate as a license-free radio link for inter-
vehicular transmission. Reliable data transmission between vehicles is
difficult to accomplish due to the presence of noise and obstacles. The ob-
jective of this paper is to outline the effectiveness of cooperative transmis-
sion in vehicular network using impulse radio ultra wideband (IR-UWB)
transmission. We consider a relay network applying decode-and-forward
(DF) protocol and evaluate the bit error rate (BER) performance of
direct sequence binary phase shift keying (DS-BPSK). Multiple access
capability is set up using direct sequence spreading codes (DSSS) and
we analyze the effect of multiple access interference (MAI). Our results
demonstrate the diversity gains and BER performance improvement in
two scenarios; perfect and imperfect source-relay channels.

Keywords: DS-BPSK, inter-vehicle communication (IVC), relay net-
works, UWB, virtual MIMO.

1 Introduction

Communication between vehicles are intended to improve efficiency and safety
of road traffic. A dynamic exchange of sensor gathered data between nearby
vehicles will improve the vehicle capabilities to calculate risk; sense threats and
hazards; issue driver advisories or warnings; enhance airbag functionality; or
activate braking system to avoid and mitigate crashes. It is expected that the
user interest in this kind of applications to become a big market driver in a near
future. To come with these applications and services, vehicles have to build up
ad hoc wireless communication networks that can provide reliable connectivity,
typically at data rates between 1 and 10 Mb/s [I]. Inter-vehicles wireless channel
creates challenges for satisfying reliable data transmissions; this is due to the
unreliable nature of wireless communication and the mobility of transmitter,
receiver and scatterers around.

Among all the under development wireless technologies, (UWB) is one of
the most competing for short-range future wireless communication. It uses very
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short pulses of duration of fraction of nanosecond to convey information, thus the
spectrum of the emitted signals may spread over several GHz. UWB technology
is a license-free frequency radio that can provide high data rate at low cost with
low power consumption. It has owned a prior interest in the research during the
last decade, in particular since the allocation of uwb spectrum by the federal
communication commission (FCC)’s in February 2002 [2]. The FCC has defined
UWB signal as signals having a fractional bandwidth of at least 20% or occupying
at least 500 MHz in the allocated spectrum. The fractional bandwidth B is

defined as
B 2(fu — fr)
A= 1)
fa+fr
where fy and fr are the upper and lower frequencies of the —10 dB emission
point, respectively.

The UWB transmission covers a large range of frequencies and underlay ex-
isting narrow-band communications. To avoid interference with existing narrow-
band wireless systems operating in the bandwidth-limit regime, UWB works in
the power-limit regime. For this reason, the maximum emission power for UWB
transmission in the 3.1 — 10.6 frequency range is limited to —41.3 dBm/MHz
as specified in [3]. For any narrow-band channel, the UWB signal power is very
small and so close to the noise floor; thus, the interference to any other existing
technology like 802.11a and 3G mobile communication can be ignored [2].

Despite its promised services and functionalities, IVC based UWB have some
drawbacks. Actually, the propagation characteristics of the channel between ve-
hicles are significantly different from those of cellular channels. In addition, the
low power spectral density (PSD) and the extremely short pulse duration of
UWRB pulses complicate the detection of the signal at the receiver. Due to the
frequency-selective nature of UWB channels, the number of resolvable multipath
components (MPC) at the receiver is very large, each one can involve attenua-
tion, reflection, diffraction, and so on. These effects severely corrupt the radio
transmission between vehicles.

In wireless communications, diversity techniques are the most practical and ef-
fective countermeasures to combat wireless channel effects in order to
improve transmission reliability. Diversity provides receivers with redundant
signal information. The well known forms of diversity are space, time and fre-
quency. However, for cooperation diversity, space and time diversity schemes
are mainly considered. In conventional wireless communications, spatial diver-
sity technique requires implementing multiple transmit and/or receive antennas
in order to provide independent versions of the transmitted signal to the re-
ceiver. The well known system models that use spatial diversity technique are:
single-input multiple-output (SIMO), multiple-input single-output (MISO), and
multiple-input multiple-output (MIMO) systems which combine transmit and
receive diversity [4]. Recently, cooperative diversity was introduced as an alter-
native in multiuser networks, where users can cooperate; in such a way that they
form a virtual antenna array (virtual MIMO system) [5] - [7]. Our objective in
this paper is to introduce cooperative diversity to IVC using UWB transmission
technology. In this paper, a relay network is composed of three or more vehicles:
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source (S), one or more relay (R), and destination (D). The considered channel
model is the UWB IEEE 802.15.4a for outdoor environments. We evaluate the
BER performance of DS-BPSK considering M AT for two scenarios; errors occurs
at the relay nodes and free-errors at the relay nodes.

User cooperation has been first introduced in narrow-band transmissions.
In [5L[6], the advantages of cooperation were shown for two active users using
conventional code-division multiple-access (CDMA). The most common cooper-
ation protocols are amplify and forward (AF), decode and forward (DF), and
compress and forward (CF). In the first, the relay amplifies the received signal
of its partner, while in the second, it decodes, re-encodes, and retransmits an
estimate of the partner message. For the CF protocol, the relay forwards a quan-
tized and compressed version of the received signal to the destination. Employing
DF protocol, the authors in [7] investigated the error probability performance
of cooperative diversity for asynchronous CDMA system in frequency selective
slow fading environment. Vehicular Ad hoc relay wireless networks are studied
in [§], it is shown that the motion of vehicles on a highway can contribute to
successful message delivery. Cooperative diversity was extended to the context
of UWB systems in [I0] - [I3]. Employing DF and AF protocols, the authors
in [I0,IT] present the construction of space-time (ST) codes suitable for IR-
UWRB. In [I3], the authors analyzed the bit error probability of time hopping
UWB relay networks under IEEE 802.15.4a channel models.

In our work, we consider vehicular relay network with IEEE 802.15.4a out-
door environment standard as the channel model between vehicles. We show
that, the contribution of a relay in the vehicular source-destination transmission
significantly enhances the BER performance as well as the reliability of detec-
tion. In the presence of MAI, the overall system performance is significantly
degraded and is dominated by the source-relay S-R link, especially, when the
source-destination S-D link exhibits poor channel conditions.

The rest of the paper is organized as follow. In section 2, we describes the pro-
posed DS-BPSK UWB system for the vehicular relay network including channel
model, signal model, and receiver structure. The results are discussed in section
3 and finally conclusions are given in section 4.

2 System Description

2.1 Inter-Vehicle Communication

In near future, vehicles will be equipped with wireless communication equipment
that allow them to exchange messages with each other and also with a roadside
infrastructure. A number of applications and services well be available icluding
safety application, driver assistance, on board internet surfing, multimedia ap-
plication and so on [I4]. In vehicular communication, nearby vehicles will be able
to communicate with each other without the need to backbone infrastructure or
pre-installed base stations network. There are several proposals for data trans-
mission between nodes. IEEE 802.11p is an international standard intended for
both vehicle-to-vihicle (VIV) and vehicle-to-infrastructure (VTI) in the licensed
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band of 5.9 GHz (5.85-5.925 GHz). It defines enhancements to the popular WiFi
standard (IEEE 802.11) required to support intelligent wireless transportation
applications [I5].

Based on the unlicensed IR-UWB system, we propose another alternative for
wireless access in vehicular environments (WAVE). We use DSSS as a multiple
access technique for the network nodes; in that several nodes can share the same
frequency band. We consider multiple vehicle transmitters signaling through the
wireless access medium using IR-UWB signals, where each transmitter employs
DS-BPSK modulation. The considered transmission scheme is illustrated in Fig.
[[l The relay R assists the S-D transmission using DF protocol in order to improve
the detection reliability at the destination. In our scenario, two time slots with
equal signaling intervals are used to accomplish the transmission. In the first time
slot, the source broadcasts its signal to the destination and the relay through
S-D, S-R links. In the second time slot, the relay R decodes the source signal,
re-encodes and retransmits an estimate of the source signal to the destination
through R-D link, whereas the source is silent.

........ > 2nd time slot

— [ time slot

Fig. 1. Relay inter-vehicle transmission scheme

2.2 Transmitter Structure

Since a typical UWB system is carrierless, the choice of the pulse shape should
be convenient for physical implementation and for mathematical modeling. Thus
the second derivation of the Gaussian pulse, called Gaussian doublet, is typically
considered in the literature [I316]. It is assumed to include the differential effects
of the transmitter and receiver antennas and is given by

2
plt) = = (1= Ty Jewn(= . ) &)

where A and 7T, determine the amplitude and the width of the pulse, respec-
tively. In a DS-BPSK, users employ DSSS to ensure multiple access capability,
the equiprobable binary bit stream b5, € {1,—1}~_ _ of the source is BPSK

o0
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modulated by the pulse p(t). That is, b3, = 1 is mapped to p(t) and b8, = —
is mapped to —p(t) with P{b3, = +1} = P{b}, = —1} = 1/2. The transmitted
signal generated by the source is then given by

\/N menpt—t —mTy, — nT,) (3)

m=—oo0 n=0

where F; is the bit energy of the source signal, ¢ is the relative transmission time
difference. Without loss of generality, we suppose ts = 0. N, is the number of chip
per bit, also called the processing gain. T, = N.T., where T, is the chip duration
and T} is the bit duration. ZHN;El ¢, is the source spreading sequence with ¢;, €
{1,—1}. To avoid pulses overlapping and reduce the effect of intersymbol and
intrasymbol interference; the chip interval is chosen to be comparable to the delay
spread of the typical IEEE 802.15.4a channel (T, > T}, + maz(Tim1, T2, Tm3))
[13,18], where T),; is the maximum excess delay spread of link .

2.3 Channel Model

For IR-UWB transmission, the channel does not follow narrow-band scenarios.
Based on a modified Saleh-Valenzuela model [9], the IEEE 802.15.4a channel
modeling subgroup has provided channel models for UWB systems where the
multipath components arrive in a random number of clusters; within each a
random number of rays is considered [3]. In our system we use IEEE 802.15.4a
channel model for outdoor environment to model the channel between two ve-
hicles. This model was extracted based on measurements that cover a range
from 5-17m in the frequency band 3-6 GHz [3]. The discrete channel model is

expressed as
L-1K-1

h(t) = 52 Z agexp(Jer)o(t —Tp — Try) (4)
1=0 k=0

where g is the k path gain in the [ cluster, B models the pathloss and shad-
owing. Here the effects of transmit and receive antennas are ignored. The phase
¢k, is considered as a uniformly distributed random variable in the range [0, 27].
In what follows, we use «y,; instead of Bak,lexp(jgok’l) for notational simplicity.
L is the number of clusters assumed to be Poisson-distributed, K is the num-
ber of paths per cluster and its value depends on the required dynamic range
of the model, T} and 7 ; represent the delay of the [th cluster and the delay
of the kth multipath component (MPC) relative to the [th cluster arrival time,
respectively. The details of the joint probabilistic model of these parameters are
described in [3]. Through this study, we assume that the minimum path reso-
lution time is equal to the sample width T4, Hence, multipath components
arrive at some integer multiple of the minimum path resolution time.

2.4 Signal Model

Under multiple access scenario, the simultaneous transmission of multiple sig-
nals is a typical source of interference in communication. When using the DSSS
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multiple access technique, the data stream is combined with a high-speed dig-
ital code where each data bit is mapped into the user’s unique pseudo noise
(PN) code. This code is known only to the transmitter and the corresponding
receivers. In a frequency-selective multipath fading UWB channel, MAI and self
multipath interference are caused by multipath dispersion. The general received
signal model is given by

Tacy \/N Z Z Z Z aiy bfn i t —miy —nT, — Tlxy _ T]lel)

=0 k=0 m=—oco0 n=0
+Z £) @ hiy () + Ty (£). (5)

where ® denotes convolution,  and y determine the channel link, i.e. during
the first time slot, the received signal at the destination through the S-D link is
obtained by replacing x, y by s, d, respectively; and the received signal at the
relay through the S-R link is obtained by replacing x, y by s, r, respectively. In
the second time slot, the received signal at destination through the R-D link is
obtained by replacing x, y by r, d, respectively. Ny is the number of simultaneous
asynchronous interfering users in each time slot with transmitted signals s;(t);
hiy(t) are the complex channel coefficients of the i-y links. The first, second
and third terms are respectively, the received signal, the MAI and the complex
additive white Gaussian noise (AWGN) with zero mean and variance o = Ny /2.

2.5 Receiver Structure

For the well demodulation of the received UWB signal, the template signal and
the target path of the received signal must be perfectly aligned at each of the
Rake correlators. The aim is to determine the relative delay of the received signal
tap with respect to the template signal. Channel estimation, in UWB system,
is a critical issue due to the precise channel characteristics. There are several
used algorithms to estimate the channel taps with different complexity degree.
One of the most used algorithms is the data-aided (DA) approach that is based
on using a number of known pilot symbols called (training sequence) in the
beginning of the data packet, while the rest of the packet is interpreted based
on the acquired channel characteristics. Two suboptimal estimation algorithms
with reduced complexity are examined in some papers. The first is denoted
by Successive Channel (SC) estimation and the second is the sliding window
(SW) algorithm [I7]. The sliding window algorithm cross-correlates an identified
pilot with the received pilot sequence and calculates gains and delays for all
channel taps at the same time. The SC algorithm enhances the performance
of SW algorithm by employing the iterative notion. The algorithm begins by
using the sliding window to uncover the coefficients of the strongest tap, then
the delayed version of the transmitted signal corresponding to the estimated
tap is subtracted from the received sequence and the algorithm is repeated by
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a number of iterations equal to the number of taps to be estimated. In this
work, we consider that the receiver has a prior knowledge of the channel state
information (CSI) and we use Rake receiver to exploit the multipath diversity.
The Rake receiver consists of a bank of correlators, or matched filters. Each
filter is matched to a delayed version of the template waveform to match the
delay of a particular path. However, due to the large number of resolvable paths
and for complexity constraints, we use partial Rake receiver (P-Rake) which
processes only a subset of the total number of resolvable paths [I3}[18]. The P-
Rake receiver used in our simulations captures the first K ' rays from the first
cluster of the targeted UWB channel link. The general template waveforms used
in the correlators of the P-rake receivers are given by

oP Z cpp(t —nTe —TgY — 777 0) (6)

where 0 < k' < K’ — 1, z and y determine the channel link as explained previ-
ously. It is assumed that the channel impulse response remains stable over several
consecutive data bits durations. This assumption is justified by considering that
the symbol duration is of the order of tens of nanoseconds, and the coherent
time of inter-vehicles UWB wireless channel is on the order of milliseconds [19].
Without loss of generality, we limit our interest to the detection of the infor-
mation bit b§ in the observation interval [0, T3] and drop the symbol index 0.
Hence, the decision variables at the output of the Rake receivers at destination
in the first and the second time slots are given respectively as

’

K T,

7 = T Uk

Gy = ;:o: /O b0k (6)dt (7)
K/ T,

7 = Tr 'Uk .

5= ;:o: /0 S()F ()t (8)

At the destination, the receiver combines the two decision variables with a factor
A which controls the near-far effect. This effect consists of the pathloss difference
and depends on the transmitted power and propagation distances. This type of
detector has been refereed to as the A-MRC [6]. The final decision variable is
then given by

Z = st + )\ZArd. (9)
The receiver then makes hard decision following
0 if R {Z] >0
= . (10)
1 if R [Z] <0

Note that the receiver extracts the energy from a limited number of paths and
that decision errors may occur due to the self multipath interference, multiple
access interference, and noise which render the receiver non-optimal.
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3 Simulation Results

In this section, we present simulation results for the BER performance of the
DS-BPSK inter-vehicle relay network based IR-UWB system. Monte Carlo sim-
ulations have been carried out with and without MAI for perfect and imperfect
S-R channels. We use Gaussian doublet UWB impulse with a duration of 0.7ns.
The line of sight (LOS) UWB IEEE 802.15.4a outdoor channel model is used to
model the channel between each pair of vehicles. The UWB channels have been
chosen randomly from a set of 500 channel realizations and the BER perfor-
mance has been averaged over at least 200 channels. The channel bandwidth is
set to 3 GHz. The pathloss is considered as function of distance and its frequency
dependency is ignored.

A five-finger Rake receiver is employed with a combination factor A = 1. With-
out loss of generality, we assume that all users’ signals travel the same distance
to arrive the relay and/or the destination receivers; which yields equal received
power from all nodes. The emitted power is at most equal to the FCC maximum
emission power limit. In the simulations, each frame consists of 10 bits; where
each bit is spread into a set of 7-chip PN code. Each chip is presented by a single
pulse. The chip duration T, equals 20ns and thus the bit rate equals 7.14 Mbits/s.
Higher data rates can be obtained by making the chip duration shorter. This
may leads to inter-chip interference when the chip intervals becomes smaller than
the delay spread of the UWB channel impulse response. In all results, we show
the BER performance versus the SNR under UWB TEEE802.15.4a outdoor LOS
channel model.

Fig. [ shows the BER performance of the system without interference con-
sidering perfect S-R channels. We note that in the absence of MAI, a significant
BER performance improvement is obtained by the use of one relay node. This is
due to the diversity gain provided by the relay node. When using two vehicular
nodes to relay the source message, an additional performance improvement is
obtained for high SNR (above 4 dB). In fact, the two relay nodes use the same
timeslot to relay the source message in asynchronous transmission.

Indeed, when cooperating with two relay, the full diversity gain can be ob-
tained by assigning different time slot for each of them or by using MAI sup-
pression algorithm.

Fig. Bl illustrates the BER performance of the system with the existance of
interfering signal considering perfect S-R channels. In comparison to the former
case of Fig. Bl we note that the overall system performance is significantly de-
graded when MALI is present even when using relay cooperation (e.g. at SNR
— 4 dB, the BER probability equal to 2.738 x 1072 and 2.946 x 10~2 for the
direct transmisson without relay and transmission when cooperating with one
relay in fig. B respectively, wherease the BER probability equal to 6.853 x 102
and 1.558 x 1072 for the direct transmisson without relay and transmission
when cooperating with one relay in fig. Bl respectively). This is due to the fact
that the received signals at the destination from the source and the relay nodes
suffer from MATI interference. But, the cooperation with two relays in this case
brings more performance improvement. Actually, if a pulse is being corrupted by
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Fig.2. BER of DS-BPSK UWB system for inter-vehicle relay network and a LOS
channel. Perfect S-R channel, without MAI.
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Fig.3. BER of DS-BPSK UWB system for inter-vehicle relay network and a LOS
channel. Perfect S-R channel, with MAI.

interference, it is highly possible that only one interfering pulse collides with the
pulse position of the desired user.

Considering errors in the S-R channel, the BER performance of the system
is compared in Fig. M in with and without MAI. We note that in the absence
of MAI, the BER performance improvement obtained by the use of one relay
node is not as much as in the perfect S-R channel case. Indeed, the errors occur
at the relay node well propagate to the destination. As can be seen from these
results, the system can achieve the full diversity gain when considering perfect
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Fig.4. BER of DS-BPSK UWB system for inter-vehicle relay network and a LOS
channel. Imperfect S-R channel.

S-R channels. However, the full diversity gain cannot be obtained when consid-
ering imperfect S-R channels due to the errors propagation.

4 Conclusions

We examined the performance of DS-BPSK IR-UWB system for inter-vehicle
relay network. Simulation results have demonstrated the benefits of relay coop-
eration in different cases. We have showen that a performance improvement can
be obtained due to the diversity gain provided by the relay nodes. However the
overall system performance can be degraded in the presence of MAI. We have
analyzed the BER performance of the proposed system in both cases, perfect
and imperfect S-R channels. Our results show that the full diversity gain can be
achieved when no errors occur at the relay nodes. However, the diversity gain of
the system is degraded when considering imperfect S-R channels which leads to
errors propagation.

References

1. Molisch, A., Tufvesson, F., Karedal, J., Mecklenbrauker, C.: A survey on vehicle-to-
vehicle propagation channels. IEEE Wireless Communications 16(6), 12-22 (2009)

2. Federal Communications Commission (FCC): Revision of Part 15 of the communi-
cation rules regarding ultra-wideband transmission systems, First report and order.
ET Docket 98-153, FCC 02-48, Washington (2002)

3. Molisch, A.F., Balakrishnan, K., Cassioli, D., Chong, C.C., Emami, S., Fort, A.,
Karedal, J., Kunisch, J., Schantz, H., Schuster, U., et al.: IEEE 802.15. 4a channel
model-final report. IEEE 802 15(4), 0662 (2004)

4. Gibson, J.D.: Mobile communications handbook, vol. 45. CRC Press (2012)



106

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

Y. Issa, I. Dayoub, and A. Bensrhair

Sendonaris, A., Erkip, E., Aazhang, B.: User cooperation diversity - Part I System
description. IEEE Trans. Communications 51(11), 1927-1938 (2003)

Sendonaris, A., Erkip, E., Aazhang, B.: User cooperation diversity - Part IT Aspects
and performance analysis. IEEE Trans. Communications 51(11), 1939-1948 (2003)
Eid, A., Hamouda, W., Dayoub, I.: Cooperative Diversity in asynchronous CDMA
over Frequency-Selective Fading Channel. IET Proceedings-Communications 5(5),
683-692 (2011)

Chen, Z.D., Kung, H.T., Vlah, D.: Ad hoc relay wireless networks over moving
vehicles on highways. In: Proceedings of the 2nd ACM International Symposium
on Mobile Ad Hoc Networking & Computing, pp. 247-250 (2001)

Saleh, A., Valenzuela, R.A.: A statistical model for indoor multipath propagation.
IEEE J. Selected Areas Comm. 5, 128-137, 247-250 (1987, 2001)

Abou-Rjeily, C., Daniele, N., Belfiore, J.-C.: On the decode-and-forward coopera-
tive diversity with coherent and non-coherent UWB systems. In: Proc. IEEE Int.
Conf. UWB, pp. 247-250, 435-440 (2001, 2006)

Abou-Rjeily, C., Daniele, N., Belfiore, J.C.: On the amplify-and-forward cooper-
ative diversity with time-hopping ultra-wideband communications. IEEE Trans.
Communications 56(4), 630-641 (2008)

Maichalernnukul, K., Zheng, F., Kaiser, T.: UWB MIMO Cooperative Relay Sys-
tems: BER Analysis and Relay Regions. In: Proc. 44th Annual Conference on
Information Sciences and Systems, CISS, Princeton University, NJ, USA (2010)
Yazdi, Z.Z., Kenari, M.N., Aazhang, B.: Bit Error probability Analysis of UWB
Communications with a Relay Node. IEEE Trans. Communications 9(2) (2010)
Festag, A., Hessler, A., Baldessari, R., Le, L., Zhang, W., Westhoff, D.: Vehicle-
to-Vehicle and Road-Side sensor communication for enhanced road safety. In: 15th
World Congress on Intelligent Transport Systems (2008)

IEEE P802.11p/D9.0: Part 11: Wireless LAN Medium Access Control (MAC) and
Physical Layer (PHY) Specifications: Amendment: Wireless Access in Vehicular
Environments (WAVE), Draft 9.0 (September 2009)

Li, Q., Rusch, L.A.: Multiuser Detection for DS-CDMA UWB in the Home Envi-
ronment. IEEE J. Sel. Areas Commun. 20(9), 1701-1711 (2002)

D’Amico, A.A., Mengali, U., Morelli, M.: Multipath channel estimation for the
uplink of a DS-CDMA system. In: IEEE International Conference on Communica-
tions (ICC 2002), vol. 1, pp. 16-20 (2002)

Choi, J.D., Stark, W.E.: Performance of Ultra-Wideband Communications With
Suboptimal Receivers in Multipath Channels. IEEE J. Sel. Areas Commun. 20(9),
1758-1766 (2002)

Okonkwo, U.A.K.C., Hashim, S.Z.M., Ngah, R., Nanyan, N.F., Rahman, T.A.:
Time-scale domain characterization of nonstationary wideband vehicle-to-vehicle
propagation channel. In: 2010 IEEE Asia-Pacific Conference on Applied Electro-
magnetics (APACE), pp. 1-6 (2010)



The Effects of Increasing Antenna Arrays
and Spatial Correlation on Loading Algorithm
for Closed-Loop MIMO Vehicle-to-Infrastructure
Communications

Imade Fahd Eddine Fatani'*®, Mohamed Gharbi', Francois-Xavier Coudoux?,
Marion Berbineau?, Patrick Corlay', and Marc Gazalet!

! Université Lille Nord de France, F-59000, UMR 8520, IEMN,
Department OAE, UVHC, F-59313, Valenciennes
{firstname.name}@univ-valenciennes.fr
2 Université Lille Nord de France, F-59000, IFFSTAR,

LEOST, F-59666, Villeneuve d’Ascq
marion.berbineau@iffstar.fr
3 Université Hassan Premier, ENSA, TCI, BP 77, 25000, Khouribga, Morocco
imade.fatani@uhl.ac.ma

Abstract. In this paper, an efficient bit-loading algorithm in the con-
text of SVD-aided MIMO transmission for vehicle-to-infrastructure (V2I)
communications is presented. This algorithm, which exploits the intrinsic
properties of the eigen-channels resulting from SVD, tries to minimize
the error probability of the system, assuming that the error rates per
subchannel are equal, without considering the well-known Gap approx-
imation. Furthermore, we examine the effects of increasing the number
of antennas and spatial correlation when using a bit loading policy. Sev-
eral simulation results for different transmission scenarios are presented
and discussed. We show that when using a high number of antennas, bit
and power allocation scheme is reduced to an adaptive power allocation
scheme only which is due to the respect for the hypothesis on error rate,
and for a reduced number of antennas, the effect of correlation becomes
more pronounced while the allocation of ressources becomes sensitive to
the variation of the number of antennas.

Keywords: Vehicle-to-Infrastructure (V2I) communications, Closed-
Loop MIMO System, Bit and Power loading, Spatial correlation,
Diversity.

1 Introduction

The use of multiple antennas at both the transmit and receive ends for mod-
ern radio access systems have drawn much attention during the last decade
[10/27/26]. This is mainly due to its high spatial degrees of freedom through
which enhanced capacity or reliability or a desired combination of the two aspects
is made possible [28]. The so-called Multiple Input Multiple Output (MIMO)
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technology is nowadays an essential part in next generation wireless telecom-
munication standards, such as IEEE802.11n, WiMAX, LTE and DVB, hence, it
constitutes one of the most promising technologies in vehicular communications
[21]. For instance, recent DVB-NGH (Next Generation Handheld) experiments
have shown that the use of MIMO technology leads to improved robustness of
services delivered to moving devices in cars or trains [14]. However, MIMO sys-
tem performances depends essentially on the channel characteristics and show
serious degradations in the presence of spatial correlation as in the case of tunnel
environments [3lf5].

Performance improvement is allowed thanks to precoding schemes which rely
on the channel’s knowledge at the transmitter [12]. The problem of precoding
designs for multiple antenna systems has been widely studied in the literature;
most of the proposed schemes are based on the Singular Value Decomposition
(SVD) of the channel reponse and propose to distribute the available power on
eigenmodes under a variety of criteria [24J22]6]. Recently, a limited feedback
precoding scheme that achieves orthogonality between transmitted symbols was
proposed simplifying the design of ML detection with no need to implement SVD.
Such precoding scheme named Orthogonalized Spatial Multiplexing (OSM) [20],
relies on a phase rotation operation at the transmitter. To enhance the OSM per-
formance, the authors in [I8[19] proposed an adaptive power allocation scheme
for the OSM approach that will maximize the minimal Euclidean distance d,,;n
between the received symbols.

MIMO performances can be further significantly enhanced by employing adap-
tive bits and power loading algorithms also called adaptive modulation (AM) al-
gorithms, i.e., optimization of the signal constellation size and power allocation
over the different eigenmodes according to their correponding signal-to-noise ra-
tio (SNR) values [29/TT§]. Several loading schemes for distributing power and
bits have been proposed in the literature [A2JT523]; they are based on the well
known waterfilling approach, which enables reliable high bit rate transmission.

In this paper, we focus on optimal bit and power loading design for closed-loop
MIMO transmission. We study and analyze the effect of number of antennas as
well as the impact of spatial correlation on the bit and power distribution. We
examine in particular the effect of the number of antennas at the receiver side
by considering the uplink case, as it should easier to install a large number of
antennas at the infrastructure side than at the vehicle. Hence, in order to fully
benefit from MIMO technology advantages, the equipment of the terminals with
a large number of antennas have received much attention: for example, the new
LTE communication standard allows for up to 8 antennas at the base station.
The obtained results remain general and have been used in our case for vehicular-
to-infrastructure communications dedicated to CCTV video surveillance. In our
research work, indeed, the applicative scenario we address consists in transmit-
ting video compressed streams over a wireless link from a vehicle like a subway
or a bus (equipped with on board camera) to a distant control centre. For further
details, please see [8/9].
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The remainder of this paper is organized as follows: Section II describes the
MIMO system model in detail and then the considered loading algorithm is
described in Section III. Simulation results are presented and analyzed for sev-
eral transmission scenarios in Section I'V. Finally, Section V concludes the paper.

2 SVD Aided MIMO Communication System

This section describes the signal model for SVD aided MIMO systems. Assume
a flat fading MIMO channel consisting of V; transmit antennas and N, receive
antennas. The received signal vector can be expressed in linear form as:

y=Hx+n (1)

where x € C™M¢ is the transmitted signal vector, n is a complex Gaussian
noise vector with covariance matrix 021y, with Iy, is the identity matrix of size
N; x N; and H € CN»*Nt i5 the random channel matrix.

If the transmitter has accurate knowledge of the channel response, either by
means of a feedback channel from the receiver to the transmitter or by ap-
plying reciprocity between the uplink and the downlink propagation channels,
several independent channels can be highlighted [I3]. To do that, SVD (Singular
Value Decomposition) of the MIMO channel is used, i.e., H = UV where
U € CNeXNe and V € CN*Nr are complex unitary matrices, and X € CN-*Nt ig
a diagonal matrix whose diagonal elements are the singular values of H. Hence,
the multiplexed channel can be decoupled into a series of r parallel channels,
with r denoting the rank of the channel matrix. The performances of each inde-
pendent SISO channel depends on the singular value amplitude, i.e. {\/ )\i}l cicr
Therefore, the input-output relationship becomes: -

y=Xx+n (2)

Here, y = UHy, x=VHx, n=0U"n

The general block diagram for the SVD-based MIMO system is depicted in
Fig.[[l Thus the overall system’s performance can be enhanced by adapting the
transmitted signals ,i.e., the input bits as well as the available transmit power
are optimally distributed between the eigenmodes according to the distribution
policy defined by the proposed adaptive modulation (AM) algorithm. At the
receiver side, after applying a post-compensation filter in order to accomplish a
SVD decomposition of the channel matrix, the received signal is demodulated.

The optimal allocation strategy such that the average mutual information
across the channel is maximized is the traditional water filling technique [27].
Assuming the noise level power to be the same on each eigenmode, the water
filling solution allocates the highest power to the channel with the highest gain
such that :

1 +
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Fig. 1. Bit-loading algorithm for orthogonalized MIMO radio channel

Here p = fzs is the Signal-to-Noise Ratio (SNR) and L is a constant chosen so

as to satisfy the power constraint 7_, p; = 1 where (z)* denotes max {0, z}.

3 Optimal Discrete Loading Algorithm for MIMO
System

In this section, an efficient discrete loading algorithm is investigated and ex-
plained in detail. This strategy is an enhanced version of the algorithm pro-
posed in [2], which allows optimal bits allocation as well as power allocation for a
given set of independent sub-channels [7]. We consider practical two-dimensional
QAM-coded scheme. Therefore the number of bits b; (in bits/symbol) that can
be transmitted over the ith subchannel as a function of the amount of allocated
power p; is given by the following expression :

bi = logy (1 + pigi) , (4)
where g; is the subchannel gain-to-noise ratio which is given by ¢g; = Uﬁ‘F , I is
the SNR gap [4]. The SNR gap is computable according to the gap-approzimation
hypothesis [THJ42I23] which can be expressed as follow :

1 SER;\1°
r=_-|Q"! ' 5
2 e ()] )
where SER; is the target Symbol-Error-Rate (SER) of the ith subchannel, for

convinience the error rates per subchannel are assumed to be equal, Q' is the
inverse of the error function of the gaussian statistics defined as

1 _ 2
Q@ = / o5 dt. (6)
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However, the gap approximation is not valid for a reduced number of bits. Hence,
in order the bit and power allocation to be optimal, we will not consider in the

rest of this work the conventional SNR gap formula (eq. Bl), but we use instead
the following exact expression:

- SER; \]?
Iip, = K (b))~ - NI
w7 ()] ©
The two parameters K (b;) and A (b;) are defined as follows:

4(1- Zolsbl ), for rectangular constellation

(b; even),
a1 1 - ;
Ab) = 4 (1 50 5<b«+1)) R for cross constellation
(b odd),
2 R for b; = 3,
1 s for b; = 1.
and
7 _
3 bZ - 33
K((b)=<X2, b=1,
3 , otherwise.

Fig. 2 shows the evolution of the gap according to the SER,; for different constel-
lation sizes. From this figure, it can be denoted that for values of b > 4, the gap
becomes insensitive to variations of constellation size. In contrast, for 2-QAM,
4-QAM and 8-QAM constellations, the value of the gap strongly depends on
the modulation order. Using the exact value ensures that the bits and power
allocation is optimal.

SER

Fig. 2. Evolution of the gap I" according to the SER value : curves merge when b; > 4
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Finally, the loading problem consists in distributing the rate and power in
order to minimize the error probability, this constrained optimization problem
can be described as

milr)limize SER
iyDi
subject to (8)

Z;Zl bl = RT and Z;:l Di = PT

where Rr is the total supported data rate and Pp represents the available trans-
mit power.

4 Simulation Results

In this section, we analyze the effect of increasing number of antennas as well as
spatial correlation on the bit and power loading strategy. Consider a flat fading
(N x N,) MIMO system and H the channel complex matrix. When considering
the uncorrelated full rank Rayleigh fading channel, the mean gain of all eigen-
values of H is bounded below and above according to the following relationship
[116]

(VN = VN, < B < (VN + V) (9)

From these inequalities, we see that increasing the number of transmit (resp.
receive) antennas for a fixed number of receive (resp. transmit) antennas has as
consequence the increase of the subchannels gains; all the eigenvalues will tend
to approach max { Ny, N, }. In the special case, where N,, — oo we have \; — oc.
In this way, with reference to the relation Bl the adaptive allocation of bits and
power will converge to an equal allocation.

As first step, we investigate the effect of increasing the number of receive
antennas in the case of uncorrelated Rayleigh channel. Then we consider the
case of spatially correlated channels which is known to be more realistic and
representative of V2V and V2I propagation conditions. Although the algorithm
assigns discrete integer bits for each of eigenchannels, the results presented below
are real numbers obtained in averaging over several simulation.

4.1 Uncorrelated Rayleigh Channel

Figures [3] and @ present the evolution of ressource allocation, i.e, the available
power and bits, according to the number of receive antennas in the case of
uncorrelated Rayleigh channel. It can be seen that for the channel with lower
N, (i.e., lower eigenvalues) the algorithm optimizes both data rate en power
allocations. For the higher order MIMO systems (i.e., high number of antennas),
the bits and power allocation is reduced to power allocation, while the number
of bits per sub-channel remains the same (from 20 antennas, in the case of a
system with two transmit antennas, and from 30 for a system with four receive
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antennas). On the other hand, for a lower number of antennas, the loading policy
becomes more sensitive to the variation of the number of antennas; especially,
the distribution of power varies significantly. This is because the SER constraint
is ensured by selecting the appropriate power distribution factor.

As it can be seen, the two curves of the power allocation factors for
(N; = 2,N,.) systems present an intersection mainly due to the SER constraint;
for lower N, the second eigenvalue Ay is so poor that the optimization algo-
rithm assigns most of the rate and power to the first eigenchannel. As well as
N, increases (i.e. Ay increases and tends to have the same value than A;), the
second subchannel becomes able to transport more information so that b2 and
po increase so, given that A1 > Ao is always verifyed, for an appropriate value of
N, the algorithm assigns more power to the second subchannel compared to the
first one to ensure the same target error rate. We can drawn the same conclu-
sions in M for the system with N,. = 4. It is interesting to note that in general the
knowledge of the channel state at the transmitter will give significant difference
compared with the channel unknown, if Ny > N,.. This is true, since high order
of transmitter array gain will be exploited in this case. In the Figures [3 and [4],
it can be observed that also for N, > Ny, the difference between knowing and
not knowing the channel at the transmitter is significant to ensure the target
error rate, this is due to the adaptive power allocation however the modulation
scheme (data rate) per eigenmode is the same.

4.2 Spatially Correlated Channel

As previously mentioned, the bits and power allocation is also known to be sen-
sitive to variation in the degree of spatial correlation of the channel. In order
to take into account spatial correlation characteristic to realistic confined prop-
agation environments, we consider in this work the well-known Kronecker radio
channel model with different values of the correlation coefficient p [25]. This
amounts to modeling H as

H=x’H,%,"* (10)

where H,, € CNr*Nt ig the uncorrelated MIMO channel matrix. The matrices
3, € CVexNe and 2, € CN**Nr are the correlation matrices respectively at
transmitter and receiver side. The Kronecker model is popular in the literature
despite some existing limitations and has been shown experimentally to model
satisfactorily the statistics of many physical channels (see, for example, [I7]).
Consequently, we chose to use in a first approach the theoretical Kronecher
model in our simulations; these preliminary results will be futher confronted
against the results obtained using real channel measurements.

Figure [ illustrates the evolution of the ergodic channel capacity versus the
correlation coefficient p for various values of Ny and N,. The capacity curves
highlight a serious decrease of the capacity in the presence of spatial correlation,
specially when p > 0.6.
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Fig. 5. MIMO system capacity vs. spatial correlation

As explained previously, the algorithm proposed here tries to minimize the
error probability without increasing the overall throughput of the system, i.e.,
it consists to find the efficient way of distributing the rate and power among the
eigenmodes so as to minimize the error probability. Thus, when the subchannels
gain increase due to increasing the number of antennas, the target error rate
decrease because the algorithm performances are strongly depend on the sub-
channels gain. Table [Tl shows an example of the obtained error rate for various
number of receiving antennas for p = 0.5 and f,g = 10dB.

Table 1. SER versus number of receive antennas for p = 0.5 (N; = 2, Ry = 8 bps/Hz)

N, 2 15 20 30 50
SER 1.0000e — 015 9.8000e — 016 7.8182e — 016 5.1495e — 017 1.0000e — 045

We present in figures[Gl and [7 the evolution of ressource allocation as a function
of both number of antennas and spatial correlation. The transmission system
includes four transmit antennas with a total data rate of 8 bps/Hz with ﬁg =
10dB. Our objective here is to investigate the effects of number of antennas and
channel correlation.

From these three-dimensional presentations, we find that the allocation of
available power is much more sensitive to the variation of p and N,.. Indeed, the
degree of spatial correlation and the number of receive antennas result in the
increased sub-channels gains. Furthermore, the condition of an identical SER
imposed at first has a major impact on the power distribution.

As N, increase, substantial decreases in both mean of allocated bit rate and
mean of power allocation factor are observed for the first eigenmode (A1). In
fact, for low-order size arrays the maximum information is transmitted over the
first eigenmode. This mean that when the quality of the other of eigenmodes
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increases, we will have an information transfering form A\; to the other eigen-
channels so that the variation of the allocation ressources over this eigenmode
becomes more pronounced. On the other hand, the allocated ressources over the
weak eigenchannel (\4) increase only when N, increase, this because for high-
order size arrays, all eigenmodes have a significant channel gain and for reduced
number of antennas A4 is so poor that is neglected in the transmission even if
p=0.

The bits allocation is generally more sensitive to the spatial correlation than
to the number of antennas variation in particular fo sub-channels Ay and A3 in
the treated configuration.

5 Conclusion

In this paper, we focus on the loading scheme for SVD-aided MIMO transmis-
sions, aiming to increase system performances where the bit rate and the avail-
able power are distributed in order to minimize the error probability assuming
that the error rates per eigenchannel are equal. We investigate the channel corre-
lation and number of antennas effects when using a bit loading policy. Numerical
results show that if the number of receive antennas increases, the bits and power
allocation is reduced to power allocation and that the bits allocation is more sen-
sitive to the spatial correlation than to the number of antennas. These results
may help to develop innovative MIMO systems with large number of antennas,
thanks to rapid progress in RF design and miniaturization.

Further work will concern several aspects. The case of more realistic chan-
nel conditions obtained experimentally thanks to ray tracing will be considered
in order to overcome the shortcomings of the Kronecker model. Moreover, the
analysis of system behavior using imperfect channel state estimation should be
also investigated. In this investigation, we will consider the impact of errors on
the return link on the overall performances of the MIMO transmission system.
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Abstract. Cooperative driving in platooning applications has received much at-
tention lately due to its potential to lower fuel consumption and improve safety
and efficiency on our roads. However, the recently adopted standard for vehicular
communication, IEEE 802.11p, fails to support the level of reliability and real-
time properties required by highly safety-critical applications. In this paper, we
propose a communication and real-time analysis framework over a dedicated fre-
quency channel for platoon applications and show that our retransmission scheme
is able to decrease the message error rate of control data exchange within a pla-
toon of moderate size by several orders of magnitude while still guaranteeing that
all delay bounds are met. Even for long platoons with up to seventeen members
the message error rate is significantly reduced by retransmitting erroneous packets
without jeopardizing the timely delivery of regular data traffic.

Keywords: Platooning, real-time communication, vehicular communication,
retransmission scheme, real-time scheduling analysis.

1 Introduction

Intelligent Transport Systems (ITS) in general and cooperative driving in particular
have received much attention from both researchers and media recently. Enabled by
sensing and communication capabilities, as well as recent international standardiza-
tion efforts, the introduction of cooperative driving shows great potential for in-
creased safety and efficiency on our roads. The basic building blocks of a variety of
ITS application are the exchange of status information [1] within a concerned group
of vehicles, making it possible for the driver or the system itself to e.g. adjust to sud-
den changes in the current traffic situation. These changes usually need to be per-
formed within a strict deadline and with high demands on reliability.

An application area where real-time and reliability demands are particularly obvi-
ous is platooning. It has been shown that a considerable reduction in fuel consumption
can be achieved for trucks driving in platoons with reduced vehicle-to-vehicle spacing
[2]. Additionally, the controlled and thereby more predictable behaviour of trucks on
a highway increases the overall road safety not only for platoon members but for all
surrounding road users. To enable a distance between platoon vehicles of 10 meters or

M. Berbineau et al. (Eds.): Nets4Cars/Nets4 Trains 2013, LNCS 7865, pp. 121-J135] 2013.
© Springer-Verlag Berlin Heidelberg 2013
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less control data has to be exchanged within the platoon at a regular basis and with a
high and predictable success probability.

The recently approved IEEE 802.11p standard for inter-vehicle communication [3]
defines two message types, periodic status updates and event-triggered warning mes-
sages, that are allowed to share the dedicated ITS control channel in the 5.9 GHz ITS
frequency band. To access that shared communication resource the standard employs
CSMA/CA, a random access Medium Access Control (MAC) method, which by defi-
nition does not support the reliable and timely exchange of safety-critical and highly
deadline-dependent control data needed for platoon control applications. Furthermore,
there is no support for retransmissions to tackle the potentially high message error rate
found in highly mobile wireless communication networks. Measurements of the
packet reception ratio for different scenarios using IEEE 802.11p are reported in [4].

In this paper we therefore propose two enhancements used on top of the unaltered
IEEE 802.11p standard in form of real-time functionality containing a deterministic,
polling-based MAC approach as well as a transport layer retransmission scheme over a
specific service channel dedicated to inter-platoon communication only. Both concepts
are explained in detail in Chapter 2 and 3 in the context of a platooning scenario. Our
approach improves the packet error rate (PER) in the platooning use case by several
orders of magnitude while still maintaining a reasonable platoon size and is based on
earlier work on infrastructure supported communication [5]. The inadequacy of IEEE
802.11p to obtain the level of reliability required in platoon control applications was
recognized by [6] where infrared is suggested as a complementary communication
technology for increased reliability. This adds additional hardware costs that our IEEE
802.11p-based approach manages to avoid. A polling-based MAC scheme similar to
ours was presented in [7]. The lack of a real-time schedulability test, however, fails to
provide timing guarantees. The authors of [8] show how to obtain strict priorities in
802.11p, but collisions among equal-priority packets can still appear. STDMA has
been suggested as a promising alternative to the 802.11p MAC method [9], but even
though the medium access delay is bounded, there still remains a possibility of colli-
sion. Studies on how to increase quality of service through retransmissions have been
presented before. The combination of retransmissions with deadline-dependent traffic,
however, is studied less thoroughly. [10] presents a retransmission scheme where
packets only are retransmitted in case their deadline has not already passed, but the
lack of any queuing analysis might imply the fact that the worst case delay of packets
cannot be upper-bounded. [11] provides guarantees for timely treatment of real-time
traffic, but lacks timing details and uses an analysis method shown to result in lower
network utilization as the analysis method used in our approach [12]. For more general
information and surveys on vehicular communication, see, e.g., [13-15].

2 Protocol Details

Imagine a platoon of trucks driving at reduced inter-vehicle distance at relatively high
speed. To maintain that distance, every platoon member has to be well informed of
the behaviour of its surrounding platoon neighbours, especially in case sudden
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changes in speed call for immediate actions performed by the vehicles’ control sys-
tems. It can be assumed that one particular vehicle within the platoon assumes a cen-
tral role in collecting the necessary status information, processes it and spreads the
necessary control data to the platoon members. This role often fall the first vehicle in
the platoon, the platoon leader. Furthermore, our proposed MAC method is based on a
polling scheme administered by one node in the system in a master-slave fashion. As
the length of a platoon easily can exceed the transmission radius of the platoon, we
assign that role to a vehicle in the middle of the platoon, ensuring the best platoon
coverage.

As the ITS control channel only allows the aforementioned IEEE 802.11p message
to be transmitted, the polling messages our MAC approach relies on are not accepted
on that channel. Due to the frequent and highly deadline-dependent data traffic
needed to make a platoon function properly and safely it is reasonable to expect that a
second transceiver will be available in platoon members, dedicated to platoon safety-
related data exchange. Besides the ITS control channel there are several service chan-
nel available that can be used for that purpose. By using a service channel, we are not
restricted to a specific message type and, at the same time, we are able to use the en-
tire bandwidth of that service channel for platooning purposes while still listening to
and participating in the data exchange with other road traffic users over the ITS con-
trol channel.

2.1 Medium Access Control

In the MAC protocol defined for e.g. IEEE 802.11a/b/g used for Wireless Local Area
Networks (WLAN) the bandwidth is divided into Contention-Based Phases (CBPs)
and Collision-Free Phases (CFP). The former is based on CSMA/CA random access
where nodes compete for channel access and packet collisions are possible and, in the
case of heavy channel utilization, even likely. The latter uses a polling-based scheme
granting a specific node undivided access to the channel for a given period of time.
As a slimmed version of the original IEEE 802.11 protocol suit, 802.11p does not
offer collision-free channel access, despite the fact that many of its applications are
safety-critical and put very high requirements on the timeliness and reliability. As
proposed in previous work [16] [17], we reintroduce the possibility to use the CFP
and propose a polling scheme administered by the master vehicle by placing a real-
time layer on top of the IEEE 802.11p MAC layer. Admission control comprises a
real-time schedulability test that insures the timely treatment of safety-critical data.
Time is divided into superframes (see Fig. 1) consisting of a CFP and a CBP, in-
cluding a beacon frame, where channel access during the CBP is simply handled by
IEEE 802.11p MAC in its random access fashion. Depending on the types of data
traffic present in the network, the CBP can either be exploited by non-real-time pack-
ets in case those are present or reduced to zero (except for the beacon frame), freeing
all bandwidth for safety-critical real-time traffic handled during the CFP. The beacon
is used for synchronization purpose, but can also be used for, e.g., special short-
message services [18] coordinated by the master. The transport layer hands down
packets in Earliest Deadline First (EDF) [19] order and only at a point in time when
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the polling mechanism can ensure that the medium is available, thereby ensuring a
deterministic treatment of the packet.

The master utilizes a polling scheme to grant the other vehicles access to the me-
dium during the CFP. Knowing real-time traffic demands in the network, the polling
scheme schedules traffic according to EDF. In case data traffic is to be sent from a
vehicle to the master, the master will poll the vehicle and allow it exclusive access to
the medium. In case the data traffic flow is from the master to any other vehicle, the
master will allocate time for its own transmission, including an ACK answer from the
receiving vehicle. The polling protocol enables deterministic medium access during
the CFP for real-time communication necessary for the platooning application.

Superframe

B[ N

CBP ‘

= Beacon

(@)
p
o

Fig. 1. Superframe structure

2.2  Real-Time Transport Layer

In order to make it possible to decide upon retransmissions on a message level, the
transport layer added to the protocol stack implements EDF scheduling of both ordi-
nary transmissions and retransmissions, and a real-time ARQ (Automatic Repeat Re-
quest) scheme. The ARQ scheme allows us to retransmit erroneous packets before
their deadline expires and without negative interference with other real-time data
traffic. This scheme has been proven successful by the authors in other types of net-
works (industrial networks [20] [21] and infrastructure-based vehicular networks [5])
and is here applied to the specific requirements of a platooning scenario.

Real-time data traffic in the network is modelled as periodic real-time channels
(RTCs) called z;(with i = 1, 2,...) and defined as 7; = {S;, R;, P;, L;, D;}, where S; is the
sending node, R; the receiving node, P; the period, L; the packet length, and D; the rela-
tive transport layer deadline of the traffic flow. In order to have time for retransmissions
before the end of the deadline, D; is divided into two components: the deadline for the
ordinary transmission (D,,;;), and the deadline for retransmission(s) (D,.;). Retrans-
missions are modelled as retransmission real-time channels (ReRTCs) and defined by
Trei = { Prei> Lyei» Dyei}. The period is a predetermined system parameter indicating the
minimum interval possible between two retransmissions on the ReRTC and by that
upper-bounding the bandwidth dedicated to retransmissions. The length specified is the
maximum packet length in order to accommodate any retransmission packet, and the
deadline is the maximum time allowed for the current retransmission.

Retransmission of a data packet from the master is triggered if no ACK is received
directly following the data packet, i.e., before time out. In case the master does not
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receive a packet it polled for, it will simply schedule a retransmission of its polling
packet (no link layer acknowledgements or retransmissions from the underlying stan-
dard are used). This mechanism leads to that merely the master has to make the deci-
sions about retransmissions. Regular vehicular nodes only need packet queues for
ordinary transmission and a possibility to store packets in case they need to be re-
transmitted. However, all packets can be discarded after their deadline. ACKs are sent
directly upon the reception of a correct data packet (after the predefined highest-
priority arbitration interframe spacing (AIFS). Erroneous packets are detected at the
MAC layer and not handed to the transport layer at all.

The master vehicle will schedule all ordinary transmissions and retransmissions in
the form of EDF queues of polling and data packets. No packet can be sent before
knowing how long it would take to transmit (7,,;), as no transmission can be initiated
if T4 1s longer than the time remaining in the current CFP. These times are different
for polling (T, pon;) and data packets (Tyir_daa,)) and are calculated as follows:

Twait _polli = TpracM +TAIFS +Tpoll +Tpr0p +TprocS +TAIFS +

(D
Tdata,i + Tprop + TprocM_CRC + Tmargin
Twail_data,i = TprocM +TAIFS + Tdata,i + Tprop + TprocS_CRC + @)

TAIFS + TACK + Tprop + TprocM + Tmargin

where

® Tp0cm = processing time at the master before the start of the packet transmission
e T,rs = Highest-priority arbitration interframe spacing (always needed)

T,ou = Lyoy / r = transmission time of a polling packet, where L,,; denotes the
length of a polling packet and r the bit rate

T,,,, = maximum propagation delay

T,,,cs = processing time at the slave after reception of packet

T a0 = L; / r = transmission delay of a data packet of RTC i

T,,10cm_cre = processing time at the master for error checking in data packet
T\yargin = time margin compensating for, e.g., other protocol delays

T)yrocs_cre = processing time at the slave for error checking in data packet

Tack = Lack /! r = transmission time of ACK, Lyck being the ACK packet length

Having sent a data or polling packet, the master waits the calculated waiting time
before moving on to the next packet in the EDF queue. However, at the end of the
waiting time, the master’s transport layer will first check for a data or ACK packet
handed up from the MAC layer. In case the received data packet was erroneous or no
ACK arrived, the possibility of retransmissions has to be investigated. A packet can
only be retransmitted a predefined number of times (Nysep,). Moreover, a ReRTC has
to be available, i.e., it must not have been used during the length of one retransmis-
sion period P,.. Only if both checks are positive, a retransmission can be scheduled in
the EDF queue, otherwise the packet has to be discarded.
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3 Real-Time Analysis

In the following, a timing and feasibility analysis is described, adapting the analysis
framework introduced in [22] [23] to work with this platooning single-hop star topol-
ogy network with a central master node as defined above.

3.1 Timing Parameters

We are assuming superframes consisting of one CBP of length T¢pp and one CFP of
length T¢pp. Data traffic with real-time demands will only be sent during the CFP.
Considering a worst-case situation, not the whole CFP can be utilized for transmis-
sions, as the last interval left during this phase might be too short to schedule the next
packet from the queue. The length of this interval is called blocking time and denoted
T,. In our worst case analysis, 7}, corresponds to the time it would take to transmit the
longest packet pertaining to any of the traffic flows in the network, i.e.,

Tb = max {m;’:lX {Twait_poll,i } ’ mf‘X {Twaiz‘_data,i }J : 3
In consequence, the length of the reduced CFP, T,crp, is calculated as:

Ticrp =Tcrp =15 4)

As real-time traffic can only be sent during the length of the reduced CFP, we model
the bit rate for the real-time traffic as an experienced bit rate r,, i.e., we scale down
the actual bit rate r by the ratio of the reduced CFP and superframe length, i.e.,

T
rez—’CFP -r. 5)

TSF

This leads to a scaling down also of the waiting times defined in Eq. 1 and 2:

T
— rCFP
Te,wait_poll,i - Twait_poll,i ’ T ’ (6)
SF
T
— rCFP
Te,wait_data,i - Twait_data,i ’ T . (7
SF

3.2  Timing Analysis

For the analysis we are assuming that the number of RTCs in the network is O, while
there are M ReRTCs available. In conjunction with admission control (if not done
offline during design stage), the master uses the real-time schedulability analysis de-
scribed in the next chapter to only admit data traffic for which required delays can be
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guaranteed. One of the parameters needed in this analysis is the maximum queuing
delay that any packet can experience, and which can be calculated knowing the trans-
port layer deadline D; and the worst case delay the packet can experience. As D; is
divided into D,,;; and D, ;, the worst case delay consists of two components, d,,;
and d,.,;, respectively. For the highest priority packet this will occur if the packet
arrives to the EDF queue just as the transmission of a lower priority packet starts and
if after the completion of this transmission the interval left in the CFP is just too short
for the delayed packet to be sent. The worst case delay experienced by that packet
would in this case comprise two waiting times plus a complete CBP and consequently
the maximum queuing delay can be calculated as:

dordMZS =D ord,i _TCBP ~ Ywait_datai — maX{Twait_data,i ’Twait _poll,i} . ®

dordSZM = Lorai _TCBP ~ Ywait_polli _maX{Twait_data,i ’Twait _poll,i} -9

When calculating the maximum queuing delay for packets using retransmission chan-
nels, d,.,,, we assume the retransmission deadline D, ; to be the same for all values of
i, i.e., we can set D,,,.; = D,.,. Additionally, D,,, has to be divided between all of the
allowed retransmission attempts:

D
Dy, =N—’ (10)

attempt

The maximum queuing delay for retransmission packets can then be calculated as:

_ 1
drelrMZS =D re _TCBP ~Lvait_data; —MaAX {Twait_data,i ’ Twait _polli | > (1)

dretrSZM = Dre _TCBP “Lwait_polli — maX{Twait_data,i’Twait_poll,i} - (12)

3.3 Real-Time Scheduling Analysis

In the admission control, the master uses a real-time schedulability analysis originally
developed for EDF scheduling of periodic tasks on a uniprocessor [19] in order to
check the feasibility of the real-time traffic allocation as proven possible in [24]. The
check is implemented in two stages, a utilization check and a workload check, and is
only done when a new RTC is to be allocated. In case both checks are positive, the
deadline for the checked traffic flow can be guaranteed.

The utilization check calculates the bandwidth utilization U of all RTCs and
ReRTCs during the CFP and ensures it to be no bigger than 1. The calculation is done
as follows:
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& Te,wait_poll,i 5 Te,wait_data,i
o= Tt | S Tms s |

i=1 i i=1 i

(13)
o
Y Te,wai t_retr_poll,i Te,wai t_retr_data,i
s By
i=1 re,i i=1 re,i

Greek lettering indicates the number of traffic flows in the different summations.
While « is the numbers of RTC from the master to the slaves, f denotes RTCs in the
opposite direction, and o + = Q. y and 3 are the number of ReRTCs from master to
slave and slave to master, respectively, where y + 0 = M. T, yair_rerr pou a0 T viis_rerr_data
are defined in the same manner as T, i pon a0d T \,4ir_dara» and only introduced here to
help understanding.

The second check calculates the workload that is put onto the network by all ac-
cepted RTCs. It is done by the means of a workload function, A(¢), in which all trans-
mission times of all packets of all traffic flows (including the retransmission flows)
with a deadline before time ¢ are summed up. Time starts at the start of a hyperperiod,
i.e., when all traffic flows’ periods start simultaneously. Hyperperiods continue until
the periods start at the same time again. Using the workload check during one hyper-
period has been shown to constitute the worst case scenario [25-27]. The A(#) function
is calculated as follows, where summands one and two calculate the workload im-
posed by RTCs and summands three and four that of the ReRTCs:

t—d :
h(t) = z 1+\\ OgiSZM’l J 'Te,wait_poll,i +

ie[La], i
dorasam i<t
t—d .
ordM?2S i
z 1+\x P J 'Te,wait_data,i +
ie[1,8], i
dorapzs i<t 04
1 =dyensom
z 1+ P ) Te,wait_retr_poll,i +
ie[L,y]. re,i

drelrSZM | <t

Z I+ 1= dyorms i

p “Le wait_retr_data,i
ie[L,6],

re,i
drelrM2S N <t

For the workload check to hold, the following demand has to hold:

h(t)<t V. (15)
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According to [28], this computationally heavy computation (due to the complexity
introduced by the notion of continuous time) can be simplified to only include the
following points in time at which the workload function has to be evaluated:

te L(XJ{W Pl +d0rdSZM,i W= 0,1, 2}+
i=l1

B
U{X' Pl +d0rdMZS,i X = 0,1, 2}+
i=1

, (16)
U{y-P,e’i tdygrsong 0 Y =012+
z;l
U{z Pyit s 2=0,1,2...}
and -
te [l; Pbusy]. 17)

The busyperiod Py, is the length of time between the start of a hyperperiod until the
the link becomes idle the first time. Here Py, denotes the first busyperiod, i.e., the
busyperiod that starts at the beginning of the first hyperperiod.

4 Performance Evaluation

We evaluated the performance of our framework by simulating a series of platooning
test cases and present the results from two representative cases in this chapter. The
simulator was implemented in MatLab. The bit rate is set to be 6 Mbps and the frame
durations are calculated and set according to IEEE 802.11p. A polling packet has
aduration of 154 s, corresponding to a packet length of 80 bits plus MAC and physi-
cal layer headers and highest priority AIFS. ACKs are assumed to have the same du-
ration as polling packets, while beacon frames have a duration of 370 us, comprising
200 bytes including MAC and physical layer headers and highest priority AIFS. The
corresponding values for data packets are 642 us and 400 byte. To account for a dete-
rioration of the channel quality due to fading and shadowing (by vehicles situated in-
between sender and receiver), the simulated packet error rate is calculated as:

PER=N hop * 0.05 (18)

where Ny, = 1 if the sending and receiving vehicle are direct neighbors, Nj,, = 2 if
there is one vehicle in-between etc.

In this performance study, we compare our retransmission scheme to a case with-
out retransmissions. For each simulation setup, the average performance is based on
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250 simulations runs of a duration of 1000 hyperperiods. An initial real-time feasibili-
ty check determines whether the timing requirements of a given task set can be met.
Each vehicle is assumed to have one RTC for transmission to the master (middle ve-
hicle), while the master has one RTC to the platoon leader and a RTC has a period
and deadline of 50 ms. Due to the broadcast nature of the transmissions, every vehicle
can overhear and make use of all data traffic sent within its reception range. Only the
single destination RTCs described in Chapter 3, however, are simulated and consi-
dered for evaluation.

In the first simulated case, Case 1, we have a superframe length of 25 ms and a
CBP length of 5 ms (including beacon). There are M = 4 retransmission RT channels,
each having a period of P,,; = 25 ms. The maximum number of retransmission at-
tempts is set to Nyyemy = 2. The deadline for the retransmission RT channels is always
calculated automatically to the minimum possible value by using the workload func-
tion and the real-time analysis backwards. With this configuration, the real-time anal-
ysis showed that a maximum of seventeen vehicles could be supported without dead-
line misses. Fig. 2 shows the experienced message error rate (MER) without ARQ,
after maximum one or, if required, two retransmission attempt. As the number of
vehicles (and RTCs) increases, the retransmission RTCs become a bottleneck and
retransmission attempts must be rejected. Moreover, the PER increases with distance.
Disregarding that fact in a simulation with a distance-independent PER (not shown
here) we could still see a higher average MER in longer platoons. As seen in Fig. 2, a
MER below 10 can be achieved with only a few vehicles in the platoon, while the
MER reaches 6.3x10 for 17 vehicles, still a considerable reduction compared to the
case without retransmissions. Fig. 3 shows the MER for the master only, reaching
0.13 for 17 vehicles and a reduction of one to two orders of magnitude for moderate-
sized platoons. Fig. 4 shows that the channel busy time, i.e. the percentage of time
when the medium is occupied, in most cases stays below 25% and that penalty intro-
duced by retransmissions is moderate. The average delay (not shown) for all platoon
lengths remains below 2.2 ms and thereby far below the stated guarantee.

In the second simulated case, Case 2, we have a superframe length of 50 ms and no
CBP. There are M = 9 retransmission RTC, each with a period of P,,; = 20 ms. The
maximum number of retransmission attempts is set t0 Nyyemp = 3. According to the
real-time analysis, this configuration allows for a maximum of 15 vehicles in the pla-
toon. Fig. 5 compares the MER without retransmissions and to cases of up to three
retransmission attempts where a reduction by roughly two and three orders of
magnitude can be achieved for longer and shorter platoons, respectively.

The MER for the master sending to the leading vehicle is shown in Fig. 6. For 15
vehicles the reduction in MER is more than one order of magnitude. For shorter pla-
toons an improvement of several orders of magnitude can be achieved. The average
delay (not shown) is below 1.3 ms for all platoon sizes, while the channel busy time
(not shown) reaches 30 % for a platoon length of 15 vehicles and 25% for 13 vehicles,
respectively.
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Fig. 3. Message error rate for master to leading vehicle in Case 1
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Fig. 6. Message error rate for master to leading vehicle in Case 2

5 Conclusion

In this paper we presented an enhancement to the IEEE 802.11p standard for the reli-
able and timely exchange of safety-critical control data in platooning applications.
The framework combines guaranteed delay bounds with the possibility of retransmit-
ting erroneous packets. Although we showed that our retransmission scheme signifi-
cantly reduces the experienced message error rate, our simulation studies even shed
light on the overall effect of the number of platoon members on the reliability that can
be achieved. For moderate sized platoons, a reduction in message error rate by several
orders of magnitude could be achieved.
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Abstract. The communication between objects, i.e. between cars (car-2-car,
C2C), between cars and infrastructure (car-2-infrastructure, C2I) and between
cars and vulnerable road users (car-2-VRU, C2VRU) is a major stepping stone
towards traffic applications to enable efficient and safe traffic flow. However,
these applications pose very high requirements to the communication protocols,
which go beyond the capabilities of an available standardized solution.

This contribution shows how iterative design processes can help to fulfill
these requirements, while re-using a maximum of elements from one level to
the next and thus avoiding unrealistic overhead. In especially, the added value
of simulation and emulation in this iterative process is elaborated.

Keywords: Car-2-Car communication, Car-2-X communication, simulation,
emulation, iterative design process.

1 Introduction

The communication between objects, i.e. between cars (car-2-car, C2C), between cars
and infrastructure (car-2-infrastructure, C2I) and between cars and vulnerable road
users (car-2-VRU, C2VRU) is a major stepping stone towards traffic applications to
enable efficient and safe traffic flow. However, these applications pose very high
requirements to the communication protocols, which go beyond the capabilities of an
available standardized solution. Consequently, a specific protocol must be designed,
which take into account all these requirements. Due to the complex requirements, the
design of the communication protocols must be performed extremely careful. Syste-
matic approach, thorough testing and extensive verification are major preconditions
for the successful development of communication units.

This contribution shows how iterative design processes can help to fulfill these re-
quirements, while re-using a maximum of elements from one level to the next and
thus avoiding unrealistic overhead. In especially, the added value of simulation and
emulation in this iterative process is elaborated.

M. Berbineau et al. (Eds.): Nets4Cars/Nets4 Trains 2013, LNCS 7865, pp. 136-[145] 2013.
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In the remainder of this contribution, the activities of the development for the
layer-2-protocol of a C2X-communication subsystem are described, where testing and
verification are tightly integrated into a multi-level iterative protocol design flow. In
the remainder of this contribution, the general flow for protocol design is described
(ch.2), before the concrete protocols that are already available for C2X-
communication are presented (ch. 3). This chapter includes a short description of the
authors’ project background from the Ko-TAG project. In ch. 4, the hardware and
software setup of the emulator is presented, before first measurement results are
shown and discussed in ch. 4.3.

2 State of the Art of Protocol Design
2.1  Process Models

A plethora of process models has been described for the development of software,
hardware, and systems [1], where typically linear and iterative process models are
distinguished. Iterative models differ from the linear models in such a way that the
design and the verification are performed iteratively in a sequence of different ab-
straction levels. Iterative models are regularly used for the development of very com-
plex microelectronic systems, i.e. in defense, aerospace or automotive industry, but
find much less acceptance for the development of smaller systems. However, the
extensive use of simulation and emulation can help to increase the number of
iterations and thus to decrease the distance between two design cycles.

The spiral model for the design of new communication protocols is shown in Fig. 1
and contains the following steps:

e Level 1: The requirements are described in a customer requirements specification.
These requirements include parameter like number of nodes, activity behavior of
the nodes, channel conditions, real-time and energy requirements, necessity of
multi-hop operation, etc.

e Level 2: Existing algorithms are researched and analyzed, and a proof of concept is
elaborated. This might be done with abstract behavioral models, like sequence flow
and state diagrams, preferably using Unified Modeling Language (UML). If neces-
sary and suitable, top-level (abstract) simulations or calculations can help to proof
the concept.

e Level 3: For communication protocols, event driven network simulators might help
to support the transition from abstract description to concrete firmware implemen-
tation. This level is shortly described in subchapter 2.2.

e Level 4: Next step can be an emulator platform, where hardware can be used in a
closed and reproducible test environment. The general approach is described in
subchapter 2.3. Our concrete development is presented in ch. 4.

e Level 5: The tests conclude in real field trials, where as many of the test scenarios
should be executed. However, full control of all parameters — and thus reproduci-
bility - cannot be guaranteed. It is important to understand that the tools of the
earlier steps can help to accelerate the implementation of the field tests. This is de-
scribed in subchapter 2.4.
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Fig. 1. Spiral model of the software process [2]

2.2  Simulation

Running simulations is experimenting with models. Models describe the real behavior
on an abstract level, i.e. leaving out all irrelevant implementation details

Event driven simulators are the platform of choice for an efficient execution of
scenarios using models of communication nodes. The most popular event driven net-
work simulators are the open-source simulators NS-3 [12] and the OMNet++ Net-
work Simulation Framework [13], as well as the commercial OPNET simulator [14].
Simulation is an important element in many protocol design processes. Therefore, no
further references are given to show examples of simulation results.

It is important to understand that with the help of the simulator also more than one
abstraction level can be described. In most of the simulators, the node behavior can be
programmed on a very (!) abstract level. But — if reasonable hardware abstraction
layer (HAL) is provided — it is also possible to have full firmware level description.
Thus, the firmware development of the nodes can be nearly completely implemented
on the simulator level — without any piece of hardware.

2.3  Emulation

As soon as hardware is available, a transition can be made from simulator to emulator
level, where physical networking nodes are used, but where RF environment is still
modeled using RF-waveguides. In such an environment, it is well possible to



Development of Car2X Communication and Localization PHY and MAC Protocol 139

e control the path loss between any of the nodes with the help of RF attenuators,
which possibly can be programmable (or at least interchangeable)

e control the connectivity between any of the nodes with the help of RF switches,
which are programmable.

With this, arbitrary topologies can be selected.

We call this step emulation, although many others make use of this terminology for
still virtual equipment, like [3] or [4]. The terminology “testbed” is also misleading,
as others use this denomination already for field test level, like for example [5].

We have made the experience that — although a certain effort at first time — the use
of such an emulation platform decreases the overall development and testing effort.
This especially holds true if further elements from the emulation phase can be re-used
in the field trial phase.

It should be mentioned that the authors made earlier use of such an emulated plat-
form [11].

The authors very much appreciate that this approach has already found acceptance
in the community and many examples can be found in literature, e.g. [6] [7] [8]. On
the European level, there are various further testbeds with different objectives and
characteristics, i.e. [9] [10].

2.4  Field Tests

If and when the earlier phases of design and verification have been successful, field
tests are the very last element of the overall development. It is important to mention
that — if carefully designed — control and monitoring equipment from the emulator can
be reused.

3 C2X-Protocols

3.1 Requirements of C2X-protocols

C2X-applications pose very high requirements to the communication protocols and
are thus object to

e They are highly dynamic, with potentially only short periods of interaction of
partners.

e They must be very scalable and should work with only very few sparsely distri-
buted nodes, but should be functional also with very many nodes in dense envi-
ronments.

e Thus, they potentially might by very complex due to the large number of potential
nodes.

e A major element of the complexity comes from manifold existence of hidden-
stations (near-far-problem).

e They are potential subjects to security attacks [15].
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3.2  Project Background

Within the research initiative Ko-FAS from the German Ministry of Economics and
Technologies (BMWi) [19], cooperative pedestrian protection systems (CPPS) shall
be developed that follow the communication model of secondary surveillance radar
from air traffic control and shall help to overcome the weaknesses of legacy advanced
driver assistance systems (ADAS). The sub-project Ko-Tag concentrates on the de-
velopment of a pedestrian tag that can communicate with a vehicle and can be loca-
lized by the vehicle. Within the Ko-Tag project, it is the task of the authors to provide
a stable, secure and scalable network architecture between vehicles and VRUs that
integrates into the upcoming C2C- and C2I-networks.

3.3 Enhancements to C2X-Protocols

For the communication between (car-2-car, C2C) and between cars and infrastructure
(car-2-infrastructure, C2I), the “IEEE 1609 Family of Standards for Wireless Access
in Vehicular Environment (WAVE)” [16] defines an architecture and a
complementary, standardized set of services and has found wide acceptance.

However, as already motivated in [17], the pure 802.11p protocol is not suitable for
the communication between cars and vulnerable road users (car-2-VRU, C2VRU), as
it does not sufficiently support fast real-time characteristics. In addition, it does not
integrate localization functionality.

Therefore, in the first iterations of the spiral design cycle, a protocol extension to
802.11p has been developed and simulated [18]. As of now, first hardware is availa-
ble and thus it is well possible to enter into the next design flow loop on an emulator
platform.

4 Emulator Development

4.1 Objectives

Although there are already various emulator testbeds available, there is the necessity
to design an extended platform:

e The Ko-TAG protocol is sought to be an extension to C2C-communication, and
thus makes use of the 5.9 GHz-band. This leads to the necessity to design all RF
elements and paths with a capability up to 6 GHz.

e The Ko-TAG protocol works in a time-synchronized manner, where accuracy re-
quirements are in the us- range. Therefore, it is required to have separate high-
precision clock lines, i.e. for the On-Board Units (OBU).

e The Ko-TAG protocol is not restricted to pure communication, but also includes
distance measurements. Therefore, the connection lines must be calibrated with re-
gard to Time of Flight (TOF) measurements.
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4.2  Setup

Fig. 3 shows the logical setup of the Ko-TAG emulator platform.

e The Ko-TAG RF nodes are mounted into shielded boxes (cf. Fig. 3).

e The Ko-TAG RF nodes (Ko-TAG VRU and Ko-TAG OBU) are interconnected via
RF-waveguides, splitters, and attenuation elements.

e The signals at the OBU can be observed via a Signal Analyzer (Agilent
EXA N9010A).

e Additional noise and signals can be fed into the RF channel from the Vector Signal
Generator (Agilent MXG N5182A). The Vector Signal Generator can work conti-
nuously, but can also be triggered, so that the interference can be inserted in rela-
tion to the overall time synchronization. I.e. single packets or certain parts of single
can be subject of interference.

e The complete setup is globally controlled and observed by Matlab from a PC.

e The local control of the RF switches is performed by an ARM Cortex-M3 based
microcontroller unit (STM32F107VCT®6).

MATLAB
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Fig. 2. Logical topology of Ko-TAG emulator
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Fig. 4. Physical topology of Ko-TAG emulator (current functional prototype status)

4.3  Calibration

Based on the experience from earlier emulator setups, all elements are carefully
mounted and additionally shielded (cf. Figs. 3 and 4). The links are fixed with a tor-
que wrench. All elements and connections are characterized after they have been
built-in with regard to attenuation, reflection, and phase shift (delay).



Development of Car2X Communication and Localization PHY and MAC Protocol 143

4.4  Results

Typical measurement results are shown in Fig. 5 and 6. Fig. 5 shows the frequency
characteristics of the different channels, as they are described in [18]. The beacon
frame in the control channel and the data packets in the TOF channel are depicted.
Both channels are 10 MHz wide.

Fig. 6 shows a screenshot from the Matlab based GUI at the Control PC with the
quality of the transmission, by reading out the receiver internal registers, and the an-
ticipated distance values. In addition, Fig. 7 shows the packet success rate and the
signal quality in dependence of the signal to noise ratio (SNR).

5 Outlook

An emulator platform has been presented that allows very good controllability and
observability of 5.9 GHz-based Car2X-communication, including precise synchroni-
zation and range measurements. Based on this platform, further evaluation of the
Ko-TAG system will be performed.

T Agilent Spectrum Analyzer - Swept SA DE®
. i ALIGNAUTO
Video Trig Level -19.30 dBm Trig Delay: 58 ps  Avg Type: Log-Pwr
Input RF PNO: Fast () 11ig: Video
IFGain:Low #Atten: 30 dB

Mkr1 47.70 us
-7.60 dBm

Ref 0.00 dBm

Center 5.860000000 GHz Span 0 Hz
VBW 820 kHz Sweep 2.200 ms (1001 pts)

MSG STATUS

Fig. 5. Measurement results from Ko-TAG emulator: Frequency Analysis at Signal Analyzer
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) Locan_TOF Viewer

EE) O98

Fig. 6. Measurement results from Ko-TAG emulator: Matlab based Analysis Window at the PC
for Statistical Analysis

) Lecan_TOF_Viewer
CEESYTTE

Fig. 7. Measurement results from Ko-TAG emulator: Packet Success Rate and Signal Quality
in dependence of Signal-to-Noise-Ratio
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Characterization of a Laser Scanner Sensor
for the Use as a Reference System in Vehicular
Relative Positioning
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Abstract. Advanced Driver Assistance Systems (ADAS) play an im-
portant role in increasing the safety on today’s roads. Forward collision
warning systems, lane change assistants or cooperative adaptive cruise
control are examples of safety relevant applications that rely on accu-
rate relative positioning between vehicles. Current solutions found in
commercial automobiles estimate the position of surrounding vehicles
by measuring the distance with RADAR, cameras or IR-sensors. It is
envisioned that the advent of inter-car communication will provide on-
board relative positioning systems with further information about other
vehicles in the surrounding area. While performing research in this field,
the need of a proper reference system for testing new approaches orig-
inates. In the ideal case, such a reference system would yield the exact
and continuous 3D baseline between two vehicles at any time in any cir-
cumstance. In this paper we will characterize the use of a laser scanner
as a reference system for relative vehicle positioning.

Keywords: Laser Scanner, LD-MRS, Relative Positioning, RTK,
Vehicles.

1 Introduction

The knowledge about other vehicle’s position is a fundamental prerequisite for
numerous Advanced Driver Assistance Systems (ADAS) in the Intelligent Trans-
portation Systems (ITS) domain. Specially many safety relevant applications
require robust relative positioning of surrounding vehicles rather than an ab-
solute position of vehicles on the globe. Forward Collision Warning (FCW) or
Cooperative Adaptive Cruise Control (CACC) are examples of such ITS safety
applications. Relative positioning in traffic environment is typically addressed
using a ranging sensor as for instance a RADAR. Laser scanners, due to their
high cost, are currently not considered as a mass market solution in the automo-
tive industry. Camera systems, on the other hand, are a promising solution that
is still under research. However, single sensor solutions might not always meet the
requirements imposed by future safety applications. For this reason numerous re-
search groups currently work on sensor fusion approaches where the information

M. Berbineau et al. (Eds.): Nets4Cars/Nets4Trains 2013, LNCS 7865, pp. 146-[[58] 2013.
(© Springer-Verlag Berlin Heidelberg 2013
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from different sources is combined. The future availability of a wireless commu-
nication link between vehicles enables to extend the vehicle’s perception range
and develop cooperative approaches to estimate the target vehicle’s position by
combining sensors from different vehicles.

When evaluating the designed relative positioning algorithms in a real world
environment, developers use a variety of systems to determine the ”true” range
between the vehicles. The system under test is then compared with the reference
using this value. However, the employed reference systems are often not suited for
the stated purpose. In some cases the chosen system lacks the required accuracy
or a position accuracy analysis is not properly undertaken. In other cases the
reference system cannot be universally employed, as it is only locally available
and thus reduces the evaluation to a certain scenario. Also situations have been
recorded where due to an unappropriate selection of the reference system test
runs with an insufficient statistic were evaluated.

This paper presents a collection of different reference systems found in the
literature stating their advantages and disadvantages by analyzing various pa-
rameters like accuracy, range, availability, price, etc. A solution for a relative
positioning reference system by employing a laser scanner is presented in de-
tail and compared to the previous systems. The laser scanner reveals certain
important advantages over the mentioned systems and these have been verified
experimentally in a set of tests.

The paper is structured as follows: The following section gives an overview
of possible reference systems for vehicle relative positioning by analyzing ap-
proaches published by different research groups in this field. The third section
presents the laser scanner in detail as a further reference system for vehicle
relative positioning analyzing its advantages and disadvantages over the afore-
mentioned systems. The laser scanner has been characterized for its accuracy,
reliability and scanning range in a set of measurements. The experimental setup
and its results are presented in section four. The paper ends with a conclusion.

2 Current Approaches

There are several systems that can be used as a reference system to evaluate
new positioning approaches. When evaluating absolute or relative localization
systems the key parameter characterizing the reference system is the accuracy in
the position. A reference system might also give a measurement for the speed vec-
tor of the tracked object, absolute or relative. Further performance parameters
are the coverage range, the sight line, the dynamic performance, the measuring
rate, synchronization ability and the latency.

Although this paper will discuss a reference systems for relative localization of
vehicles, we will first list different approaches for measuring the ground truth in
a global or local coordinate frame. By duplicating any of the following systems
and differencing its absolute positions the relative baseline between two vehicles
can be retrieved. However, the relative position or speed accuracy, will fall off in
quality by ”adding” the position or speed error.
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Global Navigation Satellite Systems (GNSS), like the US Global Positioning
System (GPS) or the European Galileo system, can be used as a rough reference
system when evaluating rough positioning techniques. In multipath free environ-
ments and with good sky visibility GNSS position accuracy usually lies below
10m [I]. Satellite based augmentation systems like the European EGNOS sys-
tem can improve this accuracy by having geostationary satellites broadcasting
correction signals. Many research groups favor to use Differential GPS (DGPS)
with a local base station broadcasting pseudorange corrections. The position
accuracy in the horizontal plane is in the order of 1m [I]. For instance [2] uses
a DGPS approach to evaluate a radio ranging technique based on the received
signal strength. In [3] differential GPS is used as a ground truth when com-
paring two movement models for vehicles and for determining the true lateral
location of lanes by performing repeated runs. [4] compares a vehicle trajectory
estimation algorithm to WAAS-GPS, the US equivalent to EGNOS.

Real Time Kinematic (RTK) systems can offer a far better solution for the
absolute position than using stand-alone or differential GPS. In Real Time Kine-
matic (RTK) systems the carrier phase to the satellites in view is tracked and,
along with the measurements of a reference base station (real or virtual, online
or post-processed), the carrier phase ambiguity is solved. In case of a correct
carrier resolution towards at least four satellites, this method is able to yield
position accuracies in the order of 1% of the GPS wavelength, i.e. 2mm [IJ.

Schubert et. al. present in [5] a series of movement models which were eval-
uated with experimental data. A DGPS receiver with RTK capability was used
for calculating the reference trajectory of the vehicle. The performance of an
RTK receiver highly depends on its capability of resolving the unknown inte-
ger number of carrier cycles from the satellite to the receiver. Only in case of
a fix ambiguity resolution the stated sub-centimeter accuracy can be achieved.
Schubert’s group took this into account during evaluation and discarded test
runs with non-fix solutions. However, in multipath environments it is possible
that the RTK device might be tracking the phase of a reflected signal and there-
fore give a wrong position solution. Also Alam et. al. [6] use this technology to
acquire a reference for the relative position of two vehicles. During their mea-
surement run they encountered the carrier-fix issue and could finally only utilize
a 12 minute period out of a 45 minute journey for evaluation. To assess an
Ultra-wideband system, in [7] GPS and GLONASS carrier phase measurements
are post-processed along with IMU data using Waypoint’s Inertial Explorer and
GrafNav software packages. The resulting absolute positions of two vehicles are
used to compute the bearing and range between them whenever a fixed ambigu-
ity solution is found. In [8] and [9] two further examples for carrier phase based
relative positioning by differencing absolute positions can be found.

GNSS based systems have the advantage of being globally available and of-
fering a position solution in global coordinates. When moving from stand-alone
GNSS, to SBAS, to DGPS and to RTK the accuracy of the system increases,
so does the cost of the system. The time to fix increases while the lock robust-
ness degrades. DGPS and RTK might need a reference station and a permanent
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communication link to the target vehicle. The systems have a good performance
under clear-sky conditions but suffer severely in obstacle rich scenarios and there-
fore are unsuited for urban measurements.

Infrastructure based techniques might also offer advantages in determining the
absolute position of a vehicle. Huang et al. [10] used an automated vehicle with
on-board magnetometers following a track of magnetic markers. The paper states
a lateral accuracy of 3cm without mentioning the accuracy, if even available,
along the magnetic track. The clear disadvantage of techniques based on fix
infrastructure is their limited deployability to different scenarios.

A further solution for tracking the absolute position of a vehicle is to use an
optical measurement equipment. Tachymeters, commonly used in surveying, cal-
culate the polar coordinates of a target prism by comparing phase shift measures
from a reflected laser beam. A servomotor control system makes it possible to
automatically track the target. If the geographic position of the tachymeter is
known, the absolute position of the target prism can be computed. The usage of
the tachymeter as a reference system is limited by its range and requires constant
line of sight between the device and target vehicle. This limits its application to
wide obstacle-free areas. As a kinematic measuring device it is limited in speed
to around 20m/s and in angular velocity to around 45°/s. Its high update rate of
over 10Hz and its sub-centimeter accuracy are clear advantages of this system.
Schénber at. al. use this technique to evaluate their GPS/INS solution for an
autonomous vehicle in [11].

When it comes to determine the relative baseline between two land vehicles
one alternative would be to duplicate any of the above listed absolute position
sensors. However, the errors of both systems will add in quadrature (assuming
independent errors). One simple solution is to force a static baseline and com-
pare the system under test against the constant known range. In [12] Travis et al.
use a towed trailer to force a constant distance between two GNSS antennas for
evaluating a differential RTK approach for estimating the relative position be-
tween vehicles. The immediate drawbacks of this system are the limits in baseline
length and driving speed. To avoid the problem of error growth, a solution that
measures directly the baseline between the vehicles is preferred. A laser scanner
sensor, the chosen device to be used as a reference system by our research group,
will be analyzed in the following sections.

3 Laser Scanner

Our experiments aim to proof the usage of the SICK LD-MRS laser scanner as
a reference sensor for relative positioning. For this purpose the maximum range
and the range accuracy of the scanner are addressed. In the scope of this text the
range vector is defined in a coordinate system centered at the foremost center
point in the detector vehicle with the x-axis pointing in the driving direction and
the y-axis to the left of the vehicle (see Fig.[]). The laser scanner’s measurement
frame is co-located and aligned with this frame (see Fig. [2]). The range vector
points to the rearmost center point of the target vehicle.
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The LD-MRS is a four layer laser scanner which uses a rotating mirror and
several pulsed laser beams to calculate the distance towards reflecting objects
based on time of flight (TOF) technology. The angular resolution of the laser
scanner is dependent on the scanning frequency, which is configurable to 12.5Hz,
25Hz and 50Hz. At the default 12.5Hz frequency, an angular resolution of 0.5°
is achieved on each layer. The scanning aperture ranges from 50° to —60°.

The product sheet states a maximum range of 50m with 10% remission and
160m for 100% remission surfaces (the light reflecting from a perfectly diffuse
reflecting white surface corresponds to the definition of 100%). The data sheet
further states a measurement resolution of 40mm and range error (1) of 100mm.
These values are going to be verified in the following experiments.

Fig. 2. SICK LD-MRS laser scanner mounted on the SOL-Car

The laser scanner outputs both scan data as well as object data. The scan
data is the raw measurement including the distance of each measurement point
on each layer along with the echo pulse width in cm. One abstraction layer above,
the object data contains the result of the detection and tracking of single objects
out of the clouds of scan points. Objects are either localized by a reference point,
their contour line or their bounding box. Fig. @l shows an example of a static
scan on a parking lot. The corresponding environment is shown in Fig.

By using the object data from the sensor for relative positioning of vehicles
the work of detecting and tracking objects is already done in the sensor, thus
shortening the development time and decreasing the processing requirements on
the application unit. In Fig. @ it can be observed how clouds of scan points
are clustered into single detected objects. The front line of the reflection points
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Fig. 3. View from the laser scanner
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Fig. 4. Output of the SICK LD-MRS scanner: raw scan data and object data

generate the contour line (green line) and its center of mass is taken as the
reference point for the object position (green asterisk). However, the usage of
this data comes along with certain drawbacks that should be taken into account.

It can be noticed that nearby target objects might not be correctly resolved
and merged into the same detected object (e.g. vehicles D and E). However, this
behavior was rarely noticed in real driving environments. Fig. 4 also reveals a
circumstance occurring when a target vehicle is in an oblique position to the
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sensor (e.g. vehicle F). Such geometry between two vehicles can be observed
in real traffic in bends, roundabouts or intersections. The displacement of the
center of mass of the contour line will introduce a systematic error in the object’s
position estimate, which will depend on the dimensions and the relative position
of the target vehicle and its relative heading towards the detector vehicle.

Also in scenarios with an in-front placed target object a series of considera-
tions have to be made. Depending on the shape of the rear end of the vehicle the
measurement point might be displaced longitudinally by up to several decime-
ters. At short distances several scanning planes will hit the rear side of the
vehicle. The resulting contour line will more likely coincide with its actual dis-
tance (e.g. vehicle B). However, when increasing the distance, only one of the
scanning planes might hit the target vehicle and thus producing an unknown
offset (see Fig. [).

Fig. 5. Sketch showing the scanning planes hitting on the rear side of a vehicle. The
left shows a nearby vehicle hit by four planes. the right picture shows a distant vehicle
hit by only one plane.

Further on, with increasing distance the scanning points get laterally further
separated leading to fewer points measuring the position of the target vehicle.
Whilst at 20m distance and measuring with two planes the points are separated
8cm from each other, at 100m the points are as far as 87cm by measuring with
only one plane. The number of laser points actually measuring the distance has
a direct impact on the lateral position resolution.

Table 1 lists the theoretical expected error in lateral direction due to the lim-
ited angular resolution. The number of scanning planes and points per distance

Table 1. Theoretical maximum lateral error in dependence of the distance

Distance 10m 20m 30m 50m 80m 100m 120m
Number of Planes 4 4 3 1 1 1 1
Hor. Angular Resolution 0.25° 0.25° 0.25° 0.5° 0.5° 0.5° 0.5°
Hor. Point Distance 0.04m 0.08m 0.13m 0.43m 0.69m 0.87m 1.04m

Number of Points on Target 40 20 13 4 3 2 1
Maximum lateral Error at 0° 0.02m 0.03m 0.05m 0.19m 0.2m 0.4m 0.37m
Maximum lateral Error at 30° 0.03m 0.08m 0.15m 0.27m 0.40m 0.31m 0.50m
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have been retrieved from a test run with a 1800mm wide and 1500mm high tar-
get vehicle. These values, along with the longitudinal position accuracy stated in
the data sheet (0.1m) can be taken as the best performance that can be expected
from the sensor.

The next section presents a series of measurement runs performed to deter-
mine the accuracy of the laser scanner sensor in terms of its bias and standard
deviation.

4 FEvaluation

A series of measurement runs have been performed to understand and character-
ize the behavior of the sensor in real world situations. The static measurements
were performed with a vehicle equipped with a SICK LD-MRS four-layer laser
scanner under test mounted on its front bump. The laser scanner is connected
via Ethernet to the on-board automotive computer, which receives the detected
objects at a rate of 12.5Hz. For each object its position in the form of x/y co-
ordinates in the vehicle’s body frame along with the estimated line representing
its contour are output.

A reflector has been used as the target object. Its rectangular shape, with
1400mm width and 1500mm height, and the material, aluminum, resemble that
of a vehicle. The plain surface of the reflector enables to measure the distance
unambiguously, as the laser beam reflects directly on its surface, unlike a vehicle
where the reflection point cannot be determined definitely.

The environment in which the measurement run was performed consisted of
a straight single lane road inside the premises of DLR. The left side of the road
is free of obstacles, while on the right side a metallic fence runs along the road.
The fence, as well as other obstacles located behind the target vehicle that fell
into the detection range of the laser scanner, produce objects that had to be
filtered out manually. Several measurement procedures have been used to assess
the laser scanner performance in such scenario.

Tape Measure. A tape measure was used to determine the distance between
the reflector and the vehicle. The tape was laid perpendicularly to the reflector
keeping the center of the laser scanner always on top of it. As the maximum
length of the tape was 50m, 22 measuring point were taken between 0 and
40m. At each measuring point the vehicle was stopped between 5 to 15 seconds,
which corresponds to 60 to 180 laser scanner object detections. For each point
the distance between reflector and vehicle has been measured ”by hand” using
the tape measure. From the large list of detected objects the one corresponding
to the reflector is taken, its distance is calculated using the law of cosines and
compared to the distance measured by hand.

For each point measured with the tape measure the laser error bias and its
standard deviation are calculated. Fig. [0l shows these values for the 22 measured
points. The values lie between 1 and 6cm, what is as well inside the range of
the stated laser scanner’s resolution and in the order of the accuracy of the
measurement technique.
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Fig. 6. Bias and standard deviation for different distances compared to a tape measure

GNSS Carrier Phase Measurement. A second test series using RTK carrier
phase solution was chosen. On both the reflector and on the front of the detec-
tor vehicle a GNSS antenna was placed. The distance between the vehicle and
the reflector was changed from 0 to 50m. At each measuring point the vehicle
was stopped for several minutes to ensure that a carrier phase solution would be
achieved during post processing. Also the movements between two different mea-
surements were done smoothly and slowly to avoid losing carrier phase fix. For
the absolute geo-position of the reflector in earth-centered-earth-fixed (ECEF)
coordinates over the measurement period of 53 minutes a standard deviation of
o, = 0.0082m, o, = 0.0072m and o, = 0.0120m was measured, suggesting a
lock on the carrier phase. The average over the measurement period yields the
position of the reflector. The vehicle’s position is converted to the ECEF frame,
the baseline is calculated by subtracting both coordinates and the norm of the
vector yields the distance from the vehicle to the reflector. After subtracting the
antenna offset to the laser scanner sensor (0.3m), both the distance between the
correct detected object and the relative distance calculated by subtracting the
RTK positions is compared to each other. 14 measurement points were taken
from 1.5m to 45m distance. Fig. [ shows again the resulting bias and standard
deviation in each measurement. The figure shows laser scanner errors between
Ocm and 8cm when compared to RTK. This error is in the order of the pre-
vious measurements performed with the measuring tape, thus validating both
approaches and giving an idea of the expected laser scanner error in this range.

Tachymeter. A TCRP 1201 tachymeter from Leica has been used to measure
the position of the target vehicle with respect to the laser scanner. Internally the
tachymeter measures the range, azimuth and elevation angles towards a reflector
point. To precisely orient the tachymeter a set of points have been taken on the
detector vehicle. A prism was located on the roof on the rear part of the target
vehicle. In post-processing the retrieved coordinates of the prism were translated
and rotated to transpose them from the global coordinate frame to the sensor’s
coordinate frame of the laser scanner. The offset between the tachymeter and
the most rear point of the vehicle (20cm) were corrected.
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RTK positions

The stated accuracy of the tachymeter (2mm in range and 0.27mdeg in angle)
is achieved under static conditions, whereas in tracking mode, measurements in
range and angle might not be synchronized and the resulting coordinates and
their associated timestamps would be inconsistent [13]. For these reasons, only
static phases where the target vehicle was standing still were taken for evaluation.
Fig. B shows the along-track and cross-track components for the laser scanner
(blue) and tachymeter (green) in dependence of time. The distance between the
vehicles was increased stepwise from 6m to about 120m and decreased again
down to 7m. The cross-track distance varied in a range of 1.5m.

The measurement run consisted of 35 points in the range of Om to 120m. Fig
displays the resulting along-track bias and standard deviation for each of the
measurements.
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(green)
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Fig. 9. 35 measuring points comparing the laser scanner along track coordinate to the
correspondent point measured with the Leica Tachymeter

A minor offset of less than two centimeters can be observed at short distances.
This offset is increased to about 15¢cm and is maintained from 15m to 60m. From
this distance on, and coinciding with the measurement from only one laser plane,
the offset varies from about 10cm to 40cm along with an increased standard
deviation. The fact that this measurement run was performed using a vehicle
as a target object instead of the reflector can explain the increased error in
comparison to the previous experiments using the tape measure and and RTK.
Further on, it can be observed that the cross-track error is marginal for short
distances and increases with distance. At a distance above 100m this error is
about 1m, matching the theoretical analysis performed in the previous sections.

5 General Conclusion

The authors conclude that the laser scanner is a convenient and relatively inex-
pensive solution to be used as a reference system for vehicle relative positioning.
This paper has listed the particularities of the sensor, its drawbacks and special
characteristics that have to be taken into account for its usage in static scenar-
ios. The ranging accuracy of the laser scanner sensor has been characterized in
static scenarios by using different techniques including a tape measure, a GNSS
carrier phase based positioning engine and a tachymeter. It has been shown that
the distance accuracy of the laser scanner is below 10cm in the range of 0 to
50m. The shape of the rear of the target vehicle introduces an unknown range
ambiguity due to the variation in the measuring point. Further on, it has been
shown that the limited angular resolution of the laser scanner leads to a lateral
position error when increasing the distance.

To conclude we present the following recommendations when the object data
from the laser scanner is to be used as a reference system for relative vehicle
position:
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— With distance the longitudinal accuracy of the laser scanner degrades. Up
to 60m an accuracy of about 15cm could be verified.

— With distance the lateral accuracy degrades due to the limited angular res-
olution.

— In bends the object’s center point is displaced from the vehicle’s true center
point. Therefore, we recommend using the device for tracking the in-front
driving vehicle in straight maneuvers.

— Using a vehicle with a planar rear end is recommended to avoid errors caused
to measurements at different heights.

— The use of wider vehicles is also recommended, in order to guarantee a certain
lateral accuracy at higher distances.

Acknowledgements. The authors would like to thank EDMO-Flugbetrieb
GmbH for the opportunity to run the experiments under almost ideal GNSS
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Abstract. In this paper we present a method to estimate the scheduling
discipline applied on the output port on an Ethernet switch. We use well
known formulas to calculate the expected output rate of a scheduler. As-
suming that it is one of the following scheduling algorithms FIFO, Fixed
Priority or Round Robin, we measure the actual output bandwidth and
find the most likely scheduling algorithm. We present both a simulation
study and a practical implementation where the proposed principle is
implemented on a FPGA based high-pression Ethernet testbed.

Keywords: Safety-critical networks, Ethernet Modeling, In-car Net-
works, Bandwidth Measurement, Performance Evaluation.

1 Introduction

Until recently, safety critical systems and hard real-time systems have mostly re-
lied on dedicated bus systems/networks to facilitate the communication between
the nodes in the network. As an example the aviation industry often uses e.g.
SpaceWire or Avionics Full-Duplex Switched Ethernet (AFDX). The automotive
industry often uses a number of bus systems conjunction, e.g. CAN, FlexRay,
LIN etc. Furthermore, TTEthernet, Media Oriented Systems Transport (MOST)
Bus and Profinet are frequently applied in such systems. However, these tech-
nologies each have their advantages and disadvantages. In general the field-bus
systems such as CAN and FlexRay are not applicable for high data rates. AFDX
and TTEthernet provide high bandwidth, however the per-unit cost is still high.
As a consequence the automotive industry among others are investigating the
feasibility of using commodity Ethernet technology/hardware and the TCP /IP
protocol suite, for in-car networks [I]. This is motivated by the possibility of
constructing a network primarily based on one single technology, with a low
unit cost and high bandwidth.

Introducing new technology and new protocols leads to a requirement of up-
dating design and validation methods. Especially for safety-critical networks the
validation of end-to-end delay guarantees is essential. A number of well estab-
lished methods to validate end-to-end delay and backlog in safety critical systems
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already exists. As an example, Real-Time Calculus (RTC) is an analytical ap-
proach inspired by Deterministic Network Calculus (DNC), specially intended
for design and validation of safety-critical systems [2]. In [3] we give an exam-
ple of how RTC can be used to model an Ethernet/IP based in-car network.
Furthermore, discrete-time event simulators such as Network Simulator (NS)
2, NS-3 and OMNET++ are often also used in the design process, as an exam-
ple ] uses OMNET++ to evaluate shaping methods in an Ethernet based in-car
network. However, common for all modeling approaches is the need of precise
model parameters such as service rates, frame forwarding delays and scheduling
disciplines.

As the automotive industry seek to use off-the-shelves equipment such as
commodity switches, they have to accept the fact that not all needed parameters
will be shared by the vendor. In this work we present a method for deriving the
scheduling discipline of the output queue in an Ethernet switch by use of two
constant bit-rate flows and bandwidth measurements.

Estimating the performance/service for networks in the context of DNC is
not a new concept. As an example Liebeherr et al. [5] introduce a foundational
approach to estimate available bandwidth for min-plus linar systems, where well
known probing methods are related to the min-plus system theory. Moreover,
in [6] Liebeherr et al. present a concept called A-scheduler where a single closed
form formula can be derived for the three scheduling disciplines: First In First
Out (FIFO), Fixed Priority (FP), and Earliest Deadline First (EDF). However,
the available literature on service estimation assumes that the cross traffic re-
mains the same as when measured, which is perfect when estimating available
bandwidth. However, in the design process of a network, it is necessary the be
able to calculate delay bounds for various cross-load traffic scenarios. In this
paper we propose a method for estimating the scheduling discipline from a set
of known schedulers using constant bit-rate probes. This allows the designer to
use the formulas already defined for a specific scheduler e.g. by use of the ones
defined by Boudec in [7]. Furthermore, this allows the designer to model various
cross loads.

The solution presented uses formulas derived for constant-bit rate flows, to
pre-calculate the expected bandwidth for a given scheduler provided the input
flows. By creating a scenario where we configure the bandwidth of the input flows
and are capable to measure the bandwidth of the same flows leaving a scheduler,
it is possible to derive the scheduling that took place. We show a simulation
study in which we study the effect of using frames and not constant bit-rate
flows. Furthermore, we describe the problems that can arrise in an environment
with perfect timing. It is also shown how this method can be used in practice,
by implementing it on a high-precision FPGA based Ethernet testbed.

In the remainder of this paper we first present the method to calculate the
expected bandwidth followed by a simulation study of the proposed method. In
Sec. Bl we show a practical implementation of the method followed by Sec. H
which presents the conclusions and discussions.
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2 Scheduling Estimation with Constant Bit Rate Probes

As shown in Fig. [[l a switch can be divided in three major components: Input
ports, Backplane, and Output ports. As described in Sec. [[l a key component in
constructing a switch model is the model of the output queue/scheduler. Here
we show how the theoretical output rates for fluid flows can be used to estimate
the scheduling discipline of an output queue. We assume that the scheduling
discipline is one of the following: First In First Out (FIFO), Fized Priority (FP)
or Round Robin (RR) as these are the most common used in commodity switches.

Backplane

e~ e
e~ TR
M- Pk

Fig. 1. A simple layout of a switch with input ports, a backplane and output ports

Assuming a fluid flow F; with a constant arrival-rate r;, a fluid cross flow F;
with a constant arrival-rate r; and a processor with a constant processing rate
C, it is straight forward to derive the equations to find the theoretical output
rate r} for the various scheduling disciplines:

FIFO:

FP - 7, has lowest priority:
T;:FP-LP =C-—ry (2)

FP - 7, has highest priority:

“ ri r; <C
T FP-HP — {C’ s (3)
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RR

r;RR = max {C’ — Ty S} (4)

Using Eq. () - @) it is possible to pre-calculate the theoretical output-rate for
the three scheduler types, given two input flows {F;, F;}. Hence by choosing r;
and r; and knowing/estimating C, an output-rate of each scheduling discipline
can be calculated. Thereby by comparing the measured output bandwidth 7;*
with the theoretical ] per scheduler, it can be estimated which scheduler type
is most likely. Note that we have four possible outcomes of r} for the three
scheduling cases, as the outcome of FP scheduling depends on the priority.
Note that for Eq. ) and (@), where the output rate of r; does depend on the
input rate, the output rate can not be higher than the input rate.

As the processing rate C' of the processor is a parameter to the model, it
is necessary to know it before the scheduling estimation can be performed. The
capacity can either be estimated empirically by probing with a constant bit-rate,
or assumed to be the same as the link speed. The probing can be constructed in
a way where a constant bit-rate flow F, is sent through a switch with rate 7,
then 7, is incremented until 7, > r; [8]. However, in practice modern hardware
switches are cable of serving flows at line speed, hence it is a fair assumption
that the capacity of the output queue/scheduler is the link capacity. Naturally,
it should be tested by performing the afore mentioned rate scan, which if the
assumption is true, would show that 1, = rj = L., where L. is the link capacity.
The input rate 7, also is upper limited by the link capacity L.

Delimiting the estimation to the three scheduler classes (FIFO, FP, and RR),
four possible theoretical output rates, for a given input flow F;, can be ob-
served: 17 prpos i pp—rps Tipp—pmps a0d 77 pp. As seen from Eq. () - @) it
is sufficient to use two input flows, to infer the scheduling principle. To ensure
maximum separation between the possible output rates it has been chosen to
let the measurement flow F; arrive with a constant bit rate r; = C' and find the
cross flow rate ro that maximises the ”distance” between the theoretical output
rate of F;. Hence by solving Eq. (B

1 1 1\
Eh %Zgrf’éacx{(|d1<m el ™ st } ©)

where, dy,ds and d3 are the distances between the output rates as a function of

(rj):

di(r;) = Tf,FP-HP(Tj) - T;k,FIFO (r) (6)
da(r;) = 7’;'k,FlFo(Tj) - T;RR(TJ) (7)
d3(7"j) = r;k,RR(Tj) - r;’k,FP-LP(Tj) (8)

we find the optimal crossflow rate (rq).



Estimating the Scheduling Discipline of an Ethernet Switch 163

2.1 Simulation

As described above Eq. () - () assume constant bit-rate, fluid flows. However,
as Ethernet is frame based the flow will not be fluid. Hence, a simulation study
using the described method has been conducted, with different frame-sizes to
check the effect of framed flows vs. fluid flows. The proposed method has been
applied in an OMNET++ [9] simulation, using the INET [I0] framework. A
scenario with three nodes and one switch has been created as depicted in Fig.
Bl where node 1 and node 2 each emits one flow dedicated for node 3. Hence,
relating to Fig. [l node 1 is connected to In 1 on the switch, and node 2 to In
2, and both flows are send to Out 1 where they are scheduled according to a
scheduling algorithm, which is the one we are estimating. The switch has been
configured to employ the various scheduling algorithms in the output scheduler
connected with node 3. The network is configured as a 100 Mbit /sec full duplex
Ethernet network, assuming a lossless channel. Flow F; from node 1 to node 3
is the flows measured, and has a constant rate of (r;) 100 Mbit/sec. It has been
chosen to conduct the same simulation scenario with two different frame sizes to
see if this packetization has an impact using the formulas assuming constant bit-
rate. In Table [[l we present the measured bandwidth for the different scheduling
policies where both F; and F» have been configured with a frame size of either
100 B or 1400 B. In both cases the cross flow F3 has been configured to have a
rate ro of 67 Mbit/sec, as this is the optimal rate for this scenario found by Eq.
(). As seen from Table[Il the measured and expected bandwidth for both frame
sizes remains the same, hence we conclude that there is no significant effect on
the measured bandwidth compared to the expected bandwidth due to framing.

Fig. 2. OMNET 4+ network setup

In the simulation study we observed an important detail which one has to be
aware of when using the proposed method in a real-life setting. The results pre-
sented in Table [] are generated when the output queue in the switch connected
to node 3, is configured to be so large that no frames are dropped. If we allow
tail dropping in the queue, it should in principal be ”fair” and the probability
of drop for a certain flow should be proportional to the input rate. However, as
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Table 1. Expected and measured bandwidth from the simulation. Where 7] is the
expected /theoretical bandwidth of F; and 7] the measured bandwidth.

Scheduling Discipline i 7] [100 B] 7 [1400 B]

FIFO 59.9 59.88 59.88
FP (HP) 100 100 100
FP (LP) 33 33 33
RR 50 50 50

[-O O (WO
-o -o -
'.I-o'.I-o'.I-o

Fig. 3. Example of a FIFO scheduler with a drop tail queue, with synchronized arrival
flows

we have configured the flows as constant bit-rate flows with deterministic Inter
Frame Gap (IFG) the tail dropping will depend highly on the original offset be-
tween the frames. In Fig. Bl an example is shown with a constant offset between
the two flows. In this case the IFG is the same, hence the ”Blue” will get the
empty slot first all the time. As a further example Table 2l presents the measured
bandwidth for the same simulation scenario as described above just with a finite
queue-size of 100 frames, and for the frame size of 100 B. As seen from the
results the measured bandwidth for the FIFO scenario is the only one affected.
This is due to the fact that in FIFO the queue is shared for all flows, where a
(conceptual) queue is used per flow for the other disciplines. For the simulation
the solution to prevent this behavior simply is to increase the buffer to ensure
that tail-dropping is not happening. However, in real-life this is not an option,
thus one must design the experiment with this in mind. In Sec. Blwe present our
real-life setup and how we handle this effect.

Table 2. Expected and measured bandwidth from the simulation, as in Table [ but
with finite queue length

Scheduling Discipline r{ 7] [100 B

FIFO 59.9 67.0
SP (HP) 100 100
SP (LP) 33 33

RR 50 50
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Having presented the equations for calculation of the estimated output rate
as well as simulation results for the presented method, is seems convincing that
the proposed method is valid in theory for a controlled simulation environment.

3 Real-Life Implementation

In this section we describe how the estimation method in Sec. 21l can be imple-
mented in a real life equipment.

A manageable switch where we can control the scheduling algorithm on the
output port, has been chosen for the experiment. In this case it is a Cisco Small
Business SG 300-10 switch, which has 10 Ethernet ports each operating at up to
1 Gb/sec. The generation and measurement of the measurement flow F; and the
cross flow F> are done with a special purpose FPGA based high precision testbed
presented in [I1]. The testbed is used as it offers high precision both generating
and receiving frames, which enables us to send with a precise bandwidth and
to measure the received bandwidth with a high accuracy. As presented in [11]
the max deviation of the IFG between two frames send, is measured to 90 ns.
Furthermore, the testbed is capable to measure the frame arrival time with a
precision of +55 ns.

The test follows the same principle as explained in Sec. 2.1l where two flows
(F1 and F3) traverse the switch, and share the same output buffer/scheduler.
Relating to Fig. Bl F; is entering the switch at In I and F» at In 2. Both flows
leave the switch at Out 2 which is the scheduler under test. As the Switch op-
erates at 1 Gb/sec, we choose r; = 1 Gb/sec and using Eq. () we find that
ro should be 670 Mb/sec. Both flows have been configured with a frame size of
1400 B on the wire (Including the Ethernet preamble). However, as indicated
in Sec. 1] the frame size should not have any practical effect. The switch is
preconfigured to a known scheduling algorithm, and the frames are marked, be-
fore sending, using Differentiated Services Code Point (DSCP). This allows the
switch to separate the flows, and act according to the preconfigured scheduling
algorithm.

As described in Sec. 2] the simulation results are obtained in a setting where
the queue on the output buffer in the switch is configured to be so large that no
frames are dropped due to tail dropping. As explained this is done to prevent
the effects of an ”"unfair” drop due to the strict periodic frame generation in the
simulator. Normally this problem/effect will not be significant in real-life settings
as the frame generators impose a high jitter. However as we use a FPGA based
frame generator there are effectively no jitter and the offset between frames of
F1 and F» will remain the same throughout an experiment. This is not only
true for the Napatech [12] adapter used in our testbed but also if e.g. the open
source NetFPGA [I3] adapter is used together with their packet generator [14].
Naturally it is not possible in a real-life switch to configure the buffer such that
it would be sufficiently large to hold all frames. It would be possible to let the
IFG between frames follow a random distribution e.g. Poisson to introduce jitter.
However, that would require that Eq. () - @) are proven for stochastic flows
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instead of constant bit-rate flows. Instead we propose to use packet trains for
the measurement flow F; where the length of the train is small enough not to
fill the queue. To achieve a sufficiently large number of samples we propose to
run each test a number of times.

To find a suitable frame train size we also use the testbed and a setup as
described in Sec. 2] where the two flows F; and F» traverse the same switch
and the same output port of the switch. Flow JF3 is configured to send 1400000
frames at 1 Gb/sec with a frame size of 1400 Bytes, which means that F; is
active for 15 sec. While F3 is active, JF; is started also with a frame size of 1400
and a rate of 1 Gb/sec, however, with various train sizes. In this way we can
”count” the number of received frames and if the sum is less than the aggregate
of the number of frames sent for F; and F», the packet train was so large that
the queue was filled and frames were dropped. In Table Bl we show the results
with packet trains of {10, 20,30,40,50,60} frames, each test repeated 5 times.
As seen from the table the buffer starts to drop frames when the packet train
contains 50 frames or more, thus we have chosen to use packet trains with 40
frames to ensure no losses.

Table 3. Received number of frames with packet trains of varios size

Packet train size [Frames] Expected frames Received frames

10 1400010 1400010
20 1400020 1400020
30 1400030 1400010
40 1400040 1400040
50 1400050 1400045
60 1400060 1400045

Table 4. Measured and expected bandwidth measured by the testbed

Scheduling Discipline ri [Mb/sec] 7 [Mb/sec]

FIFO 599 592
SP (LP) 330 327
SP (HP) 1000 956
RR 500 498

In Table[d we show the measured and estimated bandwidth for the experiment
described above, where the measured bandwidth is the mean of 100 repetitions.
Furthermore, in Fig @ the measured and the expected bandwidth are plotted and
a 95% confidence interval is shown for the measured bandwidth. As seen from
Table @ and Fig. @ the estimated/expected bandwidth is close to the measured
bandwidth for all scheduling classes, which indicates that the proposed method
can be used, also in a real-life setting. It can also be seen that for the case
where the scheduler is prioritized and F; has the highest priority the estimated
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Fig. 4. Measured and expected bandwidth plotted with a 95% confidence interval

bandwidth is deviating more than for the other disciplines. We believe this is
mainly due to Head-of-line Blocking (HOL) from the lower priority flow.

4 Conclusion and Discussion

In this paper we have presented a method to derive the scheduling algorithm
of an Ethernet switch, which is one of the key parameters needed to model
it. We have presented a simulation study where it is seen that the frame size
has no practical effect, and that using synchronized periodic packet generation
can lead to an "unequal” drop effect in the tail drop queue. Furthermore we
have presented the results where the proposed method has been tested with
a Clisco Small Business SG 300-10 switch using an FPGA based testbed to
generate the packet flows and to measure the bandwidth. The results indicate
that the proposed method is also applicable for a real-life switch. In this work
we presented the method for FIFO, FP and RR scheduling algorithms; future
work will include other scheduling algorithms. Furthermore, a natural extension
is to design methods to derive other important model parameters, e.g. a method
to estimate the frame processing time for a switch.

In this work we have used an high precision FPGA based Ethernet testbed,
which enables us to conduct experiments with high precision, both when gen-
erating frames, and measuring the bandwidth. An interesting future study is to
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quantify the effect of applying such a method in commodity off-the shelves hard-
ware and software, using higher level packet generators and commodity NIC’s
to capture the traffic and hence measure the bandwidth. Naturally variation of
the measurements will increase due to higher ”"noise” in the measurement, but
methods could be implemented to account for this.
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Abstract. We propose a cyber-physical platform that combines road
traffic simulation, network simulation, and physically simulated vehicles
to facilitate extensive testing on various levels of vehicular systems. Our
design integrates physical and digital vehicle simulation into a common
development and testing environment. This paper describes the platform
design and presents prototypical implementations that use Simulator of
Urban Mobility (SUMO), TinyOS Simulator (TOSSIM), a 3D sensor sim-
ulation environment, and a test-bed of miniature vehicles called Gulliver.
As a prototypical implementation, we demonstrate the development of
cooperative applications, and by that we achieve: (a) a cyber-physical
system that provides a common environment for physically and digitally
simulated vehicles, (b) a platform to interface communication between
physically and digitally simulated vehicles, and (c) the ability to tailor
testing scenarios in which some system components are simulated digi-
tally and some physically.

The suggested design provides flexibility, cost efficiency, and scalable
testing opportunities for future vehicular systems. Furthermore, the pro-
posed system is able to support novel steps towards intelligent trans-
portation systems for smart cities.

1 Introduction

Modern vehicular systems require extensive testing to ensure the safety and
reliability of active safety and driver assistance systems. New ideas and first
concepts of new systems that rely heavily on data from the surroundings are not

* The authors appear in alphabetical order. This work was partially supported by the
EC, through project FP7-STREP-288195, KARYON (Kernel-based ARchitecture
for safetY-critical cONtrol).

M. Berbineau et al. (Eds.): Nets4Cars/Nets4Trains 2013, LNCS 7865, pp. 169 2013.
© Springer-Verlag Berlin Heidelberg 2013
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only time-consuming but also resource-intense with respect to testing equipment
and proving grounds. Thus, designers of vehicular systems often use simulation
tools for validating and testing systems behavior before carrying out the needed
and often costly test-runs in proving grounds. Currently, universities and public
research and engineering institutes are faced with the challenge to get access
to testing ground facilities, and are most often out of the development and
prototyping cycle. Therefore, we consider an inexpensive test-bed of miniature
vehicles named Gulliver [18] for validating new ideas in vehicular systems. lff In
this paper, we present a cyber-physical platform that bridges between physical
and digital simulations, such that a small set of physically simulated vehicles
can coexist with a larger set of digitally simulated vehicles in a common testing
environment. This enables simpler and faster development and testing of proof-
of-concept prototypes, such as driver assistance mechanisms and traffic control,
in addition to experiments of a larger scale, where traffic phenomena can be
observed and investigated on physically simulated vehicles. We expect the pro-
posed platform to influence the development and testing of full-scale vehicles in
testing grounds used to validate purely digitally simulated results.

The physical simulation part uses the Gulliver platform, which is a test-bed
of miniature vehicles that facilitates the validation of new ideas in vehicular
systems. The miniature vehicles have on-board sensors and radio and are ca-
pable of autonomous driving. The vehicles can be remotely accessed to upload
their routes and their movement through a route is traced and visualized. The
network simulations are performed using TinyOS Simulator (TOSSIM), a dis-
crete event simulation tool used in wireless sensor network simulations [15]. We
use a microscopic traffic simulation tool, namely Simulator of Urban Mobility
(SUMO) |[11], for digital road traffic simulations. For digitally simulating raw
sensor data, we use a 3D simulation environment described in |4]. Having the
ability to bridge these physical and digital simulators provides a platform that
can give researchers powerful tools for testing and evaluating new ideas. Fig. [l
depicts the proposed platform.

1.1 Related Work

Cyber-physical systems target varying areas from water distribution model-
ing [16], to medical applications |12], and data center performance and energy
management [6], to name a few. Several works have studied digital vehicular
systems by considering digital road traffic and network simulators |1, 2, I8, [21]].
While these works can benefit from digital simulations before their physical
deployment, the lack of physical validation in these works limits applications
development to digital models of the physical world. Considering only a physi-
cal test-bed, as in |25], to demonstrate new ideas is often very complicated due
to a number of constraints that one has to account for at the beginning of the
development phase. We propose a way to simplify the development and testing
process.

! The Gulliver test-bed web-site is accessible vialhttp: //www.gulliver-testbed.net/
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Common environment

Physical world Virtual world

4==) | Communication |4

i e

Miniature vehicles Vehicles

Fig. 1. Illustration of the Gulliver test-bed as a cyber-physical platform, where physical
and virtual worlds communicate in a shared environment

The authors of [@] consider bridging digital and physical simulations, where
full-scale vehicles are used on public roads. The work in [@] is limited to collect-
ing and replaying empirical data traces for radio channel analysis. Furthermore,
we note the costs of test ground facilities and their lack of availability for a
broad range of research institutes. We are not the first to study combined digital
and physical simulations, e.g., [@, , ], we are the first to consider a platform
in the context of experiments that consider traffic behavior, in addition to the
simulation of the vehicular systems and networks.

1.2 Our Contribution

We propose a cyber-physical platform that brings together road traffic simula-
tion, network simulation, and physically simulated miniature vehicles to facilitate
rapid application development and extensive testing. The platform is based on
the Gulliver test-bed in a way that integrates digitally and physically simulated
miniature vehicles into a common environment, see Fig.

In the proposed platform, the physical and the virtual worlds must be able
to interact. The proposed platform includes the ability to generate maps so that
physically and digitally simulated vehicles perceive the same surroundings. More-
over, a digital representation of each physically simulated vehicle is presented
in the virtual world. This facilitates interaction among digitally and physically
simulated vehicles. This is done by a communication middleware that facilities
a bridge between simulators and the test-bed.

The result presented in this paper shows how to use the Gulliver test-bed for
faster development and simpler testing of proof-of-concept prototypes and allow
experiments that consider more vehicles than the test-bed’s physically available
vehicles. We review a number of case studies that exemplify the development
process of different applications, such as autonomous driving, adaptive cruise
control, crash avoidance, virtual traffic light and more. In each case study, we
highlight our development steps and provide details to how we simplify the
development environment (see Section B]).
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Fig. 2. Detailed logical overview of the proposed cyber-physical platform

2 The Gulliver Test-Bed

The tested includes a system of N vehicles, where each vehicle, v; € V, is repre-
sented by a digital vehicle, v; € Vg, and possibly also by a physically simulated
one, v; € Vps. We note that each physically simulated vehicle, v; € Vj,, has also
digital representation, v; € Vys, in the virtual world.

2.1 Mapping and Consistency

We use a two-dimensional map for positioning. The map consists of roads that are
defined as vectors (segments) interconnected via nodes to create a road network.
We use the microscopic traffic tool, Simulator of Urban Mobility (SUMO) |11],
which uses XML files to define scenarios and road maps. This feature is used to
let each physically simulated vehicle, v, € V,,, navigate through the same map
like the simulated vehicles, vg € Vys.

The first step is to define the map in a Map Client, which is provided by
the Gulliver test-bed. The map client provides a Graphical User Interface (GUI)
that allows construction of scenarios and road networks. Once the map is defined,
the GUI automatically generates XML files, which are used directly by SUMO.
Note that the GUI uploads the same map to every physically simulated vehicle.
During simulation, SUMO has a representation of every physically simulated
vehicle, v, € Vp, in the platform. This facilitates several benefits apart from a
common map, such as an on-going overview of the simulation in SUMO-GUI
and the possibility to create detailed logs.

2.2 Radio-Based Ranging for Indoor Localization

The miniature vehicles determine their position by filtering internal data, such as
the distance traveled and the steering angle, vehicle’s current heading provided
by the magnetometer, and external data in the form of the distance measured to
a predefined anchor using Kalman filter. The external data is provided by a high
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precision positioning system that uses PulsON 410 RCM as radio-based ranging
for indoor localization. [4 It consists of three stationary positioning modules,
which are placed in the test area. The distance between the modules is measured
and fed to the map client, which defines the grid. The use of three modules
provides the ability to define a 2-dimensional grid. A positioning module is then
attached to every physically simulated vehicle. The modules communicate at
4.3 GHz and perform two-way time-of-flight ranging technique for obtaining
their ranging measurements. Using these measurements the vehicles perform
triangulation and receive their position. This approach provides precision in
few centimeters, however it is subject to communication delays. Therefore, we
have devised a dedicated medium access algorithm [23|, and used internal input
parameters from vehicle actuators to provide an estimation of vehicle position,
e.g., dead reckoning [7]. We combine the benefits from both approaches, see [23]
for details.

2.3 Miniature Vehicles for Physical Simulation

We use an open-source platform of miniature vehicles that consists of 1:8 and
1:10 scale miniature vehicles |18]. All vehicles are equipped with IR-distance
and ultrasonic sensors for collision avoidance and some exhibit also monocular
vision systems. High precision positioning system [23] provides vehicles with
their absolute location on the map. The vehicles are fitted with several computer
systems, namely an engine controller, a main board that connects and commands
peripheral subsystems, MicaZ mote [22] that provides radio communications and
either a mini-ITX based PC with an attached WiFi card or an ARM-based
PandaBoard ES board. The mini-ITX based PC as well as the PandaBoard
ES provide several convenient abilities, such as video streaming, remote upload
of maps and binaries to the vehicle, and the possibility for a human driver to
remotely control the vehicle through the use of a joystick. This data is sent over
WiFi to a server program running on the vehicle.

Currently, the test-bed includes eight miniature vehicles that are available for
physical simulation, but so far this number is limited mainly by the fact that
the system is at its prototypical stage. The number of vehicles that is available
for digital simulation is bounded mainly by memory and processing constraints
of the simulation server.

2.4 Vehicles for Digitally Simulation

Digitally simulated vehicles enhance the test-bed scale by considering a greater
number of vehicles than the physical ones. They also provide an ability to sim-
plify the software development and testing processes, as the case studies show
(Section [3)). Some of the digital simulation is generated by the Simulator of Ur-
ban Mobility (SUMO) [11]. SUMO allows the use of a variety of variables for
defining the driving quality. The system connects SUMO to a sensor networks

2 http://www.timedomain.com/p400 . php
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simulator, TinyOS Simulator (TOSSIM) [15], in order to facilitate radio envi-
ronment simulation. In TOSSIM, a digitally simulated node is created for every
vehicle in SUMO. The digitally simulated nodes hold properties such as position,
speed, and map related information (segment). These properties are provided
by SUMO via the TraCl interface |26], and are used in generating radio link
gains among nodes in TOSSIM. By having vehicles being represented as nodes
in TOSSIM, the vehicles’ radio communication can be simulated. The access to
variables, such as position and speed, together with radio communication ease
the implementation of several driver assistance mechanisms within TOSSIM that
affect traffic behavior in SUMO.

The digitally simulated vehicles can also be equipped with functionalities sim-
ilar to the one in the physically simulated ones. The examples of functionalities
that we consider are based on radio communication and implementations of
driver assistance mechanisms, such as adaptive cruise control and collision avoid-
ance. We note that the exact set of digitally simulated vehicles that have these
abilities can be defined in a way that resembles testing of new technologies on
the open road, where prototype vehicles coexist with legacy ones. Furthermore,
some digitally simulated vehicles have the ability to provide raw sensor input
data for camera, ultra sonic, infrared, single layer laser scanner sensor, to name
a few.

2.5 Radio Communication

Inter-vehicle communication allows vehicles to exchange useful data among them-
selves. Radio communication is enabled via motes that are TinyOS portable, such
MicaZ [22], which use direct sequence spread spectrum for transmitting data
at 2.4 GHz. Our experiments sometime use Chameleon-MAC |13, [14], which
employs the scheduled approach when accessing the communication medium,
rather than the random access approach, such as Carrier Sense Multiple Access
(CSMA). This choice is explained by CSMA’s unbounded delay in high con-
tention periods, which leads to high packet drop as shown in [5, [24]. Chameleon-
MAC serves also as the bases for vehicles to synchronize via TDMA frame align-
ment, see the Grasshopper algorithm [17].

The common environment created by the proposed design promotes commu-
nication across the digital and the physical simulation domains. We implement
a repeater to provide this functionality. The repeater captures messages from
the radio environment and injects them into simulated vehicles within sender’s
range. Moreover, when a simulated vehicle is transmitting to a physically simu-
lated vehicle, the message is injected into the repeater, which then broadcasts it
over the radio.

2.6 Middleware for Communication Handling

To connect the different subsystems of the proposed design a middleware for
Commaunication Handler (CM) was implemented, see Fig.[3l The communication
handler maintains a link to every subsystem during a simulation run. It works
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Fig.3. The proposed platform design with arrows demonstrating communication
within the system

like a packet forwarding router, where packets are sent based on a set of rules,
e.g., different packets are to be sent to different destinations. The connections

to different subsystems are set up in the following manner:

— CM’s link with SUMO uses the traffic control interface TraCI [26], which
allows control over SUMOQ’s digitally simulated vehicles during simulation.

— CM’s link to TOSSIM is based on the serial-forwarder (SF) extension, which
enables bidirectional communication to nodes within the TOSSIM environ-
ment. In practice, the SF is a TCP server that delivers packets to nodes
in TOSSIM based on their node ID. Communication in the other direction
works in a similar way; broadcasted packets are sent to the SF and later
received by CM.

— CM'’s link to the physically simulated vehicles uses a physical MicaZ mote
connected, via USB, to the PC that is running the simulation. The MicaZ
node works as a two-way repeater, sending packets received from the phys-
ical radio to CM, and packets from the CM to the physical radio, see the
Broadcasting Unit box in Fig. [l

We note that, at this platform prototyping stage, the communication loads and
the speed of the physically simulated were kept low so that the digital simulator
could keep up with the physical simulator.
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3 Case Studies

We show how to simplify the design,
development, and evaluation process
by reviewing a number of applications
that we developed for the Gulliver test-
bed. The applications are developed us-
ing an iterative development process.
In each iteration, a prototype is devel-
oped, tested in digital simulations and
validated in the physical test-bed. Vali-
dation results are then used to improve
the design functionalities in the next
iteration starting with digital simula-
tions. This cyclic prototype improve-
ment is facilitated by having a bridge
between digital and physical simula-
tionsH

3.1 Autonomous Driving

We consider vehicles that run applica-
tions for vision and sensor-based lane
following. During operation, vehicles
determine their deviation from their re-
spective lane markings using feature
detection and extraction algorithms.
The algorithms are developed and eval-
uated in the virtualized environment,
see Fig. Bl before they are integrated
and validated in the physical test-bed.

3.2 Adaptive Cruise Control

Physical Miniature |
Vehicles

|

Broadcasting Unit

|

Communication Handler

| |

Traffic Control
Interface (TraCl)

| |

Simulation of
Urban Mobility
(SUMO)

I

Serial Forwarder

TOSSIM

1

Map, Scenario,
Vehicle Handling and
Driver Logic

Fig.4. Block diagram of communica-
tion between different systems compo-
nents within the platform

This application adjusts the vehicle’s cruising speed by monitoring and maintain-
ing a safety distance to the vehicle in front. We study a (cooperative) adaptive
cruise control (ACC) application that uses direct and indirect sensing informa-
tion. In the case of direct sensing, a pair of ultrasonic distance sensors mounted
at the front of each vehicle provides an estimated distance to the vehicle ahead.
Indirect sensing uses a network protocol that frequently reports the locations of
nearby vehicles. Each sensing channel is iteratively and independently tested via
digital simulations, and then crossed over to the physical test-bed for validation.

3 See demonstration videos via

http://www.chalmers.se/hosted/gulliver-en/documents
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(a)

Fig. 5. Vision based approach is used to detect lane markings. (a) The input data
is retrieved directly from the 3D simulation environment |4] by the virtual camera.
(b) Based on virtual camera data input, lane detection algorithms are developed and
tested. The horizontal lines indicate whether both left and right lane markings are
detected (solid), one lane marking is detected (dashed), or none is detected (dotted).

The use of direct sensing allows the control loop to retrieve measurements
within nearly constant and short delays, but with limited sensing range. The
indirect sensing approach provides the control loop with longer and wider range
of all nearby vehicles. However, the use of a network protocol implicates longer
delays and communication interferences. We combine the benefits of direct and
indirect sensing by joining the two approaches under one control loop, and use
the test-bed for validation, see Fig.

This case study presents the ability to independently test application com-
ponents. This allows parallel validations before their integration. A sequence
diagram illustrating the development and testing process of ACC is shown in
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Fig. 6. (a) Map part of the application is showing physically simulated vehicles that
travel on a curve while maintaining a safety distance to vehicle ahead using the de-
veloped adaptive cruise control application. (b) Rear view of leading vehicle showing
trailing vehicles maintaining a safety distance.

Fig.[d The development and testing of the application was simplified by having
the possibility to bridge between digital and physical simulations.

3.3 Crash Avoidance

Testing active safety applications in non-destructive settings is crucial for the
development of vehicular safety systems. We consider such experimentations
using mixed approaches for digital and physical simulations. We develop a test
scenario where digital and physical vehicles travel in an arena that has digital
obstacles on the road. The vehicles are equipped with digitally simulated infrared
distance sensors that provide the vehicles with the detection data.

In this setting, both digitally and physically simulated vehicles are allowed to
drive and apply maneuvering techniques around (digital) obstacles. This setting
allows crash avoidance applications that execute on the physical vehicles to be
validated without the risk of crashing. Furthermore, the iterative development of
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Fig. 7. Sequence diagram of ACC. Both direct and indirect sensing are developed and
crossed over from digital to physical simulations in parallel by the protoyping threads.
The validation feedback loops can be used for making sure that the design assumptions
are covered when testing the application via digital, mixed and physical simulations.
The integration thread combines both protyping threads and evaluates the resulting
application.

crash avoidance applications via digital simulations, and the ability to selectively
move components to the physical test-bed according to test-case needs provide
flexibility and safety in validating the application.

3.4 Virtual Traffic Light

This case study considers an application for coordinated intersection crossing.
The coordination is made via a distributed scheduler that the vehicles commu-
nicate over the radio. We design the scheduler such that at any time, only one
direction can have a green light. This is required to prevent vehicles from crash-
ing. Before the application can be tested, we need to validate the behavior of the
network protocol. Therefore, our development process includes two parts: one
where only the network protocol is validated, and the other where the system is
validated. This implies that we need to have a mixed phase where we combine
both physical and digital simulations under one test case.

The Gulliver test-bed allowed the application to be developed in stages. We
started with a fully digital phase, where the application is only tested via dig-
ital simulations. Before validating the application in the physical test-bed, we
had to validate the network protocol the delivers to the vehicles information
about the traffic light state. Therefore, the next step was to use a mixed digi-
tal and physical phase that validates the network protocol of the virtual traffic
light via physical simulations. In this test, the vehicle’s position was given by the
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digital representation of the vehicles in the simulator. We then installed the entire
application on the physical vehicles, but disabled the vehicle’s own mobility.
This phase allowed us to validate the vehicle’s behavior before the full physical
simulation of the application (with autonomous vehicles), see Fig.

This case study demonstrates the ability and usefulness of approaches that
mix digital and physical simulation components. This becomes beneficial when
there is a need to validate component, such as the virtual traffic light protocol,
that are suppose to prevent vehicles from crashing. By considering a limited set
of physical components, we were able to exclude such risks before the application
was fully used in the test-bed.

3.5 Emerging Traffic Patterns and Phenomena

A number of real-world traffic phenomena, such as shock-waves and
stop-and-go traffic jams, can appear when the road contention is very high. The

(a)
®

Fig. 8. The virtual traffic light application running on the test-bed. (a) The map client
monitors and displays the current position of vehicles as they approach the intersection.
(b) The miniature vehicle at the intersection as seen on test-bed.
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(a)

Fig. 9. (a) Digital vehicles traveling counter-clockwise on a single lane road, where the
last (circled) vehicle is physically simulated. (b) The physically simulated vehicle is
imposed to move according to the stop-and-go phenomenon in test-bed.

investigation of such phenomena is imperative when examining applications, such
as the virtual traffic light and cooperative cruise control, that have safety-critical
and contention concerns. For example, a shock-wave can surprise the driver and
impose an emergency brake. Cooperative cruise control mechanisms can assist
with meditating the shock-wave propagation.

Thus far, such phenomena were studied via microscopic (digital) analytical
simulation tools such as SUMO B] One may aim to produce such phenom-
ena with miniature vehicles. Such experiments could be costly and complicated
because they will involve hundreds of miniature vehicles. Gulliver’s approach
overcomes this difficulty by taking a mixed approach for physical and digital
simulation, where some of the simulated vehicles are physically present in the
test-bed, while a large number of vehicles are digitally simulated.

We consider both digital and physical simulation of vehicles. A physically sim-
ulated vehicle can be either autonomous or controlled via the digital simulator.
The experiment demonstrates this ability using a circular single lane road, where
a physically simulated vehicle is controlled by its digital image. The physically
simulated vehicle follows a number of digitally simulated vehicles that travel
counter-clockwise, see Fig.
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As the contention on the road created by the digitally simulated vehicles
increases, the physically simulated vehicle is imposed to move according to the
produced stop-and-go phenomenon. We note that a number of autonomous phys-
ically simulated vehicles can follow the controlled one and move according to the
stop-and-go phenomenon.

This case study shows that the mixed physical and digital approach can cause
physically simulated vehicles to move according to the digitally generated traffic
phenomenon. Given this ability, we can then use physically simulated vehicles
to investigate the behavior of safety critical applications with traffic phenomena
by considering simple and inexpensive testing environment.

4 Conclusions

Vehicular systems require extensive testing in the digital domain before they
are validated with physical experiments. This paper proposed an inexpensive
cyber-physical platform that bridges digital and physical simulations in order
to simplify the development and testing environment of vehicular systems. The
proposed platform facilitates iterative testing, where lessons learned from each
iteration are used to improve the application starting from digital simulations.

By reviewing case studies of applications that were developed using the pro-
posed platform, we were able to demonstrate our mixed digital and physical
simulation approach. According to the application needs, the platform allows
some components to be digital and others physical. For example, applications of
high speed object avoidance can be tested in a mixed simulation, where physi-
cally simulated vehicles maneuvers around objects that are digitally simulated.
This mixed approach is extended to demonstrate that real world traffic phenom-
ena, such as shock-waves and stop-and-go traffic jams, can be generated using
mixed digital and physically simulated vehicles that navigate through the same
map. This facilitates the investigation of safety critical applications that are re-
lated to collision avoidance in the context of different traffic phenomena. One
may also add intelligent balloon vehicles to the test-bed to validate safety critical
applications. Outcomes learned from using miniature vehicles can then be used
with full-scale vehicles on testing grounds.

The designed platform opens new possibilities for validating new ideas for
traffic situations in complex systems. Gulliver long-term goals include decreasing
the gap between full-size and miniature scale vehicles in order to provide an even
more flexible and low-cost test-bed.

Acknowledgment. We would like to thank Benjamin Vedder, who designed the
vehicle’s computer system setup and developed many of the key components.
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Abstract. The recent increase in the number of sensors within cars has
resulted in various fragmented software stacks and development frame-
works. In this ecosystem, applications have to make sense of raw sensor
data themselves. As a remedial solution, we present Open-VSeSeMe, a
middleware atop TinyOS that converts raw sensor streams into data
units with semantic meaning. These data units can be shared between
applications leading to efficient use of resources. In addition, we argue
that the use of a common software stack leads to hardware standardiza-
tion and opens up the platform to third-party developers, making a Car
App Store possible. Furthermore, the entire architecture is event-driven
which frees the applications from the clutches of constant polling. Fi-
nally, using a number of illustrative examples we show the utility and
usefulness of Open-VSeSeMe.

Keywords: In-car sensors, sensor stream-processing, car safety systems,
automotive standardization, vehicular telemetry, contextual data.

1 Introduction

Over the course of the last few decades vehicles have evolved from having zero
electronic components and sensors to having hundreds of them [I]. This prolifer-
ation has been engendered by a number of factors including automotive systems
applications, safety, regulation, entertainment, infotainment, and telemetry. In
turn, this has also led to a number of vendor-specific on-board networks to con-
nect these sensors. Unfortunately, this has pushed network stacks towards frag-
mentation, lack of reusability, and maintainability, hampering evolution [2]. To
remedy this, vendors and researchers have been pushing a number of standard-
ization initiatives with AUTOSAR [3] at the forefront. Realizing the potential of
intra- and inter-car communication, traditional tech companies and network ven-
dors have also jumped into the fray [4]. Although standardization solves issues
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Table 1. Typical sensors in modern cars

Sensor Usage Type

Engine coolant temperature = Measures the temperature of the coolant Critical
inside combustion engines

Parking (proximity) Detects unseen obstacles User-centric
Oxygen Measures the air-fuel ratio Critical
Tyre-pressure monitoring Monitors tyre air pressure Critical
Knock Detects and prevents engine knocking Critical
Crankshaft position Monitors rotational speed and position of Critical
the crankshaft
Vehicle speed Measures vehicle speed from the transaxle User-centric
Power steering pressure switch Detects power steering load Critical

of interoperability and evolution, the use of wired networks [5J6] still imposes
space, weight, and inflexibility overheads. Wireless networks resolve some of these
problems but introduce their own set of shortcomings including privacy [7].

Similar to the networks that connect on-board sensors, the software stack and
the hardware in sensors are closed and vendor-specific, leading to poor interop-
erability, and software and hardware reuse. A natural solution to these problems
is to develop and deploy application-agnostic hardware and a common software
stack [8J9]. On one hand this opens up the platform to third-party vendors and
on the other it forces the application developer to follow well-establish code spec-
ifications. Marked advantages include increase in code reliability, improvement
in programmer output, and masking of hardware heterogeneity.

As stated earlier, sensor data is consumed by a number of diverse applica-
tions. These can be generalized into two categories: (1) Critical automotive and
(2) User-centric [10]. Critical automotive applications rely on sensor data to
ensure error-free, smooth, and reliable functioning of the vehicle. Examples in-
clude anti-lock braking system (ABS), automated parking, and adaptive cruise
control. User-centric applications on the other hand convert sensor data to a
human-readable form and/or enhance the driving experience. Examples include
speedometer, automotive night vision, and lane departure warning system. Ta-
ble [ lists a small subset of sensors present in modern cars.

One common thread that runs through both categories of applications is that
they read raw data from proprietary sensors. This has 2 main implications: (1)
The data received by the applications is in raw form and must be converted
to some higher level semantics by the application themselves, and (2) There
is no sharing of sensor data due to vendor-specific heterogeneity. It is impor-
tant to highlight that the former problem is similar to sensor data mapping
for contextual applications in smart phones [II]. To remedy this we present
Open-VSeSeMe, Open- Vehicular Semantic Sensor Middleware, an abstraction
middleware built on top of TinyOS [12] that receives raw sensor data and con-
verts it to Semantic Data Units (SDUs) for consumption by applications. The
use of TinyOS naturally allows the same sensor data to be shared between
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multiple applications and in essence enables sensor and platform homogene-
ity [9). It also opens up the platform to third-party applications and makes
a Car App Store possible, on the same lines as smart phone app stores. In
addition, Open-VSeSeMe implements an event-driven architecture (another ad-
vantage of using TinyOS underneath) which blends well with car applications:
Actions are only performed when a subscribed sensor event fires. Furthermore,
as Open-VSeSeMe can be likened to a stream processing system—which converts
a constant stream of data into a higher-level series of events [L3]-the platform is
amenable to stream processing optimizations. Finally, a rule-based system can
use SDUs to implement a car-wide policy infrastructure [TTJT4].

The rest of the paper is organized as follows. The problem is laid out in
detail in §21 §3] describes the design and implementation of Open-VSeSeMe. A
number of applications are presented in §41 We summarize related work in §fl
and conclude in §6l

2 The Problem

A modern car contains a multitude of applications that perform some form of
automotive functionality. A large number of applications also rely on informa-
tion from in-car components and the external environment, enabled by sensors.
For instance, the engine coolant temperature sensor relays its data to a central
ECU. This ECU then looks them up in a table and takes the required action.
Depending on the look up, it adjusts engine actuators, turns on the cooling fan,
and displays information on a gauge on the console. Due to the conflation be-
tween policy specification and implementation, and the synchronous nature of
this model, any fault in one functionality (say, displaying information on the
gauge) might have global side effects. With its large number of sensors and ap-
plications, a modern car can be treated as a pervasive environment or more
generally a distributed system. Therefore asynchronous broadcast primitives are
preferable for such an environment [I5] as they can decouple the fate of indi-
vidual functionalities. On the other hand, this makes it hard to reason about
the sequence of events and whether any inadvertent interlocks have been intro-
duced. It is important to highlight that the multicast event bus model of CAN
was designed specifically to avoid the synchronous problem at the outset but
application design so far has failed to take advantage of this facility. The con-
flation between policy specification and implementation can be generalized to
a problem that afflicts most vehicular multi-tasking applications: There is no
compartmentalization between different tasks that rely on the same sensor(s).
Another problem is the lack of sensor sharing between applications. It is per-
tinent to mention that the multicast event bus nature of CAN directly facilitates
sensor data sharing but in the status quo, each application makes use of pro-
prietary sensors and the lack of trust and standardization make it impossible
for another application to benefit from those sensors. As a result, modern cars
can potentially have redundant sensors performing the same task but exclusively
for a particular application. For instance, both the curb feeler and the parking
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system rely on proximity sensors but each has its own set of redundant sensors.
Similarly, the vehicle stability control and the tyre pressure monitoring system
are dependent on wheel speed from their own set of sensors with no opportunity
of exploiting each other’s sensor data for either redundancy, fault-tolerance, or
data quality improvement. In addition, this proliferation in redundant physi-
cal sensors also increases the energy footprint of applications, takes up physical
space, and increases the weight of the car.

Above all, each application takes raw sensor data and gives it application-
specific semantic meaning. This effectively rules out any data sharing: Applica-
tion A might interpret sensor value 10 as “high” while for Application B that
value might be “low”. One way to tackle this problem is to give each interested
application raw data from shared sensors. In principle, this would effectively
pass the data interpretation buck to the applications enabling them to suit their
needs. But practically this has a high overhead as the same raw sensor data
stream would be replicated across the network bus, leading to congestion. This
would in turn also increase the energy footprint of the bus.

Finally, as each sensor and application stack is closed-source and proprietary,
only factory fitted applications can be deployed within cars [3]. As a result, it is
non-trivial to extend an existing service or to add a completely new application
to a car after it has passed the factory pipeline. Hence, the status quo makes the
formation of a vehicular app store impossible.

To concretize the discussion, any solution to these problems must be in the
form of an application-independent middleware that receives raw sensor data
and gives it semantic meaning, freeing up the applications to just perform their
core functionality. Furthermore, this semantic meaning should potentially be
the outcome of multiple raw sensors, for instance location and speed. Such an
architecture should also enable the sharing of this semantic data allowing the
application execution platform to be standardized and modularized. These re-
quirements constitute the design goals of our solution, Open-VSeSeMe, which
we discuss in detail in the next section.

3 Open-VSeSeMe

This section first introduces the design of Open-VSeSeMe and then describes its
implementation.

3.1 Design

Figure [[lshows the architecture of Open-VSeSeMe at a high-level. Conceptually,
Open-VSeSeMe interposes itself between sensors and applications. For each SDU
type, it receives raw data from one or more sensors and converts it to a standard
SDU which can be consumed by interested applications. Mathematically stated:

Open-VSeSeMe(z,y, z,..) = SDUy . - .. (1)

Figure Pl shows an illustrative example where Open-VSeSeMe receives raw data
from the GPS in terms of latitude and longitude coordinates and from the speed
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Fig. 1. Abstract design of Open-VSeSeMe

sensor in terms of numerical values in speed units. For instance, latitude la, and
longitude lo, and speed 50 mph might be translated to an SDU value of “cruis-
ing on the highway” while latitude la, and longitude lo, and speed 0 mph might
be translated to “parked in the garage”. It is noteworthy that there might be
some applications that require raw sensor data or that sensor data might not be
amenable to any SDU conversion. In such circumstances, applications can sub-
scribe to raw data via Open-VSeSeMe. For instance, the speedometer application
requires raw and precise speed readings which it can obtain through our mid-
dleware. Open-VSeSeMe itself does not perform any non-trivial computations,
it only reads raw sensor data and assigns a semantic tag to individual values
or an entire range. Therefore, due to its minimal computation and processing
footprint, the middleware will never be a performance bottleneck.

GPS
Location, speed
SDU
Speed
Sensor

Fig. 2. Open-VSeSeMe converting raw data from the GPS and speed sensor to a loca-
tion and speed SDU

A natural consequence of this two-level sensor data manipulation is that event
firing can be made efficient. Open-VSeSeMe components are invoked every time
a new data value is available at the sensor while application events are less fre-
quent. For instance, in case of a temperature sensor, Open-VSeSeMe would be
invoked (an event will be fired) whenever there is a change in the temperature
reading. Assuming the temperature semantic translator within Open-VSeSeMe
considers everything below 50° Celsius as “low” and everything above it as
“high”, an application event will only be fired if there is a transition between
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Fig. 3. Architectural overview of the Open-VSeSeMe implementation

these two states. The reduced frequency of application events will yield a sub-
stantial reduction in computation cycles across multiple applications.

3.2 Implementation

Open-VSeSeMe is built on top of TinyOS, an event-driven, energy-efficient op-
erating system for wireless sensor networks with a minimal memory footprint
(around 400 bytes). An application is compiled into a TinyOS instance (no dis-
tinction between kernel and user-space) and has exclusive access to the entire
system (no multithreading or multiprocessing). Therefore, unlike conventional
operating systems, TinyOS only provides software abstractions and components
to read sensor values and communicate them over the network. The operating
system is written in nesC [I6], an event-driven and concurrent extension of C
designed for networked embedded systems. The compiler uses various optimiza-
tions (such as function inlining) to ensure reliability and efficient use of resources.
TinyOS applications revolve around components, most of which are system pro-
vided. Components—which provide system services—are stitched together using
configurations. As a result, the same components can be reused across applica-
tions. Naturally, only referenced components are compiled into the application
resulting in a compact binary image.

We build atop the infrastructure described in [9]. This reference architecture
makes use of TinyOS-enabled motes as sensors within a car. Sensors communi-
cate with each other and other artifacts via a radio interfacdl. We augment this
setup by defining a component for each SDU. This per SDU component sub-
scribes to raw sensor events, potentially from multiple sensors (both local and
from remote ones through the radio interface), and converts them to SDUs. All

! While this prototype implementation makes use of wireless links, SDU as a con-
cept can be employed across wired alternatives, including CAN [5], FlexRay [6],
FlexCAN [I7], and dedicated writing.
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SDU components exist within a common TinyOS binary/namespace. Figure Bl
depicts this setup. Sensors implemented as wireless sensor nodes run TinyOS
and monitor their respective physical quantities. Each node generates events
for every new data value. Open-VSeSeMe, also implemented as a TinyOS in-
stance, receives raw values over the radio interface from each sensor node. It
then matches these values to a user-provided database or XML file and retrieves
the corresponding SDU. An event is only fired off if there is a transition in state.
To this end, for each SDU Open-VSeSeMe caches the previous reading (a single
value per SDU) and any change in this value is counted as a state transition.
Listing [Il shows the pseudo-code of Open-VSeSeMe operation.

The system maintains a distinction between user-centric (non-critical) and
internal automotive (critical) applications. The former are all staged within a
common embedded OS instance and share the same hardware. Critical appli-
cations in contrast are deployed atop their own dedicated ECU and software
stack. Both types of applications subscribe to required SDU events with Open-
VSeSeMe and are notified on an SDU state transition. Applications are then free
to use these SDUs in any way they deem necessary to perform their functionality.

Data: Sensor event
read current;
if current is not previous then

look up value in DB;

broadcast SDU to all applications;

previous = current;
end

Algorithm 1: Pseudo code of Open-VSeSeMe execution

As stated earlier, in-car wireless systems are vulnerable to attacks [I8]. Wire-
less tyre pressure monitoring systems take minimal security measures to ensure
privacy or integrity. So much so that even remote attacks can be launched, re-
sulting in serious safety risks for the vehicle. To avoid such pitfalls altogether,
we make use of TinySec [19], a TinyOS add-on with security extensions. It seam-
lessly and transparently adds encryption and/or authentication to TinyOS ap-
plications with a minimal overhead.

4 Applications

This section presents a number of illustrative applications for Open-VSeSeMe
enabled sensors. All of these applications can be downloaded from a Car App
Store and deployed on existing infrastructure within the car.

4.1 Telemetry

Vehicles have recently been explored as conduits for telemetry. One such effort
is CarTel [20], a distributed infrastructure in which each car is treated as a
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node with sensing capability. It also comes coupled with a stream processing
system, ICEDB, and a delay-tolerant network stack, CafNet. A central portal
issues ICEDB queries which in turn cause the mobile nodes to return results via
CafNet. Under Open-VSeSeMe CaflNet can be hosted as a user-centric applica-
tion allowing the vehicle to act as a CarTel node. In addition, ICEDB specific
SDUs can be defined that directly return semantically meaningful results based
on a particular query.

4.2 Network Optimizations

Wireless protocols that incorporate contextual information within their adaption
algorithms have been proven to substantially improve performance [21I]. These
algorithms rely on sensor data to define context based on the location, speed,
and bearing of mobile devices. This information is then used to, say, adapt the
bit rate of the device if the user is stationary. Open-VSeSeMe already converts
sensor data to SDUs which can directly be used to establish context and benefit
from all of these algorithms.

4.3 Location-Aware Speed Monitor

A natural usage of Open-VSeSeMe is to derive contextual SDUs [1I]. Using
both GPS coordinates and network proximity, Open-VSeSeMe can give human-
centric meaning to location values, such as “Highway X”. A location-aware speed
monitor can use this SDU to query online sources and get the speed limit for
that particular highway. It can then match that value to the current speed of
the car and inform the driver if she is exceeding the speed limit.

4.4 Policy Definition

A number of rule based languages have been used to define policy in an entire
array of domains including automotive [14]. For instance, SWRL, a first-order
predicate logic language enables policy definition in the form of an antecedent
with conjunctions and a consequent. For instance, the following rule from [9] au-
tomatically takes care of the seasonal calibration of the tyre pressure monitoring
system ECU:

TPMSECU(?s) A temp(?t) A swrlb : lessThan(?t,5) — hasCode(?s, Winter) (2)

We can see that the rule requires access to raw temperature data from the
sensor. On the other hand, Open-VSeSeMe can generate an SDU with two states:
“SummerTemp” and “WinterTemp” and allow the policy engine to reason over
it. The previous rule can thus be re-written as:

TPMSECU(?s) A hasSeason(?s, WinterTemp) — hasCode(7s, Winter)  (3)
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Similarly, consider the following rule from [I4] that automatically turns on the
air conditioning when the temperature goes over 30° Celsius:

Car(?c) A hasTemperature(?c,30) — isACOn(7c, true) (4)

In the presence of a temperature SDU under Open-VSeSeMe which describes
values in terms of “Cold”, “Warm”, and “Hot”, the previous rule can be rewritten
as:

Car(?c) A hasTemperature(?c, Hot) — isACOn(?c, true) (5)

4.5 Stream Processing System

As noted before, Open-VSeSeMe is very similar to stream processing systems
that convert a constant stream of sensor data to higher-level semantic events.
As aresult, it opens up the Open-VSeSeMe platform to various stream processing
optimizations, such as redundancy elimination, load balancing, and state sharing.
Most notably, the use of fault tolerance techniques from these systems to deal
with both software and hardware failure.

4.6 Maintenance and Diagnostics

Different SDUs can be combined to make higher level diagnostics possible. For
instance, “Oil Life Monitoring” systems in certain cars monitor low level char-
acteristics such as engine statistics, driving patterns, temperature, duration of
trips, etc. to notify the driver when it is time to change the motor oil. Under
Open-VSeSeMe this decision can be taken by logging the relevant SDUs of all
of these components.

4.7 Privacy

Information leakage by smart phone apps is a prevalent problem [2223] leading
to serious privacy concerns. We have argued that Open-VSeSeMe enables a car
app store to exist but at the same time, it is noteworthy that this will also open
up the platform to malicious apps. The gravity of the situation can be gauged
from the fact that signals from intra-car wireless networks escape the car chassis
and enable malicious users to remotely track the car [I§]. The general unit of
sensor data in Open-VSeSeMe is an SDU and we believe that a large number of
applications will only operate on SDUs as opposed to raw data. Therefore, the
onboard system can easily generate fake SDUs to feed to untrusted applications
on the same lines as certain solutions for smart phones [22].

5 Related Work

In this section we summarize relevant related work. The design and raison d’etre
of Open-VSeSeMe has been inspired by CondOS [I1] which generates conteztual
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data units (CDUs) for mobile devices. Similar to Open-VSeSeMe it also advo-
cates the use of these CDUs for user-centric applications and the optimization
of OS services. Our work takes CondOS two steps further by (a) Focusing on all
types of sensors to generate SDUs, and (b) Implementing a concrete solution on
top of TinyOS. Our work is also complementary to Nabi et al. [9], who advocate
the use of TinyOS to standardize the software and hardware stack of in-car sen-
sors. In contrast to their work, which maintains the overhead of raw sensor data,
Open-VSeSeMe generates flexible SDUs for application consumption. Similarly,
our work is orthogonal to all vehicular standardization efforts [3I8] as we showed
that the use of sensors as a platform automatically leads to standardization.

Alvi et al. [I4] describe an architecture that makes use of first order rules
to define vehicular policy. We showed that SDUs enabled by Open-VSeSeMe
can simplify the definition of such rules and make them more flexible and
scalable. Furthermore, TinyDB [24] is a stream processing system for acquir-
ing data from TinyOS nodes. It uses a SQL-like interface to extract data and
perform in-network processing. TinyDB can easily be extended to query over
Open-VSeSeMe SDUs. Moreoever, CarTel [20] is a complete system for deploy-
ing and extracting data from telemetry nodes in cars. We have already argued
that Open-VSeSeMe is a natural companion to CarTel by exposing in-car sensor
data to it. Finally, the concept of converting physical quantities to set values with
units and using an event-driven architecture is similar to service data objects in
the CANopen standardization [25]. Open-VSeSeMe builds upon this by allowing
SDUs to clump different service data objects and assign them application-specific
semantic meaning.

6 Conclusion and Future Work

We presented Open-VSeSeMe, a middleware to convert raw sensor data to sensor
data units. It uses TinyOS as a substrate to enable sensor standardization, data
sharing, and event-driven design. We also argued that such an architecture—in
which the middleware gleans meaning from data streams—makes applications
more reliable and efficient by imposing modularity. We also presented a number
of applications to demonstrate the efficacy of our approach.

Our future work consists of defining a database of SDUs to match the require-
ments of disparate applications and diverse sensors. In addition, these SDUs
should also be amenable to TinyDB and ICEDB queries. Furthermore, we also
plan on increasing the suite of applications that can benefit from Open-VSeSeMe.
Finally, in the current design Open-VSeSeMe is a central point of failure. Thus,
an exploration of soft-state design and replication is also on our list.
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Abstract. The control and management of new urban guided-transport
systems such as tramways and subways are based on several IT ser-
vices with heterogeneous data communication requirements. These ap-
plications are known as CBTC (Communication Based Train Control
systems) and CCTV (Closed Circuit TeleVision). In order to support
existing as well as emerging applications over a unique communica-
tion infrastructure, it is mandatory to be able to ensure efficient QoS
management that meets the requirements of CBTC and CCTV services
especially the critical ones. This paper presents an evaluation of QoS pro-
visioning in LTE (Long Term Evolution) based communication system
for urban guided-transport. The evaluation is made through simulations
with the well known event driven simulator OPNET. We propose a map-
ping of the typical applications CBTC and CCTV to standardized 3GPP
QCIs (QoS Class Identifiers) that serve as a basis for the LTE class-based
QoS. After discussion of the obtained results, we provide recommenda-
tions to enhance the communication performances experienced by these
applications.

Keywords: LTE, QoS provisioning, EPS bearer, urban guided-transport,
CBTC, CCTV.

1 Introduction

To increase quality, reliability, safety and security of public transport systems,
while increasing accessibility and productivity, new urban guided-transport sys-
tems rely on the deployment of several communication applications and services.
The latter fall into three main categories: critical applications (e.g. control-
command), the non-critical applications for train operation support (e.g. video
surveillance, maintenance), and non-critical applications for infotainment (e.g.
passenger information, internet on board). These applications define data ex-
changes between management infrastructures, rolling stock on-board units, de-
vices deployed along the rails, etc. The emergence of these applications has to face
with some limitations of conventional communication technologies, especially
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in terms of providing ETE (End-To-End) QoS (Quality of Services). Current
commercial solutions for subways use WLAN (Wireless Local Area Network)
networks based on IEEE 802.11 like modems with some proprietary develop-
ment in order to support requirements of the CBTC and CCTV applications.
Furthermore, it is usual today that a public transport operator deploys several
different wireless networks that are mostly non interoperable, which leads to
high operation and maintenance costs and a non-optimized radio spectrum use.

The emergence of 4G telecommunication systems and particularly the future
wide deployment of the 3GPP LTE based networks in the cities represent a real
opportunity for public transport. The 3GPP LTE is the future mobile communi-
cation technology proposed by the 3GPP. It targets a packet optimized-system
that provides higher data rate and lower delay with improved coverage and spec-
trum efficiency. In parallel, the technology proposes a network architecture that
aims at supporting heterogeneous traffic and manages transparently the QoS.

Taking into account all these promising performances, a communication sys-
tem based on LTE is introduced as possible communication infrastructure able
to support the variability in the QoS requirements across urban guided transport
applications. However, it remains a challenge to accommodate all these applica-
tions on a single wireless access network where bandwidth is at a premium. QoS
mechanism is always a much lauded basic requirement.

In this paper, we consider a LTE deployment to manage urban guided-
transport. We propose a QoS configuration that maps transport applications,
based on their communication requirements, to LTE QoS classes. We consider
the CBTC as an example of critical applications and the CCTV as an example of
non-critical applications. This configuration is evaluated using the event-driven
network simulator: OPNET Modeler (Optimized Network Engineering Tool) [1].
Our goal is to investigate the performance regarding ETE delay and packet loss,
when delivering mixed traffic over a single wireless LTE access. We propose typi-
cal LTE network deployment for performance evaluation. Based on the obtained
results, we provide some recommendations for using LTE in the context of urban
guided-transport.

The remainder of the paper is organized as follows: Section II presents some
of the research literature relevant to QoS issues in LTE. Section III overviews
the LTE system. It briefly describes the network architecture and the basic
concepts for QoS provisioning in LTE networks. Section IV presents the proposed
QoS mapping. The simulation results are detailled and analyzed in section V.
Conclusions are given in section VI.

2 Related Works

Several studies, presented in the literature, have addressed various QoS aspects
in LTE. But far fewer works consider mixed services scenarios. In this section, we
highlight studies that evaluate LTE network capabilities to meet heterogeneous
applications requirements. In mobile network, the wireless link is usually the
bottleneck of the whole network. Therefore, most of these studies focus on QoS
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mechanisms at the radio interface, especially the performance assessment of QoS
scheduling techniques.

The effects of QoS scheduling strategies on service performance in a mixed
traffic consisting of VoIP (Voice over IP), streaming video, and SIP (Session Initi-
ation Protocol) were studied in [2]. M. Wernersson et al. considered a video/audio
call over IMS (IP Multimedia Subsystem). They showed that strict prioritization
for SIP packets over other packets such as voice and data enhances the overall
performances. This work showed also that prioritization of such signaling mes-
sages does not significantly affect other services performance. [3] and [4] analyze
the packet scheduling of mixed traffic in LTE downlink. The authors demonstrate
that prioritization of delay sensitive traffics such as VoIP traffic, is required, par-
ticularly, when this traffic coexists with delay-tolerant traffics like web surfing or
TCP download. Similarly to the LTE downlink, M. Salah et al. conduct in [5] a
performance evaluation of LTE, with regard to the QoS requirements for differ-
ent types of uplink traffic. Several uplink schedulers were evaluated in terms of
per-user throughput, delay, packet loss and fairness. The authors of [7] propose
a combined admission control and packet scheduling framework for QoS provi-
sioning in LTE uplink. The proposed framework is shown to be able to guarantee
the respective QoS requirements of different user classes in a mixed traffic sce-
nario. In order to improve the QoE (Quality of Experience) of the end user,
V.H. Muntean et al. evaluate the performance of three scheduling algorithms for
an e-learning application in [6]. This application generates a traffic mix and is
deployed over LTE network.

The QoS perceived by the end user is an ETE issue and is affected by every
part of the network. In this paper, we rely on the LTE class-based QoS to go
beyond the air interface and look at QoS provisioning from an ETE network
perspective. The considered traffic mixes in literature are: delay-sensitive and
elastic applications, video, audio and data traffic, signaling and user data. To
the best of our knowledge and to date, there is no published work related to QoS
management for mixed critical and non-critical applications in general, and par-
ticularly in the context of urban-guided transport. Because of the particularity of
this context, transport applications experience more stringent QoS requirements
compared to common network applications such as VoIP and video streaming.

3 Overview on LTE Technology

LTE is an emerging wireless technology for mobile communications standardized
in 3GPP. It represents the last progress of the UMTS (Universal Mobile Telecom-
munications System) standard. LTE proposes a flat all-IP architecture (Fig.1).
This architecture encompasses the evolution of radio and non-radio aspects of
UMTS, represented respectively by the E-UTRAN (Evolved UMTS Radio Ac-
cess Network) and the SAE (System Architecture Evolution), which covers the
EPC (Evolved Packet Core) network.
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The E-UTRAN consists of one type of node, the eNodeB (evolved NodeB),
which ensures the radio resource management and the connectivity of UEs (User
Equipments) to the core network via the S1 interface. The EPC consists of
MME (Mobility Management Entity), the SGW (Serving GateWay), and PDN
(Packet Data Network) Gateway. The MME is responsible for mobility and ses-
sion management. The SGW routes and forwards user data packets between E-
UTRAN and PDN Gateway. Besides, it serves as a mobility anchor for the user
plane during inter-eNodeB handovers and inter-3GPP technology handovers.
The PDN Gateway provides gateway function to the operator IP services e.g.
IMS or Internet. PCRF (Policy and Charging Rule Function) controls QoS pol-
icy and charging for users and services. HSS (Home Subscriber Server) contains
users'subscription data such as the subscribed QoS profile.

—==== HSS
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rHE-7o| MME [--+ ol merbcses
1 .. i
L 11 Gx ! Rx |
| ! | I
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Fig. 1. Architecture of the 3GPP LTE System [10]

In order to make such an architecture able to support the variability in the
QoS requirements across services and users, LTE specifies class-based QoS provi-
sioning. Most of the QoS related functions are configurable. Hence, an operators
can simply align the level of QoS support in the network with his own strategy.
LTE supports ETE QoS through the concept of EPS (Evolved Packet System)
bearer, which is used to identify data packets belonging to a logical IP transmis-
sion path that receives a common QoS treatment between an UE and the PDN
Gateway. All functionalities required to handle the bearer signaling as well as
the user plane transport are supported by a GTP (GPRS Tunneling Protocol)
between the PDN Gateway and the SGW. There are two kinds of EPS bearers:
GBR (Guaranteed Bit Rate) bearers and Non-GBR bearers. A GBR bearer has
a specified data rates (UL (UpLink)/ DL (DownLink) GBR values) for which
network resources are allocated generally by an admission control function in
eNodeB. Non-GBR bearer does not guarantee any particular bit rate. During
the attachment procedure to the network, an IP address and at least one EPS
bearer (the default bearer) are assigned to the UE by the PDN Gateway. The
default bearer remains active during the PDN connection lifetime in order to en-
sure to the UE an always-on IP connectivity. The default bearer serves as default
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tunnel to transport traffic when no QoS differentiation is applied. Since it is per-
manently established, the default bearer is a Non-GBR bearer. An EPC bearer
has an associated QCI. A QCI is a pointer to a pre-configured set of node spe-
cific parameters (e.g. scheduling weights, admission thresholds, packet discard
timer, etc.) that determines the packet forwarding behavior to be provided to a
service data flow delivered over this bearer. To ensure interoperability between
operators and network equipment vendors, nine QQCIs have been standardized
by the 3GPP (Tab.1).

Each QCI is characterized by priority level, packet delay budget and accept-
able packet loss rate. The packet delay budget defines an upper bound for the
time that a packet may be delayed between a UE and the PDN Gateway. The
packet loss rate defines an upper bound for a rate of non-congestion related
packet losses. In addition, a priority level is assigned for each QCI (the priority
level 1 is the highest). The priority level and the packet delay budget determine
how the MAC (Medium Access Control) scheduler, located in the eNodeB, han-
dles packets sent over the bearers (e.g. a packet with higher priority is expected
to be scheduled before a packet with lower priority).

Table 1. Standardized QCI characteristics [8]

QCI | Resource Priority | Packet delay (ms) | Packet loss | Services

1 GBR 2 100 10~2 Conversational voice

2 GBR 4 150 102 Conversational voice (live streaming)

3 GBR 3 50 1n—* Real-time gaming

4 GBR 5 300 108 Non-conversational video (buffered streaming)

5 Non-GBR | 100 10~3 IMS signaling

6 Non-GBR 6 300 105 Video (buffered streaming)

T Non-GBR T 100 10~2 Voice, video (live streaming), interactive streaming
8 Non-GBR 8 300 108 TCP-based (e.g. WWW, e-mail), FTP, P2P, etc.,

9 Non-GBR 9 300 10-#

The QCI characteristics (Tab.1) are not signaled on any interface. They should
be understood as guidelines for the pre-configuration of node specific parameters
for each QCI, particularly the configuration of the air interface. The scope of
the standardized QCI characteristics is between the UE and the PDN Gateway.
The EPC is a wired network which can be easily configured and controlled by
the operator. The LTE specifications focus on the performance of the radio link.
The configuration of the core network is generally an operator's issue. There-
fore, QCI characteristics are based on some assumptions related to EPC. For a
given packet delay budget, the considered core network delay is 20 ms (average
delay depending on the distance between the PDN gateway and the eNodeB).
Concerning the packet loss rate, the rate of non congestion related packet losses
that may occur between the radio base station and a PDN Gateway are con-
sidered negligible. Even if the most of values specified for a standardized QCI
apply particularly to the radio interface, the QCI parameter determines the ETE
QoS. In the core as well as the backhaul network, the QCI parameter is used to
map traffic to EPS bearer and eventually to DiffServ (Differentiated Services)
classes; the QCI is mapped to a DSCP (Diffserv Code Point) value in the IP
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header over the GTP tunnel, so that the intermediate routers between the PDN
Gateway and the eNodeB can make the correct prioritization decisions. Another
parameter that characterizes an EPS bearer is the ARP (Allocation Retention
Priority). It is used during call admission control to decide whether a bearer
establishment or modification request should be accepted or rejected in case of
radio congestion. The ARP parameter contains information about the priority
level, the preemption capability and the preemption vulnerability of a resource
request. The priority level (from 1 to 15, where priority level 1 is the highest) de-
fines the relative importance of a bearer request. The preemption capability and
the preemption vulnerability are flags that define respectively, the ability of the
bearer request to get resources that are assigned to another bearer with a lower
priority level and the possibility that the bearer loses the resources assigned to
it in order to admit another bearer with a higher priority level.

QoS in LTE is generally network-initiated, where a service is offered to a
subscriber by the operator. QCI, ARP and UL/DL GBR are subscription pa-
rameters stored per-service in the HSS. These parameters are used by the PCRF
to provide PCC (Policy and Charging Control) rules to the PDN Gateway [9].
The PCC rules define packet filters that allow the PDN Gateway and the UE to
distinguish packet flows and then match them to the appropriate EPS bearer.
Once the PCC rules are executed, the associated EPS bearers are established.
Service data flows, having the same QoS requirements (i.e. the same QoS param-
eters, QCI and ARP), are delivered over one EPS bearer. If this bearer is GBR,
the PCRF adjusts the UL/DL GBR values to the sum of GBR values associated
to each service data flow active on this bearer. Bearer establishment procedure
across the network nodes can be more complicated. It all depends on the QoS
control architecture used by the operator.

4 QoS Configuration

In this paragraph, a communication system based on LTE for urban guided-
transport is proposed. A key issue for this proposal is an accurate mapping of
service and application requirements to standardized QClIs. In this section, we
propose a QoS configuration for CBTC and CCTV applications consisting of
QoS parameters per transport application. We use the values specified in Tab.1
as a basis for our mapping.

4.1 QoS Requirements of CBTC and CCTV Applications

The CBTC application relies on a bidirectional communication between on-
board units and a wayside server, called ZC (Zone Controller). The size of the
exchanged messages is around 200 bytes and the data rate does not surpass 10
kbps. The rolling stock communicates with the ground server to obtain reliable
information to adapt its operational status (e.g. speed) to the line status. This
application aims at controlling the distance between operating trains, in order
to allow optimal use of the railway infrastructure while maintaining the safety
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requirements. CBTC is highly sensitive to transmission delay and packet loss.
The limit of the acceptable ETE delay and the packet loss ratio are around
50 ms and 0.1%, respectively. Such time-critical application requires also a high
network availability (99.99%). Thus, dropping an ongoing application or blocking
a new application request is unacceptable.

The video surveillance application CCTV defines the use of a camera to trans-
mit real-time videos of the inside of the vehicles to a set of monitors in a control
center. The traffic generated by this application is a constant streaming from one
camera to the server in the ground. The size of datagram is set to 1000 bytes
and the data rate is 2 Mbps. This application is less critical then CBTC, the
ETE delay threshold is around 100 ms and the packet loss ratio is equal to 1%.

4.2 Proposed Mapping of Applications Data Flows to Standardized
QCI

In the sequel, we identify the requirements of CBTC application as corresponding
to QCI 3 characteristics. This QCI specifies resource type corresponds to GBR
bearer. It specifies a very strict delay bounds (50 ms) and a low packet loss
1073, However, the specified priority level is 3, which is considered critical if
we assume that other applications can be mapped to QCIs with higher priority
level. Another possibility is the use of the QCI 5. This QCI has the highest
priority and a very low packet loss 10~%. With regards to delay, the specified
value is 100 ms. Remember that this value is an upper bound. The resource
type that corresponds to QCI 5 is Non-GBR bearer. The delay can be much
lower if the network is not congested. In mobile network, the QCI 5 is used for
IMS signaling, Thus a real-time application such as CBTC can be mapped to
such QCI. In theory, both QCI 3 and 5 can be used. The two solutions will be
evaluated latter using simulation.

The video surveillance application (CCTV) imposes high and constant data
rate. We propose to map the data flow of this application to QCI 2, which involves
a GBR bearer and meets CCTV requirements regarding delay and packet loss.
The corresponding priority level is 4, which is lower than the QCIs proposed for
the critical application. The QCI 1 seems also to meet the CCTV requirements.
The specified delay and packet loss are 100 ms and 1072, respectively. However,
we do not recommend the QCI 1 for CCTV as we consider that the priority
level is too high. A classical map of this QCI is to VoIP applications. It would be
better to reserve this QCI, in the urban transport context, to voice applications
such as inter-phony and voice announcement.

5 Results and Discussion

In this section, we propose a simulation based performance study to validate
the QCI mapping. We use the even driven simulator OPNET. We consider two
scenarios: congested and non-congested network. In this study, we focus on the
performance of the uplink, as urban guided transport applications (CBTC and
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CCTV) generate more traffic over the uplink than the downlink. We present
below only QoS metrics calculated for the uplink (ETE delay and packet loss).

5.1 Scenariol: Low Network Load

We consider one eNodeB connected with the EPC using point-to-point links
operated at 44.736 Mbps. This eNodeB serves fixed user equipment, named
”"Tram”. An Ethernet network, including application servers, is connected to the
EPC. The LTE network carries data from the ”Tram” to relevant application
servers and vice versa (Fig. 2).

Application Servers

IP NET EPC

Fig. 2. Network topology

The LTE deployment is configured at 2 GHz the frequency band with a 20
MHz bandwidth used in Time Division Duplexing (TDD) mode (UL/DL 3:2).
The proposed configuration offers 50.1377 Mbps on the uplink and 30.0298 Mbps
on the downlink. These values are estimated by the control admission function of
OPNET’s LTE model. The considered applications are given in Tab.2. The user
equipment “Tram” executes one CBTC instance, four CCTV video flows, and a
set of additional non-critical applications. The latter are on-board file updating
with 1 Mbps and three VoIP applications (inter phony, voice announcement and
discreet listening) each one generates 64 kbps of traffic. The simulation runs for
600 s, all applications start at 100 s. The network utilization in the uplink and
downlink are respectively, 18% and 4%.

We consider the following QoS profiles:

— Default QoS: all applications use the default bearer [QCI=9], best effort
network.

— QoS configl: Non-GBR bearer [QCI=5] used only by the CBTC applica-
tion, the other applications use the default bearer [QCI=9].

— QoS config2: GBR bearer [QCI=3, UL/DL GBR=10 kbps] used only by
CBTC application, the other applications use the default bearer [QCI=9].
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Table 2. The considered applications

Applications Direction | Data rate (kbps)
CBTC L s
DL 48
CCTV (1 flow) UL 2000
Inter phony LS b
* DL 64
Voice announcement DL 64
Discreet listening UL 64
File update DL 1000

Fig. 3 and Fig. 4 show the uplink CDF (Cumulative Distribution Function)
of the ETE delay for CBTC and CCTV applications. As seen in Fig. 3, mapping
the CBTC application to QCI 5 offers the lowest delay (packet ETE delay does
not exceed 12 ms). When comparing the graphs, the use of GBR bearer to deliver
CBTC traflic gives higher delay than the best effort configuration (Default-QoS)
and the QoS-configl. The difference is caused by the delay of the GTP tunnel,
between the eNodeB and the EPC. While the bit rate is limited to 10 kbps
through the resource allocation done in the case of QoS-config2, this bit rate
can achieve much higher values with the use of Non-GBR bearer. In fact, the
Non-GBR bearer has an opportunistic aspect and allows the traffic to exploit
the 44.739 Mbps offered by the point-to-point links.

]

Value ] of Packet ETE Delay

Defanlt, Qo
—— QoS configl

Prob [«

—+— o8 config?

0.06

Fig. 3. CDF of ETE Delay for CBTC Application Tram — ZC

For QoS-config2, about 4% of packets experienced ETE delay that exceeds 50
ms. This percentage can be much higher considering mobility and constraints
imposed by the radio propagation environment. Therefore, we can assert that
a Non-GBR bearer is the most appropriate to support the critical application.
As mentioned earlier, the QCI 5 offers the lowest ETE delay for CBTC ap-
plication. In the case of QoS-configl, we have two Non-GBR bearers but the
bearer that corresponds to QCI 5 has the highest priority. Fig. 4 shows that the
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Fig. 4. CDF of ETE Delay for CCTV Application Tram — LC

prioritization of the critical CBTC application does not harm CCTV traffic sig-
nificantly, because of the low data rate of CBTC.

5.2 Scenario2: High Network Load

In this scenario, we consider a network topology similar to the previous one.
The eNodeB serves eight UEs (tramways) distributed randomly in the coverage
area of the cell. Each one executes one CBTC and four CCTV video flows (we
consider CBTC and CCTV applications as described in Tab.2). The total bit
rate required by CCTV application is 8 Mbps (four cameras per tramway, with
2 Mbps per camera). The simulation runs for 1000 seconds and the traffic is
generated as follow:

— The applications of the first tramway start at 100 s.
— Then, every 100 s the applications of another tramway start and remain
active until the simulation is ended.

Every 100s, new CBTC and CCTV applications are added to the simulation
scenario. At 800 ms, the applications of the eight tramways are activated. The
total network load generated by video surveillance application is 64Mbps (4*2
Mbps per tramway, 4*2*8Mbps for 8 tramways). The network uplink utilization
achieves 100% at 600 s, when the applications of only six tramways are generating
traffic. We consider four QoS profiles, as shown in Tab.3. These configurations
are applied on each tramway.

Fig. 5 shows that mapping CCTV application to QCI 2 with GBR bearer
equals to 8 Mbps blocks this application in 3 tramways (QoS-config2). The ac-
tivation of CCTV application (four video flows) are accompanied with the acti-
vation of a GBR bearer. CCTV applications defined on tramway 6, 7 and 8 are
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Table 3. QoS profiles

CBIC CCTV
QoS configl Non-GBR bearer [QCI=5] Default bearer [QCI=9]
QoS config2 Non-GBR bearer [QCI=5] GBR bearer [QCI=2, UL GBR =8Mbps]
QoS config3 Non-GBR bearer [QCI=5] GBR bearer [QCI=2, UL GBR=2Mbps]
QoS5 configd | GBR bearer [QCI=3, UL/DL GBR=10kbps] | GBR bearer [QCI=2. UL GBR=2Mbps]

blocked. After the activation of CCTV flows of tramway 5, no additional GBR
bearers are established. Therefore, the total number of CCTV flows remains
equal to 20 (4*5 flows). At 600 s, the network is saturated.There are not enough
radio resources and then the control admission function rejects the new resource
requests. Such behavior is not tolerated in actual wireless systems deployment.
The situation could be worst, regarding the radio access network capacity in
terms of data rate when transmissions are affected by interferences. Transferring
data over a noisy radio channel can increase significantly the number of HARQ
(Hybrid Automatic Repeat-Request) and RLC (Radio Link Control) retransmis-
sions and reduce the modulation order when AMC (Adaptive Modulation and
Coding) is activated.

——DNumber of Active CCTV flows
——Number of Active GBR. bearers

|

~
w
=
o
o
-
B

Number of trams

Fig. 5. The total number of CCTV flows and GBR bearers activated during simulation
in the case of QoS config2

Fig. 6 gives a comparison of traffic received for CBTC application (tramway
8) with three QoS profiles. Applications defined on this tramway start at 800 s,
when applications on the other tramways were already activated. In QoS-configl
and QoS-configd, we map the CBTC application to QCI 5, which specifies the
high level priority. However, curves on Fig. 6 show that the use of QoS-config3
increases the packet loss of 34.1% compared with QoS-configl. In QoS-config3,
we assign a GBR bearer with 2 Mbps to the CCTV application. The interest
of such configuration is to generate a network load as high as the network load
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generated with QoS-configl, but this time we use resource allocation for CCTV
application.

The results prove that using QCI 5 does not protect the critical application
when the network is congested and the application coexists with CCTV traffic
delivered over a GBR bearer. In QoS-configd, we mapped the CBTC application
to QCI 3, corresponding to GBR resource type. Fig. 6 shows that this con-
figuration enhances the performances compared with QoS-config3. We achieve
performance level close to QoS-configl. We should notice here that these high
packet losses are caused, not only by the congestion in the radio interface, but
also congestion in the core network. In this scenario, the data rate of the point-
to-point links between the eNodeB and the EPC is 44.739 Mbps, which is not
sufficient to support a network load that exceeds 64Mbps. Based on the obtained
results, we notice that the QCI 5 does not guarantee a strict priority for the crit-
ical application. In this typical LTE deployment, Proportional fair scheduling is
used to serve the GBR bearers. This algorithm guarantees a minimum transport
of the bit rate specified in the EPS bearer contract with delays below the values
that are specified in Tab.1. Then, the remaining radio resources are distributed
among Non-GBR bearers respecting their QCI's priority level.
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Fig. 6. Traffic received for CBTC Application Tram — ZC of tramway 8

The study of different QoS profiles when varying the network load allows us
to draw the following conclusions:

— Service differentiation and prioritization of critical applications are impor-
tant even with low load, when these applications share the network resources
with non-critical applications. Mapping the CBTC application to a premium
QCI such as QCI 5, in the first scenario, offer a minimum ETE delay.

— Using a Non-GBR bearer to deliver the critical traffic is recommended when
radio resources are available. In the scenario with low load, QoS configura-
tions, defining Non-GBR bearer (QoS-configl and Defaut-QoS) offer the best
performances in terms of ETE delay. The interest of resource allocation for
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critical applications was shown in the second scenario (QoS-configd). A GBR
bearer can protect the critical traffic from packet loss when radio resources
are allocated to non-critical applications.

— Prioritization of critical applications has no significant impact on the per-
formances of non-critical applications. This observation was validated for all
QoS configurations presented in this work, in which the highest priority is
assigned to CBTC application.

— Resource allocation is necessary to meet the stringent requirement of non-
critical applications in terms of data rate. In congested network, the ra-
dio resources become insufficient, thus resource requests are rejected and
the service is totally blocked. This situation is illustrated through the sec-
ond scenario and the configuration QoS-config2. To avoid a high number of
tramways without CCTV application we propose a controlled video coding
degradation in connection with the radio resources saturation. Another so-
lution could be the change of the admission control per flow rather that per
UE. Then, when the radio resources' saturation is reached, we reduce the
number of cameras per UE.

Finally, to enhance the communication performances experienced by urban
guided-transport applications, we recommend the following:

— To enhance scheduling algorithms to ensure strict priority for QCI mapped
to critical applications.

— To define data rate adaptation for non-critical applications like services de-
pending on network load conditions based on cross layer functions that
ensure interaction between resource management (admission control and
scheduling) and application level (e.g. rate adaptive codecs).

6 Conclusion

In this paper, we consider the deployment of a LTE architecture to support
CBTC and CCTYV applications for a tramway. We have proposed a mapping of
the two typical transport applications to standardized QCIs in LTE network as
a unified communication technology for tramways. We have conducted a simula-
tion based study to evaluate the proposed mapping. The simulation rely on the
use of OPNET. We have proven that service differentiation and prioritization of
critical applications is necessary even at non-congested network. The simulation
results have shown that opportunistic aspect of Non-GBR QCI can be advan-
tageous for the critical application to achieve minimum ETE delay, while GBR
QCT is useful to maintain acceptable performance when network resources be-
comes limited. In this work, we have shown also that the prioritization of CBTC
application does not harm significantly the non-critical traffic. Based on the ob-
tained results, we have provided some general recommendations to enhance the
QoS provision in such LTE deployment.

In our future work, we will enhance LTE scheduling algorithms for the use of
LTE in urban-guided transport system context.
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Performance of LTE in High Speed Railway Scenarios
Impact on Transfer Delay and Integrity of ETCS Messages
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Abstract. GSM-Railways (GSM-R) is an obsolete mobile technology with
a number of shortcomings in terms of capacity and capability. These shortcom-
ings become a major issue for railways as GSM-R may limit the number of
running trains in some areas and it cannot support advanced data services.
Hence, alternative technologies, such as LTE, have to be considered as a future
railway communication technology.

This paper presents an analysis of transfer delay and data integrity of Euro-
pean Train Control System (ETCS) messages transmitted over LTE network.
The analysis is made using OPNET models of a high speed railway line and
LTE systems.

Keywords: GSM-R, ETCS, LTE, railway signaling.

1 Introduction

Communication networks are inevitable elements of modern railways. This is because
communication networks are fundamental for vital railway services such as train
command-control systems and railway emergency call. These services greatly im-
prove railway safety and efficiency (e.g. by ensuring that trains always obey signals
and by providing more detailed information to train drivers, what allows reaching
higher speeds and maximize track occupancy) [1].

GSM-R is one of the most important communication networks for railways due to
its growing popularity across Europe and other places around the world, where it
substitutes legacy national railway communication technologies [1][2]. Despite that,
GSM-R has some major shortcomings in terms of capacity and capability, which are
directly inherited from the commercial GSM. Hence, the question arises if railways
could replace GSM-R with a more modern mobile technology, such as LTE.

The next two sections present an overview of the shortcomings of GSM-R and
benefits of LTE that could be advantageous in a railway environment. In the follow-
ing part of the paper, an LTE network is analyzed on an example of one of the main
Danish railway lines (Snoghgj-Odense). Using OPNET Modeler, a set of simulation
scenarios is investigated, where ETCS railway signaling on the line is delivered over

M. Berbineau et al. (Eds.): Nets4Cars/Nets4 Trains 2013, LNCS 7865, pp. 211-222] 2013.
© Springer-Verlag Berlin Heidelberg 2013
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an LTE network. Simulation results are compared with ETCS requirements
concerning data transfer delay and data integrity [3].

2 Shortcomings of GSM-R

The first major issue of GSM-R is that it offers only circuit-switched transmission.
This mode of transmission is less efficient than packet-switched. Especially when
considering that one of the main applications of GSM-R is delivery of bursty, low-
rate ETCS data messages. The lack of packet-switched transmission leads to very low
utilization of the GSM-R network [1].

Another major problem with GSM-R is its insufficient capacity, i.e. a small num-
ber of channels available for user transmission. This is a consequence of the com-
bined effect of the circuit switched transmission paradigm and the reduced band of
radio spectrum assigned. In areas with high train concentration such as central train
stations there are problems with providing sufficient number of channels to serve all
the trains that are to operate there simultaneously [4]. Railway companies try to over-
come this problem by implementing special operational rules, such as those proposed
by Banedanmark — the manager of the Danish national rail network [3], e.g.:

e train drivers are required to turn off GSM-R radio while they are at a longer stop.
e train traffic supervisors need to constantly control the number of trains in a given
GSM-R cell and ensure that there are free channels available for incoming trains.

Such solutions are impractical, prone to error and they cannot solve the capacity prob-
lem entirely. This means that the capacity of the GSM-R network becomes a bottle-
neck limiting the number of trains to be operated in a given area. Desirably, the only
limitation should be related to the capacity of the railway infrastructure.

Finally, the last shortcoming of GSM-R is its very limited support for data com-
munication. The maximum transmission rate per connection is limited to just
9.6 Kbit/s [1], what is sufficient only for applications with very low demands. Apart
from that, message delay is in the range of 400 ms [1], what is too high to allow any
interactive real-time application. Lastly, long connection setup time, which is in the
range of 7 seconds [1], heavily impacts applications that require rapid setup,
e.g. applications for emergency situations.

These shortcomings (the lack of packet-switched transmission, limited capacity
and limited support for data communication) show how outdated GSM-R technology
is from a telecommunication point of view. This is especially apparent if GSM-R is
compared with commercial mobile networks, which already underwent few major
evolutions from the original GSM technology. The most significant standards released
in Europe, after GSM were GPRS, UMTS and LTE. These new standards brought
various improvements in the capabilities of the mobile networks [5]. Railways could
benefit from these modern technologies. It is especially important considering that
some commercial mobile operators already consider shutting down their GSM net-
works, so GSM is a technology becoming quickly obsolete. In the beginning of
1990’s it was decided to build the railway communication technology on the basis of
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an already available, well-established mobile communication standard [1]. That is one
of the main reasons why GSM was chosen for railways. Hence, now when GSM is
being slowly abandoned by commercial operators, one of the main reasons for adopt-
ing GSM-R by railways becomes invalid.

The technology that should be considered as the most likely alternative to GSM-R
is LTE. This is because it brings number of benefits over previous mobile communi-
cation technologies — both GSM and the later UMTS. These benefits concern such
improvements as a more efficient core network, reduced packet delay and a high
throughput radio access [5]. Details of these improvements are described in the fol-
lowing section. Apart from the technical benefits, LTE is the most modern mobile
communication standard that is being deployed commercially around the world. That
is advantageous in terms of economy, because of the reduced obsolescence span.

3 Benefits of LTE

There are over 20 years of development separating GSM and LTE technologies, what
makes them very different in many aspects. However, here, the focus is put on a few
main advantages of LTE that could be highly beneficial from the railway perspective.

The key element differentiating LTE from GSM-R is that an LTE network is based
on packet-switched transmission. It is the first mobile technology adopting the all-IP
approach abandoning circuit-switched transmission. Packet switched transmission is
more flexible in managing available network resources. Thanks to this, it increases
network utilization and reduces waste of limited network resources. Despite the lack
of circuit-switched mode, LTE includes Quality-of-Service mechanisms that provide
packet differentiation. This could be applied to protect railway safety-critical
applications such as ETCS [5].

Another advantage of LTE network is the reduced packet delay, which is one of
the crucial requirements for providing ETCS messages. This is achieved by simplify-
ing the network architecture. The LTE network has less logical and physical elements
and they are all based on a common technology (IP).

Finally, LTE offers much higher throughput over its radio access thanks to a more
advanced radio interface. It consists of a number of improvements that increase
spectral efficiency of LTE in comparison to older technologies (GSM and UMTS):

e Advanced multiplexing — Orthogonal Frequency Division Multiplexing (OFDM).
e More advanced modulation — up to 64 Quadrature Amplitude Modulation (QAM).
e Sophisticated transceiver — Multiple Input Multiple Output (MIMO) technology.

The additional throughput can be consumed in various ways: to serve more users, to
provide more applications or to provide bandwidth-demanding applications, which
cannot be provided over the low-rate GSM-R radio interface.

Summing up, LTE brings important improvements over GSM-R. But the question
that needs to be answered is whether it can also fulfill all the railways requirements in
terms of performance and reliability, in order to become a viable alternative to
GSM-R.
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4 LTE as a Railway Communication Technology

The general question of whether LTE can be a railway communication technology has
been divided into three smaller questions:

4.1 Can LTE Support Safety-Critical Railway Applications, Such as ETCS?

GSM-R was designed to provide two fundamental services: transmission of The Eu-
ropean Train Control System (ETCS) messages and voice communication for
railways. ETCS is a digital wireless railway signaling system that replaces legacy
national signaling systems used around Europe. Its main goal is to provide safe and
efficient command-control system that ensures international interoperability. ETCS
becomes widely adopted across Europe thanks to its technical benefits, but also due to
the European Union directives, which oblige railways to adopt it.

Thus, any railway communication technology that could be considered an alterna-
tive to GSM-R needs to support ETCS, i.e. it needs to fulfill all the transmission
requirements for reliable and timely delivery of ETCS messages. These requirements
concern parameters such as [6]:

Received signal power.

End-to-end delay.

Data rates.

Probability of connection loss.

Maximum break during handover.

Bit error rate.

Connection establishment delay.

Connection establishment failure probability.

The requirements listed above concern circuit-switched transmission of ETCS mes-
sages. Thus, for LTE based ETCS transmission, there is a need to redefine these re-
quirements to packet-switched transmission. This redefinition has not been finalized
by the International Union of Railways (UIC). However, the Danish Signaling Pro-
gram defined tentative requirements for packet-switched transmission of ETCS
messages which are published in [3]. These requirements concern parameters such as:

e Data transfer delays.

e Data integrity: probabilities of packet loss, duplication, out-of-sequence delivery
and corruption.

e Network attach procedure delay.

e Packet Data Protocol (PDP) context activation delay.
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4.2 Can LTE Support All the Advanced Voice Functionality Provided by
GSM-R?

Voice communication is still a very important service for railways. Railway commu-
nication technology needs not only to provide point-to-point calls as commercial mo-
bile telephony does, but also to provide railway-specific features such as group calls,
broadcast calls, call prioritization and advanced addressing based on location or func-
tion (e.g. calling a train dispatcher responsible for a given area). The main problem
here is the lack of a single widely accepted technical solution for providing voice
communication over LTE [7].

4.3 Can LTE Bring Real Improvements for Railways in Terms of Capacity
and Supported Applications While Still Fulfilling the Requirements of
ETCS?

It should be verified whether the benefits of LTE listed in the previous section bring
an actual improvement for railways and whether QoS mechanisms are efficient
enough to use LTE for combining safety and non-safety applications.

5 OPNET Simulations

Since we have already gathered and analyzed sufficient data, we focus this paper on
answering the first of the previously presented questions: whether LTE can fulfill
packet-switched requirements on the delivery of ETCS messages [3]. We will focus
on the other questions in following papers.

There are two factors that could limit performance of an LTE network in a railway
environment: train speed (User Equipment speed) and LTE network load. In the fol-
lowing part of the paper the first of the two limiting factors is analyzed, i.e. relation
between train speed and performance of LTE network.

The proposed simulation scenarios model a high-speed railway line, where it is re-
quired to provide continuous, reliable connectivity between train On-Board Unit
(OBU) and Radio Block Controller (RBC) - ETCS server supervising train move-
ment. In such scenario, performance of LTE transmission may be limited by the train
speed. Thus, the purpose of these simulations is to verify whether LTE can fulfill the
ETCS requirements at high train speeds.

The modeled scenarios are based on a railway line between Snoghgj and Odense
(Denmark). An overview of the line is shown in Figure 1. It is one of the most impor-
tant railway lines in Denmark for both national and international traffic. Currently, the
line is operated at speeds up to 180 km/h [8]. In the future, the line may be upgraded
to allow higher travel speeds up to 200 km/h or more [9]. However, speeds up to 500
km/h are considered in the simulations as this is the top speed that needs to be
supported according to requirements for GSM-R [6].
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Fig. 1. Snoghgj-Odense railway line with the location of intermediate train stations
Map source: [10]

Snoghgj-Odense is a double-track line with length of 54.5 km. In order to provide
LTE coverage over the whole line it is required to set up multiple eNodeBs. This
means that trains need to perform multiple handovers between LTE cells while travel-
ling over the line. In the OPNET simulation 11 eNodeBs are placed. Their location
follows the proposed location of 11 real GSM-R BTSs, which are planned to be dep-
loyed along the Snoghgj-Odense line by Banedanmark [11]. Each eNodeB has three
LTE sector antennas operating in a 5 MHz bandwidth. LTE supports 1.4MHz, 3MHz,
5MHz, 10MHz, 15MHz and 20MHz bandwidths [5]. The 5 MHz bandwidth has been
chosen as it is the closest to the size of GSM-R bandwidths in Europe, where GSM-R
operates in 4 or 7 MHz bandwidths [1].

The eNodeBs are connected to Evolved Packet Core (EPC), which, in the OPNET
model, simulates the LTE network backbone and includes functionality of a number
of separate nodes from the LTE standards: Mobility Management Entity (MME),
Home Subscriber Server (HSS), Serving Gateway (GW), and Packet Data Network
Gateway (PDN GW). EPC provides connectivity with the Radio Block Controller
(RBC). This network topology is shown in Figure 2.

There are up to 15 trains passing through the line in the peak hour [8]. Assuming
that all of them are equipped with ETCS On Board Units (OBUs) then each train is
a mobile terminal, which uses the LTE network to communicate with the RBC.

Every OBU sends an ETCS message to the RBC at time intervals following expo-
nential distribution with a mean value of 30 seconds. Also the RBC sends an ETCS
message to each of the OBUs at time intervals following an exponential distribution
with a mean value of 30 seconds. These time values are based on the assumption that
a movement authority and a position update messages are transferred every single
minute. In our model, ETCS messages have constant size of 128 bytes according to
the size specified in the ETCS requirements [3].
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Fig. 2. Topology of the LTE network along the Snoghgj-Odense railway line

Two scenarios are considered:

Scenario 1. There is a single train travelling back and forth on the line. The purpose
of this scenario is to measure performance of delivery of ETCS messages in terms of
delay and data integrity in an unloaded network.

Scenario 2. Additional trains are introduced simulating train traffic in the peak hour.
There are 15 trains travelling over the line per hour (total for both directions). The
purpose of this scenario is to investigate how 14 additional trains affect transmission
of ETCS messages by the initial single train.

Each of the two scenarios contains 13 subcases with train speeds between 25 km/h
and 500 km/h. Each case was executed 20 times with varying seed numbers. The
length of each simulation run was 4 hours.

6 Simulation Results

Two sets of simulation results are analyzed for each of the scenarios: one concerning
the transfer delay of ETCS messages, while another concerning integrity of the
delivered ETCS messages.

6.1 Transfer Delay Analysis Results

According to the requirements presented in [3] the mean transfer delay of 128 byte
ETCS message is required to be lower than 0.5 s. Moreover, 95% of ETCS messages
have to be delivered within 1.5 s.
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Simulation results concerning ETCS message delays are presented in Table 1. All
of the recorded values fulfill these transfer delay requirements:

e Mean transfer delay is in the range of 0.05 — 0.07 s
e 100 % of messages is delivered within 1.5 s

Table 1. Transfer delay of ETCS messages delivered over LTE network

Single train scenario 15 train scenario
Train Messages Messages
Speed Mean transfer delivered Mean transfer delivered
[km/h] delay [s] within 1.5 s delay [s] within 1.5 s
[%] [%]
25 0.050 100 % 0.050 100 %
50 0.050 100 % 0.052 100 %
75 0.051 100 % 0.051 100 %
100 0.051 100 % 0.050 100 %
125 0.051 100 % 0.053 100 %
150 0.052 100 % 0.051 100 %
175 0.052 100 % 0.055 100 %
200 0.053 100 % 0.055 100 %
250 0.053 100 % 0.056 100 %
300 0.055 100 % 0.058 100 %
350 0.056 100 % 0.054 100 %
400 0.058 100 % 0.057 100 %
500 0.063 100 % 0.063 100 %
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Fig. 3. Mean transfer delay of ETCS messages in relation to train speed
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Furthermore, as it can be seen in Figure 3, the mean delay of ETCS messages slightly
increases with the train speed. However, as the delay increase is not significant, the
ETCS requirements are fulfilled even at high train speeds.

Lastly, results obtained in both scenarios (single train and 15 trains) are compara-
ble. This means that the modeled LTE network provides sufficient resources to sup-
port ETCS signaling over the Snoghgj-Odense line, with its maximum frequency of
15 trains per hour.

6.2  Data Integrity Analysis Results

Another set of simulation results concerns data integrity. There are four requirements
on the ETCS message delivery in this regard [3]:

e Probability of data loss < 10™

e Probability of data duplication < 107

e Probability of data being out-of-sequence < 10”
e Probability of data corruption < 10°°

It has to be noted that an LTE network provides retransmission mechanisms over the
radio link (at the MAC layer and the RLC layer) [5]. Moreover, the data is protected
by retransmission mechanisms at the end-to-end transport protocol (the TCP layer).
Thus, the successful delivery of messages (lack of data loss, duplication,
out-of-sequence delivery or corruption) can be measured both at the radio link and at
the end-to-end connection as shown in Table 2.

Table 2. Data integrity of ETCS messages delivered over LTE network

Ratio: delivered error-free packets / sent packets:

g rain Single train scenario 15 train scenario
peed

kbl | 7 g radio tink End-to-end LTE radio link End-to-end

(RLC layer) [%] (TCP layer) [%] (RLC layer) [%] (TCP layer) [%]

25 99.9995 % 99.974 % 99.9993 % 99.958 %
50 99.9990 % 99.985 % 99.9986 % 99.896 %
75 99.9994 % 99.953 % 99.9984 % 99.958 %
100 99.9992 % 99.969 % 99.9993 % 99.958 %
125 99.9993 % 99.948 % 99.9982 % 99.844 %
150 99.9989 % 99.908 % 99.9989 % 99.898 %
175 99.9990 % 99.907 % 99.9986 % 99.773 %
200 99.9990 % 99.886 % 99.9980 % 99.792 %
250 99.9991 % 99.881 % 99.9983 % 99.779 %
300 99.9988 % 99.828 % 99.9977% 99.702 %
350 99.9986 % 99.783 % 99.9982 % 99.801 %
400 99.9980 % 99.679 % 99.9976 % 99.734 %
500 99.9971 % 99.567 % 99.9952 % 99.564 %
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As it can be seen in the “LTE radio link” column in Table 2, over 99.99% of pack-
ets are delivered successfully over the LTE radio link and these do not require re-
transmission. The remaining packets are retransmitted by the RLC layer which works
in the acknowledged mode, what means that the Automatic Retransmission Request
(ARQ) feature is enabled [5]. Looking at the results concerning the end-to-end con-
nection, also shown in Table 2, it can be seen that over 99.5% of packets are delivered
successfully without the need for retransmission. The remaining 0.5% of packets are
retransmitted by the mechanisms of the TCP layer. It should be noted that the re-
transmission mechanisms at the RLC and the TCP layers are not correlated. Thus, an
erroneous packet can be retransmitted by the TCP layer while its retransmission could
have been already requested by the RLC layer.

Thanks to the combined multilayer error detection and correction mechanisms,
100% of the ETCS messages are delivered correctly to the ETCS application layer,
what fulfills the data integrity requirements.

Figures 4 and 5 show the percentage of successful (error-free) packet transmissions
in relation to train speed over the radio link and over the end-to-end connection, re-
spectively. As it can be seen in the figures, with increasing train speeds the success
rate of the transmission is decreasing. However, in all the cases, regardless of the train
speed, the network was able to timely recover. This was shown in the transfer delay
analysis where no packets were delayed more than 1.5 s.

Finally, as in the case of transfer delay, the results obtained in both scenarios (sin-
gle train and 15 trains) are comparable. Thus, the network had no problem to serve
ETCS traffic generated by the trains on the line.
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Fig. 4. Ratio of the delivered error-free packets to the sent packets over the radio link (at RLC
layer) in relation to train speed
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7 Conclusions

This paper presented an OPNET simulation model of a railway line where GSM-R
network, which is used for providing ETCS signaling between train OBU and RBC,
was substituted with the more modern LTE network.

Simulation results show that the modeled LTE network has no problems in provid-
ing connectivity between train OBU and RBC. This fulfills ETCS transmission re-
quirements in terms of delay and data integrity. Increasing the train speed decreases
the quality of the OBU-RBC communication. Nevertheless, the ETCS requirements
are still fulfilled at any investigated speed in the range from 25 km/h to 500 km/h.

What is more, the recorded transfer delays, which are one order of magnitude low-
er than the limits set by the ETCS requirements, suggest that the LTE network has
resources to serve many more users or to provide additional applications for the
existing users.
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Abstract. The European Rail Traffic Management System (ERTMS) allows in-
creasing the utilization of the track by using a wireless mobile technology, the
GSM-R, for dynamic signaling and control of the trains. However, the GSM-R
will become the bottleneck regarding the performance of the ERTMS due to the
increase of both the trains’ traffic, and the resources needed by all the applica-
tions that contribute to safety in rail transportation and to satisfaction of the us-
ers. In this context, it is necessary to develop the tools that will allow evaluating
the impact on the GSM-R of the scenarios that could occur, but that are costly
or difficult to test on real tracks. In this paper, we propose an approach that con-
sists in using real-world traces of trains moving on ERTMS lines to build spe-
cific scenarios for evaluating the ERTMS telecommunication subsystem. In this
way, we are able to guarantee that these evaluations are very realistic due to the
fact that the train moves following the functional specification of ERTMS.
Moreover, our approach is particularly interesting for the future of ERTMS
since the same scenarios can be used to evaluate other prospective wireless
mobile technologies that could replace the GSM-R, such as LTE.

Keywords: ERTMS, GSM-R, Rail, Transport, Real Traces.

1 Introduction

The European Rail Traffic Management System (ERTMS) [1] has been introduced by
the European Union in order to harmonize and ensure the interoperability of the rai-
Iroads of the different countries. The ERTMS specifications define two major compo-
nents. The first one is the functional subsystem identified as the European Train Con-
trol System (ETCS), which ensures train signaling and control. The ETCS consists in
several applications embedded on the train or located in the control center, and which
exchange information in order to ensure safety of all trains movements on the differ-
ent tracks. The second component is the telecommunication subsystem which ensures
the communication between the train and the control center. This subsystem ensures
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the transmission of critical information for the safety of the train movement, and
therefore of the passengers and the entire infrastructure. For this reason, the ERTMS
specifications impose stringent constraints on the telecommunication technology that
could be used in this context. Using a wireless mobile telecommunication technology
presents the advantages of covering bigger area with less equipment, and controlling
the trains continuously, not only at specific points. In this way, the ERTMS has im-
proved dynamic signaling and control of the trains, while allowing an increase of the
traffic that can be ensured at constant capacity of the tracks. The GSM-R (Global
System for Mobile communication — Railway) was chosen as an ERTMS standard
since it was the most popular mobile telecommunication technology used by the Eu-
ropean operators and, according to the European Railway Agency evaluations [2], it
met the QoS requirements imposed by ERTMS specifications.

The bandwidth allocated to the GSM-R is limited (4 MHz downlink — 4 MHz up-
link, in France), thus with the increasing traffic it could become difficult to maintain
all the trains simultaneously and continuously connected, especially in the areas with
high track density. Some of the shortcomings of the GSM-R technology have been
already emphasized by other researchers [3]. The industrials have already introduced
in the equipment new mechanisms that allow ETCS applications to work with a train
which is not continuously connected, in order to reuse the resources. This situation
illustrates that this scenario could have been anticipated if the appropriate tests had
been performed, and therefore that the ETCS applications should have not been de-
signed to work with a train continuously connected. However, it is also obvious that
performing tests on real tracks in order to study such a scenario would have been
costly and difficult to realize. In this context, using simulation tools to evaluate the
impact of various parameters on ERTMS telecommunication subsystem in various
scenarios, would help anticipating on many situations that may have not been expe-
rienced at the moment. The same reasoning could be applied to study, with appropri-
ate tools, and try to overcome the electromagnetic compatibility [4] and the localiza-
tion [5] challenges that are involved in the ERTMS deployment.

In this paper, we propose to use the real-world traces of the trains moving on
ERTMS lines in order to generate specific scenarios for evaluating the behavior of the
ERMTS telecommunication subsystem. The remainder of this paper is organized as
follows: in section 2, we present a brief overview of the main contributions related to
ERTMS telecommunication subsystem evaluation by simulation. Section 3 presents
our global approach for generating test scenarios based on real-world traces. We then
describe how such scenarios can be implemented in the OPNET simulator in order to
evaluate a targeted telecommunication technology. Section 5 concludes the paper.

2 Related Work

Several work proposed interesting studies based on simulation evaluation of the GSM-R
[6], and other telecommunication technologies such as GPRS [6], Wimax [7] and LTE
[8]. In these work, the telecommunication infrastructure is modeled using the compo-
nents provided by the OPNET simulator modeler, and customized in order to adapt to
railway constraints. The ETCS applications are partially modeled and interesting results
are obtained for various speed related to the train movement. However, though these
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experiments allow gathering useful information on the behavior of the system in specif-
ic situations, the movement of the train and the messages exchanged do not reflect ex-
actly an ERTMS scenario. Indeed, since the functional subsystem which is responsible
of signaling and train control is not modeled, the mechanisms that should allow, stop or
modify the train movement are not performed. Therefore, it is not possible to reproduce
realistic traffic conditions; especially in areas with high track density where several
trains are probably stopped, while some are moving slowly and others are moving fast
on the close high speed lines. The same reasoning can be applied to the messages
exchanged between the train and the control center.

In a recent work [9], the authors proposed to connect the OPNET simulator with a
simulator dedicated to ERTMS functional subsystem in a co-simulation virtual la-
boratory. In this way, both simulators could exchange information and simulate the
related component while taking into account the behavior of the other. There exist
actually several ERTMS simulation tools [10] that allow simulating the functional
behavior of the ERTMS, and which could be coupled with a telecommunication simu-
lator. However, such approach requires designing and proving the accuracy of the
synchronization process, while ensuring the coherency and validity of the results.
Such a co-simulation platform will be useful, especially when one needs to evaluate
both ERTMS subsystems.

However, if we reduce the problem only to the evaluation of the ERTMS telecom-
munication subsystem, a simpler solution can be investigated to obtain realistic train
movement and realistic sequence of messages exchanged with the control center.

3 Generating Test Scenarios Based on Real-World Traces

The approach proposed in this paper consists in using the traces generated by onboard
and roadside equipment in order to reproduce a complete and realistic scenario, with
the same train movement and the same sequence of messages exchanged in the time,
in the simulator that models the telecommunication subsystem such as OPNET.

Time " [ n "~ KP_ " | Spee " | Sourceofdat "| RB " | | " |ETCS Message M Bytes ~ \ETCS Application Messa ~
16:24:25 633 TRAIN 1 155 Initiation of a communication session 18 9B028000026500000040FF0
16:24:26 538 RBC 1 32 Configuration Determination 19 2002C00002651FFFFFE43F
16:24:27 133 TRAIN 1 159 Session established 21 9F034000028A80000040C0E
16:24:27 276 34918,6 10 TRAIN 1 129 Validated Train Data 47 8109C000028AC000004000t
16:24:28 037 RBC 1 8 Acknowledgement of Train Data 22 08038000028AFFFFFFE000!
16:24:28 120 TRAIN 1 146 Acknowledgement 22 9203800002A300000040000
16:24:43 037 RBC 1 24 General Message 18 180280000401FFFFFFFFA2:
16:24:43 120 TRAIN 1 146 Acknowledgement 22 92038000041A00000040000
16:24:58 037 RBC 1 24 General Message 18 180280000578FFFFFFFF90L
16:24:58 120 TRAIN 1 146 Acknowledgement 22 92038000059100000040000!
16:25:13 037 RBC 1 24 General Message 18 1802800006EFFFFFFFFFF6
16:25:13 121 TRAIN 1 146 Acknowledgement 22 92038000070800000040000¢
16:25:28 037 RBC 1 24 General Message 18 180280000866F FFFFFFF69¢
16:25:28 223 TRAIN 1 146 Acknowledgement 22 92038000087F00000040000i
16:25:43 037 RBC 1 24 General Message 18 1802800009DDFFFFFFFF6/
16:25:43 225 TRAIN 1 146 Acknowledgement 22 9203800009F600000040000!
16:57:43 951 44336,3 120 TRAIN 1 136 Position Report 32 88060000C586C000004000E
16:57:44 683 RBC 2 3 Movement Authority 100 03170000C5876D480B81E0
16:57:44 819 TRAIN 2 146 Acknowledgement 22 92038000C59F8000004000C
16:57:45 176 44369,6 120 TRAIN 2 136 Position Report 32 88060000C5A88000004000E
16:57:45 372 44369,6 120 TRAIN 1 136 Position Report 32 88060000C5A94000004000E
16:57:48 801 44503,0 120 TRAIN 2 136 Position Report 32 88060000C6030000004000E
16:57:48 982 44503,0 120 TRAIN 1 136 Position Report 32 88060000C603C000004000E
16:57:49 535 RBC 1 24 General Message 32 18060000C603ED480B8550
16:57:49 658 TRAIN 1 146 Acknowledgement 22 92038000C6180000004000C
16:57:49 857 TRAIN 1 156 Termination of a communication session 18 9C028000C61900000040C4!
16:57:50 537 RBC 1 39 ACK of termination of a communication session 18 27028000C61CCD480B9F6(C

Fig. 1. ERTMS level 2 real-world traces of a train crossing two RBCs
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3.1 A Description of Real-World Traces of a Train on ERTMS Lines

The traces illustrated by a sample in figure 1 were provided by an equipement manu-
facturer in the context of a research project on ERTMS components evaluation. These
traces report mainly the sequence of the messages exchanged between the train and
the control center via the RBCs (Radio Block Centers) encountered during its
movement. The data included in the report are described in table 1.

Table 1. Structure of the traces and description of the data fields

Data Field Description
Time the time at which the message is transmitted by the sender
Ms a precision on the time (in milliseconds)
KP (Kilometric Point) | the relative coordinates of one specific point on the track
Speed the maximum speed for train movement control
Source of data the sender of the related message (the train or the RBC)
RBC the identity of the RBC sending or receiving the message
M# the unique identifier of the message being sent
ETCS Message the type of the message in ETCS specifications
Bytes the size of the message in bytes
ETCS Application data | the message in HEX data (Euroradio MAC included)

3.2  Exploiting Real-World Traces Data for Modeling Simulation Objects

The information contained in the real-world traces data described in table 1 allows a
faithful modeling of the following simulation objects related to the scenario:

e the tracks and roadside infrastructure : based on the line and the KPs, it is possible
to retrieve the geographic location of the tracks implied in the train movement. The
handover area where the train exchanges with both RBCs allows fixing the location
and the coverage of the telecommunication infrastructure components (Fig. 2);

the trajectory : using the successive KPs and the corresponding time, it is possible
to obtain, respectively, the distance on the segments and the corresponding speed.
When a segment is too long due to missing intermediary KPs, the information pro-
vided by the field “Speed” allows refining the evolution of the train on the seg-
ment. Indeed, intermediary nodes positions may be introduced by linear interpola-
tion or exponential smoothing in such a way that the speed on each segment stay
lower than the value in the field “speed” during the corresponding time;

the sequence of the messages exchanged : each message is associated with a
transmission time under a precision of milliseconds. At each time a message,
which size is given in the data, is sent from the source to the destination, both pro-
vided by the traces data. The position of the train on the track at the moment the
message is sent can be added to the trajectory as an intermediary KP. This is par-
ticularly useful on long segments. In addition, these points can serve in order to
improve the refinement of the speed over the trajectory.
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Based on the traces data, the simulation objects can be implemented inside a network
simulator which contains a model of the telecommunication subsystem technology.
The elements of the infrastructure will be placed as described in figure 2. During the
simulation, the train will be moving exactly as set in the trajectory object and it will
send, or a message will be sent to it, exactly at the time provided in the traces data. In
this way, it is possible to replay very realistic ERTMS scenarios from a functional
point of view of several trains moving simultaneously on the different tracks in the
same area, and study the impact of their communications with the control center on
the telecommunication subsystem. Moreover, it is possible to change the architecture
of the network, or replace one telecommunication technology by another, and observe
the behavior of the entire system.
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Fig. 2. The infrastructure and the events extracted from the real-world traces data

3.3 Formal Description and Transformation of Traces Data for Simulation

In order to allow automatic generation of simulation objects based on real-world
traces data, it is necessary to formalize both the description and the transformation of
these data, and also to propose the mechanisms that check the coherency of the result.

The Frame of Reference

The traces data are clearly based on the messages. Therefore, we can consider each
message as an event described by some properties. In this way, the data form a space
of events, and we can define a coordinate system (X,#,e) where X represents the coor-
dinate of the point at which an event occur, ¢ the time and e the description of the
event. The third coordinate is necessary to support the existence of several events at
the same point and the same time, due to loss of precision for example.
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Transformation Rules

Each line of the data is an event E;. At least a time #; and an event description e; (the
message and related information) are known for this event. However, for some events,
the point coordinates X; and the speed v; are missing. Let E; and Ej,,; two events such
that X;, Xj,./, v; and vj,,; are known, while all the information X; and v; are unknown
for all the k events £}, ;, E;,,. Based on the time values #;,;, the speeds v;,; (1 <i <k)
are computed approximately using the following equation:

(17 +k+1 — V) )
Vi =+ (G —t) = 1)
(]+k+1 ])

The related coordinates X;,; (I <i < k) can be also computed approximately using the
following recursive equation:

1
Xjri = Xjpima 5 (Vjwio1 + Vi) (G — Laiz1) (2)

Coherency-Checking and Correction Mechanisms
The equations (1) and (2) allow rapid transformation, but they may introduce some
errors. The following rules are applied to check and correct inconsistencies:

e the speed limit must be respected: If v;.; > Max{vj, Viiisif then v =Min{v;, vii.i}
e the space structure must be preserved: if X;.>X;.r.; then: X;,=0.5(Xj.;.; +Xjuivr)

4 Use Case: Generating a Scenario Based on Traces in OPNET

The mechanisms proposed in section 3 have been applied in order to obtain a scenario
based on the aforementioned real-world traces data in a telecommunication technolo-
gies simulator, namely OPNET. As a proof of concept, the simulation objects are
modeled step by step following the same process.

4.1 Modeling the Infrastructure

10008 0 10000 20000 30000 40000 20000 80000 72000 80000

oo LN AR IR

;3 B1S4 E1SS ES6  E1S7  B1S8  E1SS  EISM0 M TETSds WTSI6 BTS m_u OS19 grsao eTsat

Fig. 3. The infrastructure obtained based on real world traces data
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The complete traces data cover a railroad line over 78935 meters. The frame of refer-
ence (X,t,e) is modified in such way that -2049 < X < 76886. We observe that the
coverages of both RBC1 and RBC2 have a common area including the line from the
coordinates X;=38503 m to X;=44836 m. The BTS are placed every 4 km (Fig. 3).

4.2  The Trajectory

The trajectory is one of the most important objects due to the fact that, without having
the functional subsystem implemented in the telecommunication simulator, it is the
only element ensuring that the train follows the same movement as if it was on a real
ERTMS line, and controlled by ETCS applications.

Modifying the Frame Reference Time

In order to harmonize the time of the scenario with the time of simulation, it is neces-
sary to modify the time origin in the frame reference in such a way that the starting
date of the scenario becomes 00:00:00.000ms in the simulator (see Fig. 4 under the
“Accum Time” column). At the end of this column one can see the scenario
duration.

Trajectory name: Ireal_trace_e‘lmsl

X Pos {m) |Y Posm) Distance | Alttude| Traverse Ground Speed | Ascent Wait, Accum
{m) {m) Time Rate Time  Time
{m/sec)

|1 -2.049.500000 0.000000  n/a 0 na nfa 0  00.00s
2 -2.041.800000 0.000000 7.7007 0 03.00s 0 0 0300
3 -2,001.700000 0.000000 40.1000 0 1500 0 0 1800
4 -1,960.400000 0.000000 41.2599 0 1500 0 0 3300
5 -1,919.600000 0.000000 40.8000 0 1500 0 0 4800s
6 -1.878.900000 0.000000 40.7001 0 15.00s 0 0 im03.00s
7 -1.832.800000 0.000000 46.1001 0 1500 0 0 1m1800s
8 -1.796.600000 0.000000 36.2000 0 15.00 0 0 im3300s
45  -119.300000 0.000000 95.9000 0 04.00s 86.3100 0 0 10m17.00s
46 -95.500000 0.000000 23.8939 0 01.00s 86.0397 0 0 10m18.00s
47 0.000000 0.000000 95.9000 0 04.00s 86.3100 0 0 10m22.00s
256.000000 0.000000 256.0000 0 09.00 702.4000 0 0 10m31.00s

| 49 339500000 0.000000 83.5000 0 0300 100.2000 0 0 10m34.00s
610 76.686.100000 0.000000 66,6001 0 0240s 99 900 0 0 43m39.30s
611 76.719.500000 0.000000 33.4001 0 0120 Q020020 0 0 43m4050s
6§12 76.752.800000 0.000000 33.2997 D 0120 99,8992 0 0 49m41.70s
613 76752900000 0.000000 00000 0 04.00s 0 0 43m45.70s
614_76.886.200000 0.000000 133.3000 0 0480 33.9750 0 0 49m5050s

Fig. 4. The trajectory implemented in OPNET based on the traces data

In figure 1, we saw that at the beginning the KPs were decreasing, and then they
were increasing. We considered that the KPs in the first part are before the zero of the
X axis and those in the second part are after this point. Moreover, instead of using
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KPs, we use the actual distance from the point to zero as its X coordinate (see Fig. 4
under the column “X Pos (m)”). As a result, we have -2049 < X < 76886 (in meters).

Coherency-Checking and Correction Mechanisms

Before applying the correction mechanisms, one can observe that some values under
the “Ground Speed” column (Fig. 4) are above the speed limit value in the traces data.
This emphasizes the importance of the correction step in the proposed procedure.

4.3  Generating the Messages

Once the trajectory has been created, the sequence of messages must be created inside
the communicating elements: the train, the RBC1 and the RBC2. The real-world data
contained up to 1064 lines, this means the same amount of messages. In the trajectory
description, we retained only 614 lines (Fig. 4) due to loss of precision in the millise-
conds. However, in the message creation time, it is possible to obtain this precision in
milliseconds. In this way, all the 1064 messages will be generated exactly at the same
time than in real-world traces data, but according to the trajectory, if we could see the
animation of the scenario, some of them would appear simultaneously.

5 Conclusion

We described how the real-world traces obtained from a train moving on ERTMS
lines can be analyzed and used in order to generate a scenario that can be used in var-
ious simulation based evaluations of ERTMS components. The originality of this
approach is the possibility of performing an evaluation of the ERTMS telecommuni-
cation subsystem using a network simulator such as OPNET, and in which the train
will be moving exactly as it was guided by the ERTMS functional subsystem. In this
way, various evaluations can be performed on the telecommunication subsystem
without implementing the complete ETCS applications or without coupling the net-
work simulator with a specific tool simulating the functional subsystem.

However, we have shown that dealing with real-world traces data is not always
easy, and it is necessary to perform appropriate data transformation, coherency-
checking and correction before using them in a simulator. The efficiency of these
mechanisms is particularly important in a context where the scenario must be generat-
ed automatically from the real-world traces data. In our future work, we will improve
the models of the GSM-R infrastructure and perform preliminary tests using the
scenarios obtained using the traces.

Acknowledgments. The present research work is supported by:

— the VEGAS project (http://vegas.ifsttar.fr) funded by ANR (ANR-12-VPTT-0004)
and labeled by i-Trans;
— the CISIT, the FEDER, and the Region Nord Pas de Calais.

The authors gratefully acknowledge the support of these Institutions.



Generating Test Scenarios Based on Real-World Traces for ERTMS 231

References

10.

. UNISIG: System Requirement Specification, ERTMS specifications, subset 026 v2.3.0

(2010)

UNISIG: GSM-R Interfaces — Class 1 requirements, subset 093 v2.3.0 (2005)

Sniady, A., Soler, J.: An overview of GSM-R technology and its shortcomings. In: 12th In-
ternational Conference on ITS Telecommunications (ITST), pp. 626-629 (2012)

Midya, S., Thottappillil, R.: An overview of electromagnetic compatibility challenges in
European Rail Traffic Management System. Transportation Research Part C: Emerging
Technologies 16(5), 515-534 (2008)

Beugin, J., Marais, J.: Simulation-based evaluation of dependability and safety properties
of satellite technologies for railway localization. Transportation Research Part C: Emerg-
ing Technologies 22, 42-57 (2011)

Ruesche, S.F., Steuer, J., Jobmann, K.: Increase of Efficiency in Wireless Train Control
Systems (ETCS level 2) by the Use of Actual Packet-Oriented Transmission Concept. In:
IEEE/ASME JRC 2008, Delaware, USA (2008)

Aguado, M., Onandi, O., Jacob, E., Pinedo, C., Saiz, P., Higuero, M.: Wimax Role on
CBTC Systems. In: ASME/IEEE JRCICE 2007, Pueblo, Colorado, USA (2007)

Aguado, M., Liedo Samper, 1., Berbineau, M., Jacob, E.: 4G Communication Technologies
for Train to Ground Communication Services: LTE versus WIMAX, a simulation study.
In: 9th World Congress on Railway Research, Lille (2011)

Sondi, P., Kassab, M., Berbineau, M., Aguado, M., Lemaire, E.: Toward a Common Plat-
form for Simulation-Based Evaluation of Both Functional and Telecommunication Subsys-
tems of the ERTMS. In: JRC 2012, Philadelphia, USA (2012)

Mera, J.M., Gomez-Rey, 1., Campos, A.: ERTMS/ETCS test simulation bench. Urban
Transport and the Environment in the 21st Century, XIII, UK (2007)



Blind Digital Modulation Detector for MIMO
Systems over High-Speed Railway Channels

Sofiane Kharbech!, Iyad Dayoub!, Eric Simon?, and Marie Zwingelstein-Colin®

! IEMN/DOAE University of Valenciennes and Hainaut-Cambresis
59313 Valenciennes Cedex 9, France
2 TEMN/TELICE University of Lille 1
59655 Villeneuve d’Ascq Cedex, France
{sofiane.kharbech, iyad.dayoub,
marie.zwingelstein-colin}@univ-valenciennes.fr,
eric.simon@univ-1lillel.fr

Abstract. Nowadays, several wireless communication networks are
widely deployed along railway lines, and future ones are already can-
didates for Long-Term Evolution (LTE) wireless data communications
standard deployment. In fact, an efficient interoperability between these
systems is crucial to increase safety, reduce maintenance costs and offer
new services to passengers. Cognitive Radios (CRs) have been selected
as promised alternative to answer all previous requirements. The main
issue in CR is radio environment awareness, which is enhanced by modu-
lation and waveform identification. In this paper we aim to shed light on
the problem of blind digital modulation identification for Multiple-Input
Multiple-Output (MIMO) technology used in high-speed railway com-
munication systems which are associated to fast-fading channels. The
intention is to distinguish among different M-ary Phase-Shift Keying
(M-PSK), Amplitude-Shift Keying (M-ASK) and Quadrature Amplitude
Modulation (M-QAM) modulation schemes without signal knowledge
and Channel State Information (CSI). The detection process employs
a Blind Source Separation (BSS) technique to sightlessly perceive the
modulation type. The proposed detector proves a high M-PSK modula-
tion identification ratio under a high velocity for LTE standard frequency
band and bandwidth.

Keywords: Modulation identification, MIMO systems, Higher Order
Statistics (HOS), High velocity, CR, Railway communications.

1 Introduction

MIMO is a commonly integrated technology into modern and promising wire-
less communication systems. The CR concept was recently introduced, it can
be defined by radio awareness capabilities. Improving communications reliabil-
ity and interoperability are believed to be of significant interest for high speed
applications like railway. Waveform detection is one the features of CR interests.

Many modulation identification algorithms have been developed for Single-
Input Single-Output (SISO) systems [1] [2] [3] [4] and non-faded MIMO systems

M. Berbineau et al. (Eds.): Nets4Cars/Nets4Trains 2013, LNCS 7865, pp. 232-P4T] 2013.
(© Springer-Verlag Berlin Heidelberg 2013
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[5]. In [5], it has been proposed an identification process through Artificial Neural
Networks (ANN) for pattern recognition, where the pattern was the high order
statistics features estimated from a blindly separated source signals. In this pa-
per, we extend this work to verify the identification efficiency of the proposed
process for M-ary PSK modulation schemes over fast-fading channels. The new
proposal is able to take into account the variation of both the Signal-to-Noise
Ratio (SNR) and the velocity. For this purpose, the ANN classifiers are updated
according to the new transmission conditions.

The paper is organized as follows: section 2 defines the high-speed railway
channel model and the assumed assumptions. Section 3 describes the detec-
tion algorithms while section 4 reports the performances of the detector for
our system model. Finally, conclusion and perspectives of the research work are
presented in section 5.

2 Channel Model

In this work, we consider a linear time-variant MIMO channel with IV; transmit
antennas and N, receive antennas. In general, to achieve the separation of source
signals, some hypothesis are necessary:

H1. Source signals are independent and identically distributed (i.i.d.).

H2. The number of receive antennas is greater than or equal to the number
of transmit antennas (N, > Ny).

H3. The noise is additive and source signal independent.

In the context of this work, an additional assumption about channel fading is
considered:

H4. The channel is frequency-flat fading and time-invariant during a MIMO
symbol transmission

Under the above assuptions, the baseband k! received MIMO symbol is done
by:
y(k) = H(k)x(k) + n(k) (1)

where:

— kis the reception instant of a symbol vector, it also refers to a MIMO symbol.

— x(k) = [z1(k), -+ ,2xn,(k)]T is the (IN; x 1) vector representing the trans-
mitted source signals.

— y(k) = [y1(k),- - ,yn, (k)]T is the (N, x 1) received signal vector.

~ n(k) = [n1(k), - ,nn, (k)]T is the (N, x 1) vector corresponds to the addi-
tive zero-mean white circulary complex Gaussian noise with variance 2.

— H(k) is the (N, x N;) spatially-uncorrelated complex matrix of the MIMO
channel at the instant k.

! Indeed, in MIMO-OFDMA (Orthogonal Frequency-Division Multiple Access) the
frequency-flat fading assumption is valid per subcarrier only if time and frequency
synchronization were achieved.
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The MIMO channel matrix elements h;;(k) (i € {1,---, N}, j € {1,--- ,N¢})
are time-varying for each MIMO symbol k. Each matrix element is Rayleigh
distributed, and the normalised autocorrelation function of the fading channel
at delay 7 is expressed as [6]:

(1) = Jo(27 fpT) (2)
where:

— Jy is the zeroth-order Bessel function of the first kind.
v
— fp is the maximum Doppler shift frequency given by fp = )\ where v is

the receiver velocity from the transmitter (or vice versa) and A is the carrier
wavelength.

In the frequency domain, r(7) corresponds to a Jakes Doppler spectrum given
by:
1

wtoyf1- (4)

This channel model is commonly used in the literature and has a few properties
which make it especially appealing; first, it tends to be a good model for many
fading multiple antenna channels, secondly, in many cases its mathematical sim-
plicity enables analytical evaluation of systems where it is used to model the
channel.

S(f) = 3)

3 Identification Process

In this section we present the adopted process to detect the modulation type.
As discribed in [B] and shown in Fig[ll the identification process has mainly
four steps. We proceed — as first step — to blindly separate source signals, then
to estimate some statistical features for each receive antenna. Based on the
extracted features, we try to recognize the modulation type for every antenna
through an ANN. As a final step, we fuse all the predicted decisions to obtain
the final one.

N
y(k) 2(k) |Features | HOS (e}
. ANN
Extraction
Receiver : ‘
: Blind Degcision | Final
Antennas | Source Fusion —>D —>
. | Separation ecision
Features
Extraction ANN

Fig. 1. Synopsis of identification process
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3.1 Blind Source Separation

There are several BSS algorithms in the literature [7] [§]. Here, the Simplified
Constant Modulus Algorithm (SCMA) is used to recover the transmitted sym-
bols without prior CSI [7]. SCMA algorithm aims to determinate an N, x N,
matrix W such as:

a(k) = (k) ¥ SCMA(y) = Wy (k)

4

= WTH(k)x(k) + n(k) @
where x(k) is the estimate of x(k), n(k) is the filtred noise and W is the
separator.

Note that the source separation can be achieved by optimizing a contrast
function J [0], which introduces an arbitrary phase and permutation on the
estimated symbols. SCMA simplifies the constant modulus critertion by em-
ploying a single dimension (real or imaginary part of the signal) [7]. To optimize
J, SCMA attempts to optimize the following criterion:

N
D%n Tscma(W) = ;::1 E[(R(zn(k))* — R)?] (5)

Subject to : WHW =1y,

E[R(x(k))"]
E[R(x(k))?]

BSS algorithms use-only may converge to a bound matrix W, which means
that the BSS algorithm may recover the same source several times. To over-
come this drawback, we must force the BSS algorithm to obtain an uncorrelated
sources. In this paper, we use Gram-Schmidt orthonormalization algorithm [10]
as a post-processing to satisfy the constraint in equation (B). Since the orthonor-
malization of W assumes that the transmission channel is unitary, a whitening
pre-processing is necessary and the separator will be applied on the whitened
received signal y(k) = By(k), where B is the whitening matrix.

We implemented the SCMA using the Stochastic Gradient (SG) algorithm.
The update equation is obtained by calculating the gradient of Jscara:

where R = is the dispersion constant.

W (k) = Wy (k — 1) — pe,(k)y* (k), ne{l,-- N} (6)

where p is the SG step size and e, is the error signal defined by e, (k) =
R(zn(k))(R(zn(k))? — R). Batch [10] is the used pre-whitening algorithm, which
reduces the number of receiver sensors from N,. to N;. Thus, since pre-whitening,
N, will be equivalent to N;. The number of transmitter antennas and MIMO
coding are supposed known at the receiver.

Given that the separation matrix resulting from the update-equation is not
necessarily orthonormal, then the orthonormalization step is required at each
iteration of the SG algorithm.
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3.2 Features Extraction

For efficient detection, judicious choice of identification features is essential. HOS
are among well-known and widely used ways for signal identification in SISO
systems [I], [2]. HOS are also used for non-faded MIMO channel [5]. Higher
Order Moments (HOM) of order a is expressed as [I1]:

Map(x) = E[z°~"(2")"] (7)

and Higher Order Cumulants (HOC) of order a of the non-zero mean signal x is

done by:

Cup(x) = Cum[z, - ,x, 2% -, x% (8)

a—b terms b terms

Cumlxy, - @, = Z(—l)o‘fl(a - 1)!HIE[ H . (9)

w = megp

where

1 runs through the list of all partitions of {1,--- ,n}, ¢ runs through the list of
all blocks of the partition ¢, and « is the number of elements in the partition
1. The following table reports some theoretical values of sixth order HOS.

HOS are expected according to the estimated sources on each receiver sensor
and they will be the ANN inputs for the next identification step.

Table 1. Some theoretical statistical moments and cumulants values for M-ary PSK
modulation schemes [3]

B-PSK Q-PSK 8-PSK

M60 1 0 0
M61 1 -1 0
M63 1 1 1
C60 16 0 0
C61 16 -4 0
C62 16 0 0
C63 16 4 4

3.3 Artificial Neural Networks

The modulation detection problem can be considered as a pattern recognition
problem. ANNs are among the best candidates for pattern recognition problems
which many researchers have focused on to develop high performance modulation
classifiers [3] [4] [5] [12]. In this paper, we make use of a multilayer feed-forward
ANN. As mentioned in the previous subsection, one ANN is identically applied
on each receiver sensor and provides one specific decision on the modulation
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scheme. It means that N; cooperative decisions will be generated and then fused
to generate the final single decision.

ANN training is a very important process which species the network efficiency
level; a well-trained network is an efficient one. Training is the process that it-
eratively determines the gradient for weights and biases update function. Our
purpose is to have a well generalized network, which has a good prediction for all
samples set. For this, some processing of data set are highly recommended before
launching ANN training and use. First, the extracted set of features are normal-
ized to have zero mean and unit variance. Then, the best subset of the features
set is selected through the Principal Component Analysis (PCA) technique. The
used training algorithm that updates network’s weight and bias values is the
Resilient backpropagation algorithm (Rprop). This algorithm performs well on
all the pattern recognition problems and is the fastest on them [I3]. In addition,
the used training style is batch. In batch training, the weights and biases are
only updated after all the inputs are presented.

Notes that some other parameters can be adjusted when training the network
in order to improve its generalization and to optimize its performance function.
Further, using additional training data for better environment characterization
is more likely to produce a network that generalizes well to new data.

In this paper, the ANN is trained to take into account the variation of both
SNR and velocity.

3.4 Decision Fusion

After identifying the modulation type on each receiver sensor, the decisions on
the modulation types obtained at previous step by each ANN have to be fused in
order to form the final decision. This cooperative identification is called decision
fusion. For that, Averaged Bayes Fusion Rule [I4] is used in this paper. The
idea is to estimate the probabilities P of having each modulation type from the
modulation pool for each sensor, then the most probable modulation scheme is
considered as final decision. Firstly, the distance d between the ANN output and
each modulation scheme at each sensor is measured by:

dijn = ||©3(m) = Oi(m)||, i€ {l,--- N}, me{l,--- Ny}  (10)

where © = {01, --,On,, } is the modulation pool. The equivalent probability
is then determinated by:
1
di,m
-Pi,m = Nu 1 (11)
m—1 di,m

Final detected modulation type Oy is given as:

(“)f maXNM N Z Pz m (12)
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4 Results and Performance

The proposed detector has been evaluated for various SNR values, multiple
MIMO system configurations and wide velocity range for LTE standard fre-
quency band and bandwidth. All results are based on 1000 Monte Carlo (MC)
trials for each modulation scheme, SNR and normalized maximum Doppler
shift frequency fp/fs where f, is the sampling frequency. Each MC trial is
based on 2048 MIMO symbols. The simulated modulation pools are ©; =
{B-PSK, Q-PSK, 8-PSK} and ©; = {B-PSK, Q-PSK, 8-PSK, 4-ASK, 8-ASK,
16-QAM, 64-QAM}.

Note that the maximum simulated velocity is 540 kmph (which results in
fp/fs = 2.10~%) when we consider a carrier frequency of 2 Ghz and a bandwidth
of 5 Mhz.

Figure[2lshows the detector efficiency where it’s able to consider the variation
of the SNR and the velocity at the same time, i.e. that is one ANN can be used
to aware both the SNR and velocity variation. The probability of identification
decreases when channel fading is faster and noise is more significant.

100g——=
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97

96 | 1

Probability of identification (%)

—%—SNR = 15 dB
—%—SNR = 10 dB
B —o—eowr = 5 a8 )
—HB—SNR = 0 dB
94 ; ; ; ;
0 0.4 0.8 1.2 1.6 2
£, 7 5 x 107

Fig. 2. Probability of identification from ©; versus normalized maximum Doppler shift
frequency in the case of 0-15 dB SNR range — MIMO antenna configuration is 1x4

Figure [ shows that Q-PSK is the most ambiguous modulation scheme to
identify in the same SNR and fading range; patterns of this modulation scheme
are less discernible than the other ones. Indeed, up to 270 kmph (fp/fs =
1.107%) of velocity we can keep at least 99% of detection efficiency for all ©,
modulation types by 1x4 MIMO antenna configuration.
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Fig. 3. Probability of identification from ©; for each modulation scheme versus nor-
malized maximum Doppler shift frequency in the case of 0-15 dB SNR range — MIMO
antenna configuration is 1x4

The effect of MIMO antenna configuration on the detector efficiency is illus-
trated by Fig/t
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Fig. 4. Probability of identification from ©; versus normalized maximum Doppler shift
frequency for different MIMO antenna configurations in the case of SNR = 17 dB
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In fact, a good source separation means a good recovered constellation which
subsequently provides a discernible features for detection. Indeed, although the
MIMO channel is non-faded, the detection efficiency decreases due to an ineffec-
tive BSS when the difference A = N,. — N, increases.

As shown in Fig[l, when we try to detect from a larger modulation pool
like @2 = {B-PSK, Q-PSK, 8-PSK, 4-ASK, 8-ASK, 16-QAM, 64-QAM}, detec-
tor performance degrades significantly especially at high velocity and even under
a good transmission conditions.
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Fig. 5. Probability of identification from ©@; and ©: versus normalized maximum
Doppler shift frequency — MIMO antenna configuration is 1x4 and SNR = 25 dB

5 Conclusion and Perspectives

In this paper, we have focused on the enhancement of the modulation awareness
of a CR mobile device for high-speed railways environment by identifying several
features of the received signal, and recognizing the used modulation scheme. The
proposed detector is based on HOS as features extraction subsystem and an ANN
trained with Rprop learning algorithm as classifier subsystem. We proposed an
efficient M-PSK modulation identification under different MIMO system config-
urations over noisy fast-fading channels. In addition, the proposed detector is
able to be aware of channel variations (e.g. SNR and velocity).

For a typical SNR in high-speed railways environment and a velocity up to
450 kmph (fp/fs = 1,6.107%), the probability of false detection from a M-
PSK pool is less than 1%, which is quite efficient. This performance is unlike
that obtained from the modulation pool that also include M-ASK and M-QAM
modulation schemes, even at a high SNR. Thus, our future work will focus on
the development of a new detector able to identify from a larger modulation
pool than the M-PSK one.
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Abstract. The work presented in this paper focuses on the use of the
CATS framework (a framework dedicated to the adaptation and the
deployment of context aware services in the transportation context) on
applications designed to assist the user in transportation activities (e.g.,
driving assistant, visiting a city, finding a parking place etc.). We present
a solution to deploy and use these services when users do not have a
connection to WAN by using asynchronous solutions based on smart
cities infrastructures. A prototype has been developed and evaluated at
the end of this paper.

1 Introduction

Nowadays there are many applications that users can benefit from on their hand-
held devices. Such capabilities are reaching our vehicles, offering drivers help for
driving safely and more efficiently, thanks to the numerous services provided
by applications on their devices. In this article, we focus on the transportation
domain. Contrary to other application fields like finance or commerce, mobile
technologies did not have a big impact on transportation until lately. The only
successful application of these technologies that we can mention in the trans-
portation domain concerns navigation devices. Nevertheless, the situation has
now started to change. New applications like Waze (http://world.waze.com) have
appeared on the market. Such applications rely on a community of drivers who
share information about traffic congestions or accidents. For example, Waze cen-
tralizes data through the telephony network (3G), while other approaches require
direct interaction between mobile nodes.

To simplify application assembly and reactivity according to transportation
constraints (lack of communication infrastructure, high mobility...), several re-
searches propose frameworks that hosts multiple applications at once, offering at
the same time management functions for context-awareness and the deployment
of service when the user or the system need it.

M. Berbineau et al. (Eds.): Nets4Cars/Nets4Trains 2013, LNCS 7865, pp. 242-P52] 2013.
(© Springer-Verlag Berlin Heidelberg 2013
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When considering the possible applications that can be used on mobile de-
vices, we can see that many aspects have to be considered. For instance, some
applications must use the telephony network to transfer data and can not work
otherwise. Some of them, Locations Based Services, also need a GPS module,
which is now embedded in most smartphones. Other applications are meant to
be used in an ad-hoc mode, providing services to a small community of users
who are at the same place at the same time. For the highly mobile users, the
ad- hoc applications can bring many advantages, such as the ability to have a
fast access to relevant information (e.g., traffic accidents, intervention vehicles,
traffic jams). Another important aspect is the independence to the infrastruc-
ture, which suggests the interest of having services for "local” ad-hoc networks.
The research for developing reliable ad-hoc networks for highly mobile users
is ongoing. We mention [I] who propose a Context Management System using
the NEMO (NEtworkMObility) protocol, which addresses the issue of a mobile
network also capable of attaching to the Internet.

Among the possible mobile applications for handheld devices, our work fo-
cuses on those designed for the transportation domain. By transportation we
mean the movement of people from one place to another. To get to her/his des-
tination, a person can either walk, drive or take public transportation modes
(or any combination of these). Common features are mostly related to the trip
- the environment and the neighboring devices change as the person advances.
Most of the transportation applications need positioning information at all time
(preferably GPS coordinates). Communication is also an important element, al-
lowing applications to contact either an infrastructure or surrounding devices
on the ad-hoc network. Moreover, the type of environment affects the behavior
of the applications (e.g., use in indoor/outdoor environments, in urban areas
or on highways). The differences between applications (or between the different
behaviors of the same application) are related to the considered mean of trans-
portation. A pedestrian travels at low speed and will be able to look often at
his/her device and make some adjustments if necessary. Passengers can handle
their devices, but move at a higher speed, which can sometimes lead to con-
nection failures. Drivers face the same connection problem but also need to be
notified with traffic information and important events, without being disturbed
since they are driving.

In our previous work we have introduced CATS (Context Aware Transporta-
tion Services), our framework for context-aware applications for the transporta-
tion domain. The goal of this framework is to provide an execution environment
for service-based applications as well as management functionalities for the de-
ployment and the adaptation to context changes. Some preliminary evaluations
of CATS have been presented in [2], showing that the framework is light enough
for mobile devices such as smartphones. With CATS, using the ad-hoc network
we can detect services that offer a functionality specific to the area we are in, and
we can benefit from them by installing them on our device. In [3] we evaluated the
time necessary for service download in different situations and find results coherent
with our need: services can be downloaded fast enough from one-hop neighbors.
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In the same time, we are used to be connected to the network every time we
need it. However, using data services can be impossible in some ways : when
we travel in another country, or when we are passengers in a train (where using
data network is difficult, due to the number of passengers arriving at one time
in a cell). This paper proposes to enrich the CATS framework by allowing to
invoke services in an asynchronous way.

The first section shortly describes the CATS Framework. The second section
describes the need of asynchronous deployment in the particular nature of the
transportation context we are considering and the challenges it poses, a scenario
of use and the state of the art. The third section exposes a solution available in
distributed computing to take into account asynchronous invocation and deploy-
ment. Next, we present an evolution of our platform, detailing our approach for
the integration of asynchronous actions and the architecture. Before concluding,
we present a use case, experimentation, and evaluation for our framework.

2 The CATS Framework

In this section we describe shortly the CATS Framework, which has been pre-
sented in our previous work [2], and finally the need to extend this framework
to allow asynchronous invocation.

2.1 The Framework

To provide adaptation to the changes that occur during the execution of an appli-
cation, there are two things necessary: the services must specify which behavior
is specific to which context, and the context situations must be identified. This is
where our framework comes in, by providing framework-specific services to help
management of the applications by monitoring the context. We consider two
kinds of adaptation. First, services can determine relationships between some
parameters and values of certain context elements. The second way of adapting
an application to context is to change an entire service rather than having a
service with much code, trying to cover several situations. Context information
is used: during execution, when one or more context elements change enough
to justify a change in the behavior of an application; at the download of a new
service or application, to ensure compatibility with the device.

Applications are composed of multiple functionalities, which can be divided in
independent modules. First, we can identify the functionalities that are common
to most applications, like for example positioning. It is always more interesting
to have a single piece of code handling the localization, rather than having a lot
of applications implementing similar code. Second, each part of an application
providing a certain functionality can be implemented in more than one way. So,
for each computation we can choose the most appropriate way to get the result.

Our framework (Figure[I]) provides an unified environment with non-functional
services that assure the continuous and context-adapted execution of the applica-
tions. On one hand, the CATS Framework allows the execution of three specific
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services (Context Manager, Execution Manager and Trader) which function con-
tinuously as long as the framework is started. On the other hand, the framework
is the environment where the applications are executed.

Each specific service has a role identified as follow:

— The trader. The application framework must be able to acquire new services
when these are necessary. The trader sends a message to the ad hoc net-
work to demand the needed service. Neighboring devices able to provide the
service answer to the requesting device, which then chooses from whom to
download. The service trader handles both outgoing and incoming requests.
If infrastructure access is available, it will be preferred, as a centralized reg-
istry is more likely to have a large number of services.

— The execution manager. The execution of the services in the framework must
be monitored in order to detect failure. When a service stops working, the
execution manager must react and take the necessary actions to correct the
situation. The simple solution is to search for an equivalent service that is
already on the device and start it. If there is no equivalent present locally, the
execution manager must call the trader to launch a search for the missing
service on the neighboring devices. Another type of problem occurs when
services do not function correctly because of an external cause. A simple
example is the loss of GPS signal; the service is still running, but unable
to provide correct information. The execution manager stops the service so
that another one can be bound.

— The context manager. Based on the classification we have for the context,
the CATS framework service called context manager takes “snapshots” of
the state of the environment and represents them in an XML file. An XML
Schema is used to validate the XML representation. The context manager
can evaluate the state of the context on demand, but also on a continuous
basis, when certain elements need to be monitored.

We use Java and OSGi (a Java dynamic service-oriented framework) for the
development, deployment and installation of services (and applications, which
are built out of services). For the three parts of our framework (Context Manager,
Trader and Execution Manager) we have built one or more OSGi bundles. The
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user applications are also built out of services exposed by the components and
they are executed in the same environment as the management services. To
help managing service binding and automate as much as possible dynamic and
adaptive bindings, we use the iPOJO [4] service-component model (hosted by
Apache) that is deployed on top of OSGi.

2.2 Needs of Asynchronous Invocation

Our CATS framework is dedicated to transportation services, because we wish
to provide solutions that take into consideration the specific constraints of this
domain. Our solution is based on a framework for applications with similar char-
acteristics, designed to accompany users throughout their evolutions in different
environments. To respect the constraints of the transportation domain, our so-
lution must react sufficiently fast to the changes that occur. Moreover, services
must be light enough to be easily downloaded and installed ”on the fly”. A local
service is not subject to network connection loss.

However, in specific environments, services are still too heavy to be down-
loaded “on the fly” (services exchange between cars on a highway, or communi-
cation between train and car). More over, it could be impossible to use 3G con-
nection (when the user is using roaming). To overtake this drawback we propose
in this paper to enrich the CATS framework to allow asynchronous invocations
to services.

More over, in a near future, smart cities will propose, through a lot of equip-
ment, connections to services by using an ad-hoc link. Indeed, cities are increas-
ingly integrating communication capabilities, with higher availability an quality,
as well as social infrastructure. It is against this background that a modern way of
interacting with the city environment has emerged, highlighting the importance
of Information and Communication Technologies (ICTs). In this context, smart
cities will rely on wireless networks to manage the environment, and people in
the city. By multiplying communication node disseminated in the environment,
users will benefit from more regular access to the network. From this fact, a user
will be capable of connecting frequently and take advantage of this functional-
ity. These connections could act as a mailbox to get the results of asynchronous
invocations [BIGIT].

3 Using DDS in the CATS Framework

We presented above the CATS architecture, showing its main components: the
context and the execution manager as well as the trader. This last has been first
designed to only deal with synchronous requests through a classical or ad-hoc
network towards an internet component farm or a user’s neighbor. But because
of the reasons listed in the previous sections the trader has evolved to a novel
architecture to tackle asynchronous issues.
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3.1 The DDS Framework

The DDS (Data Distribution Service) is a specification of a publish/subscribe
middleware taking into account QoS properties[8]. The first specification has
been defined by the OMG during 2004. DDS can be used independently from
CORBA. This new service is suitable for a new class of applications that require
real-time Quality of service. It provides an efficient publish/subscribe system. In-
formation consumers subscribe to information of interest. Information producers
publish information. DDS matches and routes relevant information to interested
subscribers. DDS furnishes QoS suitable for real-time systems: deadline, levels
of reliability, latency, re-source usage, time-based filter. Different programming
styles are allowed based on listener or wait-based data access.

3.2 A New Architecture for Asynchronous Deployment

As in CATS framework, every pieces of software are modular and are build to-
gether thanks to a service architecture, introducing another messaging protocol
only requires the addition of a component wrapping the communication with
the DDS server. Thus, the trader can switch from one protocol to another ac-
cording to the context elements. For now, context information like destination,
network availability or battery level are used to decide the proper communication
mode. In order to bring context reactivity inside the trader, CATS capabilities
have permit to smoothly add the required notifications. Indeed, by just adding
an XML description of the context elements to monitor, CATS injects inside
the component the appropriate code. The following scenario illustrates CATS
behavior when facing asynchronous communications needs.

3.3 Scenario for Context-Dependent Asynchronous Requests

On a standard use, our mobile application adapts itself to the environment re-
questing components or data in a synchronous way. While a context notification
about a travel of the user is raised, requests related to its future location are
switched to an asynchronous mode (DDS mode) by the trader. In this way, we
first minimize the cost of the communication with our neighbors, unlikely to
be able to have what we want. Secondly we can make sure that the reception
of the response (a component service or some data) will be done at the right
time and/or the right place. For instance the most obvious situation is when the
trader is notified that the user is closed from its destination, this can trigger a
check of the messages posted for him (a service could have been personalized
in a specific way for this user). According to battery level, data or software
pieces can be downloaded but may be kept aside if the level is low. Finally if
the user go through an area with free and high rate network communication
capabilities, subscription to this event by the trader could initiate an antici-
pated download. CATS framework takes in charge those notifications as soon
as thresholds and context elements are described with XML meta-data. After-
wards the trader will manage components or data retrieving, and delegate their
instantiation/installation to CATS’ execution manager.
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4 Prototype and Evaluation

This section presents experiments and results carried out in the context of this
work. It relies, on the client side, on an application built thanks to the CATS
framework presented above and implemented in previous works. The goal is to
illustrate the feasibility of our proposition by using industrial standard frame-
works in a prototypal architecture close to a real environment.

4.1 Prototype Description

Our environments is composed of three layers : The mobile client side (i.e. a
smartphone) which will send an asynchronous request for obtaining a software
service/component or any kind of data. It is capable to dynamically install the
software grain it will received. The server side, responsible for interfacing both
clients and external component repositories with the DDS environment. Com-
ponent repositories, offering the capability to potentially download any kind
of known component. We use OpenSplice, the PrismTech’s DDS implementa-
tion [9] as a keystone. It offers the reliable asynchronous framework we require
to achieve our goal. But if it could have been smoothly included inside any
smartphone application, the architecture would have been lighter as business
component managing asynchronism capabilities would have been embedded in-
side smartphones. But it is not currently available for any smartphone OS like
Android or iOS, mainly because its architecture is not designed for now for
such constraint environments. It is the reason why we introduce some servers
interfacing our mobile client with the DDS message bus. Those servers have in
charge collecting requests from clients and delivering messages when a client is
connected and is looking forward to unstack its messages.

/ SR
[ p 1 Local
Component | Component

_ orService

DDS Shared
Memory

WEB Service DDS

R Component
Android Client : Repository

[ Eomear.
Get
~ Component

Tomcat + Axis2 ./

Fig. 2. Overview of the architecture
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Connection and communication between clients and servers are performed
using a Web Services architecture. Clients build and send a SOAP compliant
message (those devices always offers on-the-shelf API to easily generate such
messages) to the web services hosted by servers. In our prototype, two web
services interfaces are available : one offering the possibility for a client to request
a component, service or data and another one allowing to consult message box.

When a query is received by the server through a Web Service, four eventu-
alities can occur :

— The component/service/information is available locally (managing a cache
minimizes the access time to a component). The response is packaged and
posted to the client via DDS.

— Nothing is available locally. Query is sent to remote component or data
repositories. Response is cached and posted to the client via DDS.

— The component has to be adapted. Depending of the kind of customization,
such component can be cached or not. Afterward the message is posted to
DDS.

— If the request is not understandable or if there isn’t any component available
a post referencing the issue is made. The interest is twofold, ensuring a
response to the client and allowing him to eventually react to the problem.

To optimize the bandwidth, the client can specify a component name to prioritize
a particular message containing the information he needs as fast as possible. Here
the CATS framework on client side managing context elements is very helpful to
determine what is the preferred behavior. A client can then dynamically install
the downloaded component, or process the received data. If an error is raised,
the request can be re-sent, identicilly or modified if needed. The behavior is in
the smartphone application hands at this point.

In the architecture presented in figure[2] only one server is shown but obviously
we imagine a constellation of such servers, transparently exchanging information
and messages in a reliable way thanks to DDS.

4.2 Experimentation

Lets first describe devices used at server side. To implement this architecture, we
used a Mac Book Pro with a dual-core processor and 8 Gb of memory to host the
server. Server is run using Tomcatl coupled with AXIS 2. The community edition
of OpenSplice offers the DDS instance. Its runs on a Linux ubuntu operating
system on the Mac Book Pro. On client side we use different kind of mobile
devices, running Android in different versions (2.3, 3.1 and 4.0.4). Multiplying
the number of devices shows that performances depends for a certain part on
the device used but also show that in most of the cases, any device is capable of
offering enough power to make the experiment possible for a user.

From this architecture, we evaluate different measures to illustrate request
and message un-stacking namely A : The time spent by client to send a request.

! http://tomcat .apache.org/
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It includes connecting the client to the web service and receiving an acquittal
from the server. B : The time, starting from the client request, for the server to
put down the message to the DDS queue if the response is cached locally. C :
Same as B but response downloaded from a remote component repository. D :
The time spent by a client to connect, authenticate and retrieve a component
posted for him

4.3 Results

Figures [3] and [ show the results obtained with our prototype. They consist in
an average based on a hundred values, removing the higher and the lower one.

Figure Bl (A) shows the time a client spend connecting the web service and
obtaining an acquittal. This time varies from 4 to 5 seconds depending on the
device used. The difference is due to the power of the devices, their ease to ma-
nipulate XML and the version of Android used. Here the best result is obtained
by the HTC. Independently from the characteristics it is mostly because the
HTC overlay is light and the Android version used is also less powerful than
newer ones (less services running).

Tifie to oSt a Fequist Time with DDS (request posting)

zzzzzz

Fig. 3. A : Sending a request and B : Package a local message via DDS

Figure B (B) gives the time spent from a request sent from a client to the
moment the response message is effectively posted to DDS. Each of the devices
spent the same time to achieve this experiment, showing that the difference
obtained in (A) with different devices is mostly due to processing the acquittal.
Results obtain in (B) are increased in (C) if the needed component has to be
downloaded from an external server. There, the time depends on the device used
but in each case, time spent to process a request is still acceptable, knowing that
the client is supposed to potentially look for a response later.

Finally, in figure[d (D), the time spent by a client to authenticate and down-
load a component posted for him is described. The difference between devices
is mostly due to the Android environment. 3.1 version manages data in a spe-
cific way for os 3.XX. Whereas for Android version 2, the older version includes
less services which make XML processing and data downloading longer. This
time include the installation time of the component, i.e. the installation and
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Time to post a request (with calling the repository server) Time to get a component

Fig. 4. C : Package a distant message via DDS and D : Get a message posted

activation of the component on the Android device until it is available to other
components.

5 Conclusion

In this paper we showed the interest of bringing a context-aware framework for
transportation services together with asynchronous communication capabilities.
Indeed, network connection loss, cost or speed could become an important limita-
tion for mobile user, especially as travel distances increase and public transports
are widely used.

Mobile applications are built from different services and the assembly depends
on the context. The main issues in this domain are both connecting services and
obtaining data. If services could be accessed remotely (like web services), they
can also be downloaded locally on the mobile device. And it goes even with
data. By relying on asynchronous communication we are able to post request
for both data or service downloading. Afterwards, the receiving of components
or information could be performed at the appropriate time.

We illustrate the architecture we are proposing with a prototype and results
showing feasibility as well as acceptable performances for asynchronous context-
aware interaction. Different experiments has been made over a concrete platform
to show that using asynchronous request with DDS is not an important addi-
tional cost compared to synchronous interaction.

However, the architecture can be still improved. Here we are using a number
of context elements identified as the most representative for the mobile domain.
These context elements could still be increased in order to refine dynamic adap-
tation opportunities and be able to switch from asynchronous to synchronous
(and vice versa) at the most suitable time. Moreover, due to the multiplicity
of communications capabilities, it is still necessary to handle the case where
asynchronous request is send but the need is satisfied before the reception of
the answer. This could occur when a neighbor or a local access point has been
reachable and had the data or services requested at disposal.
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