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Abstract. In order to cope with the free-riding problem in file sharing
P2P systems, two kinds of incentive mechanisms have been proposed:
reciprocity based and currency based. The main goal of this work was
to study the impact of those incentive mechanisms in the emergence of
cooperation in file sharing P2P systems. For each kind of incentive mech-
anism we designed a game and the outcome of this game was used as a
fitness function to carry out an evolutionary process. We were able to
observe that the Currency Game obtains an enough cooperative popu-
lation slightly faster than the Reciprocity Game but, in the long run,
the Reciprocity Game outperforms the Currency Game because the final
populations under the former are consistently more cooperative than the
final populations produced by the latter.
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1 Introduction

Peer to peer systems (P2P) are composed by autonomous nodes that organize
themselves in order to share resources. In P2P systems, each node is a potential
server and a client and this characteristic makes them naturally scalable and fault
tolerant [I][2]: more peers means more resources and a higher service capacity
meanwhile, if a peer leaves the system or fails, another one is able to provide
the service. The P2P model is only challenged by peers autonomy that entitles
them to decide when to join and leave the system and also what resources they
share during their participation. In other terms, scalability and fault tolerance
of P2P applications largely depend on the level of cooperation of autonomous
nodes.

We place our research in the context of a file sharing P2P (FSP2P) system
where files are uploaded by owners and cooperative peers store copies in order
to be, later, able to serve download requests. The value of a FSP2P is associated
with the amount of shared content]. The more content is in the system, the
better it is for the clients.

As FSP2P applications became popular, peers having rational behavior ap-
peared. Those peers are named free-riders because they attempt to download

! In this work, we use indistinctly the terms content and file as well as node and peer.
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files at the lowest cost by deviating from standard protocols [3]. Free-riders pretty
soon drove the attention of the community to the design of incentive mechanisms
to avoid them. An incentive mechanism mainly encourages nodes to cooperate,
detects free-riders and prevents them to get services.

Roughly speaking, there are two types of incentive mechanisms consistently
identified in the literature [3][4]: reciprocity based and currency based. In reci-
procity based incentive mechanisms, peers give to receive. Each peer has infor-
mation about the behavior of other peers and uses this information to decide
whether to provide or not a service to them. Reciprocity can be direct or indi-
rect. It is direct if peers only consider each other behavior during the current
interaction, as in the case of BitTorrent [5]. In the indirect case, information
on the past behavior of each peer is collected and used in the evaluation. In
currency based incentive mechanisms, peers pay for the service and are paid for
their contributions with a currency that can be virtual and/or real.

The main goal of this work was to study, under an evolutionary approach, the
impact of incentive mechanisms in a FSP2P system. We modeled the interaction
of nodes as a game [6] where nodes follow predefined strategies, issue download
requests and an incentive mechanism is applied. The outcome of this game is the
successful download ratio and this measure is used as fitness function to carry
out an evolutionary process. We studied the impact of each incentive mechanism
in the degree of cooperation in the system from two aspects, the way it augments
the collective capacity of the system to store all the files and how it modifies the
initial composition of the population.

The rest of this article is structured as follows, in section 2l we describe the
previous efforts to model P2P systems using games. In section [3] we present the
Reciprocity Game and the Currency Game that model the FSP2P system for
the two classes of incentive mechanisms. The evolutionary process is presented
in section [4] and the experiments we carried out and their results are described
and discussed in section Bl Finally, conclusions are outlined in section Bl

2 Related Work

In a FSP2P system, the main decision a peer faces, to store a copy of a file
or not, is a strategical situation. Peers have to chose between their individual
interests and those of the community: if a peer stores a copy to make it available
to the others, it pays some costs but contributes to the value of the system, if it
does not, it has no costs but the system may lose value. This situation can be
modeled as a game as defined in Game Theory [6]: peers are the players, that
have two possible actions and obtain a payoff that depends on the choices made
by other peers and the own choice.

During the last decade, several research efforts [7][8][9] have used the Game
Theory framework of knowledge to model the strategical situation that peers
face. This approach considers that peers are all rational players that always
seek the action that provides the best outcome for themselves. The goal of this
approach is to find a set of actions where each peer plays the best possible
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response, i.e. a Nash equilibrium, and use this result to predict the behavior of
the system.

Although several assessment studies have confirmed the presence of rational
peers in P2P systems, the existence of non rational behaviors, as like altru-
ism has also been observed [I0][11]. This reality can be better modeled using
Evolutionary Game Theory (EGT) as proposed in [12][13][14]. EGT eliminates
the hypothesis of rationality and includes the dynamic aspect of P2P systems.
In these works, peers are players following an encoded strategy whose survival
depends, on the one hand, on the utility obtained by the strategies when interact-
ing with each other and, on the other hand, on the proportion of the population
that follows each strategy. EGT allows us to predict the prevalence of strategies
throughout time and the stability of the configuration of a population.

In our case, we are interested in the emergence of cooperative behavior as a
result of the application of an incentive mechanism; we do not propose specific
strategies but we do want to study the resulting ones. In consequence, we work
with a EGT-like approach in the sense that we propose a game for each incentive
mechanism where rationality is not assumed but players follow an inherited
strategy, and then, the utility that each peer obtains is used as a fitness function
for an evolutionary process.

3 The Cooperation Games

In this section, after defining some important concepts and the elements of every
game, we present a Generic Cooperation Game (GCG) that models the FSP2P
system independently of the incentive mechanism. Then, we propose a game
for each class of incentive mechanisms, called Reciprocity Game and Currency
Game. They are both based in the GCG and their differences, born from the
incentive mechanism they use, are presented in the subsections [3.4] and re-
spectively.

3.1 Preliminary Concepts

Availability of peers and files are central concepts in FSP2P systems. On the one
hand, the availability of a peer models its transient character and it is a number
that tell us how likely is to find the peer on the FSP2P system in a given instant.
This number depends on the owner and it has been shown that its value follows
a Weibull distribution [I5]. On the other hand, the availability of a file is also
a probability, the one of finding the file in a given instant and, in this case, it
is determined by the replication technique and the availability of the peers that
participate in the storage. In this first work, we considered full replication, that
is, when a peer decides to cooperate, it stores and distributes a full copy of the
file. In this case, the availability of the file f? is given by the next expression:

k
I/ fsvailabnity =1- H(1 - ijvailability) 1)
=1
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where k is the number of current copies and pivaﬂ
the peer that stores the copy number j.

We consider that each shared file has availability requirements and if the
system is not able to provide them, the file is lost for practical uses. Also we
have to consider that the actual amount of copies of a file that a FSP2P system
stores depends, not only on the amount of peers willing to store and share it,
but also on other factors like performance, cost, etc. In other words, meanwhile a
peer can chose to store a file and share a copy or not, this does not mean that the
file is stored in that peer or even stored in the system. Therefore, an storage event
is recalled by a peer as a triplet: (Coopperate, System Available, Peer Available)
where Cooperate is T if the peer determined to store and share a copy of the file
and F' otherwise, SystemAvailable is T when the file is not lost and F' when it
is and finally, PeerAvailable is T when the peer stores the file and F' otherwise.
This last entry is meaningful only when the second one is T'. Lets notice that
an storage event can be represented by a three bit string. A peer is able to keep
track of the recent history in a memory and might use this information to select
its next action.

Clearly, when a peer participates in a FSP2P system, it intends to download
content. Therefore, it will issue download requests and some of them will succeed
meanwhile others will not. The later situation arises when the file was lost or
when the FSP2P system decides that this peer has not been cooperative enough
to deserve the service. Each peer has a successful download ratio (sdr) that
is calculated as the quotient between the successful downloads and the total
amount of issued download requests. The sdr value represents how fit is the
strategy of the peer for the particular FSP2P system. We said that a peer is
more successful than another peer if it has a bigger sdr value.

Finally we define the success of a FSP2P system as the percentage of files
that are stored in the system w.r.t. those that were submitted to it. A FSP2P
system is cooperative enough when it is able to store the total amount of files
100%. We said that a population X is more cooperative or more successful than
another population Z if X is able to keep a bigger percentage of files than Z.

ability 15 the availability of

3.2 Players and Strategies

In the GCG, each peer is a player with a memory of size m where it tracks
down the last m storage events and a strategy that specifies an action for each
possible value of the memory. Since a storage event is a three bit string (c.f.
subsection B]), to recall m of them we need 3 x m bits.

Formally we define a strategy S as a sequence $j ---Sgs«m where Vi, s; €
{share, no-share}. A share action indicates that the peer will store and share a
copy of a content whereas no-share means that it will not. We say that a strategy
A is more cooperative than a strategy B if A includes the action share more
times than B.

Lets notice that the strategy of a free-rider is a sequence of no-share actions
meanwhile the one corresponding to an altruist is a sequence of share actions. A
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randomly generated strategy is called a honest strategy as, in average, it tends
to contain the same amount of share and no-share actions.
Summarizing, each player has the following attributes:

— awvaglability: probability of being in the system at a given instant,
— requests: total number of download requested,

— downloads: number of successfully downloaded files,

— sdr: successful download ratio = downloads + requests,

— memory: the binary description of the last m storage events and
— strategy: sequence of 2™*3 actions

Peers have an unlimited storage space so that a cooperative behavior can not
be blurred by its storage capacity. We believe that the current size of hard disks
allows us to make this assumption without losing generality.

3.3 The Generic Cooperation Game

A GCG is composed by a sequence of N turns. As in [§][9], on each turn
an uniquely identified file f* is submitted to the system to be stored with a
fﬁequired Availability* A turn has two phases:

1. Storage phase: during this phase, each peer determines its action indepen-
dently and simultaneously using its memory and its strategy. Depending on
the result of this phase and the incentive mechanism, the file is stored in the
system or lost.

2. Download phase: during this phase, each peer randomly decides if it issues
or not a request to download a file f7 where r € {1...i — 1}. If it does, its
requests counter is augmented by one. It is up to the incentive mechanism
to decide whether a download request is granted or not. When the request is
granted and the file is stored in the system, the peer increments its downloads
counter by one.

At the end of the game, after the N turns, we calculate the sdr of each peer (the
fitness of its strategy) and the success of the FSP2P system.

3.4 The Reciprocity Game

In reciprocity based incentive mechanisms, each peer has a reputation that is
built during the game. In our model, the reputation is the proportion of files a
peer is willing to store even if it is not elected to do so.

In the Reciprocity Game (RG) a peer will select the action indicated in
strategy|memory]. Once all the peers have chosen their actions, using the ex-
pression (), we calculate the potential availability of the file fi, .. cial Availability
considering that we store a copy on each cooperative peer, then we compare this
number against the flziequiredAvailability' If
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i _ fi .
L f Required Availability — I Potential Availability’ the file is stored on the system.
3 3 :
2. [RequiredAvailability < JPotentialAvailability & Subset of the cooperative peers,
large enough to ensure the requested availability, are randomly elected to
store the file.

3. f Required Availability ~ b} Potential Availability the file is lost.

In the RG a request from the peer will be granted if it has an enough good
reputation. The amount of requests that are granted for a peer is in direct
proportion to its reputation, a peer having a reputation between 0.2 % ¢ and
0.2 % (i + 1) included, for i € {0, 1,2, 3,4}, will be granted up to 20 * (i + 1)% of
its download requests.

3.5 The Currency Game

In currency based incentive mechanisms, peers pay for the service and are paid
for their contributions with a virtual currency.

In this scenario, the Currency Game (CG), peers have two additional at-
tributes, a storage price and a capital. The first one represents the amount of
currency the owner of a file will be charged to store a copy in the peer. This
amount is related to the availability of the peer. The capital represents the
current amount of currency the peer owns. As for files, they have two addi-
tional attributes called rent and download price that represent respectively, the
amount of currency they can pay to be stored and the price they will demand
to be downloaded.

A peer will cooperate if the action indicated in strategy[memory] is share and
the rent of the file is at least equal to the storage price of the peer. Cooperative
peers will be ordered on the base of its availability per storage price ratio and
then, the best of them will be chosen until the availability of the file is reached
or the rent is exceeded. In the former case the elected peers are paid storage
price. In the latter case, the file is lost and nobody is paid.

A request of a peer will be granted if it has enough currency to pay the
download price of the file.

4 Evolving Cooperative Behavior

Up to now we have defined two games, the RG and the CG, that provide a way
to evaluate the fitness of strategies in a FSP2P system. This section is devoted
to the description of the elements of the evolutionary process that we applied
in order to obtain more fitted strategies, that is, strategies that allow peers to
maximize the amount of downloaded files under a specific incentive mechanism.

The elements of the evolutionary process presented here are largely inspired
in the pioneer work of R. Axelrod [16] on the evolution of cooperation in the
Prisoner’s Dilemma game. For some of them we tested different techniques@ but
did not obtain better results.

2 Due to the lack of space these tests are not presented in this paper.



The Evolution of Cooperation in FSP2P Systems 157

Evolutionary Process

Given a number of generations, a game G, a number of rounds N, a size for the
population T and a specific proportion of types of strategies in it (c.f. B2), we
perform the following steps:

1. Initialization: we build a population of nodes whose strategies are compli-
ant with the given specification. Those strategies are the individuals of the
evolutionary process. The initial population becomes the current population.

2. Evaluation: to evaluate individuals, the current population plays the game G
during N rounds and, at the end, we calculate the success of the population
and the sdr (successful download ratio) of each node (downloads—+requests).

3. Ranking: nodes are separated in three groups depending on its sdr value as
follows (o stands for the standard deviation of the sdr values):

i) if sdr < (average(sdr) — o) they go to group 0,
ii) if (average(sdr) — o) < sdr < (average(sdr) + o) they go to group 1
and
iii) if sdr > (average(sdr) + o) they go to group 2.

4. Selection: T'/2 couples of parent nodes are selected. If a peer is in group 1 it
is selected once and if it is in group 2 it is selected twice. Peers in group 0
are discarded.

5. Crossover and Mutation: each couple of parents produces a couple of children
nodes. In order to obtain the children, two new nodes are created and their
strategies are obtained by the application, with a probability P,., of one
point crossover on the strategies of the parents and then, performing on
the resulting strategies an uniform mutation with a probability P,,. The
availability (and the storage price for the CG) of the children nodes are
inherited from the more successful parent.

6. The whole set of children becomes the current population and the process is
repeated since the Evaluation step.

The evolutionary process stops when the prefixed number of generations is
reached.

5 Experiments and Results

In order to study the impact of the incentive mechanisms, we implemented a
modular Game Simulator using Java 1.6 and we executed the evolutionary pro-
cess on predefined populations. For the sake of comparison, besides the CG and
the RG, we also programmed a game without any incentive mechanism, named
Free Game (FG) where download requests are granted randomly.

5.1 Parameters

All the experiments were carried out for a population of 500 nodes with a memory
of size 3 and strategies of size 512. The availability of each node was obtained



158 M. Esther Sosa-Rodriguez and E. Pérez-Cortés

using a Weibull distribution with form parameter equal to 1. In the case of
the Currency Game, initial capital was 0 and the storage price was calculated
randomly on a range that depends on the availability of the node as follows:
for a node whose availability is in [1%, 34%), the range was [0.01,0.34), if the
availability is in [34%,67%) then, the storage price is in [0.34,0.67) and if the
availability is in [67%, 100%)], the storage price is in [0.67,1.0]. In the case of the
Reciprocity Game, the initial reputation was 0.

Each game was played for 1000 turns for files with a required availability
uniformly distributed in the range [1%, 100%)]. In the case of the Currency Game,
the rent was uniformly distributed in the range [0.1, 10] and the download price
in [0.01, 1].

Populations underwent evolutionary process during 500 generations using a
crossover probability P, = 0.25 and a mutation probability P,, = 0.001.

Each experiment was repeated thirty times and the value that is considered
in the plots is the average value on the thirty repetitions.

5.2 Impact on a Free-Riders Population

The goal of this first experiment was to observe the impact of incentive mecha-
nisms on a population of free-riders. First, we wanted to observe how fast each
mechanism drives the population to a state where it is able to keep the 100% of
the submitted files and second, how the fitness, the successful download ratio of
the strategies, evolves under each mechanism.

In Figure [Il we plot the amount of stored files in each generation for the
different games. We can observe a clear difference of the speed of the evolution
of cooperation between the populations using incentive mechanisms (RG and
CG) and the one where none is used (FG). For this configuration, CG shows a
faster, although slightly, evolution in the success of the population and a better
stability.

In Figure 2] we can observe the changes in the average successful download
ratio of peers under the evolutionary process for each game. In this case, the best
growing rate is the one of RG that grows steadily until it reaches the perfect
value; the second best is for FG that stabilizes around 0.5, this result is coherent
with the fact that, in this game, requests are granted on an uniformly distributed
random base. Finally, we can observe that, for CG, the average sdr never grows,
in fact, as there is a fixed amount of currency being distributed among the peers
in the system, no matter how it is distributed, the average will not change.
This raises an important issue for the configuration of currency based incentive
mechanisms because, if there is too much competition to obtain the currency,
as in our experiment, peers having a poor successful download ratio will tend to
leave the FSP2P system.

5.3 Impact on the Composition of the Final Population

The goal of this experiment was to observe how different initial populations are
changed by the evolutionary process under the RG and the CG. The considered
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populations, named P1, P2, P3 and P4 are as follows: P1 is a free-rider popula-
tion, P2 is composed by 98% of free-riders and 2% of honest peers, P3 is 98% of
free-riders and 2% of altruist peers and P4 is a population of honest peers. P2
and P3 allowed us to study how a small proportion of honest or altruist peers
could boost the emergence of cooperation and drive a population to behave like
a honest population (P4).

Programmed Behavior

After 500 generations, we classified the peers in the final population depending
on the percentage of share actions included in its strategy. We made five groups,
each one corresponding to a 20% partition. The results are shown in Figures
and M for the CG and the RG respectively.
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For P1, the final population was totally composed of strategies with at most
20% of share actions under both incentive mechanism. For P2, in the final
population for CG we observe a majority of peers having strategies with at most
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40% of share actions meanwhile, in the case of RG, it is totally composed by
peers with strategies with a percentage of share actions between 40% and 60%.
For P3, under CG the final population is mainly composed of strategies having
more than 40% and less than 80% share actions whereas, under RG, it is fully
composed of strategies with more than 80% of share actions. Finally, for the
honest peer population, P4, we do not observe meaningful differences in the
composition of the final population. Under both mechanisms the majority of the
peers have strategies with a percentage of share actions between 40% and 60%.

Summing up, the strategies of the populations produced by RG are more
cooperative, include the action share more times, than those produced by CG.

Exhibited Behavior

As explained before, in our models a peer determines its actions using the current
value of its memory and its strategy, but, even when its strategy is composed
of a certain proportion of share and no-share actions, the peer can behave,
for example, as a free-rider (playing always no-share) or as an altruist (play
always share). In other words, peers can exhibit a behavior that differs strongly
from the one that appears in its strategy. In consequence, we decide to observe
the exhibited behavior, in order to do so, we classified the peers of the final
population depending on the percentage of share actions they chose to play in
the last game. Again, we have a partition at every 20%. The results are shown
in Figures Bl and [B] for the CG and the RG respectively.
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We can observe that exhibited behaviors include more cooperation, in both
RG and CG, than programmed behaviors. On the one hand, under CG, P1
behavior ends up far away from the programmed behavior with more than the
99% playing the action share at least 20% of the times and, in the case of P2,
P3 and P4, more than 85% chose the action share at least 40% of the times. On
the other hand, under RG, P1 has only a small fraction of peers that played the
action share less than 80% whereas in P2, P3 and P4, peers selected the action
share at least 80% of the times.
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Summarizing, independently of the initial composition of the population, the
peers of the final populations evolved by RG behave more cooperatively than
the peers in the final populations obtained using CG.

Impact of Honesty and Altruism

We can observe, in Figures@land 6l that under RG it is enough to introduce 2% of
honest peers (P2) to obtain a final population that is close, in its programmed
and exhibited behavior, to a honest population (P4). In the case of CG, see
Figures [ and [{ it is the introduction of altruist peers (P3) what produces a
composition closer to P4.

6 Conclusions

In this article we studied the evolution of cooperation in a FSP2P system using
two different incentive mechanisms. For each one of them we designed a game
where peers play inherited strategies and are able to successfully download a
portion of the files that they required. Using this measure as a fitness function,
we applied an evolutionary process and observed the effect of the incentive mech-
anisms in the emergence of cooperation, the fitness function and the changes on
the composition of the population.

Our results clearly showed that using an incentive mechanism encourage the
cooperative behavior. In the case of our proposals, the Currency Game evolves,
slightly faster than the Reciprocity Game, an enough cooperative population.
However, if the parameters of the system involving currency are not well tuned,
this mechanism could lead to the abandon of the FSP2P system due to the
steady low successful download ratio of peers. This situation does not arise in
the case of the Reciprocity Game.

Also, we were able to observe that, for four specific types of populations,
in the quest of cooperative behavior, the Reciprocity Game outperforms the
Currency Game. In fact, the final populations under the Reciprocity Game are
consistently more cooperative than final populations of the Currency Game. This
conclusion is supported by two facts: i) the share action appears more times in
the strategies of peers in the final populations of the Reciprocity Game than in
those of the Currency Game and, ii) in the final Reciprocity Game the action
share was played a bigger percentage of times than in the final Currency Game,
no matter how the initial population was composed.

In the future, we intend to perform a full parametric study on the models of
the games and on the evolutionary process, as well as to test different fitness
functions. The final goal is to use this approach to study incentive mechanisms
used in real systems and take advantage of the results to enhance them.
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